%40 K H8M B EEHEIRFR 2019 %8 A
[(EERZESERTIRE] doi: 10. 11809/ bqzbgexh2019.08. 031
Bt E TAEE R REID #7325 BT B IR 7% i)
TR, KILE

ORI R FHLABE, 70 510006)

FEEE AEhR AL A R b VA R AN B BT I 5 R O TR Ak, S PR e U S A TG 15 A T0Uf JEL R 28 4, 3 Hh — T e T
AL B MR IR . PR P EA AN T R-IE L5 B, R 76 g 58 28 XA s e s 4
R XA B8 T T, B — e PR LR SRS A & i AR i BRI SR S LA B
RAFAE 2 18] 5 S LAV B AR G AL, IRV AT 8 4% o X pbSGIEA T 22 Atk M PERE J0 A7 , AR W S 4 R e s 10 22
REOR

KRR  SFAE ; TAAURE R  SE B AR 4 s BT

ARSI AR PN KL L BGH M HE T00Is B REID bR %8 BT A AU RS UL [T ] % &4 4 TR 41k, 2019,40
(8):157 — 164.

Citation format:[.LUO Shaojie, ZHANG Lichen. Improved RFID Tag Ownership Transfer Protocol Based on Bit Operation
[J]. Journal of Ordnance Equipment Engineering,2019,40(8) :157 —164.

th [E 425 . TP393 XEKPRIRAD : A NXEHS 2096 —2304(2019)08 - 0157 - 08

Improved RFID Tag Ownership Transfer Protocol
Based on Bit Operation

LUO Shaojie, ZHANG Lichen

(School of Computers, Guangdong University of Technology, Guangzhou 510006, China)

Abstract; In the tag life cycle, the ownership should change with the change of the owner. In order to
ensure the right of ownership and the security of information storage, a tag ownership transfer protocol
based on bitwise operation is proposed. The proposed protocol has the following characteristics; for the
transmission of information, word synthesis and cross-bit operation are used to encrypt; word synthesis and
cross-bit operation belong to ultra-lightweight calculation, which can reduce the amount of calculation to a
certain extent; shared key as a variable of encryption can reduce the introduction of parameters and reduce
storage space; and the introduction of ownership flag bit to clarify the ownership. The security and
performance analysis of the protocol shows that the protocol has the security requirements of the system.
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