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Information Security Vulnerability Analysis of DCS System in Nuclear
Power Plant Based on Attack Tree
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Abstract ; Computer is widely used in nuclear power instrumentation and control systems,
its information security issues are increasingly challenged.In this essay,an information se-
curity vulnerability analysis method for nuclear power control system based on attack tree is
proposed to analyze the vulnerability of the system information security.First, the leaf nodes
are assigned three different attributes. Then the fuzzy analytic hierarchy process (FAHP) is
applied to calculate the weights of the attributes of each attack.Finally,the probability of
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leaf node,root node and attack path are calculated.The actual case analysis shows that the

calculated result gives the probability of each node and the attack path,and points out the

attack path that the attacker is most likely to take, which proves that the method is reasona-

ble and feasible. The information security vulnerability analysis method of nuclear power
build the defense measures.
nalysis

plant control system based on attack tree is of positive guidance to the system manager to
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Table 5 Occurrence probability of leaf node

Yoy BAEMER || Mok RAEMR | deh kMR
X, 0.297 | X, 0.345 | X, 0.353
X, 0.270 | X, 0.345 || X, 0.353
X, 0372 | X, 0.253 || X, 0.428
X, 0.331 || X, 0.310

I 3 2Bl 2 B B R de 2 it H
PR 15 Fh s gt AR HAR IR B . S, = (X,
Xs) S, = (X, Xg) (S = (X5, X;) (S, = (X,, X )
Ss= (X5, X5) \Sg= (X5, Xg) S, = (X5, X;) S =
(X5, X5) 8= (X, X5) .S = (X, Xg) .S, = (X,
X7) S = (X, X)) (S5 = (X, Xg) Sy = (X, X))

Su=(X, X, ). R P(S) = [TPG) (i = 1,
2 n) LA TR B R 1 6 IR

xR6 BWHHEREME
Table 6 Occurrence probability of each attack path

Yoy BAEMEE || Zoh RAEMR | duh RAEMER
S, 0.093 Sq 0.128 || S, 0.085
S, 0.093 S, 0.094 || S, 0.103
S, 0.068 S, 0.115 || S, 0.105
s, 0.084 || S, 0.114 || S, 0.105
S, 0.128 | S, 0114 | S, 0.127

GrHTER T R, VG BRAR S S S s TR R
il 3ty T o AR AR 7R v e A B AR SR A, B T =
JE(Xy, X)) (X5, Xg) V(X X)L AT U, Tl
e A T REm o T AR I s 3 A R AR T
il 25 , DA 35 20 s Bl 4R il i H 1. 05 — Al g
SR, Tk 7 38 A o 4% 38 A B2 1 R 3% K T
s R BHLZE P 2%, LA ik 31 2 o B b 42 ol 3l ) B
. BRI, A B G I D B S e AR
T it

FF L3R5 26 55 A0 PUAS - e A A 7 55
PESHT, RIRT 455 S T AL A B | b bl LA
BEANZT- 4 WG 55 1k 20 BT 445 T 0 T4 ok R G L
ATk A AR SCER T TAE AR A BT %8 (&8
BB AR e, n i AR B R b2 X R B AR
fa k.

4 4 i

ARSCHR R B S R X A% e DCS R 4
PEATHESS P AT, T Ml S A LR R
SeRF AT AT AR bR AL, R AT FAHP J5 ik
TR R PESUE, i )5 USSR 5 ot R GE e 55 1.
TETHIRAS S PEAS R I 5 | AR — U, — 2 F
FEFOIR T RS ATk F P AR, i = RO M 1
SR (BTS2 IR R B, — 2 TARE e
Unp AR 2 0L PR 2868 28 e s 5 1 o A ) S i, %
SEEE ST I S R AR AR AR R D] R % AT AR
JHAs 228 ) 245 SR FM -4 a5 A R MR,

S

[1] GREERY A, BYRES E.Industrial cyber security for a
power system and SCADA networks [ J ].IEEE industry
applications,2007,13(4) :49-55.

[2] IGURE V,LAUGHTER S, WILLIAMS R.Security issues
in SCADA networks[ J ].Computers and security, 2006,
25(7) :498-506.

[3] BEGE. Tk MR FEh R G L2 58 L] L
K,2013,32(2) :87-92.

[4] TEN C W,LIU C C, GOVINDARASU M. Vulnerability
assessment of cybersecurity for SCADA system using at-
tack trees[ J ].IEEE Power engineering society general
meeting, 1932,23(4) . 1-8.

[5] BYRES E J, FRANZ M, MILLER D.The use of attack
trees in assessing vulnerabilities in SCADA systems[ C]//
Proceedings of the international infrastructure survivability
workshop citeseer, 2004 :3-10.

[6] 288, okl , X 5, 45 5L T Bel R B i B f e &5
ki AT [ 1] 45 B 45542 ,2014(8) . 71-76.

(7] B, o A, A B T BGE R Tl 6 R 4t

5B A MR PEAS [T 7 B LA AT 5T, 2015, 32
(10) :3022-3025.

[8] SCHNEIER B.Attack tress modeling security threats[ J ].
Dr.dobb’ s journal,1999,24(12) :21-29.

[9] AR, B 5, AW HE T Bl B8 A4 Tl 42 )
REGM5 2200 [ )] AL A3k 213, 2013,40
(2):219-221.

[10] 5535 45 B2 U Hrids (FAHP) [ )] B R 58 55

2#.2000,14(2) :80-88.
[11] 224kuk, TR, R, S5 RO 2 R BT i A E 5T
[J]. ARG TS 5 90, 2006,26(9) :107-112.
[12] BFHH R, 1008, 5 RN HERA RGeS B R 201
[J] R P SIIEA , 2016,36( 11) :1103-1107.
(TR e )



