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Introduction to Cryptography
-Classical Encryption Techniques (cont.)
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Symmetric Cipher Model

Secret Key shared by Secret Key shared by
sender and recipient sender and recipient
£
—— Transmitted ——
———n ciphertext ———n
Plaintext / d Plaintext
::nu? Eneryption algorithm Decryption algorithm {:::' :
P (e.g.. DES) (reverse of eneryption P
algorithm)
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- Brute Force Search, Fik
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Brute Force Search

« always possible to simply try every key
* most basic attack, proportional to key size
* assume either know or recognise plaintext

Number of Alternative Time required at 10°

key Size (bits) Keys Time required at 1 encryption/ps encryptions/ps

i 2 =3 1 2 s = 358 munules 215 milhseconds

50 2 =T 2w 2% s = 1142 years 1001 hours

|28 2 = R 0 2157 s = 54w 10%4 vears 54w 10" vears

|68 2= 3T 10 2007 s = 5.5 w 10P" years 5.5 w 10F" years
26 characlers

= i Ty 1 s = 6 12 yean _ B
(permuation) 26! =4 x I(F o 10R0 s = 6.4 10' years f.4 % 10 years
6
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onoalphabetic Cipher Security

« now have a total of 26! = 4 x 10%° keys
* with so many keys, might think is secure

* but would be INWRONG!!!
» problem is language characteristics
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Example Cryptanalysis

given ciphertext:

UZQSOVUOHXMOPVGPOZPEVSGZWSZOPFPESXUDBMETSXALZ
VUEPHZHMDZSHZOWSEFPAPPDTSVPQUZWYMXUZUHSX
EPYEPOPDZSZUFPOMBZWPFUPZHMDJUDTMOHMQ

count relative letter frequencies (see text)
guess P& Zareeandt

guess ZW is th and hence ZWP is the
proceeding with trial and error finally get:

it was disclosed yesterday that several informal but

direct contacts have been made with political
representatives of the vietcong 1in moscow
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More Definitions

* unconditional security

— no matter how much computer power is available, the
cipher cannot be broken since the ciphertext provides
insufficient information to uniquely determine the
corresponding plaintext

- computational security

— given limited computing resources (eg. time needed for
calculations is greater than age of universe), the cipher
cannot be broken

* Unconditional security would be nice, but the only
known such cipher is the one-time pad (later).
— For all reasonable encryption algorithms, have to
assume computational security where it either takes

too long, or is too expensive, to bother breaking the
cipher.
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%) Types of Cryptanalytic Attacks

* ciphertext only
— Encryption algorithm
— Ciphertext to be decoded

 known plaintext
— Encryption algorithm

— Ciphertext to be decoded

— One or more plaintext-ciphertext pairs formed with the
secret key

 chosen plaintext
— Encryption algorithm
— Ciphertext to be decoded

— Plaintext message chosen by cryptanalyst, together
with its corresponding ciphertext generated with the
secret key

10
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i Types of Cryptanalytic Attacks

 chosen ciphertext
— Encryption algorithm
— Ciphertext to be decoded

— Purported ciphertext chosen by cryptanalyst, together
with its corresponding decrypted plaintext generated
with the secret key

* chosen text
— Encryption algorithm

— Ciphertext to be decoded

— Plaintext message chosen by cryptanalyst, together
with its corresponding Ciphertext with the secret key

— Purported cipehrtext chosen by cryptanalyst, together
with its corresponding decrypted plaintext generated

with the secret key. y
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Monoalphabetic Cipher

Plain: abcdefghijklmnopgrstuvwxyz
Cipher: DKVQFIBJWPESCXHTMYAUOLRGZN

Plaintext:
1fwewlishtoreplaceletters

Clphertext:
WIRFRWAJUHYFTSDVESEFUUEYA

* hence key is 26 letters long

12
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An Improvement

« Homophone

« Assign each letter a number of different cipher
symbols

 The number of symbols assigned to each letter

Is proportional to the relative frequency of that
letter

13
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o PN

— “Z7 X “—” > Playfair

—“—=7 X “Z” - Vigenére
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Playfair Cipher

* not even the large number of keys in a
monoalphabetic cipher provides security

* one approach to improving security was to
encrypt multiple letters

 the Playfair Cipher is an example

* invented by Charles \WWheatstone in 1854,
but named after his friend Baron Playfair

15
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Playfair Key Matrix

* a 5X5 matrix of letters based on a keyword

* fill in letters of keyword (sans duplicates)
* fill rest of matrix with other letters
* eg. using the keyword MONARCHY

MONAR
CHYBD
EFGIK
LPQST
UVWXZ

ok ¥ mersm

16
LiJT _




Encrypting and Decrypting

« plaintext encrypted two letters at a time:

1. if a pair is a repeated letter, insert a filler like 'X',
eg. "balloon” encrypts as "ba Ix lo on"

2. if both letters fall in the same row, replace each with
letter to right (wrapping back to start from end),
eg. “ar" encrypts as "RM"

3. if both letters fall in the same column, replace each
with the letter below it (again wrapping to top from
bottom), eg. “mu" encrypts to "CM"

4. otherwise each letter is replaced by the one in its
row in the column of the other letter of the pair, eg.
“hs" encrypts to "BP", and “ea" to "IM" or "JM" (as
desired)
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Exercise

 Play fair, with key: encrypt
* Please Encrypt

we are students of fudan university J

Encrypt?

18
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ecurity of the Playfair Cipher

* security much improved over monoalphabetic
* since have 26 x 26 = 676 digrams

« would need a 676 entry frequency table to
analyse (verses 26 for a monoalphabetic)

* and correspondingly more ciphertext

e was wide
British mi

|t can be
e since still

y used for many years (eg. US &
itary in WW1)

oroken, given a few hundred letters
has much of plaintext structure

19
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Polyalphabetic Ciphers

« another approach to improving security is to
use multiple cipher alphabets

« called polyalphabetic substitution ciphers

 makes cryptanalysis harder with more
alphabets to guess and flatter frequency
distribution

* use a key to select which alphabet is used
for each letter of the message

 use each alphabet in turn
* repeat from start after end of key is reached

20
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Vigenere Cipher

* simplest polyalphabetic substitution cipher
is the Vigeneére Cipher

« effectively multiple caesar ciphers

* key Iis multiple letters long K = k1 k2 ... kd
« jth letter specifies ith alphabet to use

* use each alphabet in turn

* repeat from start after d letters in message
 decryption simply works in reverse

21
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 write the plaintext out

« write the keyword repeated above it

* use each key letter as a caesar cipher key
* encrypt the corresponding plaintext letter
* eg using keyword deceptive

Key: deceptivedeceptivedeceptive

Plaintext: wearediscoveredsaveyourself
Ciphertext:

23
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 write the plaintext out

« write the keyword repeated above it

* use each key letter as a caesar cipher key
* encrypt the corresponding plaintext letter
* eg using keyword deceptive

Key: deceptivedeceptivedeceptive

Plaintext: wearediscoveredsaveyourself
Ciphertext: ZICVIWONGRZGVTWAVZHCQYGLMGJ

24
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Autokey Cipher

 ideally want a key as long as the message

* Vigenere proposed the autokey cipher

« with keyword is prefixed to message as key

* knowing keyword can recover the first few letters
* use these in turn on the rest of the message

* but still have frequency characteristics to attack

* eg. given key deceptive
key: deceptivewearediscoveredsav

Plaintext. wearediscoveredsaveyourself
ciphertext: ZICVTWQNGKZEIIGASXSTSLVVWLA

= 25
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=:Security of Vigenére Ciphers

* have multiple ciphertext letters for each
plaintext letter

* hence letter frequencies are obscured
* but not totally lost

* The ultimate defence against such a
cryptanalysis is to choose a keyword that
IS as long as the plaintext and has no
statistical relationship to it

— AT&T, Vernam cipher

26
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G. Vernam 1918

Ci=Pi ©® Ki
Pi=Ci © Ki

* ShannonfE At 1K) 22 #8183 ([Shannon 49]F
[Shannon 51]) P ELUEHH T —IKR— % Frik
RN 22t
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One-Time Pad

* if a truly random key as long as the
message Is used, the cipher will be secure

 called a One-Time pad

* |s unbreakable since ciphertext bears no
statistical relationship to the plaintext

 since for any plaintext & any ciphertext
there exists a key mapping one to other

» can only use the key once though
* have problem of safe distribution of key

= 28
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One-Time Pad example

Plain-text: heilhitler Cipher-text: DGTYIBWPJA
Key: wclnbtdef] Key: wggsbtdefj
Cipher-textDGTYIBWPJA Plain-text: hanghiter

Message from spy Lie of spy

Cipher text: DCYTIBWPJA
Key: wclnbtdef]
Plain-text: hanghitler

Cheat Spy

29
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Transposition Ciphers

* now consider classical transposition or
permutation ciphers

* these hide the message by rearranging
the letter order

» without altering the actual letters used

* can recognise these since have the same
frequency distribution as the original text

30
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Rail Fence cipher

* write message letters out diagonally over a
number of rows

 then read off cipher row by row

* eg. write message out as:
mema¢trhtTgpry

e t ef et eoaalt

* giving ciphertext
MEMATRHTGPRYETEFETEOAAT

31
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%) Row Transposition Ciphers

* a more complex scheme

 write letters of message out in rows over a
specified number of columns

* then reorder the columns according to
some key before reading off the rows

Key: 4 31 2 5 6 7
Plaintext: a t t a ¢ k p
O s t pone
duntil t
W O amXxXy Z

Ciphertext: TTNAAPTMTSUOAODWCOIXKNLYPETZ

32
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Product Ciphers

 ciphers using substitutions or transpositions are
not secure because of language characteristics

* hence consider using several ciphers In
succession to make harder:
— two substitutions make a more complex substitution
— two transpositions make more complex transposition

— but a substitution followed by a transposition makes a
new much harder cipher

* this is bridge from classical to modern ciphers

33
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Rotor Machines

« before modern ciphers, rotor machines were
most common product cipher

« were widely used in WW?2
— German Enigma, Allied Hagelin, Japanese Purple

* implemented a very complex, varying
substitution cipher

« used a series of cylinders, each giving one
substitution, which rotated and changed after
each letter was encrypted

« with 3 cylinders have 263=17576 alphabets

34
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direction of motion

v

24—, 21 26 20 1 8
25— 3 1 1 2 —18
26 15 2 & 3 26
1 1 3 4 4 17
2 19| |4 15 5 4—20
3 10 5 3 6 22
4 14| s 14 7 10
5 26 |7 —— 12 B 3
6 20 g 23 9 13
7 B 9 5 10 11
B 16 10 16 11 4
9 7 11 2 12 23
10 27 12 22 13— 5
11 4 13 15 14 24
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fast rotor medimm rotor slow rotor

(a) Initial setting
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5 26 g | —23 9 — 13
5 wl |s 5 10 11
7 B 10 16 11 4
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g 7 12 22 13 5
10 22 13 19 14 24
11 4 14 11 15 9
12 11 15 18 16 12
13 s| | || ~25] |17~ 25
14 17 17 24 18 16
15 9 18 13 19 19
16 12 19 7 20 [
17 23 20 10 21 15
18 18 21 g 22 21
19 2 22 21 23 2
20 | ~—25 23— g 24 7
21 s |24 26 25 — 1
22 ~——24| |35— 17 26 14

fast rofor medinm rotor slow rotor

(b} Setting after one kevstroke
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Steganography

 an alternative to encryption

* hides existence of message

— using only a subset of letters/words in a
longer message marked in some way

— using invisible ink

— hiding in noise in graphic image or sound file
* has drawbacks

— high overhead to hide relatively few info bits

38
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* Cryptography is a good tool to ensure
the confidentiality of sensitive message

* Cryptography has two basic command:
encrypt/encipher, decrypt/decipher

» Classical Cryptography include:
— Julius Caesar

— Playfair

— Vigenere

— Transposition Ciphers
— One-time Padding

44
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