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Method of detecting the financial phishing webpage based on SVM
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(1. Research Institute of China Mobile, Beijing 100033, P. R. China;
2. School of Automation, Chongqing University of Posts and Telecommunications, Chongging 400065, P. R. China)

Abstract ; Aiming at the serious information security challenges in the financial service field, and the shortcomings of exist-
ing phishing webpage detection methods, a financial phishing webpage detection method based on support vector machine
(SVM) was proposed. The method uses webpage rendering to remove common feature camouflage of page, then sets up
feature vector according to extract several features including uniform resource locator (URL) , text messages, form of page,
and logo image. Next, it trains the SVM classifier model by feature vector, and the method realizes the recognition of finan-
cial phishing webpage. In the process of features extraction, the method uses multiple pattern matching algorithm AC_SC
(AC suitable for chinese) to improve efficiency of text matching, and finishes logo image features extraction and matching
by speeded-up robust feature (SURF) algorithm. It shows that the proposed method reveals better in pertinence according
to experiment of several methods, and it can achieve 99.1% detection precision and not higher than 0. 86% false positive
rate.
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