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SUMMARY: A cryptosystem which supports both addition and
multiplication (thereby preserving the ring structure of the plaintexts) is
known as fully homomorphic encryption (FHE) and is very powerful.
Using such a scheme, any circuit can be homomorphically evaluated,
effectively allowing the construction of programs which may be run on
ciphertexts of their inputs to produce a ciphertext of their output. Since
such a program never decrypts its input, it can be run by an untrusted
party without revealing its inputs and internal state. The existence of an
efficient and fully homomorphic cryptosystem would have great practical
implications in the outsourcing of private computations, for instance, in
the context of cloud computing. In previous work | proposed the fully
homomorphic public-key encryption scheme with the size of ciphertext
which is not small enough. In this paper the size of ciphertext is
one-eighth of the size in the previously proposed scheme. Because
proposed scheme adopts the medium text with zero norm, it is immune
from the the “p and -p attack”. As the proposed scheme is based on
computational difficulty to solve the multivariate algebraic equations of
high degree, it is immune from the Grobner basis attack, the differential
attack, rank attack and so on.

keywords: fully homomorphic public-key encryption, multivariate
algebraic equation, Grobner basis, non-associative ring

81. Introduction

A cryptosystem which supports both addition and multiplication (thereby preserving
the ring structure of the plaintexts) is known as fully homomorphic encryption (FHE)
and is very powerful. Using such a scheme, any circuit can be homomorphically
evaluated, effectively allowing the construction of programs which may be run on
encryptions of their inputs to produce an encryption of their output. Since such a
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program never decrypts its input, it can be run by an untrusted party without revealing
its inputs and internal state. The existence of an efficient and fully homomorphic
cryptosystem would have great practical implications in the outsourcing of private
computations, for instance, in the context of cloud computing.

In 2009 Gentry, an IBM researcher, has created a homomorphic encryption
scheme that makes it possible to encrypt the data in such a way that performing a
mathematical operation on the encrypted information and then decrypting the result
produces the same answer as performing an analogous operation on the unencrypted
data[9],[10].

But in Gentry’s scheme a task like finding a piece of text in an e-mail requires
chaining together thousands of basic operations. His solution was to use a second
layer of encryption, essentially to protect intermediate results when the system broke
down and needed to be reset.

Some fully homomorphic encryption schemes were proposed until now[11], [12],
[13],[14],[15].

In previous work[1],[2] | proposed a fully homomorphic encryption without
bootstrapping which has the weak point in the enciphering function[17]. Next |
proposed another FHPKE with the large size of ciphertext [18].After that | proposed
the FHPKE with the small size of ciphertext [19].

In this paper | propose a fully homomorphic encryption scheme with the smaller
size of ciphertext which is based on computational difficulty to solve the multivariate
algebraic equations of high degree while the almost all multivariate cryptosystems[3],
[4],[5],[6].[7] proposed until now are based on the quadratic equations avoiding the
explosion of the coefficients. Proposed scheme is immune from the Grébner basis[8]
attack, the differential attack, rank attack and so on.

In this scheme the size of ciphertext is 8 times as large as that of the modulus g
while in the scheme proposed before the size of ciphertext is 64 times as large as that
of the modulus q [19].

82. Preliminaries for octonion operation

In this section we describe the operations on octonion ring and properties of octonion
ring.

§2.1 Multiplication and addition on octonion ring O

Let q be a fixed modulus to be as large prime as O(2°®). Let O be the octonion [16]
ring over a finite field Fq.
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O={(ap,as,....a7) | 3= Fq (=0.,1,...,7)} Q)

We define the multiplication and addition of A,B €O as follows.

A=(ap,as,...,a7), 3 < Fq(=0,1,...,7), (2)
B=(bo,bs,...,.b7), b= Fq (j=0,1,...,7). (3)
AB mod g

= (agho - a;b;- asby- agbs-asb,- ashbs-aghe-aszb; mod g,
aghs+a;by+ash,+azhs-asb,+ashs-aghs-azb; mod q,
aghy-a,bs+aby+ashs+asb,-ashs+agh;,-azbe mod g,
aghs-a;,b-a,bs+ashy+asbs+ash,-agh,+asb, mod q,
aghs+ash, - asb; - asbs+asbot+ash;+ aghs - asbs mod q,
agbs-a;bg+ashs-ash,-a4b,+ashy+agh, +azb, mod q,
aghe+aibs - ab,+ash, - asbs - ash,+aghy +asb, mod g,
agh;+a bs+aybg-aszh, +asbs-ash,-agh,+azh, mod q) 4)

A+B mod g
=(ag+bomod g, a;+b; mod q, a,+b, mod g, a;+bsmod q,
as+b, mod q, as+bsmod g, ag+beg mod g, a;+b;mod q ). (5)
Let
A= ay’+a;,*+...+a;°mod q. (6)

If |A£0 mod g, we can have A™, the inverse of A by using the algorithm
Octinv(A) such that

A= (ap/ |AF mod g, -a1/ |AP mod ..., -a;/ |AF mod g) < Octinv(A). (7)

Here details of the algorithm Octinv(A) are omitted and can be looked up in the
Appendix A.

82.2. Property of multiplication over octonion ring O

AB,C etc.=0 satisfy the following formulae in general where A,B and C have
the inverse A* B* and C"mod g.

1) Non-commutative
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AB#BA mod g.

2) Non-associative
A(BC)+(AB)C mod g.

3) Alternative
(AA)B=A(AB) mod q,
A(BB)=(AB)B mod g,
(AB)A=A(BA) maod g.

4) Moufang’s formulae [16],
C(A(CB))=((CA)C)B mod q,
A(C(BC))=((AC)B)C mod g,
(CA)(BC)=(C(AB))C mod q,
(CA)(BC)=C((AB)C) mod q.

5) A and B < O satisfy the following lemma.

Lemma 1
(A'B)A=A"(BA) mod g.

(Proof)

From (12)
A'B=A((BAAM)=(A'(BA))A mod g,

By multiplying A from right side we have
(A'B)A=A"(BA)mod q g.e.d.

6) A= O satisfies the following lemma.

Lemma 2
A (AB)=B mod g,
(BA)A™=B mod q.

(Proof?)
Here proof is omitted and can be looked up in the Appendix B.

7) A€ O satisfies the following theorems.

(8)

©)

(10)
(11)
(12)

(13)
(14)
(15)
(16)

(17)



Theorem 1
A?=w1+vA mod g, (18)
where
w,vEFq,
1=(1,0,0,0,0,0,0,0)=0,
A=(ap,a,,...,a;) 0.
(Proof:)
A?mod q
=( agdg-a1a1- A,8,- A3A3-Audu- AsAs-Agdg-aza; Mod (,
pdy +a18p+a,a,+azar-a4dy+asds-asds5-a783 Mod (,
QAp-8,84+ayap+a385+aya1-asa3+asd7-a78 MOd (,
apas-a1 8785 +azay+audstasaz-asast+aza; mod g,
@@y +a182-8,81-8586+8480+asar +as83-8785 Mod g,
Apas-ay 85 +a,a3-a38-As87Hasay+asay +azas mod g,
QA +a1a5-aya7+a384-483-85a1 HasA+ara, Mod g,
a7+, 83+a,86-8381 +A485-asAu-Aar+aray Mod ()

:(2a02— L mod g, 2a,a; mod q, 2a,a, mod g, 2a,az mod ¢, 2a,a4 mod g,
2335 mod (,2a,a¢ mod g, 2a,a; mod q)

where
L= ay’+a;*+a, +ag +as +as +as-+a;” mod q.
Now we try to obtain u, vE Fqthat satisfy A>=w1+vA mod g.
wl+vA=w(1,0,0,0,0,0,0,0)+v(ap,ay,...,a7) mod q,
A= (2a,%- L mod g, 2a,a; mod q, 2a,a, mod g, 2a,a; mod g,
2apa4 mod q, 2 agas mod q,2a0as mod ¢, 2a,a; mod Q).
As A>=w1+vA=-L1+2 a,A mod g, we have
w=-L mod g,

v=2a,mod q. g.e.d.



8) A= O satisfies the following theorems.

Theorem 2

Let A*=(ay,-a,,...,-a7) O be the conjugate of A=(ay,as,

AA*= A*A= LAl
where
La= ag’+a;’+...+a;> mod q.
[Proof]
As
A+A*=(2a,0,...,0)=2a,1 €0,
A=- Ly 1+280A = -Lal+( A+A¥)A= -La1+ A ( A+A*) mod g,
we have
Lal=A*A = AA*mod q. g.e.d.
9) Theorem 3

...,a7)€0. We have

D <0 does not exist that satisfies the following equation.

B(AX)=DX mod q,
where B,A, D=0 and X is a variable.
(Proof:)
When X=1, we have
BA=D mod q.
Then
B(AX)=(BA)X mod g.

We can select C <0 that satisfies

B(AC)#(BA)C mod g.

We substitute C= O to X to obtain
B(AC)=(BA)C mod g.
(21) is contradictory to (20).

g.e.d.

(19)

(20)

(21)



10) Theorem 4
D <0 does not exist that satisfies the following equation.
C(B(AX))=DX mod q (22)
where C,B,A,DE0, C has inverse C*mod g and X is a variable.
B,A and C are non-associative, that is,
B(AC)# (BA)C mod g. (23)
(Proof:)
If D exists, we have at X=1
C(BA)=D mod g.
Then
C(B(AX))=(C(BA))X mod q.
We substitute C to X to obtain
C(B(AC))=(C(BA))C mod q.
From (12)
C(B(AC))=(C(BA))C=C((BA)C) mod q.
By multiplying C™ from left side, we have
B(AC)=(BA)C mod q (24)
(24) is contradictory to (23). g.e.d.

11) Theorem 5
D and E< O do not exist that satisfy the following equation.
C(B(AX))=E (DX) mod q

where C,B,AD and E€ O have inverse and X is a variable and AB,C are
non-associative, that is,

C(BA)+#(CB)A mod g. (25)
(Proof:)

If D and E exist, we have at X=1



C(BA)=ED mod g. (26)
We have at X=(ED)*=D"E™ mod q

C(B(A(D'E™)))=E (D(D'E™)) mod g=1,

(C(B(A(D™E™)))" mod g=1,

((ED)AHBHC! mod g=1,

ED =(CB)A mod g. (27)
From (26) and (27) we have

C(BA) =(CB)A maod g. (28)

(28) is contradictory to (25). g.e.d.

12) Theorem 6
D <0 does not exist that satisfies the following equation.
A(B(A™X))=DX mod q
where B,ADE0, A has inverse A" mod g and X is a variable.
(Proof?)
If D exists, we have at X=1
A(BA™)=D mod g
Then
A (B(A'X))=(A(BA™))X mod q. (29)
We can select C=O such that
(BA)(CA?) +((BAMC)A?mod q. (30)
That is, (BA™), C and A? are non-associative.
Substituing X=CA in (29), we have
A (B(A*(CA)))=(A(BA™)(CA) mod q.
From Lemma 1
A(B((A'C)A)))=(A(BA™))(CA) mod g.
From (16)
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A(B((A'C)A))=A([(BA)C]A) mod q.
By multiplying A™* from left side we have
B((A'C)A))= (BAH)C)A mod q.
From Lemma 1
B(A™(CA))=((BA")C)A mod g.
Transforming CA to ((CA>)A™), we have
B(A((CAHA™))=((BA)C)A mod g
From (14) we have
((BAM)(CA%)A'=((BAHC)A mod g.
Multiply A from right side we have
((BA)(CAH=((BA)C)A’mod g (31)
(31) is contradictory to (30). g.e.d.

83. Proposed fully homomorphic public-key encryption scheme

Homomorphic encryption is a form of encryption which allows specific types of
computations to be carried out on ciphertext and obtain an encrypted result which
decrypted matches the result of operations performed on the plaintext. For instance,
one person could add two encrypted numbers and then another person could decrypt
the result without knowing the value of the individual numbers.

83.1 Definition of homomorphic public-key encryption

A homomorphic public-key encryption scheme HPKE := (KeyGen; Enc; Dec;
Eval) is a quadruple of PPT (Probabilistic polynomial time) algorithms.

In this work, the medium text space M of the encryption schemes will be
octonion ring, and the functions to be evaluated will be represented as arithmetic
circuits over this ring, composed of addition and multiplication gates. The syntax of
these algorithms is given as follows.

-Key-Generation. The algorithm KeyGen, on input the security parameter 1",
outputs (pk,sk) <« KeyGen(1") , where pk is a public encryption key and sk is a
secret decryption key.
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-Encryption. The algorithm Enc, on input system parameter g, a public key(pk)
and a plaintext p & Fq, outputs a ciphertext C&O «—Enc(pk; p).

-Decryption. The algorithm Dec, on input system parameter g, secret key(sk) and a
ciphertext C, outputs a plaintext p*«—Dec(sk;C).

-Homomorphic-Evaluation. The algorithm Eval, on input system parameter g, an
arithmetic circuit ckt, and a tuple of n ciphertexts (Cy,..., C,),
outputs a ciphertext C* <—Eval(ckt; C,,..., C,).

§3.2 Definition of fully homomorphic public-key encryption

A scheme HPKE is fully homomorphic if it is both compact and homomorphic with
respect to a class of circuits. More formally:

Definition (Fully homomorphic public-key encryption). A homomorphic
encryption scheme FHPKE :=(KeyGen; Enc; Dec; Eval) is fully homomorphic if it
satisfies the following properties:

1. Homomorphism: Let CR = {CR, },.cn be the set of all polynomial sized
arithmetic circuits. On input (pk ,sk)«—KeyGen(1"), Vckt €CR,, V (..., pr) €
Fg" where n=n(}), V(C,...,C,) where Ci« Enc(pk;p;) (i=1,..,n), it holds that:

Pr[Dec(sk;Eval(ckt; Cs,...,Cy)) # ckt(py,..., Pn)] = negl(L).

2. Compactness: There exists a polynomial « = u(4) such that the output length of
Eval is at most x bits long regardless of the input circuit ckt and the number of its
inputs.

§3.3 Medium text

We define the medium text M & O which is adopted in proposed fully
homomorphic public-key encryption (FHPKE) scheme as follows.
We select the element G=(go,91,...,97) €O and H=(hg,h,,...,h;) =0 such that

[G]o=00=1/2 mod q, (32a)

[H]o=ho=0 mod g, (32b)
Le:=|G= g’ +0:*+...+9"=0 mod q , (32¢)
Lyi=|HP= ho?+h?+...+h,?>=0 mod q, (32d)
g:h1+goh,+...+ g7;h,=0 mod q. (32¢)

where we denote the i-th element of octonion M & O such as [M];.

Then we have
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[GH]o= [HG]o=goho-(g:h1+goh2+...+ g7h7)=0 mod g,

G mod g =29,G=G,
H? mod q =2h,H =0=(0,0...,0).

Theorem 7
GHG=0 mod g,
HGH=0 mod q.
(Proof:)

Here proof is omitted and can be looked up in the Appendix C.

Theorem 8
(GH)(HG) =0 mod q,
(HG)(GH) =0 mod g.
(Proof?)
From (15)

(GH)(HG)= (G(HH))G= (G(0))G =0 mod q,

(HG)(GH) = (H(GG))H= (H(G))H=0mod q.  g.e.d.

Table 1 gives the multiplication table of {G,H,GH,HG}.

Tablel. multiplication table of {G,H,GH,HG}..

(33a)
(33b)
(33¢)

(34a)

(34b)

(35a)
(35h)

G H GH HG
G G GH GH 0
H HG 0 0 0
GH 0 0 0 0
HG HG 0 0 0
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Let p=Fq be a plaintext and u,v,w& Fq be the ramdom numbers.
The medium text M is given such that
M=pG+uH+vGH+wHG mod g=Fq. (36)
The plaintext p is given from the medium text M such that

p=2[M], mod q=Fq. (37)

Lemma 3
For any A=(ap,as....,a7) €0, B=(by,bs,...,b;)=0
(A+B)*=A*+B* mod q, (38a)
(AB)*=B*A* mod q (38b)
where
A*=(ag,-ay,...,-a7) €0, B*=(by,-by,...,-b;) 0.
(Proof)

Here proof is omitted and can be looked up in the Appendix D.

Theorem 9
IMP*=|pG+uH+vGH+wHG[*=0 mod q=Fq. (39)
(Proof?)

Here proof is omitted and can be looked up in the Appendix E.

Theorem 10
GH*+HG* =0 mod g, (40a)
G*H+H*G =0 mod g. (40b)
(Proof:)
As

HG* =(GH*)*, H*G =(G*H)*,



Theorem 11

(Proof:)

Theorem 12

(Proof?)
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then

GH*+ HG*=2[GH*]ol:2(goho+g1h1+ggh2+... + g7h7) 1=01=0 mod Q.

G*H+H*G =2[G*H]y1=2(goho+g:h1+goh,+...+ g7h;) 1=01=0 mod g.

g.e.d.

G(H*G*)+(GH)G* =0 mod q,
G*(HG)+(G*H*)G =0 mod g.

(GH)G* =(G(GH)*)*=(G(H*G*))*
Then

G(H*G*)+(GH)G* =2[(GH)G*],1
=2[(GH)(2*g1-G)]o1
=2[(GH)2*go1-(GH)G)]o1

=2 [(GH)-0]p1

=2 [GH]p1=0 mod q.

In the same manner

G*(HG)+(G*H*)G =0 mod g. g.e.d.

G(G*H*)+(HG)G* =0 mod q,
G*(GH)+(H*G*)G =0 mod q.

As
(HG)G*)* =G(HG)*=G(G*H*),

then

(41a)
(41b)

(42a)
(42b)
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G(G*H*)+(HG)G* =2[(HG)G*],1
=2[(HG)(2*go1-G)]ol
=2[(HG)2*go1-(HG)G)]ol
=2 [(HG)- HG]y1=0 mod g.
In the same manner

G*(GH)+(H*G*)G =0 mod g. g.e.d.

(Associativity of medium texts)

Let My, M»,M>;< O be arbitrary three medium texts where

My:=p,G+u;H+v;GH+w;HG mod g0,

M,:=p,G+u,H+v,GH+w,HG mod g <0,

Ms:=p3G+usH+vsGH+wsHG mod g< 0.

M; Mo=(p,G+uH+v,;GH+w;HG)( p,G+u,H+v,GH+w,HG) mod g
=p; P2G+OH+( py U+ py V2)GH+( Uy po+ Wy po)HG,

(MiM2)M3=[p1p2G+(p1uxtp1v2) GH+(Uporw1p2)HG]( psGHuzH+Vv:GH+wW3HG)
= P1 P2 P3G+( PPz Uzt P12 V3)GH+( Uy pa pst+ Wi P2 P3)HG,

Mz M3=p; psG+( P2 Ust+ P2 V3) GH+( Uz pst W2 p)HG,

M1(M2M3)=(p1G+usH+viGH+W;HG)[p2psG+(paUs+P2Va) GH+(Ups+Wop3) HG]
= P1 P2 PsG+( Pip2 Ust P12 V3)GH+( Uy P2 Pt Wi P2 pg)HG.

We have that

(MiM2)M3= py1 p2 P3G+( pap2 Ust P1P2 V3)GH+( Uy P2 pPat W1 P2 P3)HG

=M;(M,M3) mod g. (43a)
We have that
MiM,...My=p1 P2 ...pnG+OH +( V1o n)GH+( Wiz n)HG mod g<0, (43b)

where

Va2 h Wiz n € FQ, Mi=piG+uH+VviGH+w;HG mod q< O,p;,u;,vi,wi = FQ.
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But we notice that in general for arbitrary N O,

( M, Mz)N e Ml(MzN) mod g.

83.4 Proposed fully homomaorphic public-key encyption

We propose a fully homomorphic public-key encryption (FHPKE) scheme on
octonion ring over Fq.

Here we define some parameters for describing FHPKE.
Let q be as a large prime as O(2**).
We select the element G=(go,91,...,97) €0 and H=(hy,h,,...,h;) €O such as defined in
section 83.3 Medium text.

Let p=Fq be a plaintext and u,v,w & Fq be the ramdom numbers.
The medium text M is given such that
M=pG+uH+vGH+wHG mod g< 0.
The plaintext p is given from the medium text M such that
p=2*[M]o mod g= Fa.
Basic enciphering function f(X,Y) €O[X,Y] is defined as follows.

Let X=(Xo,...,X7) €O[X] and Y=(yo....,y7) €O[Y] be variables.
We select A,,..., A,E0 such that A; (i=1,..,n) has the inverse A/* mod g.

We define the basic enciphering function f(X,Y) such that
fOY):= AL (AT (YA (AX)...) mod = O[X,Y] (44a)

=( foooXoYo+foorXaya t ... HorrXzyr,

fro0XoYo+froiXoy1t ... Hiz7X7y,

fro0XoYoHFroXaya + ... +fzrzXay7), (44Db)
= {fijk}(i,j,k:O, e ,7) (44C)

As if Y=1, then f(X,1)=X, some fjy are determined such that
fooo=1, f010=0, ..., fo70=0,
f100=0, f110=1, ..., f170=0,
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f700=0, f710=0, ..., fr70=1.

Let g(X,Y)=O[X,Y] be a sub-enciphering function such that
g, Y):=(...(XADAY).. ) AIVAM..)A " mod g=O[X,Y]

=( JoooXoYo+JoorXoy1 T ... TQor7Xry7,

O100%0Yo+J101XoY1 T ... T0177X7Y7,

t
J700XoYo+ 701Xyt ... T0777%7Y7)

= {oip}(i,j,k=0,...,7).
As if Y=1, then g(X,1)=X, some g;x are determined such that

Jooo=1, 9010=0, ..., Go7o=0,
0100=0, Q110=1, ..., 9170=0,

0700=0, 9720=0, ..., 9770=1.

Theorem 13

Let
Ra=Un((....(U2((Ur((PQ)U1))U2))...))Un) mod =0
Lo= (Un((....((U((U(PQ))U1))U2))....))U, mod <O
Mr=[Un(Un.a(... (Uo(U1P)). . DI . .((QUDU,)...)Up1)Us] mod gE0
where
P,Q, U,E0 (i=1,2,...,n).
For any positive integer n
R, mod q =L,, mod g =M, mod g.
[Proof]
| use the mathematical induction.
In case that n=1, from (15),(16)
Ri=U1((PQ)U1)=(U1(PQ))U:=(U.P)(QU,) mod q

(45a)

(45b)
(45c)

(46a)
(46b)
(46c)

(46d)
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Is obtained. That is,
R:=L;=M; mod g.

In case that n=k-1

If Re..=Lx.1.=My.; mod g, then
Uk(Ric1U)=Uk(Uica((. . .((Ua((U1((PQ)U1))U2)). . .)Uk.1))Ui)=R« mod g
Uk(Ri1Ui)= Ui(LicaUi)= U(((Uiea((. . .(U2((U1(PQ))U1))Uy))...))Ui) Vi)
= (Ud(Uia((- - - (U((U(PQ))U1))Uy)).... ) Uier))Ui=Limod g.
Uk(Ri1Uk)=
UM U )=Uk([Uk2(Uko(. . .(U2(U1P)).. DI . . ((QUYUR)... Uik ) U ) Uy)
=(Ud(Uka(- . -(U2(U1P)).. D ([(.. . (QUYUp).. )Uk1)]Ux)
= [Uk(Uga(. . .(U2(U1P)). . DI . .((QUUY) ... ) Ui 1)U ]=M, mod ¢

That is, we obtain R=L,=M, mod g.

So we obtain R, mod g =L, mod g =M, mod q for n=1,2,.... . g.e.d.

83.5 Addition and multiplication of f(X,S)

Let M; and M, be the medium texts corresponding to the plaintexts p; and
P, respectively.
Let SE0O be a part of system parameter such that S* mod <O exists.
We define the addition and multiplication of f(X,S) as follows.
[Addition]
f(My,S)+ f(M,,S) mod g=O
= A CATS (A (AT ML) + ATCLL(ACS (A (AL MY)..)) mod g
=AML AT (A (AL (M+My)..) mod g
= f(M;+M,,S) mod q<0. 47)

[Multiplication]

f(My,S){ [ #(2,9) 1" [f(M2,S)g(1,9)]}mod g0
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=f(My, S{FL. ST TA . . (A SAL(AIMY)..)(. .. (1A) . DASDAD. DA}
=f(My, S{FL, ST A .(AS (A (AD)..)(...(M2AD..DA)DA™D. . DA DT}
=f(M,8) {[ f(L,S) I" [f(1,5)9(M2, )]} mod g

=f(My,5)g(Ms,S) mod q

=[ACCLATHS (A (AML).TIC .. (MAD . )A)SDAD. AT

=[ACCLATS (A (AdMMR). DTG .(LA) . DA)DAD. . DA
=f(M:M,,S)g(1,S) mod g.
Then we have
F(M1Mo,S)=[f(M1, SHIF(L.9)] Tf(M2,8)a(1,9)IH[9(1,S)] " mod g=O. (48)
That is, we can obtain f(M;M,,S) from f(My,S), f(M,,S),f(1,S) and g(1,S) without
g(M,,S).
Theorem 14
For arbitrary p;,p,<0,
if f(My,S)=f(M,,S) mod q , then p;= p, mod g,
where
M;.= p,G+uH+v;GH+w,HG €0,
M,:= p,G+u,H+v,GH+wW,HG <O.
(Proof)
If f(M¢,S)=f(M,,S) mod g ,then
A ATTS (A (AMY).) = AL (ATHS (A (AiMy)...) mod g,
M;= M, mod g.
P1=2[M1]o =2[M,]o =p> mod q.
Then we have

p1=p2mod g. g.e.d.
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§3.6 Octonion elements assumption OEA(Q)
Here we describe the assumption on which the proposed scheme bases.
Octonion Elements assumption OEA(q)

Let g be a prime more than 2. Let n be a secret integer parameter. Let A:={A,,...,A/}
0" be secret parameters. Let f(X ,Y)= A;? (..(A™ (Y (A(...(AX)...) mod qE
O[X,Y] and g(X ,Y)= (...(XA)..)AIV)A™N)..)A:" mod q=0[X,Y] be the basic
enciphering function and sub- basic enciphering function

where X and Y are variables.

In the OEA(q) assumption, the adversary Agq is given f(X ,Y), g(X ,Y) and his goal is
to find a set of parameters A={A,,...,A,}€0" with the order of the elements A,...,
A; . For parameters r= r(A) defined in terms of the security parameter A and for any
PPT adversary Aq we have

PrIA™ (. .(AT YA (AX)...))))....) mod g={f}(i,jk=0,...,7),
(...(XA)..)AINA™Y.. DA™ mod g={gix}(i.j.k=0.,...,7):
A={A.,..., A}—Aq (1", f(X.Y), g(X,Y))]= negl(L).

To solve directly OEA(qQ) assumption is known to be the problem for solving the
multivariate algebraic equations of high degree which is known to be NP-hard.

83.7 Property of proposed fully homomorphic encryption

The syntax of proposed scheme is given as follows.

-Key-Generation. The algorithm KeyGen, on input the security parameter 1* and
system parameter g, outputs

sk—KeyGen(1") where sk=(ra A(J=1,...,ra)) is a secret encryption key and
pk—KeyGen(1") where Pk=({fii}o=ijk=7 » {Qi}o=ijk=7) is a public key.

-Encryption. The algorithm Enc, on input system parameter [q, G,H,S] and secret
keys of user B, skg=(rs ,Bj(j=1....,Is)) , public key of user A, pka=({faij}o=ijk=7;
{9nijk}o=ijk=7) and a plaintext p<=Fq, outputs a ciphertext C(M;skg, pka,S) =0
—Enc(skg, pka;p) where M=pG+uH+vGH+wHG mod g<O.
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-Decryption. The algorithm Dec, on input system parameter ¢, secret keys of user
A, ska, public key of user B,pkg and a ciphertext C(M;skg, pka,S), outputs
plaintext p* € Fq =Dec(ska, pks; C(M;skg, pka,S)) where C(M;skg, pKa,S)
—Enc(skg, pka;p).

-Homomorphic-Evaluation. The algorithm Eval, on input system parameter g, an
arithmetic circuit ckt, and a tuple of n ciphertexts (C,..., C,) €O", outputs an
evaluated ciphertext C’«—Eval(ckt; C,...., C,) where Ci= C(M;;skg, pKa,S)

(i=1,. . .,n), Mi:z piG+UiH+ViGH+WiHG 0.

(Fully homomorphic encryption). Proposed fully homomorphic encryption
=(KeyGen; Enc; Dec; Eval) is fully homomorphic because it satisfies the following
properties:

1. Homomorphism: Let CR = {CR; }, < be the set of all polynomial sized arithmetic
circuits. On input sk «—KeyGen(1"), pk—KeyGen(1"), Vckt € CR,, V(ps,...,pn)
€Fq" where n=n(}), V(Cy,...,C,) E0" where C;= C(M;;skg, pka,S)«—Enc(skg,
pka;pi), (i =1,...,n),we have Dec(skp, pkg ;Eval(ckt; C,,...,C,)) = ckt(p,...,pn).
Then it holds that:

Pr[Dec(ska, pkg; Eval(ckt; Cy....,C,)) # ckt(ps,...,pn)] = negl(A).

2. Compactness: As the output length of Eval is at most klog,q=kA where k is a
positive integer, there exists a polynomial x = «()) such that the output length of Eval
IS at most u bits long regardless of the input circuit ckt and the number of its inputs.

83.8 Procedure for constructing public-key encryption

Here we show the procedure for constructing the public-key encryption scheme by
using the cryptosystem described in above sections.

User B try to send his information to user A by using the public-key of user A pka
and the secret key of user B skg through the insecure line.

1) System centre publishes the system parameter [q,G,H,S].

2) User A downloads system parameter[q,G,H,S] and selects ska=(ra ,Aj(j=1,...,ra))
which is a secret key of user A and generates the public key of user A
PKa={faijito=ijk=7 {QaijFo=ijk=7) such that
fAOGY):=AC (AR (Y (A (AX). ..) mod q € O[X, Y]={faix}(ij k=0....,7), (49a)
gaOX,Y):=( .. (XA DA Y)ARD. . )AL ™ mod q< O, YT={0ij}(i,.k=0.....7). (49b)
User A sends {faii}, {Qaii} (i.,k=0,...,7) to system centre.
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User B downloads system parameter[q,G,H,S] and selects skg=(rs ,B(j=1....,'s))
which is a secret key of user B and generates the public key of user B

PKe=({fsijk}o<ijk=7, {Gsijto=ijk=7) such that

fa(X,Y):= B '(...(Bis ' (Y(Bis (...(B1X)...) mod g & O[X,Y]={fsijc}(i,j.k=0....,7),(50a)
98(X,Y):= (...(XB1)...)Bg)Y)Biz )...)B1 ™ mod g <= O[X,Y]={gijc}(i,j.k=0....,7). (50b)
User B sends {fgij},{9sii} (i.J,k=0,...,7) to system centre.

User B downloads fa(X,Y) ={faij}, 9a(X,Y) ={0ni} (1.J.k=0,...,7) from system
centre.

User B generates the common enciphering function fga(X,Y) as follows.

o110, Y):=fa(fa(X,Y),B17)

=A™ (AT B A G (A TAT (A (YA (o (AX) ) 0D ).
=Art (CART BUHY (A (.. (AX)...)))))...) mod gEO[X,Y]

f52_1 (X,Y):z fBl—l (EA(X,Y),Bg_l)
=A (A (B (B2 (Ara (- (ACTAL (A (Y(A(.. (AX)....).. D))
=A7 G AR BB (Y(AR (.. (AX)...)...) mod gEO[X,Y]

fars1(X,Y):= fargra(fa(X,Y),Bis ™)

=ACARTB . Bra (Al (ALATC . (AR (Y (AA(..(AX)...).. D))
=ACLART BB (Y(A (...(AX)...)...) mod g O[X,Y]

fara(X,Y):= farga(Fa(X,Bra),Y)

=AM AR B B (YA (- (AAT . .(ATABB(AR(...(AX)...).. D)
= A (AR B B (Y(Bra (Ara(... (AX)...) mod g = O[X,Y]

fare1(X,Y)= fars (FA(X,Brg1),Y)

=A (A B Bra (YBra(Ara(-.- (ATA (.. .(Arn Braa(Aral .- (AX)..)]). ..
) mod g=O[X,Y]

=A (AR B . (B (Y (Bra(Bra-1(Ara(...(A1X)....) mod gEO[X,Y]

fBA(X,Y)sz]_(X,Y) = fBZ(fA(X,B]_),Y)
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=AM ARTB .. B (YBra(. . .(Bo(Aral... (ALAT™ (. . .(Aa (B1(Ara(... (AX)...)
])...) mod q=O[X,Y]

=ATCLARTBI . B (Y (Bra(. . .(Bi(Ama(...(AX)....) mod g=O[X,Y]

={feai(i.],k=0,...,7). (51a)
User B generates the sub-common enciphering function gga(X,Y) in the same
manner as follows.

9ea(X,Y):=(.. .((XADAY).. . )A)B1)..)Big)Y)Brg 1)..) By HAW™). . )AL mod g
O[X,Y]. (51b)
User A generate fag(X,Y) and gag(X,Y)such that

fasOGY): =AML (An™ (a((Aal...(AX)..),Y)))...) EO[X,Y]

=AM AR BB (Y(Bra(. . . (By(Ara(...(AX)...) EO[X,Y]

={fagij} (1., k=0,...,7) = fsa(X,Y) EO[X,Y], (52a)
9as(X,Y):=(...((XADAY).. . )Aa)B1)..)Bis)Y)Brs ). ) BiHALD. . )A ™ mod g
O[X,Y]. (52b)

User B enciphers the plaintext p by using fza(X,Y) such that
C(p):=1ea(M, Tea) €O
=A (.. (Aa™ (B (...(Brs (Toa (Bra(- .- (Bu(Ara(-..(AM)... )mod g

=(Co,-.-,C7) (53a)
where

M=pG+uH+vGH+wHG mod q<0, (53b)
Tea =fsa(1,5) €0. (53¢)

User B sends C(p)= (Cy,...,C7) to user A through the insecure line.

10) User A receives C(p)= (Co,...,Cc7) and deciphers as follows.User A calculates

TAB= fAB(l,S)
= A7 (ART BB (S(Bra(. . .(B1(Ara(...(A1L)...) = Tea mod q. (54)
Let (mg,...,m;) : =M.

fAB(M1 TAB)
=A (.. (Aa (B .(Big M (Tag(Bra(...(B1i(Aa(...(AL M)..) mod q€0O  (55a)
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=(f 000Mo+ *0oaM1+ ...+ *gorMy,

f100Mo+f *1o0my + ...+ *107m7,

f*200Mo+f *700Mi+ ...+ *702m57)  mod g, (55h)
= C(p)=(cy,...,C7). (55c¢)
where

f ,ijke Fq (i,j,k:O,. . ,7)
(my,...,m7) is obtained by solving above simultaneous equation.
11) User A recovers the plaintext p as follows

p=2[M], =2 mgmod g=Fq.

Theorem 15

For arbitrary P,Q €0

faa (P, Tea) Gea (Q, Ten)

=faa (PQ, Tga) Gea (1, Tea)

= fga (1, Tea) gea (PQ, Tea) mod g £0. (56)
[Proof]

From Theorem 13

fa(P, Tea)98a(Q: Tea)

= faa(PQ, Tga) gea (1, Tea) mod q £EO

=fsa(1, Tea)gsa(PQ, Tga) mod g €0. g.e.d.

We notice that

fea(P, Tea)9ea(1, Tea)= faa(1P, Tea)dsa(l, Tga)
=fga(1, Tga)dea(P, Tga) mod q 0.
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Then we have
gBA(P,TBA):(fBA(l,TBA))_l[fBA(P,TBA)gBA(l,TBA)] mod q EO, (573.)
fBA(P,TBA) :[fBA(lyTBA)gBA(PyTBA)] ( gBA(l,TBA))_l mod q 0. (57b)

In case that the third party that does not know the value of Tga try to calculate the
ciphertext of product of two plaintexts, he uses [fga(1, Tga), 9sa(l, Tga)] such that
{fea(M1, Tea)[( faa(, Tew)) " (faa(Mz2, Tea) Gea(l, Tea))IH Gea(l, Tea)™
:fBA(MlMZ,TBA) mod q 0. (58)

We describe in detail in next section.

83.9 Procedure foraddition and multiplication on ciphertexts by third party

Here we show the procedure that the third party calculates the ciphertexts of the sum
and the product of h plaintexts by using h ciphertexs.

1) User B uploads his data {C(p;) = fga(M;,Tga) (i=0,...,n) } and [fza(1, Tga), 9sa(l,
Tga)] to the cloud centre by using the common enciphering function fza(X,Y) and
sub-common enciphering function gga(X,Y)of user A and user B through the insecure
line.

2) User B requests the ciphertext of the sum of p; (i=0,...,n) and the ciphertext of the
product of p; (i=0,...,n) to user D(D is the data processing centre or the cloud centre).

3) User D downloads the system parameter [g,G,H,S] from system centre .
4) User D downloads {C(p;) = fga(M;, Tga) (i=0,...,n) } and [fza(1, Tsa), Osa(l, Tea)]
from cloud centre where
Mi=piG+uH+v,GH+w;HG mod g0, p;, u;, vi, w; <= Fq, (i=0,...,n).
5) User D calculates [fsa(1, Tea)]™* mod g,[gsa(1, Tea)] " mod g.

6) User D calculates the ciphertext of the sum of p; (i=0,...,n) and the ciphertext of
the product of p; (i=0,...,n) as follows.

C(p1+. .t ph)szA(Ml +.. -+Mh,TBA)= fBA(MLTBA) +...+ fBA(Mh,TBA) mod ge O,
fBA(MlMZITBA)

= {faa(M1, Tea)[( fea(l, TBA))-l(fBA(MZ’ Tga) Oea(1, Tea))I}( 9sa(l, TBA))-l mod g
fea(M1M2M;, Tga)
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:{fBA(M1M2;TBA)[(fBA(l,TBA)_l(fBA(M3,TBA)gBA(laTBA))]}(gBA(laTBA))-l mod ¢

fea(M1M,. . .My, Tga)
={fBA(|V|1|V|2---Mh-l,TBA)[fBA(l,-rBA)]_l(fBA('VIh,TBA)gBA(l,TBA))]}(@]BA(l1TBA))_l mod q&
@)

where
M]_Mz. . .Mn: P1P2 .. pnG+0H +( V]_g_”n)GH'F( W12”_n)HG mod q EO,

Viz..n Wi2. n EFQ.
We can recognize fga(MiM,...M,,,Tga) as the ciphertext of the product of p;
(i=0,...,n).
7) User D sends { fga(My +...+Mp,, Tga), fea(MiM,. ..M, Tga)} to user B.

8) User B deciphers to obtain p;+...+ p, mod g and p; p, ...p, mod q as follows.
Let

M+:(m+0,. . .,m+7):: Ml +. . .+Mn mOd q,
Ms=(Mxg,...,Mx7):= M;M,...M, mod g.

fas(Ms, Tag)
=Ar (o (Aa (B (- .(Bre (Tag(Bra(. . -(Bu(Aral ..(Ar M.)...) mod gEO

=( fro00mM+o+fioor Mgt ... +fig07 M7,

fra00mMeo+ fraorMig+ ...+ frio7Myy,

t
frz00Miot fizoiMeg+ ...+ fize7my7) mod q,

= (C+0, cee ,C+7).
(M4q,...,m,7) is obtained by solving above simultaneous equation.
2(M.q)=ps+...+ pymod g=Fq.

1:AB(M*: TAB)
=Ac (. (A (B (.. (Bre  (Tas(Bra(. . .(Bi(Ara(...(A1 M)...) mod g0
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=( Fro00MsgHfxgor Mg+ ... +Fgo7 M7,

frr00MsgHfxyoaMeg + ...+ FaggrMsy,

t
faz00Msgt FirpuMig + ...+ Firg7ms7) mod g,

= (Cx0y. . .,Cx7).

(M, ...,Mx7) IS obtained by solving above simultaneous equation.

2(Mxy)=p1 P2 ...pn mod g=Fa.

84. Analysis of proposed scheme

Here we analyze the proposed fully homomorphic encryption scheme.
84.1 Computing A; from {fj;},coefficients of f(X,Y) and g(X,Y)
Basic enciphering function f(X,Y) is given as follows.
Let X=(Xo,...,X7) €EO[X] and Y=(yj,...,y;) €O[X] be variables.
fOY)= A7 (AT (YA (AX)...) mod = O[X,Y]
=( foooXoYot+foorXoys t ... orXay,

fro0XoYo+froiXoy1t ... HzaXay,

frooXoYotTroXoyat ... Hrxays),
= {fix} (1.j,k=0,...,7),
g(X,Y):=(...(XADAY).. ) AIVAM)..)A mod g=O[X,Y]
=( JoooXaYo+JoorXoy1t ... +Qo77%7Y7,

J100%0Yo+J101X0Y1 T ... T0177X7Y7,

t
O700%oYo+ 0701 XoY1 Tt ... TO777%7Y7)

= {0} (1,j,k=0,...,7).
A< 0 to be selected randomly such that Aj'l exist (j=1,...,r) are the secret keys of user
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A.

We try to find Ai(i=1,...,r) from fi, gix = Fq (i,J,k=0,...,7).

In case that r=56 the number of unknown variables (Aj(i,j,k=1,...,56)) is
448(=64*8-64), the number of equations is 896(=(64*8-64)*2) such that

Foo1(As,....Ass)=foor mod g, —

Fijk(Aly- . -;A56):fijk mod q (k?EO), —

F777(Aq,. . .,Ass)=f777 mod q,

Goo1(Ag,- - -,Ass)=Foor Mod q, —

Gijk(Alr . -,A56)=gijk mod q (k;éO), —

G777(Aq,. . .,Aes)=g777 mod g, _J
where Foo,..., F777, Goot,..., G777 are the 112(:56*2)th algebraic multivariate
equations.

Then the complexity G required for solving above simultaneous equations by
using Grobner basis[8] is given such as
G>G’ :(448+drengreg)W:(493C45)W :2509>> 0(280),

where G’ is the complexity required for solving 896=448*2 simultaneous quadratic
equations with 448 variables by using Grébner basis, where w=2.39, and

Oreg=0.0858*448+1.04*(448)\(1/3)-1.47+1.71*448"(-1/3)+O(448"(-2/3))>45.
The complexity G required for solving above simultaneous equations by using
Grobner basis is enough large for secure.
84.2 Computing plaintext p and A;, B; from coefficients of ciphertext C(p)
Ciphertext C(p) =(co,. . .,C7) =fga(M,Tga) IS generated by user B as follows.
C(p) =fea(M,Tea) €O
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= A7 (AR (B .(Bre  (Tea (Bra(....(Bi(Ara(... (A1 M)...)E0
=(f"000Mo+f "001M1+ ... +f 007My7,

S 100Mo+f "101My+ ... +f "107M7,

b ) ) t
S 700Mo+f 700mMy + ... 70iM7),

= (Cop,...,C7).
where
M=pG+uH+vGH+wHG mod g=(my,...,m;) €Fq.
(my,...,my) is obtained by solving above simultaneous equation.

A, B¢ O to be selected randomly such that A and B,™* exist (j=1,...,rak=1,...,rs)
are the secret keys of user A and user B respectively.

We try to find plaintext p and A;, B; (i=1,...,ra;J=1,...,rs) from elements of fza(M,
Tga) and ¢;eFq (i=0,...,7).

In case that ra =56 and rg=56 the number of unknown variables (p,u,v,w, Tga, A;,
By, (j.k=1,...,56)) is 908(=4+8+2*56*8), the number of equations is 8 such that

Fo(p,U,V,W,Al, ... ,A55, Bl, ... ,B56):C0 mod g,
Fl(p,U,V,W,Al, e ,A56, Bl, e ,B56)=C]_ mod Q.

F7(p,U,V,W,A1, ... ,A56, Bl, ... ,856)=C7 mod Q. _J
where Fy,...,F; are the 226(=56*2*2+2)" algebraic multivariate equations.
Then the complexity G required for solving above simultaneous equations by
using Grobner basis [8] is givensuch as
G>G’=(g0g+dregCreg) =(103170Co08)" >> 0(2%),

where G’ is the complexity required for solving 909 simultaneous algebraic equations
with 908 variables by using Grobner basis,
where w=2.39, and

Oreg= 102262(=909%(226-1)/2 - 04/ (909*(226"2-1)/6)).

The complexity G required for solving above simultaneous equations by using
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Grobner basis is enough large for safety.

84.3 Attack by using the ciphertexts of p and -p

| show that we can not easily distinguish the ciphertexts of p and -p.

We try to attack by using “p and -p attack”.\We define the medium text M. by

M.:=pl+uG+vH+wGH €0,

where u,v,w < Fq is selected randomly, and plaintext p& Fq.

We define the medium text M _ corresponding to the plaintext -p by

M_=-pl+u’G+v’H+WwGH&EO,
where u’, v’,w’ € Fq is selected randomly.
The ciphertext of p , C(p) =fza(M, Tg,) is given as follows.
C(p) =fea(M, Tga) €O
= A (AR (B .(Bre ™ (Tea (Bra(....(Bi(Ara(... (A1 M)...) E0.
The ciphertext of p, C(-p) =fga(M., Tga) is given as follows.

C('p) :fBA(M_, TBA R)
= A (- (A (B (..(Bre ' (Tea (Bra(...(Bu(Ara(...(A1 M))...) EO.
As p-p mod g =0, we have

fea(M, Tea)+ fea(M., Tea) mod q
= fea(M+M., Tga) mod q
= faa(P1+UG+VH+WGH -p1+u’G+v’H+w’GH, Tga) mod q

= fea((utu”)) G+(v+ v?)H+(w+ w’)GH, Tea) mod q

As in general u+u’ 70 mod ¢, v+v’ 0 mod g,w+w’ 0 mod q < Fq ,we have

fea(M, Tga)+ fea(M., Tga) mod q #0.

We can calculate | fsa(M, Tga)+ faa(M., Tga) | as follows.

| faa(M, Taa)+ faa(M., Taa) [P mod g
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=| faa((U+U’)) GH(v+ v')H+(W+ W)GH, Tg)l mod g

=] Tea [P [(u+u)) G+(v+ v')H+(w+ w’)GHI? mod g

=| Tga [0 mod =0 mod q .

On the otherhand we know from theorem 9, we have always
IM[=|pG+uH+vGH+WHG[*=0 mod q<Fq.

Then | fsa(M, Tea)*+ fza(M., Tga) |7 =0 mod g.

It is said that the attack by using “p and -p attack™ is not efficient. Then we can
not easily distinguish the ciphertexts of p and -p.

85. The size of the modulus g and the complexity for enciphering
/deciphering

We consider the size of the system parameter g. We select g=0(2"%).

1) In case of r=56, q=0(2"), the size of f=Fq (i,j,k=0,...,7) which are the
coefficients of elements in f(X,Y)= A "(...(AC(Y(A(.. (AX)...) mod q=O[X,Y] is
(448)(log.q)bits =896kbits and the size of gw<=Fq (i,j,k=0,...,7) which are the
coefficients of elements in g(X,Y):=(...(XADAY).. JAIV)AD..)A;™" mod g
O[X,Y] is (448)(log.q)bits =896kbits. Then the size of figand gi (i,j,k=0,...,7) is
2*(448)(log,q)bits =1792kbits. The size of plaintext p is 2kbits and and the size of
ciphertext C(p) is 16kbits.

2) In case of r=56, q=0(2%"), the complexity to obtain f(X,Y) from A,,...,Aand q is
(55*8*64+55*8*512)(log,0)*+56*(16*(log,q)*+2*(log,q)* )= O(2*") bit-operations,

where 56*(16*(log,q)*+2*(log.q)* ) is the complexiy for inverse of A;*(i=1,...,56).

And the complexity to obtain g(X,Y) from A,,...,A-and g is O(2™) bit-operations.

3) In case of rg=56, q=0(2°*), the complexity to obtain fza(X,Y) from fa(X,Y),
Bi,...,Bg, BrB_l,... ,Bl_l and q IS

((512+(64+1)*8*8)*56+(512+2*64*8*8)*56) (log,q)’= O(2*) bit-operations.
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In the same manner, the complexity to obtain gga(X,Y) from fo(X,Y), By,...,B:s,
Big™,....Bi and g is
((512+(64+1)*8*8)*56+(512+2*64*8*8)*56) (log,q)’= O(2*) bit-operations.
4) In case of r,=56, g=0(2*®), the complexity to obtain fas(X,Y) from fa(X,Y),
A A A Atand gis

(64*8*55+8*64*8+56*8*8*64) (log,q)*= O(2*") bit-operations.

5) In case of g=0(2%™), the complexity for enciphering p to obtain C(p)= fga(M, Tga)

from fga(X, Y),M,Tgaand g is
(2*64*8) (log,q)’= O(2*) bit-operations.

6) In case of r,=56, q=0(2**"), the complexity for calculating Tga = fza(1,5) from
faa(X,Y), S and q is 64(log,q)*= O(2%) bit-operations.

7) In case of ra=56, g=0(2%"), the complexity for deciphering C(p) =fag(M, Tag) to
obtainp from C(p), fas(X,Y), Tag and q is

[(64*8+8*8+7*T7+.. +2*2+1*1+1+2+...+7)+1](log,q)*+8*2*( log,q)°
= O((512+233)2%+2%")= O(745*2%+2°") =0(2%®) bit-operations.
8) In case of rx=56, g=0(2°*®), the complexity for calculating fza(M;Mz, Tga) from
fea(M1,Ten), f8a(M2,S), fea(1,Ten), 9a(1,Tea) and g is
4*64(l0g,q)*+2*2*( log,q)’= O(2*) bit-operations.

On the other hand the complexity of the enciphering and deciphering in RSA
scheme is

0(2(log n)®)=0(2*) bit-operations

where the size of modulus n is 2048bits.
Then our scheme does not require large complexity to encipher and decipher so
that we are able to implement our scheme to the mobile device.

86. Conclusion

We proposed the fully homomorphic public-key encryption scheme with small
size of ciphertext based on the octonion ring over finite field. It was shown that our
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scheme is immune from the Grobner basis attacks by calculating the complexity to
obtain the Grobner basis of the multivariate algebraic equations.The proposed
scheme does not require a “bootstrapping” process so that the complexity to encipher
and decipher is not large.
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Appendix A:

Octinv(A)

S — ag’+a,"+...+a;> mod q.
% S™ mod q
q[1] < q div S ;% integer part of ¢/S
r[1] < gmod S ;% residue
K<«1
q[0] <@
0] «— S
while r[k] # 0
begin
ke—k+1
q[k] < r[k—2] div r[k—1]
k] «— r[k—2] mod [rk—1]
end
Q [k—1] < (-1)-q[k—1]
L[k-1]« 1
1—k-1
while 1>1
begin
Q[i-1] < (-1)-Q[i]~q[i-1] +L[i]
L[i-1]<Q[1]
1—1-1

end

invS «— Q[1] mod q
INVA[0] <« ag+invS mod q
Fori=l1,...,7,
INVA[i] « (-1)-aixinvS mod q
Return A= (invA[0], invA[1],..., invA[7])
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Appendix B:
Lemma 2
A (AB)=B mod q
(BA)A'=B mod q
(Proof:)

A= (ap/ |AF mod g, -a,/ |A? mod q,...., -a7/ |A]” mod q).

AB mod g

= ([ aobo-a1b;- azby- azbz-abs- asbs-aghs-asb7 mod g,
aghy+ayby+asbs+azhr-asb,+ashs-aghs-azbs mod g,
aobz-a10,4+ahg+ashs+agbs-ashs+aghs-asbs mod g,
aghs-a1b7-axbs+azbo+asbs+ash,-aghs+azb, mod g,
aghs+ayby-a,01-asbs+aybg+ash;+ashs-azbs mod g,
agbs-a1bg+a,hs-azh,-asb,+asbg+agh, +asb, mod g,
aghs+a1Ps-a,07+ash,-asbs-ash, +agho+azb, mod g,
agh;+a; bs+aybg-ash; +asbs-ash,-agh,+azbg mod q).

[A*(AB)]o

={ ap(agho-a1by- axb,- azhs-asb,- ashs-ashs-asby)
+8y (8001 +a10o+ashs+a3hr-aub,+ashe-ashs-ashs)
+ a,(aghz-asbs+azbo+asbs+asb;-ashs+aghs-azhe)
+a3(aobsz-a1b7-a;bs+ashg+asbe+ash,-aghs+asb;)
+ay(aobs+a;0,-a,0:-asbs +aubo+ashs+aghs-asbs)
+ a5(aphs-a1bs+azbz-ash,-as;+ashy+ash +ashy)
+ag(aobg+aybs-a,b7+azhs-asbs-ash, +agho+ashy)
+a(Qghy+a303+a,bg-agh; +ayubs-asbs-asb,+asbg) } /|A mod g

={( ag*+a,"+...+a;") bo} /|AF =ho mod g
where [M ], denotes the n-th element of M<O.

[AY(AB)L

={ ag(aohs+asho+azbs+ashr-asb,+ashs-ashs-azbs)
-a1(aghp-a1bs- @by~ ashz-asb,- asbs-aghs-azhy)
-8y(@oba+a1b,-ayb1-a3bs+abetash,+aghs-asbs)
-a3(agh7+a1bs+a,0e-a301+a4bs-ash,-ash,+asho)
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+ay(Qobz-a1hs+abo+azbs+ash;-ashs+aghs-azhe)

- a5(aobg+aybs-ab7+azbs-asbs-ash, +ashe+ashy)
+ag(aghs-a1bs+asbs-azhy-asbs+ashy+agh, +asb, )
+a7(aghs-a;b7-a,bs+asby+asbet+ash,-aghs+asb,) } /|A|2 mod q

={(a*+a,’+...+a;") b} /|AP=b; mod g.

Similarly we have

[A™(AB)]i=bimod q (i=2,3....,7).
Then we have

A'AB)=Bmodqg. qe.d.

Appendix C:
Theorem 7
Let O be the octonion ring over a finite field R such that

O={(a,as,....a7) | & €Fq (7=0,1,...,7)}.
Let G,H<=O be the octonions such that
G=(go.9s,---.07), i Fq (j=0,1,...,7),
H=(ho,hs,...,h7), hEFq (=0,1....,7),
where
00=1/2 mod g, hy=0 mod q,
Lo=go’+0:°+...+g-*=0 mod g,
Li=ho’+h,*+...+h,*=0 mod q
and
g:h1+ gohy+gshs+4h,+ gshs+gshs+g7h,=0 mod g.
G and H satisfy the following equations.
(GH)G=0mod q,
(HG)H=0 mod g.

(Proof:)
GH mod g
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= (. 9oho- 91h1- 92h2- 93hs-0shs- gshs-gshs-g7n; mod g,
goh; +9:ho+9.h4+93h7-g4h,+0shs-gshs-g7hs mod g,
goh2-01h4+g,he+g3hs+g4h;-gshs+geh;-g7hs mod g,
gohs-01h7-g2hs+gsho+gshs+gsh,-gshs+g7h; mod q,
oNa+g1h -g2h: -gshe+0aho+gshs+ gehs -g7hs mod g,
gohs-g1he+0g2h3-g3h,-gsh,+gsho+gshs+g7h, mod g,
gohe+01hs -g2h7+gsh, -gsh3 -gsh; +gehp +g7h, mod q,
goh7+g:h3+g,hs-g3h; +94hs-gshs-gsho+g7ho mod q)

[(GH)G]o mod g

= ((9oho- g1hi- 9oh2- 9shs-gahs- gshs-gshe-g7h7 ) G
-(goh1 +9:ho+g2h4+g3h7-g4ho+0s5he-gehs-g7hs) g1
-(goh2-g1h4+goho+gshs+gshi-gshs+gsh-g-hs ) 9o
-(goh3-g:h7-gohs+gsho+gshs+gsh>-gsha+g-h: ) g3
-(9ohs+91h2-g2h1 -gshe+gaho+gshs+ gehs -g7hs) gs,
-(9oNs-01h6+92N3-0sh2-gah7+gsho+0gshi+07h4) gs
-(gohe+01hs -goh7+g3h4 -g4h3 -gshs +gsho +g7h2 ) gs,
-(9oh7+91hs+02he-gshi+g4hs-gsha-geho+g7hg ) g7) mod g

As

ho=0mod q,
Lg:=go’+0:*+...+g7"=0 mod q,

LH::h02+h12+. . .+h72:O mod q

g1h1+ goho+gshs+shs+ gshs+gshs+g7h,=0 mod g,
we have

[(GH)G], mod q
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=( 9oho - 91h1- GoNz- 9shs-gahs- 9shs-gehe-g7h7 ) 9o
-(9oh1+091ho+0204+9307-04ho+05he-0shs-07n3) 01
-(goh2-g1h4s+goho+gshs+gshi-gshs+gsh7-g-hs ) 02
-(gohz-g1h7-gohs+gshg+gshs+gsho-gshs+g7h: ) g3
-(gohs+g:h, -goh; -gshe+gshe+gsh7+ gshz -g7hs) da,
-(9ohs-01h6+92h3-gsh-g4h7+gshe+gsh; +37hs) gs
-(gohe+01Ns -goh7+g3h4 -g4h3 -gsh; +gsho +97h2 ) gs
-(goh7+9g1ha+g,he-gshi+gshs-gsha-gsho+g7hg ) g7

=h1(-9492-0795%0204-9695 0506 0s97)

+ h2(9491-9595-9194+9305-0796 106 07)

+ h(979:+959> -0694-0205+0406-0107)

+ N4(-0201+9102 +9693-0795-0206+9507)

+ N5(9691-9392 +0295%0704-0106-0497)

+ he(-0501+0792 -9493+030410105-0207)

+ N7(-9301-0602 +9103-0504+0405+0206)
=0 mod q,

[(GH)G]y mod g

= (9oho - 91h1- Goho- gshs-gahs- 9shs-gshe-g7hy )0:
+( goh1+9:ho+g2h4+93h7-g4h,+gshs-gshs-g7h3)go
+( goho-g1hs+goho+gshs+gshi-gshs+gshs-g7he)gs
+( gohs-g:h7-gohs+g3hg+gshs+gsho-gshs+g7h1) g7
-( gohs+9g1h, -gohy -g3hs+gsho+gshs+ gshs-g7hs)gs
+( gohs-01he+g2n3-g3h,-gsh7+gshe+gshi+97h4) g6
-( gohs+01hs -g-h7+0g3hs -gsh3 -gshs +geho +97h2)gs
-( goh7+g1h3+g5hs-gsh: +04hs-gsh4-geho+97h0)gs
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= hy (-g1*+go’+ga’+g7"+02"+0s"+0s +05")

+ hy (-0291-9490+9004+0507-0102-0306-0705+J60s)

+ 3 (-0591-0790 -9s94+9007 -0602+ 0206+ 0405 0103)

+ Ny (-0401 +09200-9104-9697-0082+0706-9305+J503)

+ hs (-9501 -0600+9304-0207+0792+0006-0105-9493)

+ he (-0691 +950-9704+0407+0302-0106-00Js-020s)

+ h7(-9791 +0590+0694-0107-0502-0406+J205-00Ts)

= hy (-29:°+Lg)-201(hyg.+ hsga+ hagat hsgs+ hege+ h7g7)
= hy (Le)-201(h191+ho0o+ haGst Nagat hsgst heget h7gy)
=0mod g.

In the same manner we have
[(GH)G]=0 mod q (i=2....,7).
Then we have

(GH)G=0 mod q.

In the same manner we have

HG mod g

= (‘oG- 11~ h2g2- hsg3-hags- hsgs-hegs-hzg, mod g,
hog1+h190+N2094+0307-h4g2+hsgs-hegs-h70s mod q,
hog2-h104+Ng0+hsgs+h40:-hsgs3+heg7-h7gs mod g,
hoQ3-h197-h,05+h3go+h4gs+hsg2-hegs+h7g; mod q,
ho94+h102 -hog1 -hsgs+hsgo+hsg7+ hegs-h7gs mod q,
hoQs-h196+h203-h302-N4g7+hsge+heg; +h794 Mod g,
hoQs+h10s5 -h2g7+3g,4 -4gs -hsg; +hego +h-g, Mod q,
hog7+h193+h2g6-h3g1+h405-sg4-hsgo+h7go mod q) .
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[(HG)H]o

= (hoGo - N191- N2~ hsGs-hags- hsgs-hege-hzg7)ho
-(hoG1+h1go+h2g4+N3g7-Nag2+Nsge-heds-h7gs)hs
-( No@2-h19a+hago+hsgs+hsgi-hsgs+hegz-h7ge)h2
-( No3-h197-h295+hsgo+hsgs+hsgz-hegat+h7gi)hs
-(oGa+hag2 -hx0: -hsGs+hago+hsgr+ eds -hegs)hs
-('hogs-h10s+ho03-h302-hsg7+hsgo+heg: +h7gs)hs
-(hogs+h1gs -N207+N304 -Nsg3 -hsg1+hego +h7g2)Ne
-(hog7+h1g3+h2ge-h3g:+hags-sga-hega+hsgo)h; mod g

=0 ho- go(hs?+ h%+...+ h?)

+ gu(-hahy- hy h+ hy he- hghst hs e s ho)

+ go(hshs- hs hs- hy gt sy hs- hy hg+ hg h;)

+ ga(h7hy+ hg hy- he hy- hy hs+ hy hg-hy D7)

+ g4(-hohy+ hy ho+ hg ha- hy he- hs he+hs hy)

+ gs(heh1-hs hot+ hy ha+ hy hy- hy he-hy D7)

+ go(hy-hs Ny hy hat hy e hy hs-hs ho)

+ go(-hghy+hs hy- hy hst hs het hy hs-hy hs) mod g

=0 mod g.

[(HG)H],

= (hoGo- 191~ oGz N303-hags- Nsgs-heQe-7g7 )hs
*+( og1+h1go+N2ga+h307-haga+Nsgs-hegs-nzgs)ho
+( hog2-1ga+hago+hags+Nagi-hsga+hed7-hoge)ha
*+( hoGs-h197-29s+hago+Nsgs+Nsg2-Negat+hegi)hs
-( NoGa+N102 -N201 -N3Ge+NaGo+Nsg7+ hegs-h7gs)hy
+( hoGs-N1gs+h203-hsg2-hag7+hsgo+Negi+h7ga)he
-(hoGs+N105 -h2g7+N304 -hags -Nsgs+hego +h7g2)hs
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-( No@7+N195+N>06-N301+h4s0s-hsga-hega+h7go)hs mod g
— 91 (_h12+h42+ h72+ h22+ h62+ h52+ h32)
+ g2 (-hy hy+ hs hs- hy hy- hs he- hy hs+ hg hy)
+ g3(-hshy- hs hs- hg ho+hohg+ hy hs-hyhs)
+ g4(-h4hs- hihy- hg hy+hshg-hs he+hshs)
+ gs(-hshy+ hghy- hy h7+hshy-hy hs-h;hg)
+ gs(-hshy- h7hs+ hy ho+hsha-hy hg-h;hs)
+ g7(-h7hy+ hghy- hy ho-hshy-hy he+hzhs) mod g
= -2(g:h.*+gohohy+ gshshy+ gahahy +gshshs+ gehshs+ g7hzhy) mod g
= -2hy(g1 hy+ 9o ho+ gshs+ gsh, +gshs+ gshe+ g7h7) mod g
=-2h;0 =0 mod q,
In the same manner we have
[(HG)H]i=-2 h; 0 =0 mod q (i=2,...,7).
Then we have

(HG)H=0 mod q. g.e.d.

Appendix D:
Lemma 3

For any A=(ap,a,....,a7), B=(bo,by,...,.b;) €0
(A+B)*=A*+B* mod q,
(AB)*=B*A* mod q

where
A*=(ay,-ay,...,-a7) =0, B*=(by,-by,...,-b;) =O0.

(Proof)
(A+B)*=(ag+ bo,a;+hy,...,a;+b7)* mod q,
=( agt+ bo,-a3-by,...,-a7- by) mod q,
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A*+B*= (a01-a19° . 's-a7)+ (b01-bls° . -a-b7) mod q1
= (ag+ bo,-a1-bs,. . .,-a7- b7) mod q=(A+B)*.

(AB)*= (aghy - a1bs- apb,- ashs-asbs- asbs-asbe-asb; mod g,
agh,+a;bg+arh,+asb;-asb,+ashs-aghs-asb; mod q,
agh,-a;bs+asby+ashs+aybs-ashs+agh,-a7bg mod q,
aghs-a;b7-a,bs+ashy+asbe+ash,-aghs+asb; mod g,
aghs+a.b, - ab; - azhg+aybg+ash,+ aghs - asbs mod g,
agbs-a;bs+ashs-ash,-asb;+ashy+agh; +azb, mod g,
aghet+aybs - ab;+ash, - asbs - ash,+aghy +asb, mod q,
agh;+a;bs+aybg-azh; +asbs-ash,-agh,+azbo mod q)*

= (aghg - a;bs- asb,- ashz-a4b,- ashs-aghs-a7b; mod g,
-apb;-a1b-asb4-asb,+agby-ashs+aghs+asb; mod q,
-agh,+a;b4-aybg-asbs-asb; +ashz-agh,+azbe mod g,
-aghz+a by +abs-ashg-asbs-ash,+aghs-a;b; mod g,
-ayb,-a1b, +aoh, +ashbg-asbg-ash,- aghs +asbs mod g,
-aybs+a;bs-a,bs+azh,+aybs-ashg-agh,-a;b, mod q,
-agbg-a,bs +a,b;-ash, +a4bs +ashs-aghg -a;b, mod g,
-ayh7-a;bz-abe+azhs-asbs+ash,+agh,-azby mod q)

B*A* =(bo,-by,...,-b7) (a0,-ay,...,-a7)
= (boag - bya;- b,ay- bsaz-bsas- bsas-bsas-bra; mod q,
-boay-brag+hyas+bsar-bsa,+0bsag-bsas-b,az mod g,
-bay-bra4-brag+bsas+b,a;-bsaz+bear-brag mod g,
-boas-bia;7-byas-bag+h,as+bsar-bsas+b,a; mod q,
-boas+b1a; - bya; - bsas-bsap+bsa;+ bsas - byas mod q,
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-Doas-b1as+0,a3-b3a,-b4a7-bsa0+hsas +b7a, mod g,
-boag+bsas - boa;+bsa, - baas - bsai-bsag +0b7a, mod g,

-boa7+blag+bgae-bgal+b4a5-b5a4-beag-b7ao mod q)

=(AB)* mod q. g.ed
Appendix E:
Theorem 9
IM[*=|pG+uH-+vGH+WHG[*=0 mod g.
(Proof:)

As in general for any N<O,
N+N*=2[N]o1 €0, N°=-La1+2[N]oN,
NZ+NN*=N*+N*N=2[N]o;N= N*+Ly1,

we have

Ln1= NN*=N*N.

MM*=(pG+uH+vVGH+wWHG)(pG+uH+vGH+wHG)* mod q
=(pG+uH+VGH+WHG)(pG*+uH*+Vv(GH)*+w(HG)*) mod g
= p’GG*+ pu(GH*+HG*)+pv(G(GH)*+(GH)G*)
+pW(G(GH)*+(HG)G*)+

+ UHH*+uv(H(GH)*+(GH)H*)+uw(H(HG)*+(HG)H*)
+v*(GH) GH)*+W((GH)(HG)*+(HG)(GH)*)
+W'(HG)(HG)*

= p* Lo+ pu2[GH*]p1+pv2[(GH)G*]o1+pw2[(HG)G*]o1
+ U? Lyl + uv2[(GH)H*]ol+uw2[(HG)H*]o1

+V Lan1tW2[((GH)(HG)* Jol+W* Lenl mod g

= p? 0+pu2[G(2ho1-H)]o1+pv2[(GH) (29o1-G)]ol
+pW2[(HG) (2g¢1-G)]o1
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+ U% 0+ uv2[(GH) (2hol-H)]o1+uw2[(HG) (2hel-H)]ol
+v 0-+vW2[((GH) (2[HG]o1-HG)Jo1+wW? 0 mod q
= pu2[-GH]o1+pv2[GH-GHG]o1+pwW2[(HG-HG)],1
+uv2[-GHH]1+uw2[-HGH],1+vw2[-(GH) (HG)]o1 mod q
= pu2[-GH]o1+pv2[GH-0]o1+pw2[0]o1
+uv2[0]ol+uw2[0]o1+vw2[0]o1 mod q
= 01+01+01+01+01+01 =0 mod g.

Then we have
MM*= L\y1=0 mod q.
Ly=|M[*=|pG+uH+vGH+wHG[*=0 mod q.
g.ed.



