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Abstract: Based on the textural features of grayscale images, a scheme of compressive sensing universal steganalysis
(CSUS) in spatial domain was proposed. Firstly, directional lifting wavelet transform (DLWT) was employed as a
sparse representation, and corresponding sparse coefficient was used to calculate histograms of images. Then,
measurement matrix of the compressive sensing(CS) was designed with the generalized Gaussian distribution
(GGD) model, and the CS value was obtained by using the matrix to sense the sparse coefficients, which were
regarded as the textural features. Finally, the classification of image steganalysis was implemented by the support
vector machine (SVM). The steganography of four kinds of image databases were performed with five kinds of
steganagraphic algorithms. Steganalysis was carried out with the proposed CSUS and classical steganalysis methods,
and the results were analyzed and compared. Experimental results show that the proposed CSUS method is universal
and has higher accuracy for detecting spatial domain steganography, and feature dimension can be reduced.
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RGBS . AR TG B RS AR R 2R T 5 8OR , AR AR B A S
(RN A 2, 2 — A B s B v e A ) R ARy U RS A AR T B S A
(Specific Steganalysis)F1i# FH B2 S 43T (8F5 B B2t S 43477, Universal or Blind Steganalysis). % FBSE 20 Hr 2515
E RIS SR B 20 A s 5 18 S 1 B U b A FRTRh B 5 R A RE AR L0 T, MR R Ay, (HLIE ]
YA R . HBRS ATR A ARRNEAR 2 AT G TS AR () Sty b XA (14502 75 5 5 004 70 T, AN AR
it/ S BURRGE TR A DR 2 A2 15 5 % T D R i s AR AR R %8 AR A P SR B AR AT 1 £ 1)
oy YR ORI 73 2585 XA R AR AR A AAS [FIBR S ARAG RN A & %2k, R, 3l R RS 3 B 72K
FAARAGRN T 32 W, 0434 Internet B0 8 15 F1 2 AR 45 B0 14 22 VR 55

0 BRE 43 B )7 e d 1 Avicibas S50 T ERUBT f A PR M B S Shi 881 TN [a] (1 FRAE 4R 3 AH B
MBS 3BT s AR T —FPRR AR TS o EAER X T 2 HUA BRI RN T — & ik , i SCHR[7]
TEAR GRS Iy e A ALl b, X 25 SR IBURAAE IS A 7 oSGk | Bl 2SR, TR PR e 2V Ry o 2t 4 T 0
T = HRRE ) BRS 43 B 7 v 5 SCHR [81EE XS JPEG K4, $2 ) T —Fh 3L F 32 sl 43 73 #r (Principal Component
Analysis, PCA)EATRAIE BlVE B RS 2087 5 ik, 12050603 s KRR PE S (40 FS , MMEE 1 PQ) B HER 5 5 T
JPEG /M lridi. FiREETRHMEZ M /3 B — R BRI T 5B SRR Z RO R is 1 TR A RR L
2 AATERFE A IE R BTRCE 5 THAFAEA 2, FE R RHE A e 3 M AR IR AR Jy T e — A AR AR5 55—
J5 1AL 38 RS 43 A BN R i K, 152 2 3R it FH AN 2 AR S Brny FH vh s

5l E R (PCA) 7 57 i (SVD) L2 T /R AT K (Markov) B4 68 45 1 FH 2 BUGE T 2EA TR AE 4 B
(R 38 T BR S A AR B, TR 45 88 (CS) RIS 1 58 A R R A 5 AR AR DGR 1t S B 'S 23 i B0 )2 FARPALE 2 ) e 43
FRAt 7 —ApT A RART Y, HE T A SOR IR T 5 )/ INEO UG AT M 2 SR S 7 43 A A A
(Generalized Gaussian Distribution, GGD)BE BN R, 25 H T — B2 ()3l 48 18038 F S 43 M ik o

1 HEXER
1.1 BERHBERRT

EURFRE R AR E S5 DR BRI SR 284k, P2 A AL RS .y 42 /N 28 48 (Directional
Lifting Wavelet Transform, DLWT)RE£2 (L5 M 5 44k BI HE 71, FTREAE SR i )y 1)1 37 PG 45 R 25 44
MR FEAE AR, PRI, SCHis FH DLWT /R BUR B BRI EAR , 8] 1 5 DLWT (1) —FP D g S AE &

El1 DLWT IhBEiERE
Fig. 1 Functional diagram of DLWT

58, X RS A B UEA T DLWT A 387 A AH L2 B A (IGE Aty LA i@ Al He RS, B~ LI H
AT AT DLWT, SEBLEMR Y 1 o3 , fA% — I3 -7 LL #1353 17 LH, HL T HH. P23, 14
QAL 2 (1380 38 1 b o3 i A 22 2 U SUARG 285 4 B ST o7 (1) ke, SR (D314 2 [B) S 0 F 2 N SR 2R e v
I3 o FETE 1) DLWT SRR B —> K 4E 2 i EMR R & X7E DLWT EERE i H— 1> K x K i [ Wi
BN AR AKET CS BEIS ' X[ BRI AR R Ay

Y=V [=dX (1)
Hr, @ JySx KYEFEFF(S<<K); [ NI, X=P"f ; YeR™, WIS x | YRG5 28 9 R 48 {8

B X A p AN RBORIEERME A B, KA Pp NREBEEF /NS 0,84, X W RR N
X=X, +X o H: X, FOREIRES X B Pp MBUNREATRBCE R 0 FAERE ; X, FoREURES X b
BRp A FEOE R0 1AERE . X i, (D)2

Y=®X=PX, +DPX =DPX, +n, 2)
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Hrp, n, =®X o $EEICER[17], X Fin, BREFFRE T 2280 MY SCR T AR R AU, X T3
IR A S (Stego-image) , BaE ik A FBL (5 B 0T LIBAE—FP itk BEALE 75 155, I T DL ad CS # AR
AR, F L, P25 CS AR Y A & RS B ngo WU CS I HH{E Y 7] 5 AL
Y=¢X=(PXP7p+np+n0=(pXP7p+n 3)
X n AR R ER T R A T 2 o /0 FBE = B AR SRR o Rk X fY 2 3R ERENR
DLWT A SCEE R 550 % CS I A, W] CS 3R BEATLF R ALy -
{YIX,a }~N@X,a'I) (4)
a”~I‘(a0,b0) (5)
K DHIRAIERE; o HBRBIRAG R ARFIES 22 NFIRIES D05 a,.b, A T RETH I SEL
1.2 BRI
FE LRGSR T i DLWT R2ECh D, A — b ZE E 7 E ol
h)= #{x(L,J)llk(u) =m} ©
h
Horp FFPE#R R GG () ID W AOLE s NoRD, SF s x (i, ) N BURTEG, j)OLE B R ZAE ; m N EURTEG, /)
SER D FREL Hmell.N,] .
1 T G A AH SRR 3R R FE ARG, IR, DLWT R 505 7 ¥ RE % K i i 3E 0 S Eb AR B . 5@ )32 S B
St sr, D, W E 7 IR EE 6 24, DI AT R ) GGD BRI AR, HAM 2% i R £5(Probability
Density Function, PDF) P, N

B
1
2al( ,3)

m—p
o

)}, meR (7)

P(;(‘,D(m;l"(‘vo-aaeﬁ) = exp {_(‘

Hh w WM o W BRI T a=a T %) T <%> IR

2 CSUSEI
2.1 HEEGIREBE G ST
B IR A EUR T B S i AR (5 5 A9 DLWT 22 50— 28 A 4k AL BR800 51 0 Po) Tl P(x, v) , 2R &
AR A BUR DLWT R ECE 7 B0 R h Fithg |, 8 SCHOG R 4 2B A6 R4 51 R M R M Fie
FERRIFE™, hy(x) & ho(x) 5 P(x YEFRAGEE R, H
hs(x):hc(x)*P(x) > P(x)~PGGD(.)

HA D h)=D he(®) (8)
K, M, ((x,y) 2 M, ((x.y) 5 Plx,y) EREIEER, /I
Mn—s(x»J’) :P(x»J’)*MD-c(an’)’ P(x’y)NPGGD(.) Hx,yeR )

AL, BB i A5 LA B BERLIE: 75 {55 A R AR B R 0 By T R e By 1) 3 A R RS A Fr el 2
XS AL A] B AR AL BT EH A . TR GGD AR 4 1) P e 2 R PRI FHYR & R4 DLWT 2R 5L
AR, AT e i CS F AR R E B i 4R %0
2.2 CSEEURFFAEREN

TE CS I, P LKA HE 53 P18 43 : DLWT Jy [ Wi A8 40 [ W 0 22 ROBE I S0 1 o, 2R 1R
PEAT L 2% DLWT 20 , WIAE S (565 1 9%, & THE 0 &, e d(1 <1< Lyn] gy /K F-J7 ) HL 747 3 B 7 6 LH
i LA KOG A 7 0] HH 48 19 43 B CS I B ), )", )" Kyl 4% BESCHR[13], $2 H—Fh e b CS R
(Block-based CS,BCS), BCS M4 X} F FU 5 M) (O AE IS @ = diag(@) , HIE N
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®, 0 0
B=diag(®)= [ O 1<i<r (10)
0 0 0 &

WK 24 AR R B0 B X A6 19T 8 i B, X B, B, al DL 2 =X (7) 19 A 238 8% 13 40 i pRi 5K
Peop(mspn, o, 0,B) BEPEIE 2 R/NG CS T FE @, e & X R ERAHE (T T4 PORFE . Candes™ LUE] Y
D)AD& J2 v ST BEAUAE R I, FURE LR RME 3 3 1 PR 1] 55 % 1k (Restricted Isometrics Property,
RIP) e 25 4. PRI, 7E GGD AT, AT LR FHAL A 56 [ M, VR Ry e B iR R 3 3y 307 2 ST % CS T i
M @, x0T 2 (8), R B 24 ik DLWT 4b B 5 /K S 3 B %A 5 [ 59 CS 3803k A 56 B 43 5l K
M- 0 Mes— 0p Mese o) € Mp(mon )y, AR 2, CS TS A &, FEAN [ 1 A BRI

(I)IHL’“MCHSL:(O, 1) d)zLH”Méé{:(o, 1) di?H“MéIsH:(o, 1) (1 1)
Horp 5 10KV (TR B 5 101 FXS e DLWT 250 D JBAIR IS RSO AE N -
Vi =l
v =@ 1<I<L, 1<j< B,xB, (12)

yZ{jH — ¢;—1Hx;:ljl'l
el xS LR B M X T AR T BRI D5 5 O BORE, S PR 4L
BAHGE ] B A

HL HL . HIL
L BB, VijoVast )iy
_ HL LH HHqT _ | LH _LH _ _LH
Y= z [yz,j Vi Vi I'= YijoVajst Vi (13)
=1 j=1 HH _ HH HH
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2.3 CSUSEHiTiE

A 0(10)~(13), SCH#EH A CSUS SE B R HARE IR AN

1) 43 BN ZREGAFTER PR AR5 30T DLW T, #5281 Hafe B AR L &% e m il Aoy H, PR AL
FUH MAT 80T DLWT, 264k, SCE0 BRI 19053 M, T ARA5 7K 7 L3 B RO AR 5 1] () 71 LH, HL 1 HH.

2) MRAE(6) T B E h(e), 4 (7). GGD BRI S, FEARHE N (8)~(10) A5 /K (e E A ff 7
[ LA MU s Mo MiSeqy o

3) HE (D& CSAKCE A AR 7 I @), @1, @M

4) HHEX(12), (13)53 BT HER 25 7 G A 73 SRR B RHE [ 5 Vs

5) XA RS, HR3E K (6)~(9) I8 EUE DLWT Z2E0H )7 & h kg, 58 SCHI I A A= S B 43 1)
h M, FIM,

6) AR 4) i NGRS I SRR [l i, R 2R SVM 432

7) [R5 1)~4) S B AR TS R i SO AR RE R 1

8) MRV LG 1 4325 a8 AR G P AFAE R o, XIS 732

3 XWHEREHH
3.1 BgEiEE
FPEAG A SCHR H CSUS LRI, 43 3R AN [R B3 RUAS [ e AR R FR 4 1 BOWS2, UCID 45 4]
B R T2, UGB i BRSBTS
1) BOWS2 % R/INHR 512 x 512482 19 BMP JK E KIE 10 000 i , 1 BEALIESE 3 000 I FHG A 2k 14
152
2) UCID & A/INR 512 x 3844535 () TIFF JKEE RIS 1 338 1 , N HRBEHLIZERE 1 000 18 FEHGAE A A (5 222
3) A MR (HYBRID) 7 R A5k 122 19 6 000 7 1% 5
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4) Digital Image101(DI101) [ £ ELE , 245 3 000 17 53 H% k3 872x2 592 ) RAW A% 2R (4 KL, AL
TEHL 2 000 I I EOT O BT A 51235128 R K/

W i A RIS S 4 OB B R, I EL 3 s FAAS TRl 9 B 5 3892 AN [R] 9k A %8 (Embedding Rate)ER(ER 73
HH0.10,0.25,0.50 bpp)*f HlbA 7B S #:4F JELE 3 TR G R4
32 BREHEX

2% 18 5 FhZs IFRE 5k, 435k VTR &R 2453 % (Bit-plane Complexity Segmentation, BPCS) a5 #.
e 15 2 24— B R B 55 (Pixel-value Differencing and Modulus, PVDM) ; 1§31 2% [ 1E ) B HE Bt aY
75 1 LSB & 4t AELSB(Adaptive Data Hiding in Edge Areas of Images with Spatial LSB Domain Systems); LSB
VCHC A9 A 38 b % 0 2 B 5 331 EAI(Edge Adaptive Image Steganography Based on LSB Matching Revisited);
T P AEAG IR 4 W4 5 & HUGO(Highly Undetectable Stego).
33 BESHAE

KRS Mok 50T 3R i e

1) YA R HE BB S 43 B (Optimized Feature Extraction, OFE)®", il 1+ VEPRAR 4G %01 (5 EAFE 0B ik
R T SRS AR PR BCRAR AR SR, S g B rh, SR 104 ZE(104D)FFAIE

2) JRr T A 1 7 F0 M 48 585 B PR ER Y S BRI 38 FH B S 70 BT (Textural Features Universal Steganalysis Based
on Local Linear Transform Probability Density Function, LLTPDF), i 12 — i il AL ) 2 (4 43 A1E 28 /s - 11 22 1)
(IR ST , FEAR T LT 2504 PDF $2BL 110 4E(110D)20 BRERAE 138 FHBS /M i vk o

3) R Z B W I R A 2 5 4B (Steganalysis by Subtractive Pixel Adjacency Matrix , SPAM), HAFE T4
8 AT ) L RS WA 1Y, L AE K I L XS LRI R S O Il KA L BT A RIS A R AR
— By SPAM FHEAEBUAR Y — it Th /R BHR G R ST, 4 162D 3 AE . — B SPAM IR AYAR i — [ Eh /R B} K
TR R 686D FHIE(ASCIIRT L TR ) o R T AR AR S AR R ST TR X FRIY
3.4 S EIBFMIEEAEN

S o B 3 FH RS T4 pR B (Gaussian Kernel) A SZHFIA] AL SVM PV Ry 7 JS s, 0 1 4% 48 2R 55
i BRI S0, 6 a1 74 Hh 2k (Receiver Operating Characteristic, ROCE M Bat 5 43 M g I PERETPEAS . R
IRA BRI IER 0 FAE RN Py, RICHL AR P, 28 L ROC HIZE T EMGAHE PRI HEAS JE AOM(Accuracy
of Overall Measuring) 4

Aoy = [, Pro(P) P, (14)
Aon=1 (B Poy(Prp) = 1), FR S S BT BRI M RE I AT 3 Ay = 0.5 (B Poy(Pry) = Prp)) TR BT 43 BT 4 A6
PERB IR 22 , B 5 0T SO R TREMLAS I
3.5 BMAEZEHBES SR
P55 o3t , DLWT B L=4 2, R B K/ heh B, =5 FFIELESCH 40,80, 120(43 A% 1 CS FRAFE R A
0.1,0.3,0.5), {45 A5 BPCS, PVDM, AELSB, EAI & HUGO. 1tk A4 0.25 bpp i}, 4 fia 5
SIMT TR SRR A R NF N R . R 1 ATE W T BPCS S Bk, 2R AR A F 0.3(80D)HT , A Sy ik
RERSAT NI I 255 s X PVDM B S S0 AR S TEAERAE R0 0.3 B ORI F At 3 Fh 7 % F AELSB
BB B, A SO IRTERAR RN 0.3 B 5 HAh e sfUR 630, MR FER N 0.5 IR T oAty 2% X F BEAT RS
SR AR SO IEAERFERN 0.5 15 OFE B iARCRE6 , A F A )7 s X+ HUGO BB 5k , AR SUIETER
FER K 0.3 B 5L REARAFH U B S BR45 1
F VIR X TSR] UG 2, A TR A B 5 43 B 14 R 22 1 8K, i, %F UCID F BOWS2 [E15 %k
HiJZE , LLTPDF 234 HUGO B FES I, Ao Y 22 3R 2 10% ; [l — B 5 43 b 7 12 ) T — T B 55 A s e G I ke
e, (AR E 2 5 T HA RS B I R 25 5 . &2 5 ER 4 0.15 bpp i, 4 FIBRS 4347 Jr ikt 5 #h
B ) Ao Rl 25 L o 1] 2 — 20 3R T, X T 4 A UGB 2, A4S S5 1 5 BPCS WCRAR Y LT oAt 3 Fl iy
oo RASKE, ASCHE H 0 e 2 0G0 HAA DR ARSI P R L BERA A SC CSUS vkt 2s e 5 HoAT 55
T3 A, BB RIS R AE () AR5
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R1 HANEH0.25 bpp HAE R SHH) Aou LLEER
Tab.1 Comparison results of A, for different steganalysises at embedding rate of 0.25 bpp
PN " OFE LLTPDF SPAM CSUS CSUS CSUS
s sk BRI (104D) (110D) (686D) (40D) (80D) (120D)
UCID 0.790 8 09143 0.996 0 0.896 9 09521 0.9632
BPCS DI101 0.873 0 0.984 6 0.997 4 09753 0.978 6 0.980 5
BOWS2 0.8316 0.9853 0.999 4 0.9593 0.968 2 0.9856
HYBRID 0.826 0 0.9318 0.996 3 0.900 3 0.949 8 09714
UCID 0.981 6 0.989 1 0.9429 0.996 5 0.9975 0.998 2
PVDM DI101 0.994 7 0.9849 0.938 6 0.987 8 0.9951 0.9953
BOWS2 0.997 4 0.9979 0.9912 0.9979 0.998 5 0.999 6
HYBRID 0.9850 0.990 8 0.9391 0.985 1 0.9893 0.993 1
UCID 0.7189 0.680 6 0.5340 0.6719 0.6809 0.7212
AELSB DI101 0.7612 0.824 6 0.6599 0.785 6 0.8386 0.861 4
BOWS2 0.736 9 0.734 5 0.5927 0.6349 0.7103 0.749 8
HYBRID 0.720 0 0.693 5 0.583 1 0.6122 0.651 1 0.713 3
UCID 05144 0.554 6 0.5163 0.604 4 0.608 4 0.6252
EAI DI101 0.6305 0.717 4 0.6827 0.753 5 0.8015 0.8176
BOWS2 0.6311 0.7322 0.726 7 0.769 3 0.847 4 0.8502
HYBRID 0.598 8 0.633 1 0.6127 0.703 6 0.768 8 0.781 4
UCID 0.506 4 0.5209 0.500 8 0.522 6 0.5390 0.546 9
HUGO DI101 0.5254 0.574 6 0.501 8 0.6299 0.6369 0.6547
BOWS2 0.536 0 0.606 2 0.5210 0.6314 0.6419 0.668 1
HYBRID 0.519 0 0.569 0 0.501 0 0.594 1 0.604 5 0.6552
B2 CSUS5 OFE.LLTPDF.SPAM 3t 5 ffif& 5 ) Aon 0 145 R
Fig. 2 Aow of five kinds of stegan analysis results with CSUS, OFE, LLTPDF, SPAM
4 & it

TEAS A1, BT IR A SCRFE , R DLWT M 2 5 ik, 4l BT RIAIT Ul /A iR (GGD), 12
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HH— o T T A O PR 2 S S 0AT T5 o FEAN R AR IR T X 4 MR R 5 MR 0%, 4%
AT TT 1 e A 3 R A A TR S 00T o SER AT - AN SCHR B8 7 1 HAT 35 s BOAGEI RS 2 , CS oA it
DML PR T 0 BT DLW T ZR AN [R5 1 A SCRL A1, BERS AT SRR BRI RO 48580 Sl R iR o0 S ) 3
T ARSI 5 EE T DAY B 6 R RS 20# S 0 CSUS Jr s B R RYIE Ak . 55T CSBRE 20, %)
AR IR B S B LA FAE SR IO 75 MGG BER A PRI N — BTN
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