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Perspectives on paradigm shift of system safety theoretical
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Abstract In order to understand the paradigm shift of system safety theoretical modeling based on big
data, firstly, the double characteristics of data and information in system safety research was analyzed.
Secondly, a framework for paradigm shift of system safety theoretical modeling, which consist of data di-
mension, system dimension, and safety dimension, was constructed. Then, using the theory of speculation,
the challenges and opportunities of system safety theoretical modeling based on big data were analyzed.
Lastly, based on the analysis of modeling technology path, modeling logic line and modeling principle, a
new paradigm system safety theoretical modeling based on big data was constructed, and case analysis
was carried out. Research results show that: the paradigm shift of system safety theoretical modeling
can be classified into three stages, which are “experience-micro-classical safety”, “small data-meso-modern
safety”, and “big data-macro-big safety”. The existing nine categories of safety theoretical model cannot
meet the safety and security requirements in the era of big data, the opportunities brought by big data
can be analyzed from six sides. Case analysis proves that the new paradigm of system safety theoretical

modeling based on big data is feasible and scientific.
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4.1 ETREENRSELLIFLBRERARE

REAEAHTHAZEIRIK NN RF L &P BB IER, BT AR EIRSTHA, FIHEAR RS
TR FRAESCHER [28-30] AHOGHIEST, ASSORREBHE TR K “—IROTEAR” 1 “ IR, H
oS IROTHAR” BN RIAEAR (WSCA . FBE . SR, ReREZINEHEAE ., e EEEm
FEGHIRIREAL N TG B, WSCARAE T EAR (text analytics), FHEHMHAR (audio analytics),
MIFEAE AR (video analytics), FLEENEIEMTHA (social media analytics) 8. “_IRAHHTHEAR”
R THRECE A B, R M EE AT B LA AR TSR, TORF KRR 4328 Ofifik
PEAMTHAR (descriptive analytics)Pl, F22 ] TPRAL REOUHINZE2RTS; OTFAEMTEAR (inquisitive
analytics)?, LB TR RIUCURTHIZRE; OFWEMTHEA (predictive analytics)P?, T BT
M ARG LR @UERMUAMTHAR (prescriptive analytics)B!, 3282 T & & T EAMRIE T E;
OBUTHE M HA (pre-emptive analytics)), ZBEFH TR . SREUAIHE ST 1R iR S 5.

LA, MRS TREMA TR RE L2 R Z2BURPHr. e, T, Jesk. #Em AP T4F.
L, BeS AR M RBAR I AR R R 20 B, PR T REERN RR L2880 h: OFK
FLZRIRITN R, Q RALZLHREEL O RATLTNEE,; @ RALLIKEEL O RALEIUTH
.

4.2 ETREENRGLLIELRESETSR

RAT2EREAR AR LR FEIREF I 3 M Ommad %, /S ERZ2NR
FHRE, #TREFEEEEEE 500 QmEMIIAE, X HIHRRZEHZBL N, #TRALLE
B QAR BMARHEZEIUE. B TSR, T RELLT . R 5HUT X 3 MESEZERET
AR BN LIS MN. FHRENE, TP EZ2ALNEERR. Fl, URRZLAREN RS
FLFR AN B R A AR RIEAR IR H (R 8 RS E, REZEIAR T AR
8. TREMERRLZENSE. T LRIBRMEEFEMEEN eI 5 (safety phenomenon)— ZZ2%
#E (safety data)”.

RIEFHEPFIT “DIKW (data-information-knowledge-wisdom)” fEZE 35, DL Rz Sciik [13-16] X REHRERN
FIFLER T FHORE R A TSR, FPRX — RIS “Z 2R (safety data)— Z&fF 5 (safety
information)— 224 W, (safety insight)”, FrpZe 4 I, (safety insight) EHEZE4HIR (safety knowledge)
MR E (safety wisdom) {22 Rl (safety science). “BEHHE — L2FR HBFEEENEELEH
HEHRICE A Z2E R BURER. G R, BiEE., JUREEMDPITHER). “BaffE - Zallll i
e PRI 2215 B IR AE R AR Z 28 5, AF A Z 2 e ARy FEm. SURYE “3.1 2 T REEER
RGTAIRHR R | T AR HAINY Ttk (safety description)— Ze2AR (safety
inquisition)— ZZE WM (safety prediction)— ZZ4HIK (safety decision)— ZZ4AT (safety action)”. &g I
T RGBS (BB RIk) v PIMERE A “safety phenomenon — safety data — safety information
— safety description — safety inquisition — safety prediction — safety decision — safety action”.

4.3 ETREBEHRELRLIBCEIREFE

KEGRN AT RS L2 ERTREURBIRER . FEER. Rkl ZapltFEmER 528
RBLE TR, BT BALRE RO H ARG TS A B R B BV E O 185 TESCHER [14-16] R REERLY.
MTZ 2R =S BRI ER L, ASCIA RGP T 5, B2 T RN R 2 2 g B o 44
R BRFIRLFEAFI, 2R mER ., BRI (SRS M IEH) ., Z2BRES R
B ZRBARERACER, e R R, et G R, e EuiminEE, ZeftE Sl
P RGRAFAEI (PRATEE WSk [14-16]).

BAFEEEEE RPN AR S (LB 3): OZefiEetARE, FEH THIERENR, R
PERTF R R L2 B R, APREEE S AR EZ250E . PR L2228 M ENRE %4
B, ORI, FEM TIKIEEER: i U R8RS BB AN BRI TRIIEM 228, @2 iR
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BoU I (BB T o 5 R, BB MR 2080E, DIREE A — i el 1, @ 2B S )
M, ZRBARIHEF R 2o R, TEATNZ2BIREIZ A AZaF R, OZer
ARG IR, F T RBARH R LR FALRER AR . WM ER . BEREmBOR. FEER, RE L
o, e TREARS, FEEAEIETEGIHAFESER; ©Z2BaHinFE, REEEAR R EEWD)
RER TR, X T REEN ARG L2 TEYRE, 0L eFmEM, BT AR RS L4
EHEZEUHM (RAZ4E) M. DEIRZOH, Fit, ettt BT HRET a2 ERiES; @RSRE
S, RETENRELLIREN, B B M B M5, Wk, e RiAlASHE— 1R
gy, Hetbd fBIE T R4 LR, P, By RERS R
4.4 FHEXNWERESHFMERR

AT RUERTRR H 2 T RBEEN RS 2 R f AR A 8 SR, W 2 DI T S5 IR
ST

S 1 FETREARRIT AR AR 18,

DU T3 A0, B D NEER P K BAT A EEE, (X R TR B4 k&L
& N T RIRIES AT AL E RIS 206G, T KB EMA R T — MT A Z2E PR, 2R
LR TR N R T N (MARSRBRRZ2AR) HBEE A, SR RGBT TR
BIERVEAT A (WL 4 Z223857), ARG AT A BR (ZFaXdR), X B RAE XE BMAT A BRI T
Google JF 4 K] Hadoop 23 i AU FE R 48 (Hadoop distributed file system, HDFS), H4@1 1% RS0 B4
IATHEARD TSI E THAT HEHE (Z2E ), MBS AT ARREIRE" eI E T
AL (REEATHAR) (WE 4 HEE80Y), B SIFIBTETR MBI AZ 21T R, FFITER. SRR
SEIXS AL RAT ISR, AL, B B S, LR KR ERIRN AR, SSI BRI EIE S
St WV LR BULSAT HZ 2R R B AL 2T A (WA 5). ZAR LR TRAR b 225 S0k (18]

; The Hardware Environment JEEle | The Software Environment |
| [
Lo 'l
® :
] 1 }
. L
I = : :
! L _J L i
: Webcam POE Power Module Switch j I

4 Xk [18] MEBIETAKBIITARSBRERNY . BHRT

wE mEA L] REA LEES £s ) L Lis REfih  fihah GE6E ws B

D Time Image Collector Image Type Location Description Unsafe Bchavior Possible
Behavior Type  Injury

[T BT
LED i TR B AfiRA EERE DikTE 288 v i
REES

Sl
Behavior data could be retrieved with complete semantic information

S according to the limitations EERU
iy HAR HAFEH RS ‘ B, ARBA RETE DTS owE » W
REES

EEARE
nsEs RIS B, ABEN RETE DS 2 B
BEE

B 5 Xk [18] MEBIETAKBIITARSREMIERRT

SEBI 2 HEFRBOR I A e SRR SSEIAA TR Ze A s A ).

NT FESM RIS RE S ARG AR I RSB R, IR PHSE R ANV, TG T il A B R 5L
PERE, MR T 2 TORBR A I T 0 B S S BB A T AN 22 e P S AR . S BEMLARAK (random forest) %
EAZHE G TR DU B o A BOR, M SGE P AT L LT, 75 3Cl B SR DL R 2 g
SR, SEIN 2B RGBS UL SEI BT B4R AL s A BB BA v B R S R ek A, T4



1886 Ao TRAERS LK % 38%

U, . A Ay midnt B A BT R T B, BRI ) (Rt BE, S e i SCE A AR A
B et i ) AU e (BCRIIBT e80TIy A Bt d) PR FEPRIESE 1 PIRE T A i n REPER LR
FEMR. FEGINAEGH AT S AT 2 T — B rTRE7 k, AROR IR o A 2 aE Y e 2 U i A 1]
A G VEARR 8 W STk [19].

R EARPA ST UE T PR X T AT SR e, BT O TR R e i R A 2
WEAHR IR S
5 &t

1) BAERE R AR L 2EPE N FRERFMOUR TR, BATHHOELR. TR AR L2 mie
R, WA SRR S B E L 2T E S P TR A 6. BEMER 2o AVISCE R DA, B
TR SEARBHN RE LM SR TBL, REREMITEREZAN (N, 281 BLEE).

2) MM EIELE . REAEMELEHRRE L2 BIEREL 3 HER. KEIRK
Y RER BT R 3 W R - AL - Wwitee” A, M - PR - pee” s
KRB - BRYE - R WA, 3R - KRS - kL2

3) AT 9 2K (F/NARGEEL, R, EIRAL, /VERR, SEL, IR, DREL, iR BN NS
NSRS AERBIARRHCHE R B, I 2R, SLBLEFOR T A SRR IARIRIT . RIS
. RPN, LRRALIDSMHE. LHREFGRZXL 6 NI kIR S R L 2B @ik
LA,

4) FReth T RBE I RS L BRI, HAT: OTEBORBEACTTT, W RBIE AT BRI T “—
WIHTHAR” CCARIRAATHAR . EHEARAHTEAR . FEIRHTEAR | ALZEA BRI AS) f1 <
RIHTHAR” (B HTHR  JAEMETER, BOIESATHAR . REIETHAR . PUTHEIHTHA). @
TERB TR N ReAGg - Befds - ZeffE - Refil - Bk — Zeiill - Zeduk
— ZePIT. OFEBFEIIFAN.: ZeRARerEAF, ZeBRBMERE, ZeRdR OFEM (SEHE
AbFR SR e R IR S R R BRI SR | e e RIS U | R PR A,
RATHIIEE, Zepl SR, ReRleFmlER, IFo SN RS R e E T B BRJEE
1 2 DI IERT R B FTTE AR AT TR .
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