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SUMMARY: In previous work | proposed a fully homomorphic
encryption without bootstrapping which has the large size of ciphertext.
This tme | propose the fully homomaorphic public-key encryption scheme
on non-associative octonion ring over finite field with the small size of
ciphertext. In this scheme the size of ciphertext is one-third of the size in
the scheme proposed before. Because proposed scheme adopts the
medium text with zero norm, it is immune from the “p and -p attack”. As
the proposed scheme is based on computational difficulty to solve the
multivariate algebraic equations of high degree, it is immune from the
Grobner basis attack, the differential attack, rank attack and so on.
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81. Introduction

A cryptosystem which supports both addition and multiplication (thereby preserving
the ring structure of the plaintexts) is known as fully homomorphic encryption (FHE)
and is very powerful. Using such a scheme, any circuit can be homomorphically
evaluated, effectively allowing the construction of programs which may be run on
encryptions of their inputs to produce an encryption of their output. Since such a
program never decrypts its input, it can be run by an untrusted party without revealing
its inputs and internal state. The existence of an efficient and fully homomorphic
cryptosystem would have great practical implications in the outsourcing of private
computations, for instance, in the context of cloud computing.

In 2009 Gentry, an IBM researcher, has created a homomorphic encryption
scheme that makes it possible to encrypt the data in such a way that performing a
mathematical operation on the encrypted information and then decrypting the result
produces the same answer as performing an analogous operation on the unencrypted
data[9],[10].
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But in Gentry’s scheme a task like finding a piece of text in an e-mail requires
chaining together thousands of basic operations. His solution was to use a second
layer of encryption, essentially to protect intermediate results when the system broke
down and needed to be reset.

Some fully homomorphic encryption schemes were proposed until now[11], [12],
[13],[14],[15].

In previous work[1],[2] | proposed a fully homomorphic encryption without
bootstrapping which has the weak point in the enciphering function[17]. Next |
proposed another FHPKE with the large size of ciphertext [18].

In this paper | propose a fully homomorphic encryption scheme with the small
size of ciphertext which is based on computational difficulty to solve the multivariate
algebraic equations of high degree while the almost all multivariate cryptosystems[3],
[4],[5],[6].[7] proposed until now are based on the quadratic equations avoiding the
explosion of the coefficients. Proposed scheme is immune from the Grébner basis[8]
attack, the differential attack, rank attack and so on.

In this scheme the size of ciphertext is 64 times as large as that of the modulus q
while in the scheme proposed before the size of ciphertext is 192 times as large as
that of the modulus g[18].

§2. Preliminaries for octonion operation

In this section we describe the operations on octonion ring and properties of octonion
ring.

§2.1 Multiplication and addition on octonion ring O

Let q be a fixed modulus to be as large prime as O(2”%). Let O be the octonion [16]
ring over a finite field Fq.

O={(ap,as,....a7) | 3= Fq (=0.,1,...,7)} (@)

We define the multiplication and addition of A,B €O as follows.

A=(ap,as,....a7), < Fq(j=0,1,...,7), (2)
B=(bo,bs,...,.b7), b= Fq (j=0,1,...,7). (3)
AB mod q

= (agbg - @101~ ab,- ashs-aubs- ashs-aghe-azb; mod g,

by +ahy+as+asb7-a4b,+ashg-aghs-asb; mod g,
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agh,-a;1b+abg+ashs+asb;-ashs+agh;-azbe mod g,
agbs-a;b7-a,bs+ashg+aybgt+ash,-aghs+azb; mod q,
aghs+ash, - asb; - asbs+asbot+ash;+ aghs - asbs mod q,
aghs-a,bg+arhs-ash,-asb,+ashy+agh, +asb, mod q,
aghetabs - ab;+ash, - asbs - ash,+aghy +asb, mod g,
agh;+a;bs+aybg-ash; +asbs-ash,-agh,+azbg mod q) 4)

A+B mod q
=(ap+bomod g, a;+b; mod g, a,+b, mod g, a;+bsmod g,
as+b,mod q, as+bsmod g, ag+beg mod g, a;+b;mod q ). (5)
Let
IAP= ay’+a,*+...+a;°mod q. (6)

If |JA20 mod g, we can have A™, the inverse of A by using the algorithm
Octinv(A) such that

A= (ap/ |AF mod g, -a1/ |AF mod ..., -a;/ |AF mod g) < Octinv(A). (7)

Here details of the algorithm Octinv(A) are omitted and can be looked up in the
Appendix A.

82.2. Property of multiplication over octonion ring O

AB,C etc. =0 satisfy the following formulae in general where A,B and C have
the inverse A* ,B* and C*mod g

1) Non-commutative

AB#BA mod g. (8)
2) Non-associative
A(BC) =+ (AB)C mod g. 9)
3) Alternative
(AA)B=A(AB) mod q, (10)
A(BB)=(AB)B mod g, (11)

(AB)A=A(BA) mod g. (12)



4) Moufang’s formulae [16],
C(A(CB))=((CA)C)B mod q,
A(C(BC))=((AC)B)C mod q,
(CA)(BC)=(C(AB))C mod q,
(CA)(BC)=C((AB)C) mod q.
5) A and B< O satisfy the following lemma.
Lemma 1
(A'B)A=A"(BA) mod g.
(Proof)
From (12)
A'B=A((BA)A)=(A'(BA))A mod g,
By multiplying A from right side we have
(A'B)A=A'(BA)mod q q.e.d.

6) A= O satisfies the following lemma.

Lemma 2
A*(AB)=B mod g,
(BA)A™= B mod q.

(Proof:)
Here proof is omitted and can be looked up in the Appendix B.
7) A€ O satisfies the following theorem.
Theorem 1
A?=w1+vA mod g,
where
Fw,vEFq,
1=(1,0,0,0,0,0,0,0)=0,
A=(ap,ay,...,a;) 0.
(Proof?)

(13)
(14)
(15)
(16)

(17)

(18)



A?mod q

=( @pdo-a1a1- 387 8333-A48s- AsBs-A6As-a787 MOd 0,
dy +a18p+a,a,+azar-a4dy+asds-asds-a7az Mod g,
aga,-a184+a,80+a385+a481-a583+asa7-a785 MOd (),
Apaz-a187-a,85+a38+as8s+asa-as84+a78; Mod g,
Apdy a1 ay-aya-a3as+audy+asay +agds-aras Mod g,
A5-8,85+ap83-A38p-A4a7+asAp+asa; +a78, Mod (g,
g+, 85-8,87+8384-A4d3-8581 TasAo+azay, mod g,
gy +ayds+asals-asd; +asds-asds-aedr+azay mod Q)

=(2a02- L mod g, 2a,a; mod g, 2a,a, mod ¢, 2a,a; mod g, 2a,a, mod q,
2apas mod q,2apas mod ¢, 2a,a; mod Q)

where
L= ap*+a,°+a,’+ag’+a, +as°+as+a;” mod q.
Now we try to obtain u, vE Fqthat satisfy A>=w1+vA mod g.
wl+vA=w(1,0,0,0,0,0,0,0)+v(agp,ay,...,a;) mod q,
A’= (2a,>- L mod q, 2a0a; mod g, 2a,3, mod g, 2a,a; mod g,
2a5a, mod ¢, 2 agas mod ¢,2a,as mod g, 2a,a; mod q).
As A>=w1+vA=-L1+2 a,A mod g, we have
w=-L mod g,

v=23,mod g. g.e.d.

Theorem 2

Let A*=(ay,-a,,...,-a7) €O be the conjugate of A=(ag,a,,...,a7;) =0O. We have
AA*= A*A= a1

where
La= ag’+a;*+...+a;> mod q.

[Proof]



As
A+A*=(22,,0,...,0)=2a,1 €0,

AP=- L 1+2a0A = -Lal+( A+A%)A= -La1+ A ( A+A*) mod g,

we have

Lal=A*A = AA*mod q. g.e.d.

8) Theorem 3
D <0 does not exist that satisfies the following equation.
B(AX)=DX mod q,
where B,A D=0 and X is a variable.
(Proof?)
When X=1, we have
BA=D mod q.
Then
B(AX)=(BA)X mod g.
We can select C= O that satisfies
B(AC)+(BA)C mod g.
We substitute C=O to X to obtain
B(AC)=(BA)C mod g.

(21) is contradictory to (20). g.e.d.

9) Theorem 4
D <O does not exist that satisfies the following equation.

C(B(AX))=DX mod q

where C,B,A,DE0, C has inverse C*mod g and X is a variable.

B,A and C are non-associative, that is,
B(AC)#(BA)C mod q.
(Proof?)

(19)

(20)

(21)

(22)

(23)



If D exists, we have at X=1

C(BA)=D mod g.
Then

C(B(AX))=(C(BA))X mod q.
We substitute C to X to obtain

C(B(AC))=(C(BA))C mad g.
From (12)

C(B(AC))=(C(BA))C=C((BA)C) mod q.
By multiplying C™ from left side, we have

B(AC)=(BA)C mod q (24)
(24) is contradictory to (23). g.e.d.

10) Theorem 5
D and E< O do not exist that satisfy the following equation.
C(B(AX))=E (DX) mod q

where C.B,AD and EE O have inverse and X is a variable and AB,C are
non-associative, that is,

C(BA)+(CB)A mod q. (25)
(Proof?)

If D and E exist, we have at X=1

C(BA)=ED mod g. (26)
We have at X=(ED)*=D"E™ mod q

C(B(A(D'E™))=E (D(D'E™)) mod g=1,

(C(B(A(D™E™)))" mod g=1,

((ED)AHBHC mod g=1,

ED =(CB)A mod g. (27)
From (26) and (27) we have
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C(BA) =(CB)A mod q.
(28) is contradictory to (25). g.e.d.

11) Theorem 6
D <0 does not exist that satisfies the following equation.
A(B(A'X))=DX mod q
where B,ADE0, A has inverse A*mod q and X is a variable.
(Proof:)
If D exists, we have at X=1
A(BA™)=D mod q.
Then
A (B(AX))=(A(BA™)X mod g.
We can select CE O such that
(BA)(CA?) +#((BAMC)A’mod q.
That is, (BA™Y), C and A? are non-associative.
Substituing X=CA in (29), we have
A (B(AY(CA)))=(A(BA™)(CA) mod q.
From Lemma 1
A(B((A"C)A))=(A(BA™))(CA) mod .
From (16)
A(B((A*C)A))=A([(BA™)C]A) mod g
By multiplying A from left side we have
B((A'C)A))= ((BA)C)A mod q.
From Lemma 1
B(A™(CA))=((BA1)C)A mod g.
Transforming CA to ((CA)A™), we have
B(A™((CAHA™)=((BAH)C)A mod q.

(28)

(29)

(30)



From (14) we have
((BAM)(CA?)A'=((BAHC)A mod g.
Multiply A from right side we have
((BAM(CA?)=((BA)C)A*moad g. (31)
(31) is contradictory to (30). g.e.d.

83. Proposed fully homomorphic public-key encryption scheme

Homomorphic encryption is a form of encryption which allows specific types of
computations to be carried out on ciphertext and obtain an encrypted result which
decrypted matches the result of operations performed on the plaintext. For instance,
one person could add two encrypted numbers and then another person could decrypt
the result without knowing the value of the individual numbers.

83.1 Definition of homomorphic public-key encryption

A homomorphic public-key encryption scheme HPKE := (KeyGen; Enc; Dec;
Eval) is a quadruple of PPT (Probabilistic polynomial time) algorithms.

In this work, the medium text space M of the encryption schemes will be
octonion ring, and the functions to be evaluated will be represented as arithmetic
circuits over this ring, composed of addition and multiplication gates. The syntax of
these algorithms is given as follows.

-Key-Generation. The algorithm KeyGen, on input the security parameter 1*,
outputs (sk) — KeyGen(1") , where sk is a secret encryption/decryption key and
(pk) < KeyGen(1") , where pk is a public encryption/decryption key.

-Encryption. The algorithm Enc, on input system parameter (q,G,H), secret
key(sk), public key(pk) and a plaintext p & Fq, outputs a ciphertext C€O
—Enc(sk,pk; p) where G=(go,91.. . .,97) €O and H=(hg,h,,...,h;) 0.

-Decryption. The algorithm Dec, on input system parameter (q,G,H), secret
key(sk), public keys(pk) and a ciphertext C, outputs a plaintext
p*«—Dec(sk,pk;C).

-Homomorphic-Evaluation. The algorithm Eval, on input system parameter g, an
arithmetic circuit ckt, and a tuple of n ciphertexts (Cy,..., C,),
outputs a ciphertext C* <—Eval(ckt; C4,..., C,).
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83.2 Definition of fully homomorphic public-key encryption

A scheme HPKE is fully homomorphic if it is both compact and homomorphic with

respect to a class of circuits. More formally:

Definition (Fully homomorphic public-key encryption). A homomorphic

encryption scheme FHPKE :=(KeyGen; Enc; Dec; Eval) is fully homomorphic if it

satisfies the following properties:

1. Homomorphism: Let CR = {CR, },.cn be the set of all polynomial sized

arithmetic circuits. On input sk —KeyGen(1"), pk —KeyGen(1"), Vckt =CR,,

V (P -., pn) EFQ" where n = n(d), V(C,....,C;) where Ci— Enc(sk,pk;pj)

(i=1,..,n), it holds that:

Pr[Dec(sk,pk;Eval(ckt; C,,...,Cy)) # ckt(ps...., pn)] = negl(r).

2. Compactness: There exists a polynomial « = u(4) such that the output length of
Eval is at most x bits long regardless of the input circuit ckt and the number of its

inputs.

§3.3 Medium text

We define the medium text M & O which is adopted in proposed fully

homomorphic public-key encryption (FHPKE) scheme as follows.

We select the element G=(go,91,...,g7) €O and H=(hg,h,,...,h;) =0 such that

[G]o=00=1/2 mod q,
[H]o=ho=0 mod g,
Le:=|G= g’ +0:*+...+9"=0 mod q ,
Ly:=|H= he+h*+...+h,"=0 mod q ,
g:h1+goh,+...+ g7;h,=0 mod q.
where we denote the i-th element of octonion M & O such as [M];.
Then we have
[GH]o= [HG]o=00ho-(91h1+92h,+... + g7h7)=0 mod q,
G* mod q =2g,G=G,
H? mod g =2hoH =0=(0,0...,0).

(32a)
(32b)
(32¢)
(32d)
(32¢)

(33a)
(33b)
(33c)
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Theorem 7

GHG=0 mod g, (34a)
HGH=0 mod g. (34b)
(Proof?)
Here proof is omitted and can be looked up in the Appendix C.
Theorem 8
(GH)(HG) =0 mod q, (353)
(HG)(GH) =0 mod q. (35b)
(Proof?)
From (15)
(GH)(HG)= (G(HH))G= (G(0))G =0 mod g,
(HG)(GH) = (H(GG))H= (H(G))H=0mod q.  g.e.d.
Table 1 gives the multiplication table of {G,H,GH,HG}.
Tablel. multiplication table of {G,H,GH,HG}..
G H GH HG
G G GH GH 0
H HG 0 0 0
GH 0 0 0 0
HG HG 0 0 0
Let p&Fq be a plaintext and u,v,w& Fq be the ramdom numbers.
The medium text M is defined as
M:=pG+uH+vGH+wHG mod g=Fq. (36)

The plaintext p is given from the medium text M such that
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p=2[M], mod q=Fq.
Lemma 3
For any A=(ap,as,...,a;) €0, B=(bo,by,...,0;)=0
(A+B)*=A*+B* mod q,
(AB)*=B*A* mod g
where
A*=(ay,-ay,...,-a7) =0, B*=(bg,-by,...,-b7) 0.
(Proof)

Here proof is omitted and can be looked up in the Appendix D.

Theorem 9
IM*=|pG+uH+vGH+wHG[*=0 mod q=Fq.
(Proof?)

Here proof is omitted and can be looked up in the Appendix E.

Theorem 10
GH*+HG* =0 mod q,
G*H+H*G =0 mod g.
(Proof?)
As
HG* =(GH*)*, H*G =(G*H)*,

then

(37)

(38a)
(38b)

(39)

(40a)
(40b)

GH*+ HG*=2[GH*]01=2(goho+glh1+ggh2+... + g7h7) 1=01=0 mod g.

G*H+H*G =2[G*H]y1=2(goho+g:h1+g.h,+...+ g7h;) 1=01=0 mod g.

g.e.d.



Theorem 11

(Proof:)

13

G(H*G*)+(GH)G* =0 mod q,
G*(HG)+(G*H*)G =0 mod g.

(GH)G* =(G(GH)*)*=(G(H*G*))*
Then

G(H*G*)+(GH)G* =2[(GH)G*],L
=2[(GH)(2901-G)]o1
=2[(GH)2g,1-(GH)G)]o1

=2 [(GH)-0]p1

=2 [GH]o1=0 mod q.

In the same manner

Theorem 12

(Proof?)

G*(HG)+(G*H*)G =0 mod g. g.e.d.

G(G*H*)+(HG)G* =0 mod q,
G*(GH)+(H*G*)G =0 mod g.

As

(HG)G*)* =G(HG)*=G(G*H"),
then

G(G*H*)+(HG)G* =2[(HG)G*],L
=2[(HG)(2901-G)]o
=2[(HG)2901-(HG)G)]ol

=2 [(HG)- HG](1=0 mod g.

In the same manner

(41a)
(41b)

(42a)
(42b)
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G*(GH)+(H*G*)G =0 mod g. g.e.d.

(Associativity of medium texts)

Let My, M,,M3< O be arbitrary three medium texts where

My:=p,G+u;H+v;GH+w;HG mod g0,

My:=p,G+u,H+v,GH+wW,HG mod g<= O,

Ms:=p3G+uzH+vsGH+w;HG mod g<0.

M; Mo=(p,G+u,H+v,GH+w;HG)( p.G+u,H+v,GH+w,HG) mod q
=p1 P2G+OH+( py Uyt py Vo) GH+( Uy po+ Wy p)HG,

(M1M2)M3=[p1p2G+(p1Ustp1V2) GH+(Uspo+wWip2) HG]( psGHuzH+vGH+wW3HG)
= P1 P2 PsG+( P12 Ust P12 V3)GH+( Up p2 Pt Wi P2 ps)HG,

M, M3=p; psG+( p2 Us+ P2 V3) GH+( Uz Pt W, pg)HG,

M1(M2Mg)=(p1G+usH+Vv1GH+WHG)[p2psG+(paUis+pavs) GH+(U2ps+wWops) HG]
= P1 P2 P3G+( P12 Us+ Pip2 V3)GH+( Uy p2 P+ Wi P2 P3)HG.

We have that

(MiM2)M3= py1 p2 P3G+( pap2 Ust P1P2 V3)GH+( Uy P2 st W1 P2 P3)HG

=M1(M,Ms) mod g. (43a)
We have that
MiMy.. . My=p1 P2 ...phG+OH +( V1o, 1n)GH+( Wiz, n)HG mod g0, (43b)

where

Viz._h Wiz n € FQ, Mi=piG+uH+VviGH+w;HG mod q< O,p;,u;,vi,wi = FQ.

But we notice that in general for arbitrary N<O,

( M, MZ)N 7+ Ml(MzN) mod g.

Basic enciphering function E(X,Y) is defined as follows.
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Let X=(Xo,. ..,X7) EO[X] and Y=(yj,...,y7) EO[X] be variables.
EQGY):=A . AYA..(ATTX)..)))...) mod gEO[X,Y] (44)
=( eoooXaYot€oorXoy1t ... HeorrXryr,

€100X0Yot€101XoY1t ... TerrrXayy,

€700XoYo €701 X0Y1 T ... + 6777X7Y7)t, (45)
= {eijk}(i,j,k=0, .. ,7) (46)

with ejx = Fq (i,),k=0,...,7) which is published by user A.
A0 is selected randomly such that A exists (i=1,...,r) which is the secret key of
user A.

As if Y=1, then E(X,Y)=X, some e are fixed such that
€o00=1, €010=0, ..., €070=0,
€100=0, €110=1, ..., €170=0,
€700=0, €720=0, ..., €770=1.

83.5 Addition and multiplication of E(X,Y)

Let M, and M, be the medium texts corresponding to the plaintexts p, and
P> ,respectively.

We define the addition and multiplication on E(X,Y) as follows.
[Addition]
E(X, M)+ E(X, M) mod g

=Ad(. . .(AMLA T (ATX). ). D)HA - AMLAT(..(ATX)..)))..) =
Ad(...(A[M1+ M(A(...(ATTX)...)))...)mod g

= E(X,M1+M,) mod g.

[Multiplication]

E(E(X,M,),M;) mod g

=As(...(AMLA AT TA . AMAATC (AT ) DD D))
=As(...(AdML(Mo(AY(....(ATX)...))))...) mod q.

We denote E(E(X,M,),M,) by E(X,M:®M,).
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We notice that in general
EOXMM,) =As(. . .(A(IMIM](A(...(ALTTX)....))))...) mod g
(.. .(AM(Mo(A(...(ALTX)..))))))....) mod g=E(X,M;®M),).
Theorem 13
For arbitrary plaintexts p,p’ €0,
if E(X, M)=E(X,M’) mod g, then p=p’ mod q,
where
M:= pG+uH+vGH+WHG €0,
M’:= p’G+u’H+v’GH+WHG €0.
(Proof)
If E(X,M)=E (X, M”) mod g, then
A (A (E(AL..(AD)...)),M) mod g=M

=A(...(A (E(AL(....(A)....)),M’) mod g=M’ mod g.
Then we have

M=M’.
p=2[M], mod q=Fq,
= 2[M’]o mod q=Fq,
=p’ mod q.
Then we have

p=p’ mod g. g.e.d.

83.6 Octonion elements assumption OEA(Q)

Here we describe the assumption on which the proposed scheme bases.
Octonion Elements assumption OEA(Q)
Let g be a prime more than 2. Let r be a secret integer parameter. Let A:={A,,...,A}
0" be secret parameters. Let E(X,Y)= As(...(A(Y (A (...(A?X)...))))...) mod g E
O[X,Y] be the basic enciphering function where X and Y are variables.

In the OEA(q) assumption, the adversary Agq is given E(X ,Y) and his goal is to
find a set of parameters A={A,...,A; } €O'with the order of the elements A,,..., A, .
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For parameters r= r(A) defined in terms of the security parameter A and for any PPT
adversary Ay we have

Pr[E(X,Y)=As(...(ALYA™(...(AT™X)..)))....) mod q ={e;}(i,j.k=0,...,7) :
A={A.,..., A —Ay (1,0, E(X,Y))]= negl(}).

To solve directly OEA(qg) assumption is known to be the problem for solving the
multivariate algebraic equations of high degree which is known to be NP-hard.

Next it is shown that the ciphertext C(X,p):=E(X, M) corresponding to the
plaintexts p has the property of fully homomorphism where M=pG+uH+vGH+wHG
mod g<=Fq.

83.7 Addition scheme on ciphertexts
Let
M]_:: p11+U1G+V1H+WlGH E(),
Mz:: p21+U2G+V2H+WzGH EC),
be medium texts to be encrypted.

Let C(X,py):=E(X, M) €O[X] and C(X,p):=E(X, M,) €O[X] be the ciphertexts
corresponding to the plaintexts p; and p. , respectively.

C(X,p)+C(X,p2) mod q:=E(X,M1)+E(X,M,) mod q
=Ad(...(AMLA . (ATX). ). D) FA . (AML(AT(..(AX)...))))...) mod g
=Ad(. . .(AIM1 M)A (... (ATX)...))))...) mod q
=E(X,M;+ My) mod q .

We have

C(X,p)+C(X,p2) = C(X,p1+p2) mod g.

It has been shown that in this method we have the additive homomorphism.

83.8 Multiplication scheme on ciphertexts

Here we consider the multiplicative operation on the ciphertexts.
Let

C(X,p1):=E(X, M1) EO[X]
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and
C(X,p2):=E(X,M,) €O[X]
be the ciphertexts corresponding to the plaintexts p; and p, , respectively.
Let
C(X,p12)= E(X, M) €O[X]
=E(E(X,M,),M;) mod q
=As(.. . AMLUA o AT TAL . AMAA T AT D) 0D ))))- )
=As(...(AdML(Mo(AY(....(ATX)...))))...) mod q.

We confirm that C(X,py,) is the ciphertext corresponding to the plaintext p;p,, that is,
we decipher C(X,p1,) to obtain p;p, as follows.

My =AM (A (CAL. . .(AD)...), p2)))...)
= AT AT AL AMIMAAC (AT AL (AD).L))
=M;(M, 1)mod q,
=M;M, mod g,
=p; P2G+OH+( py Uyt p1 Vo) GH+( Uy po+ Wy p2)HG mod q<0.
From (37) we have

pP=2[M:M,], mod g,

= pp2mod gEFq.

83.9 Property of proposed fully homomorphic encryption

The syntax of proposed scheme is given as follows.

-Key-Generation. The algorithm KeyGen, on input the security parameter 1* and
system parameter (q,G,H) outputs

sk—KeyGen(1") where sk=(r A(J=1,...,r)) is a secret encryption key and
pk«—KeyGen(1") where pk=({ejjo=ijx=7 ) is a public key.
-Encryption. The algorithm Enc, on input system parameter g, and secret keys of

user B, sks=(rg ,Bj(j=1....,rs)) , public key of usea A, pka=({€aij}o<ijk=7) and a
plaintext p< Fq, outputs a ciphertext C(X;skg, pka,p) «—Enc(skg, pka;p).
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-Decryption. The algorithm Dec, on input system parameter ¢, secret keys of user
A, ska, public key of user B,pkg and a ciphertext C(X;skg, pka,p), outputs
plaintext Dec(ska, pkg; C(X;skg, pka,p)) where C(X;skg, pka,p) «—Enc(skg,
PKa;p).
-Homomorphic-Evaluation. The algorithm Eval, on input system parameter g, an
arithmetic circuit ckt, and a tuple of n ciphertexts (C....., Cy,), outputs an
evaluated ciphertext C’«—Eval(ckt; Cy...., C,) where Ci=C(X;skg, pKa,pi)
(i=1,...,n).

(Fully homomorphic encryption). Proposed fully homomorphic encryption

=(KeyGen; Enc; Dec; Eval) is fully homomorphic because it satisfies the following
properties:

1. Homomorphism: Let CR = {CR; }, < be the set of all polynomial sized arithmetic
circuits. On input sk «—KeyGen(1"), pk—KeyGen(1"), Vckt € CR,, V(ps,...,pn)
€Fq"where n=n(}), V(Cy,...,C,) where C;i=C(X;skg, pka,pi) <—Enc(ska, pKa;pi),
(i=1,...,n),we have Dec(ska, pkg ;Eval(ckt; C,....,C,)) = ckt(p,...,pn).

Then it holds that:

Pr[Dec(ska, pkg; Eval(ckt; Cy....,C,)) # ckt(ps,...,pn)] = negl(A).

2. Compactness: As the output length of Eval is at most klog,q=kA where k is a
positive integer, there exists a polynomial x = «()) such that the output length of Eval
IS at most u bits long regardless of the input circuit ckt and the number of its inputs.

83.10 Procedure for constructing public-key encryption

For the understanding we show the procedure for constructing the public-key
encryption scheme by using the cryptosystem described in above sections.

User B try to send his information to user A by using the public-key of user A
pka and the secret key of user B skg through the insecure line.

1) System centre publishes the system parameter[q,G,H].

2) User A downloads the system parameter[q,G,H ] and calculates GH,HG.

3) User A selects ska=(ra ,Aj(j=1,...,ra)) which is a secret key of user A and
generates the public key of user A pka=({€aij}o=ijk=7) such that
EACXY):=A(. . .(Aa(Y(AR(...(ALTX)...))))...) mod g=O[X,Y]
={enij}(i,j,k=0,...,7).
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User A sends {eaij}(i,j,k=0,...,7) to system centre.

4) User B downloads the system parameter[q,G,H ] and calculates GH,HG.

5) User B selects skg=(rs ,Agj(j=1....,rs)) which is a secret key of user B and
generates the public key of user B pke=({€sijx}o<ijk=7 ) such that
Es(X,Y):= Bi(...(Ba(Y(Br™(...(B1"X)...))))...) mod gEO[X,Y]
={esi}(1,),k=0,...,7).
User B sends {esij}(i,j,k=0,...,7) to system centre.

6) User B downloads Ea(X,Y) ={eaij}(i,j.k=0,...,7) from system centre.

7) User B generates the common enciphering function Ega(X,Y) as follows.

EB]_(X,Y) . :EA(EA(X,Y) , Bl)

=Aa(. . .(AaBAR (oo (AT AL . . AAY AR C.(AX)..))))- DD ))))-.0)
=As(...(AaBLY(AR(...(AT™X)...)))))...) mod g EO[X,Y]

EBZ (X,Y):Z EB]_ (EA(X,Y),Bz)
=Au(...(AaB1BAARN (... (AT TAL ... ARY (AR (.. (AT X).. ). DD ).
= Ag(...(AaB1B2(Y (A (... (AL 'X)..)))))....) mod EO[X,Y]

Egs(X,Y):= Egg 1(EA(X,Y),Brg)

=Ad(...(AraB1(. .. Bra(Ara ™ (.o. (A AL . . AAY A . (A7) ))))- DD ).
= A ..(AaBi(. .. Bra(Y(AR™(...(ATX)...)))...)))...) mod gEO[X,Y]

Ege (X,Y):= Egs(Ea(X,Bs™),Y)

=Ad(...(AraB1(. .. Bra(Y(AR (... (AT AL . . AaBrs  (Aa (.. (A7) .. ). D)
)0)) I

= Ad(...(AaB1(...Ba(YB™ (A (...(AT™X)...)))))...)))...) mod g=O[X,Y]
EBrB-l-l X,Y)= EBrB-l (EA(XyBrB-l-l);Y)

=As(...(AaB1(. .. Bra(YBrs (Ara™ (.. (AT TAL. . .(Ara(Bra (A (... (AT™X)....))))
N1 ) N)))) B9 ) B

=As(...(AaB1(...Bra(YBrs Brt (A (... (AL X)..))))...)))...) mod g
O[X,Y]
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Ega(X,Y) :=EBl-1 XY)= EBZ_l (EA(X’Bl_l)’Y)

=As(...(AaB1(...Bra(YBrs (.. .(Ba (A (... (AT AL . .(Ara(B1 HAR(...(AT™X)
S )-ID- )DL

=Au(...(AABi(-..Bra(YBrs ' (Brat™ (. (B (A (. (AX) ... ). - )))-.)
mod g=0O[X,Y]

8) User A downloads the public key of user B pkg=({€sij}o<ijk=7 )= Es(X,Y).User A
can generate Eg(X,Y) as follows.
Eas(XY):=Ax(...(Arn(Es((Ara (... (ATX)..))).Y)))... ) EO[X,Y]
= Aa(-(AaBa(--Bra(Y(Brs (Braa™ (---(Bi" (A (-.(ATX)..))).-))...)

= Ega(X,Y) EO[X,Y]

9) User B enciphers the plaintext p by using Ega(X,Y) such that
C(X,p):= Ega(X,M)EO[X,Y]
=As(...(AraBi(...Be(MB™(...(BI A (...(AT™X)...)))...))))...)))...)mod g
={cju} (.,k,1=0,...,7),
where M= pG+uH+vGH+wWwHG <0 ,u,v,wEFq.

10) User B sends C(X,p)={cju} (.k,1=0,...,7)) to user A through the insecure line.

11) User A downloads the public key of user B pke=({€sijx}o<ijk=7)-

12) User A receives C(X,p)={cja} (j.k,1=0,...,7) and deciphers such that
(Co,..-,C) :=AR (.. (AT (C[AL. ..(Aa(2)..)],p) ))...)EO
=By(...Be(MBe (Bes™ (...(B1 1 1)...)))= Es(1,M)
=( egoooMo+epooaM; + ... +egoorMy,

€g100Mot+ €p101M1+ ... T €g107M7,

t
eg700Mo+ €g7oaM; + ...+ €g707M7)

where M=(mq,...,m,).
(mo,...,m;) is obtained by solving above simultaneous equation.

13) User A recovers the plaintext p such that



22

2[M]o mod g=p<Fq.

84. Analysis of proposed scheme

Here we analyze the proposed fully homomorphism encryption scheme.
84.1 Computing A; from coefficients of E(X,Y)
Basic enciphering function E(X,Y) is given as follows.
Let X=(Xo,...,X7) €EO[X] and Y=(yj,...,y7) =O[X] be variables.
EXY)=A(...(AY(A(...(A™X)....))))...) mod g=O[X,Y] (47)
=( egooXoYoteonXoyrt .. TegrrXzyr,

€100XoYot€101XoY1t ... Te177X7y7,

t
e700%oYoFt€701XaY1t ... FerrrXay7), (48)

= {e;j}(i,j,k=0,...,7).

A;<0 to be selected randomly such that Aj'l exist (j=1,...,r) are parts of the secret
keys of user A.

We try to find Ai(i=1,...,r) from coefficients of E(X,Y), eix=Fq (i,j,k=0,...,7).

In case that r=56 the number of unknown variables (Aj(j=1....,56)) is 448(=56*8),
the number of equations is 448(=56*8) such that

Foo1(A,. . .,Ass)=€001 MOd @, )
Foo2(As, . . .,Ase)=€002 Mod @,

F177(A1, - ,A56)29177 mod Q. (49)

F777(As,. . .,Aes)=€777 mod @,

J—

where F001,. oy F007, F011,. o F017,. oy F701,. o F776,F777 are the 112(:56*2)th algebraic
multivariate equations.

Then the complexity G required for solving above simultaneous equations by
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using Grobner basis is given [8] such as
G>G’=(ugcregCureg)"=(25367Cas8) " >> O(2%), (50)

where G’ is the complexity required for solving 449 simultaneous algebraic equations
with 448 variables by using Grobner basis, where w=2.39, and

Oreg= 24919(=449%(112-1)/2 — 04 (449*(112°2-1)/6)). (51)
The complexity G required for solving above simultaneous equations by using
Grobner basis is enough large for secure.
84.2 Computing plaintext p and A;, B; from coefficients of ciphertext Ega(X,M)
Ciphertext Ega(X,M) is generated by user B as follows.
Esa(X,M)EO[X]
=As(...(AnBi(...BeMBra " Bra1™ (-..(Br (A (... (A™).. ). ). -.)

=Ad(...(Ara(B1(. .. Bra([p1+uG+H+WGH](Brg (Bre-t™ (... (B (A (... (ArX)
. ))-.)))...))...) mod g

=( epoXoteorXst ... TegrXz,

€10Xo €11 X1 T ... te17 X7,

t
eroXo+en X1t ... ez X7) mod g,

={Ejk}(j,k=0,. . ,7)
with ejkE Fq(j’k:(),. .. ,7);

where p is the plaintext.
A, B(EO0 to be selected randomly such that A" and By exist (j=1,...,rak=1,...,rs)
are parts of the secret keys of user A and user B respectively.

We try to find plaintext p and A, B; (i=1,...,ra;j=1,...,rs) from coefficients of
EBA(X,M), ejkE Fq (j,k=0,...,7).

In case that r, =56 and rg=56 the number of unknown variables (p,u,v,w,A;, By,
(,k=1,...,56)) is 900(=4+2*56*8), the number of equations is 64 such that
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Foo(p,U,V,W,Al, .. ,A56, Bl, .. ,B56):eoo mod Q.
For(p,u,v,W,A,...,Ass, By,...,Bss)=€01 mod g, (52)

F77(p,U,V’W,A1, v 1A561 Bl’ v 1B56):e77 mOd q1

I

where Fy,...,F7; are the 225(=56"‘2*2+1)th algebraic multivariate equations.
Then the complexity G required for solving above simultaneous equations by
using Grobner basis is given [8]such as
G>G ’:(63+drengreg)W:(7231C63)W :2518>> 0(280), (53)

where G’ is the complexity required for solving 64 simultaneous algebraic equations
with 63 variables by using Grobner basis,
where w=2.39, and

dreg= 7168(=64*(225-1)/2 - 0y (64*(225"2-1)/6)). (54)

The complexity G required for solving above simultaneous equations by using
Grobner basis is enough large for safety.
84.3 Attack by using the ciphertexts of p and -p

I show that we can not easily distinguish the ciphertexts of p and -p.
We try to attack by using “p and -p attack”.\We define the medium text M by

M:=pl+uG+vH+wGH <0, (55)

where p is a laintext p& Fq and u,v,w& Fq is selected randomly.
We define the medium text M- by
M-:= -p1+u’G+v’H+W’GHEO, (56)
where u’,v’,w’ € Fq are selected randomly.

The ciphertext of p ,Ega(X,M) is given as follows.
Esa(X,M)
=As(...(AnBi(...Bre(MBs " Bras™ (-..(Br (A (-..(AT™X)...))))...)))...) mod g

=As(...(Aa(Bi(...(Bra([p1+uG+vH+WGH](Bs ' (Bra1™ (...(BI (A (...
(ArX)...)))...)))...) mod g,

the ciphertext of -p, Ega(X,M-),
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Ega(X,M-)

=Ai(...(AABi(...(Bis(M-Brs ' Bra-r™ (-..(Br (A (... (AX)...)))...))...) mod g

=Ad(...(Ara(B1(. .. Ba([-p1+u’G+v’H+W GH](Bs  (Bra1™ (...(B: (A (...
(Ar*X)...)))...)))...) mod q.

As p-p=0 mod q,

we have

Esa(X,M)+ Ega(X,M-)

= Ega(X, pl+uG+vH+wWGH -pl+u’G+v’H+w’GH) mod g
= Ega(X, (p-p)1+(u+u’) G+ (v +v’)H +(w+w’)GH ) mod g
= Ega(X, (u+u’) G+ (v +v’)H +(w+w’)GH) mod g.

As (u+u’) G+ (v +v’)H +(w+w’)GH 70 mod q< 0,

we have

Esa(X,M)+ Ega(X,M-) #0 mod q. (57)

We can calculate | Ega(1,M)+ Ega(1,M-) [ as follows.
|Ega(1,M)+ Ega(1,M-) =|(u+u’) G+ (v +v*)H +(w+w’)GH [> mod g.
From Theorem 9 we have
|(u+u’) G+ (v +v’)H +(w+w’)GH [’=0 mod g,
and
[Ega(1,M) ’=| M > =0 mod g

It is said that the attack by using “p and -p attack”™ is not efficient. Then we can
not easily distinguish the ciphertexts of p and -p.
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85. The size of the modulus g and the complexity for enciphering
/deciphering

We consider the size of one of the system parameter, g. We select g=0(2*%).

1) In case of r=56, qg=0(2*"), the size of ey =Fq (i,j,k=0....,7) which are the
coefficients of elements in E(X,Y)= Ai(...(A(Y(A(...(Ar"X)...))))...) mod qE
O[X,Y] is (448)(log,q)bits =896kbits.

2) In case of r,=56, qg=0(2"*), the complexity to obtain E(X,Y) from A,...,A;( and
qis
(55*512+55*8*512)(log,q)*+56*(16*(log,q)*+2*(log.q)* )= O(2*) bit-operations,
where 56*(16*(log,q)*+2*(log,q)* ) is the complexiy for inverse of A™*(i=1,...,56).
3) In case of rg=56, q=0(2°*"), the complexity to obtain Ega(X,Y) from Ex(X,Y),
B4,...,Bg, BrB-l,... ,Bl-l and g IS
((512+64*8*8)*56+(512+64*8*8)*56) (log,q)’= O(2*) bit-operations.
4) In case of ra=56, q=0(2**"), the complexity to obtain Eg(X,Y) from Eg(X,Y),
Ag,... An, A.—A_l,... ,Al-l and g IS
(64*8*55+8*64*8+56*8*8*64) (log,q)*= O(2*") bit-operations.

5) In case of g=0(2%"), the complexity to obtain C(X,p)= Ega(X,M) from Ega(X, Y),
p,u,v,w,G,H,GH and q is

(1+8+8+8+64*8) (log,q)*= O(2*) bit-operations.

6) In case of ra=56, g=0(2%™), the complexity for deciphering C(X,p)=Ega(X,M) to
obtain p from C(X,p)= Ega(X,M), As,...,A A ™,....A " and q is

[64*55+1*(64+64*56+8*8+7*7+.. . +2*2+1+1+2+...+7)+1](log,q)*+8*2*(log,0q)°
= O((3520+1*3880+1)2%+2%")= O(7401*2%+2%") =0(2*) hit-operations.

On the other hand the complexity of the enciphering and deciphering in RSA
scheme is
0(2(log n)®)=0(2*) bit-operations

where the size of modulus n is 2048bits.
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Then our scheme does not require large complexity to encipher and decipher so
that we are able to implement our scheme to the mobile device.

86. Conclusion

We proposed the fully homomorphic public-key encryption scheme based on the
octonion ring over finite field. It was shown that our scheme is immune from the
Grobner basis attacks by calculating the complexity to obtain the Grobner basis for
the multivariate algebraic equations.The proposed scheme does not require a
“bootstrapping” process so that the complexity to encipher and decipher is not large.

It was shown that in this scheme the size of ciphertext is one-third of the size in
the scheme proposed before.
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Appendix A:

Octinv(A)

S — ag’+a,"+...+a;> mod q.
% S™ mod q
q[1] < q div S ;% integer part of ¢/S
r[1] < gmod S ;% residue
k1
q[0] <@
0] «— S
while r[k] # 0
begin
ke—k+1
q[k] < r[k—2] div r[k—1]
k] «— r[k—2] mod [rk—1]
end
Q [k—1] < (-1)-q[k—1]
L[k-1]« 1
1—k-1
while 1>1
begin
Q[i-1] < (-1)-Q[i]~q[i-1] +L[i]
L[i-1]<Q[i]
1—1-1

end

invS «— Q[1] mod q
INVA[0] <« ag+invS mod q
Fori=l1,...,7,
INVA[i] « (-1)-aixinvS mod q
Return A= (invA[0], invA[1],..., invA[7])
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Appendix B:
Lemma 2
A (AB)=B mod q
(BA)A'=B mod q
(Proof:)

A= (ap/ |AF mod g, -a,/ |A? mod q,...., -a7/ |A]” mod q).

AB mod g

= ([ aobo-a1b;- azby- azbz-abs- asbs-aghs-asb7 mod g,
aghy+ayby+asbs+azhr-asb,+ashs-aghs-azbs mod g,
aobz-a10,4+ahg+ashs+agbs-ashs+aghs-asbs mod g,
aghs-a1b7-axbs+azbo+asbs+ash,-aghs+azb, mod g,
aghs+ayby-a,01-asbs+aybg+ash;+ashs-azbs mod g,
agbs-a1bg+a,hs-azh,-asb,+asbg+agh, +asb, mod g,
aghs+a1Ps-a,07+ash,-asbs-ash, +agho+azb, mod g,
agh;+a; bs+aybg-ash; +asbs-ash,-agh,+azbg mod q).

[A*(AB)]o

={ ap(agho-a1by- axb,- azhs-asb,- ashs-ashs-asby)
+8y (8001 +a10o+ashs+a3hr-aub,+ashe-ashs-ashs)
+ a,(aghz-asbs+azbo+asbs+asb;-ashs+aghs-azhe)
+a3(aobsz-a1b7-a;bs+ashg+asbe+ash,-aghs+asb;)
+ay(aobs+a;0,-a,0:-asbs +aubo+ashs+aghs-asbs)
+ a5(aphs-a1bs+azbz-ash,-as;+ashy+ash +ashy)
+ag(aobg+aybs-a,b7+azhs-asbs-ash, +agho+ashy)
+a(Qghy+a303+a,bg-agh; +ayubs-asbs-asb,+asbg) } /|A mod g

={( ag*+a,"+...+a;") bo} /|AF =ho mod g
where [M ], denotes the n-th element of M<O.

[AY(AB)L

={ ag(aohs+asho+azbs+ashr-asb,+ashs-ashs-azbs)
-a1(aghp-a1bs- @by~ ashz-asb,- asbs-aghs-azhy)
-8y(@oba+a1b,-ayb1-a3bs+abetash,+aghs-asbs)
-a3(agh7+a1bs+a,0e-a301+a4bs-ash,-ash,+asho)
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+ay(Qobz-a1hs+abo+azbs+ash;-ashs+aghs-azhe)

- a5(aobg+aybs-ab7+azbs-asbs-ash, +ashe+ashy)
+ag(aghs-a1bs+asbs-azhy-asbs+ashy+agh, +asb, )
+a7(aghs-a;b7-a,bs+asby+asbet+ash,-aghs+asb,) } /|A|2 mod q

={(a*+a,’+...+a;") b} /|AP=b; mod g.

Similarly we have

[A™(AB)]i=bimod q (i=2,3....,7).
Then we have

A'AB)=Bmodqg. qe.d.

Appendix C:
Theorem 7
Let O be the octonion ring over a finite field R such that

O={(a,as,....a7) | & €Fq (7=0,1,...,7)}.
Let G,H<=O be the octonions such that
G=(go.9s,---.07), i Fq (j=0,1,...,7),
H=(ho,hs,...,h7), hEFq (=0,1....,7),
where
00=1/2 mod g, hy=0 mod q,
Lo=go’+0:°+...+g-*=0 mod g,
Li=ho’+h,*+...+h,*=0 mod q
and
g:h1+ gohy+gshs+4h,+ gshs+gshs+g7h,=0 mod g.
G and H satisfy the following equations.
(GH)G=0mod q,
(HG)H=0 mod g.

(Proof:)
GH mod g
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= (. 9oho- 91h1- 92h2- 93hs-0shs- gshs-gshs-g7n; mod g,
goh; +9:ho+9.h4+93h7-g4h,+0shs-gshs-g7hs mod g,
goh2-01h4+g,he+g3hs+g4h;-gshs+geh;-g7hs mod g,
gohs-01h7-g2hs+gsho+gshs+gsh,-gshs+g7h; mod q,
oNa+g1h -g2h: -gshe+0aho+gshs+ gehs -g7hs mod g,
gohs-g1he+0g2h3-g3h,-gsh,+gsho+gshs+g7h, mod g,
gohe+01hs -g2h7+gsh, -gsh3 -gsh; +gehp +g7h, mod q,
goh7+g:h3+g,hs-g3h; +94hs-gshs-gsho+g7ho mod q)

[(GH)G]o mod g

= ((9oho- g1hi- 9oh2- 9shs-gahs- gshs-gshe-g7h7 ) G
-(goh1 +9:ho+g2h4+g3h7-g4ho+0s5he-gehs-g7hs) g1
-(goh2-g1h4+goho+gshs+gshi-gshs+gsh-g-hs ) 9o
-(goh3-g:h7-gohs+gsho+gshs+gsh>-gsha+g-h: ) g3
-(9ohs+91h2-g2h1 -gshe+gaho+gshs+ gehs -g7hs) gs,
-(9oNs-01h6+92N3-0sh2-gah7+gsho+0gshi+07h4) gs
-(gohe+01hs -goh7+g3h4 -g4h3 -gshs +gsho +g7h2 ) gs,
-(9oh7+91hs+02he-gshi+g4hs-gsha-geho+g7hg ) g7) mod g

As

ho=0mod q,
Lg:=go’+0:*+...+g7"=0 mod q,

LH::h02+h12+. . .+h72:O mod q

g1h1+ goho+gshs+shs+ gshs+gshs+g7h,=0 mod g,
we have

[(GH)G], mod q
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=( 9oho - 91h1- GoNz- 9shs-gahs- 9shs-gehe-g7h7 ) 9o
-(9oh1+091ho+0204+9307-04ho+05he-0shs-07n3) 01
-(goh2-g1h4s+goho+gshs+gshi-gshs+gsh7-g-hs ) 02
-(gohz-g1h7-gohs+gshg+gshs+gsho-gshs+g7h: ) g3
-(gohs+g:h, -goh; -gshe+gshe+gsh7+ gshz -g7hs) da,
-(9ohs-01h6+92h3-gsh-g4h7+gshe+gsh; +37hs) gs
-(gohe+01Ns -goh7+g3h4 -g4h3 -gsh; +gsho +97h2 ) gs
-(goh7+9g1ha+g,he-gshi+gshs-gsha-gsho+g7hg ) g7

=h1(-9492-0795%0204-9695 0506 0s97)

+ h2(9491-9595-9194+9305-0796 106 07)

+ h(979:+959> -0694-0205+0406-0107)

+ N4(-0201+9102 +9693-0795-0206+9507)

+ N5(9691-9392 +0295%0704-0106-0497)

+ he(-0501+0792 -9493+030410105-0207)

+ N7(-9301-0602 +9103-0504+0405+0206)
=0 mod q,

[(GH)G]y mod g

= (9oho - 91h1- Goho- gshs-gahs- 9shs-gshe-g7hy )0:
+( goh1+9:ho+g2h4+93h7-g4h,+gshs-gshs-g7h3)go
+( goho-g1hs+goho+gshs+gshi-gshs+gshs-g7he)gs
+( gohs-g:h7-gohs+g3hg+gshs+gsho-gshs+g7h1) g7
-( gohs+9g1h, -gohy -g3hs+gsho+gshs+ gshs-g7hs)gs
+( gohs-01he+g2n3-g3h,-gsh7+gshe+gshi+97h4) g6
-( gohs+01hs -g-h7+0g3hs -gsh3 -gshs +geho +97h2)gs
-( goh7+g1h3+g5hs-gsh: +04hs-gsh4-geho+97h0)gs
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= hy (-g1*+go’+ga’+g7"+02"+0s"+0s +05")

+ hy (-0291-9490+9004+0507-0102-0306-0705+J60s)
+ 3 (-0591-0790 -9s94+9007 -0602+ 0206+ 0405 0103)
+ Ny (-0401 +09200-9104-9697-0082+0706-9305+J503)
+ hs (-9501 -0600+9304-0207+0792+0006-0105-9493)
+ he (-0691 +950-9704+0407+0302-0106-00Js-020s)
+ h7(-9791 +0590+0694-0107-0502-0406+J205-00Ts)

= hy (-201°+La)-201(Naga+ haga+ Nyga+ hsgs+ hegs+ h7gy)
= hy ( Lg)-201(h191+hog2+ hsgst hagat hsgst heget h7g7)

=0mod g.
In the same manner we have
[(GH)G]=0 mod q (i=2....,7).
Then we have

(GH)G=0 mod q.

In the same manner we have

HG mod g

= (‘oG- 11~ h2g2- hsg3-hags- hsgs-hegs-hzg, mod g,
hog1+h190+N2094+0307-h4g2+hsgs-hegs-h70s mod q,
hog2-h104+Ng0+hsgs+h40:-hsgs3+heg7-h7gs mod g,
hoQ3-h197-h,05+h3go+h4gs+hsg2-hegs+h7g; mod q,
ho94+h102 -hog1 -hsgs+hsgo+hsg7+ hegs-h7gs mod q,
hoQs-h196+h203-h302-N4g7+hsge+heg; +h794 Mod g,
hoQs+h10s5 -h2g7+3g,4 -4gs -hsg; +hego +h-g, Mod q,
hog7+h193+h2g6-h3g1+h405-sg4-hsgo+h7go mod q) .
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[(HG)H]o

= (hoGo - N191- N2~ hsGs-hags- hsgs-hege-hzg7)ho
-(hoG1+h1go+h2g4+N3g7-Nag2+Nsge-heds-h7gs)hs
-( No@2-h19a+hago+hsgs+hsgi-hsgs+hegz-h7ge)h2
-( No3-h197-h295+hsgo+hsgs+hsgz-hegat+h7gi)hs
-(oGa+hag2 -hx0: -hsGs+hago+hsgr+ eds -hegs)hs
-('hogs-h10s+ho03-h302-hsg7+hsgo+heg: +h7gs)hs
-(hogs+h1gs -N207+N304 -Nsg3 -hsg1+hego +h7g2)Ne
-(hog7+h1g3+h2ge-h3g:+hags-sga-hega+hsgo)h; mod g

=0 ho- go(hs?+ h%+...+ h?)

+ gu(-hahy- hy h+ hy he- hghst hs e s ho)

+ go(hshs- hs hs- hy gt sy hs- hy hg+ hg h;)

+ ga(h7hy+ hg hy- he hy- hy hs+ hy hg-hy D7)

+ g4(-hohy+ hy ho+ hg ha- hy he- hs he+hs hy)

+ gs(heh1-hs hot+ hy ha+ hy hy- hy he-hy D7)

+ go(hy-hs Ny hy hat hy e hy hs-hs ho)

+ go(-hghy+hs hy- hy hst hs het hy hs-hy hs) mod g

=0 mod g.

[(HG)H],

= (hoGo- 191~ oGz N303-hags- Nsgs-heQe-7g7 )hs
*+( og1+h1go+N2ga+h307-haga+Nsgs-hegs-nzgs)ho
+( hog2-1ga+hago+hags+Nagi-hsga+hed7-hoge)ha
*+( hoGs-h197-29s+hago+Nsgs+Nsg2-Negat+hegi)hs
-( NoGa+N102 -N201 -N3Ge+NaGo+Nsg7+ hegs-h7gs)hy
+( hoGs-N1gs+h203-hsg2-hag7+hsgo+Negi+h7ga)he
-(hoGs+N105 -h2g7+N304 -hags -Nsgs+hego +h7g2)hs
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-( No@7+N195+N>06-N301+h4s0s-hsga-hega+h7go)hs mod g
— 91 (_h12+h42+ h72+ h22+ h62+ h52+ h32)
+ g2 (-hy hy+ hs hs- hy hy- hs he- hy hs+ hg hy)
+ g3(-hshy- hs hs- hg ho+hohg+ hy hs-hyhs)
+ g4(-h4hs- hihy- hg hy+hshg-hs he+hshs)
+ gs(-hshy+ hghy- hy h7+hshy-hy hs-h;hg)
+ gs(-hshy- h7hs+ hy ho+hsha-hy hg-h;hs)
+ g7(-h7hy+ hghy- hy ho-hshy-hy he+hzhs) mod g
= -2(g:h.*+gohohy+ gshshy+ gahahy +gshshs+ gehshs+ g7hzhy) mod g
= -2hy(g1 hy+ 9o ho+ gshs+ gsh, +gshs+ gshe+ g7h7) mod g
=-2h;0 =0 mod q,
In the same manner we have
[(HG)H]i=-2 h; 0 =0 mod q (i=2,...,7).
Then we have

(HG)H=0 mod q. g.e.d.

Appendix D:
Lemma 3

For any A=(ap,a;....,a7), B=(bo,by,...,.b;) €0
(A+B)*=A*+B* mod q,
(AB)*=B*A* mod q
where
A*=(ay,-ay,...,-a7) =0, B*=(by,-by,...,-b;) =O0.
(Proof)
(A+B)*=(ag+ bo,a;+hy,...,a;+b7)* mod q,
=( agt+ bo,-a3-by,...,-a7- by) mod q,
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A*+B*= (a01-a19° . 's-a7)+ (b01-bls° . -a-b7) mod q1
= (ag+ bo,-a1-bs,. . .,-a7- b7) mod q=(A+B)*.

(AB)*= (agho - a1bi- @by~ ashs-asbs- asbs-asbe-asb; mod g,
agh;+a;bg+ayb,+azh,-asb,+ashs-aghs-azb; mod g,
agh,-a;bs+asby+ashs+asbs-ashs+agh,-a7bg mod q,
agbs-a;b7-a,bs+aszhg+agbgt+ash,-aghs+azb; mod q,
aghst+aib, - ab; - aghg+ayby+ash,+ aghs- azbs mod g,
aghs-a,bg+ayhz-ash,-asb,+ashy+aghs +asb, mod q,
agbgtasbs - ab;+azh, - asbs - ash,+aghy +asb, mod g,
agb;+a;bs+aybg-azh; +asbs-ash,-agh,+azbo mod q)*

= (aghg - asbs- asb,- ashz-asb,- ashs-aghs-a;b; mod g,
-ayby-a;bp-asb4-asb,+asby-ashs+aghs+azh; mod q,
-agh,+a;b4-aybg-azbs-asb; +ashs-agh,+azbe mod g,
-ayhs+a b +a,bs-ashg-asbs-ash,+aghs-a;b; mod q,
-aph,-a1b, +a,h, +ashbg-asbg-ash,- aghs +asbs mod g,
-aybs+a;bs-a,bs+azh,+aybs-ashg-agh:-a;b, mod q,
-apbg-a,bs +a,b-ash, +a4bs +ashs-aghg -asb, mod g,
-ayb7-a;bz-aybg+aszhs-asbs+ash,+agh,-asb, mod q)

B*A* =(bo,-by,. . .,-b7) (a0,-ay,...,-a7)
= (boag - bia;- bay- bsaz-bsas- bsas-bsas-bra; mod q,
-boay-brag+hyas+bsas-bsa,+bsag-bsas-b,az mod g,
-boay-bra4-brag+bsas+b,a;-bsaz+bgar-brag mod q,
-boas-bia;7-bras-hsag+has+bsar-bsas+b,a; mod q,
-boas+b1a; - bya; - bsas-bsap+bsa;+ bsas - byas mod g,
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-Doas-b1as+0,a3-b3a,-b4a7-bsap+hsas +b7a, mod g,
-boas+b1as - byar+hsa, - bsas - bsas-bsay +b7a, mod g,
-boa7+bla3+bza6-bgal+b4a5-b5a4-b63.2-b7a0 mod CI)

=(AB)* mod q. g.ed
Appendix E:
Theorem 9
IM[*=|pG+uH-+vGH+WHG[*=0 mod g.
(Proof:)

In general for any N O,
as
N+N*=2[N]o1 €0, N?=-Ly1+2[N]oN,
NZ+NN*=N*+N*N=2[N]o;N= N*+Ly1,
we have

Ln1=NN*=N*N.

MM*=(pG+uH+vGH+wWHG)(pG+uH+vGH+wHG)* mod g
=(pG+uH+vGH+WHG)(pG*+uH*+v(GH)*+w(HG)*) mod g
= p’GG*+ pu(GH*+HG*)+pv(G(GH)*+(GH)G*)
+pW(G(GH)*+(HG)G*)+

+ UPHH*+uv(H(GH)*+(GH)H*)+uw(H(HG)*+(HG)H*)
+V*(GH) GH)*+W/((GH)(HG)*+(HG)(GH)*)
+W(HG)(HG)*

= p® Le1+ pu2[GH*]o1+pv2[(GH)G*]o1+pw2[(HG)G*],1
+ U Lyl+ W2[(GH)H*]p1+uw2[(HG)H*]p1

+V2 Lonl+W2[((GH)(HG)* Jo1+W* Ll mod q

= p? 0+pu2[G(2hel-H)Jel+pv2[(GH) (2g,1-G)]ol
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+pw2[(HG) (2001-G)]ol

+ % 0+ uv2[(GH) (2ho1-H)]o1+uw2[(HG) (2hel-H)]ol

+v2 0+vW2[((GH) (2[HG]o1-HG)]o1+w? 0 mod q

= pu2[-GH]o1+pv2[GH-GHG]o1+pw2[(HG-HG)]1
+uv2[-GHH]o1+uw2[-HGH],1+vw2[-(GH) (HG)]o1 mod q
= pu2[-GH]ol+pv2[GH-0]o1+pw2[0]o1
+uv2[0]ol+uw2[0]o1+vw2[0]o1 mod q

= 01+01+01+01+01+01 =0 mod q.

Then we have

MM*= L\y1=0 mod q.

Ly=|M[*=|pG+uH+vGH+wHG[*=0 mod q.

g.e.d.



