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Abstract

Attribute-based signature (ABS), originally introduced by Maji et al. (CT-RSA’11), rep-
resents an essential mechanism to allow for fine-grained authentication. A user associated
with an attribute x can sign w.r.t. a given public policy C' only if his attribute satisfies C,
ie., C(xr) = 1. So far, much effort on constructing bilinear map-based ABS schemes have
been made, where the state-of-the-art scheme of Sakai et al. (PKC’16) supports the very wide
class of unbounded circuits as policies. However, construction of ABS schemes without bilinear
maps are less investigated, where it was not until recently that Tsabary (TCC’17) showed a
lattice-based ABS scheme supporting bounded circuits as policies, at the cost of weakening the
security requirement.

In this work, we affirmatively close the gap between ABS schemes based on bilinear maps
and lattices by constructing the first lattice-based ABS scheme for unbounded circuits in the
random oracle model. We start our work by providing a generic construction of ABS schemes
for unbounded-circuits in the random oracle model, which in turn implies that one-way func-
tions are sufficient to construct ABS schemes. To prove security, we formalize and prove a
generalization of the Forking Lemma, which we call “general multi-forking lemma with oracle
access”, capturing the situation where the simulator is interacting with some algorithms he
cannot rewind, and also covering many features of the recent lattice-based ZKPs. This, in
fact, was a formalization lacking in many existing anonymous signatures from lattices so far
(e.g., group signatures). Therefore, this formalization is believed to be of independent inter-
est. Finally, we provide a concrete instantiation of our generic ABS construction from lattices
by introducing a new X-protocol, that highly departs from the previously known techniques,
for proving possession of a valid signature of the lattice-based signature scheme of Boyen
(PKC’10).
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1 Introduction

1.1 Background

Attribute-based signature (ABS) was introduced by [MPR11] as a versatile tool allowing a signer
to anonymously authenticate a message M w.r.t. a public signing policy C' only if the signer
has a signing key associated to an attribute z € {0,1}* that satisfies C, i.e., C(z) = 1. An
attribute-based signature scheme reveals no information on the signer’s identity or the attribute
other than the fact that the signature is valid, hence the anonymity property of ABS schemes.
One of the central research themes on ABS schemes is to expand the expressiveness of the class of
policies that can be supported by the schemes. In the bilinear map setting, there has been a long
line of interesting works, including ABS schemes for threshold policy (e.g., [HLLR12]), boolean
formula (e.g., [MPR11, OT11, OT13, EGK14]) and the current state-of-the-art; unbounded circuits
[SAH16].!

On the other hand, the constructions of ABS schemes without bilinear maps, in particular
ABS schemes from lattices, are much less investigated. To the best of our knowledge, there
are only two major works concerning lattice-based ABS schemes [EE16, Tsal7]. Rachid et al.
[EE16] construct a lattice-based ABS scheme for boolean formulas using a non-interactive zero-
knowledge (NIZK) proof system as the main building block, following one of the most promising
ways of constructing ABS schemes [MPR11, EGK14, SAH16]. Informally, a signature for a signer
with attribute x is simply a zero-knowledge proof attesting to the fact that he has a certificate
corresponding to the attribute x issued by the authority and that the policy C' associated to the
message M satisfies C'(x) = 1. Although this approach has been very effective in the bilinear map
setting where [SAH16] were able to obtain ABS schemes for unbounded circuits, this has not been
the case for lattices. One of the main reasons behind this is the lack of efficient lattice-based
NIZK proof systems for a wide enough language. In particular, we only have efficient NIZK proof
systems tailored for specific languages, such as proving possession of a solution to the short integer
solution (SIS) problem or the learning with errors (LWE) problem [LNSW13], proving possession
of a valid signature of the Boyen digital signature scheme [Boy10, LLNW14, LNW15] and so on,
which in general does not seem strong enough for constructing ABS schemes. Recently, [YALT17]
showed (informally) how to construct lattice-based NIZK proof systems for languages accepted
by monotone span programs, however, this still does not seem strong enough to use as a building
block for ABS schemes supporting unbounded circuits as policies.

Tsabary [Tsal7] constructs lattice-based ABS schemes following a different approach; they
show equivalence between a homomorphic signature (HS) scheme and a (message-policy) ABS
scheme. Therefore, based on the HS construction of Gorbunov et al. [GVW15], they achieve a
lattice-based ABS scheme for bounded circuits that does not make use of NIZK proof systems.?
Here, by bounded, we mean that the required hardness assumptions on the LWE and/or SIS
problems grow exponentially in the depth of the circuit, e.g., to base the security of the ABS
scheme under a polynomial LWE assumption, we need to restrict the depth of the circuit to
be O(log \), where A is the security parameter. However, it seems challenging to improve their

! In our paper, we only consider message-policy ABS schemes. Recall that using universal circuits, we can
convert message-policy ABS schemes into key-policy ABS schemes [BF14], where the functionality of the secret
keys and messages are reversed.

2 We note that the ABS scheme presented in [Tsal7] does not fulfill the standard security requirements of
(message-policy) ABS schemes as originally defined in [MPR11]; achieving either unforgeability or anonymity in
its full capacity comes at the cost of getting a much weaker version of the other, i.e., one has to choose between
single-key-selective-unforgeability or leaking information about the signing key.



techniques to ABS schemes for unbounded circuits, due to the inherent noise-growth incurred
by the homomorphic operations of matrices while computing the circuit gate-by-gate. The only
known method of overcoming these O(log A\) depth barrier concerning homomorphic operations
is the bootstrapping technique of fully homomorphic encryptions [Gen09], however, it is still an
open problem whether there is a signature analogue of this technique.

1.2 Our Contribution

In this paper, we affirmatively close the gap between the state-of-the-art ABS schemes based
on bilinear maps and lattices by constructing the first lattice-based ABS scheme for unbounded
circuits in the random oracle model. We start by providing a general construction of ABS schemes
supporting unbounded-circuits as policies. We then give an instantiation in the lattice setting
showing that all the building blocks required by our generic construction is obtainable from
lattices. We stress that, despite the expressiveness of the signing policy, we manage to prove
the security of our scheme under surprisingly mild SIS and LWE assumptions with polynomial
modulus size ¢ = O(YA'?), where ¢ denotes the length of the inputs to the circuits. Specifically,
the required hardness assumptions are independent of the depth of the circuits that express the
policies. Furthermore, the sizes of the public parameter, signing keys and signatures are O(E)\Q),
O(\) and O((€X + |C|)A?), respectively, where |C| is the size of the circuit (i.e., policy) associated
to the message.

To this end we prepare two new tools equipped for the lattice setting: we provide a gen-
eralization of the forking lemma of [PS00] which we call the general multi-forking lemma with
oracle access and further construct a new lattice-based NIZK proof system for proving posses-
sion of a valid Boyen signature [Boy10] that departs from the previously known techniques (e.g.,
[LLNW14, LNW15]). Below, we give a more detailed overview of the techniques we used in our
work.

Generic Construction of ABS for Unbounded Circuits. We propose a generic construction
of ABS schemes supporting unbounded depth circuits as policies in the random oracle model?,
which employs the following primitives as its building blocks; a commitment scheme, a digital
signature scheme and a Y-protocol for a sufficiently wide relation. As a separate theoretical
contribution, since all of the above primitives are implied from one-way functions, our result
implies that one-way functions are sufficient to construct an ABS scheme for unbounded circuits
in the random oracle model. Here, the random oracle is used only to convert the underlying
Y-protocol into a NIZK proof system via the Fiat-Shamir transformation [F'S86].

At a high level, the generic construction of our ABS scheme follows closely the bilinear map
based construction of [SAH16] (which is non-generic and proven in the standard model). We briefly
review the construction in slightly more detail; first, the attribute authority issues a signature
o on an attribute x € {0,1}" to certify that a signer is indeed authorized to sign a message on
behalf of that attribute. Then, to sign anonymously, the signer produces a zero-knowledge proof
attesting to the following two facts:

(I) the signature o issued by the authority is valid, and

(II) the corresponding secret attribute x satisfies the circuit C' associated to the message M.
However, in spite of the similarities shared with the construction of [SAH16], the security proof
of our construction requires a rather sensitive and technical analysis, which calls for new tools.
This difficulty mainly stems from the fact that security proofs relying on the Fiat-Shamir-based

3 In this paper, we only consider circuits that do not have random oracle gates.



NIZK proof systems are often times not as simple as the construction appears to be and in some
cases the intuition may fail, e.g., [BPW12, BEW16].

Our proof of security of the generic ABS scheme relies on our generalization of the forking
lemma of [PS00], which we call the general multi-forking lemma with oracle access. Our forking
lemma can be seen as a generalization and a simplification of the general forking lemma of [BNOG]
and the improved forking lemma of [BPVY00]. In particular, we analyze the output behavior of an
algorithm when run multiple times on related inputs, instead of when only run twice as in [BNO06],
while also providing it with oracle access to a deterministic algorithm. Recall that the original
forking lemma of [PS00] applies to Fiat-Shamir type signature schemes and roughly states that, if
there exists a valid forger A, then one can rewind A initialized with the same randomness tape to
find two accepting transcripts with the same commitment but different challenges, leading, via the
special soundness property of Y-protocols, to extract the secret signing key from the transcripts
and hence a proof of security of the signature scheme in the random oracle model.

First, we require the forking lemma to analyze the output behavior of an algorithm on
multiple runs to capture the situation arising in the recent lattice-based NIZK proof systems
(e.g., [LNSW13, LLNW14, LNW15]) where the extractor of the underlying Y-protocol requires
more than two valid transcripts to extract a witness. Although the improved forking lemma of
[BPVYO00] captures this multiplicity of the forking lemma of a particular El Gamal-type signa-
ture scheme, it seems hard to apply in situations like ours where we are not dealing with regular
signature schemes. Our forking lemma, similar to the one of [BN06], divorces the probabilistic
essence of the forking lemma from any particular application context. Furthermore, our forking
lemma provides worst-case rather than expected-time guarantees; the improved forking lemma
of [BPVY00] roughly states that an expected O(1/e) repeated executions of a forger A with ad-
vantage € is required to extract a valid witness. We believe this feature to be more suitable for
standard assumptions that are defined for PPT algorithms, as also stated in [BNO6].

Second, and more importantly, our forking lemma allows the algorithm A that can be rewinded,
to have oracle access to some algorithm O that cannot be rewinded. This is a useful feature for
the forking algorithm to have in situations where the simulator cannot rewind all the algorithms
which he is interacting with. This may be easiest to explain with a concrete example; in particu-
lar, when we reduce the eu-cma security of the underlying digital signature scheme to the security
of our ABS scheme, the simulator (which is the eu-cma adversary) simulates the view of an ABS
security game to the ABS adversary A, and answers the queries made by A using its eu-cma
challenger O@. At some point when A outputs a forgery for the ABS security game, the simulator
hopes to extract the witness from the forgery and use it to win his own eu-cma security game.
However, for this particular situation, the problem with all the previous forking lemmas is that
the simulator will not be able to run the forking algorithm in the specified way; the simulator can
rewind A to a particular point where the fork happens, however, the simulator cannot rewind the
eu-cma challenger O in the same way, since it is outside the simulator’s (i.e., eu-cma adversary’s)
control. Then, since the behavior of A is implicitly dependent on the behavior of the eu-cma chal-
lenger, the standard forking lemma does not provide meaningful analysis of the output of A on
multiple runs. We therefore present a general multi-forking lemma with oracle access to capture
these situations where the simulator is restricted to rewinding only some of the algorithms he is
interacting with. We note that in case one is willing to use some algebraic problem such as the
SIS or LWE problem as the underlying hardness assumption, these situations do not show up,
since once given a fixed problem instance, the simulator can reuse it in every run to simulate the
view to A.

Finally, one of the benefits of using the Fiat-Shamir-based NIZK proof system is that we do not



have to rely on the dummy attribute technique of those ABS schemes based on Goth-Sahai NIZK
proof systems [MPR11, SAH16] to prove adaptive unforgeability, thus obtaining a more efficient
signing algorithm. At a high level, this is because Fiat-Shamir based NIZK proof systems can be
simulation-sound and extractable at the same time, whereas Goth-Sahai NIZK proof systems can
only be instantiated to have one of the two properties. Therefore, during the proof of adaptive
unforgeability, since the simulator needs to set up the common reference string in the extractable
mode to extract a witness from the forgery, the simulator has to rely on these extra dummy
attributes, which are never used in the actual scheme, to simulate signatures (i.e., proofs).

Instantiation from Lattices. To instantiate our generic ABS construction from lattices, we
require three primitives: a signature scheme, a commitment scheme, and a »-protocol for a relation
capturing the aforementioned items (I) and (II). As for the signature scheme, we can use the simple
and efficient lattice-based signature scheme of Boyen [Boy10], which has been extensively studied
in the lattice-based NIZK literatures. In particular, Ling et al. [LNSW13] provides an efficient Y-
protocol for proving possession of a valid Boyen signature (i.e., item (I)). However, unfortunately,
it is not known whether the X-protocol of Ling et al. can be extended to prove circuit satisfiability,
which is what we require in item (II), and in fact, recent subsequent results of [LLM 16, YAL"17]
suggest that they are not powerful enough to capture circuit satisfiability. On the other hand, Xie
et al. [XXW13] provides a lattice-based Y-protocol for proving NP relations via arithmetic circuit
satisfiability, which is what we exactly require in item (II), however, it does not seem possible to
simply combine the two different types of ¥-protocols of [LNSW13] and [XXW13].

To this end, in this paper we present a new Y-protocol for proving possession of a valid Boyen
signature by expressing the verification algorithm of the Boyen signature as a simple arithmetic
circuit that is compatible with the -protocol of Xie et al. Specifically, since both items (I)
and (II) is now represented as simple arithmetic circuits, we can effectively use the X-protocol
of Xie et al. to obtain our desired -protocol. The main observation is that, most operations
that show up in lattice-based cryptography are composed of simple arithmetic operations such as
matrix multiplications, and therefore naturally leads to simple arithmetic circuit representations.
For our particular case, the verification algorithm of the Boyen signature scheme essentially boils
down to checking two simple conditions; whether a vector z satisfies ||z||oo < 5 and Az =u mod ¢
for public matrix A and vector u. Here, we intentionally dismiss the message for simplicity. As
it can be seen, the latter equation is readily expressed by a very simple arithmetic circuit. On
the other hand, the first inequality requires some extra work, however, this too can be expressed
as an simple arithmetic circuit without much overhead by efficiently encoding predicates such as

?
x € {—1,0,1} into arithmetic circuits.

2 Preliminaries

2.1 Commitment Schemes with Gap Openings

We define a standard commitment scheme that supports an additional notion we call gap openings.
This additional notion will make it conceptually easier when we combine it with gap->-protocols,
which we later define. Informally, a commitment scheme with a gap opening is a standard com-
mitment scheme where there may exist additional valid openings that are never created during the
commitment algorithm. For those readers who are only interested in the generic attribute-based
signature constructions from standard (i.e., non-lattice-based) ¥-protocols, they can safely skip
the “gap” arguments.



Definition 1 (Commitments). A commitment scheme with message space M and commitment
space C is a triple of PPT algorithms (C.Gen, C.Com, C.Open) of the following form:

C.Gen(1Y) — pk : The key generation algorithm takes as input the security parameter 1 and
outputs a public commitment key pk.

C.Com(pk, M) — (¢,d) : The commitment algorithm takes as inputs the commitment key pk and
message M € M, and outputs a commitment/opening pair (c,d). We denote Dcom(pk, M)
as the set of all possible outputs of this algorithm under fized pk and M.

C.Open(pk, M, ¢,d) — 1\0 : The deterministic opening algorithm takes as inputs the commitment
key pk, message M and commitment/opening pair (c,d) as inputs and outputs 1 or 0. We
denote Dg.com(pk, M) as the set of all possible pairs (c,d) this algorithm outputs 1 under
fized pk and M.

Here, we require that checking membership of an element in Dcom(pk, M) is efficient. We also
require the commitment scheme to satisfy the following correctness notion: for all M € M, pk +
C.Gen(1Y), (¢, d) < C.Com(pk, M) we have C.Open(pk, M, c,d) = 1.

It is clear that we have Dcom(pk, M) C Dg.com(pk, M) for all pk and M € M. We say the
commitment scheme has a gap-opening when Dcom C Dg-com, i-€., there are valid openings that
are never created by the commitment algorithm C.Com. We require the following security notions
for a commitment scheme:

Binding. We call the scheme unconditionally (resp. computationally) binding if for all (resp.
PPT) algorithm A, we have the following:

Pr[pk < C.Gen(1%); (¢, M,M’, d, d’) + A(pk) :
C.Open(pk, M, c,d) = C.Open(pk, M, ¢, d') =1 AM # M'] < negl()\)

Note that even though such a pair (¢, d) may never be outputted by the commitment algorithm

C.Com, the binding property must hold even for adversaries that output (¢, d) € Dg.com(pk, M)\Dcom (pk, M).
Hiding. We call the scheme unconditionally (resp. computationally) hiding if for all (resp. PPT)
algorithm A and any message M € M, we have the following:*

Pr[pk < C.Gen(1%); b« {0,1}; o « C; (c1,d) < C.Com(pk, M);
b« A(pk,M, ) : b=1] < 1/2 + negl(\)

2.2 Digital Signature Schemes.

In this paper we consider deterministic digital signature schemes; a scheme where the randomness
of the signing algorithm is derived from the secret key and message. A deterministic digital sig-
nature scheme can be easily obtained from any digital signature scheme by using a pseudorandom
function (PRF) for generating the randomness used in the signing algorithm (see for example
[Kat10]).

Definition 2 (Digital Signatures). A digital signature scheme S with message space {0,1}* is a
triple of polynomial time algorithms (S.KeyGen, S.Sign, S.Verify) of the following form:

4 We assume that the commitment space C is efficiently sampleable. Furthermore, as long as the hiding property
holds, C may be larger than the set of all possible commitments. These types of commitment schemes show up in
many of the lattice-based commitment schemes.



S.KeyGen(1*.1%) — (vk,sk) : The randomized key generation algorithm takes as input the security
parameter 1 and the message length 1¢, and outputs a verification key vk and signing key sk.

S.Sign(sk,x) — o : The deterministic signing algorithm takes as inputs the signing key sk and
message x € {0,1}*, and outputs a signature o.

S.Verify(vk,x,0) — 1\0 : The deterministic verification algorithm takes as inputs the verification
key vk, message x € {0,1}¢ and signature o, and outputs 1 or 0.

A digital signature scheme is called correct if the following holds for all \,¢ € N and x € {0,1}*:
Pr[(vk, sk) « S.KeyGen(1*,1%); 0 < S.Sign(sk, x) : S.Verify(vk,x,0) = 1] = 1 — negl(}\)

We model the security of existential unforgeability under an adaptive chosen message attack
(eu-cma) using the following game between an adversary A and a challenger.

Setup: The challenger runs (vk, sk) < S.KeyGen(1*, 1¢) and provides A the verification key vk.

Signature Queries: When A submits a message x € {0,1}, the challenger responds by
returning o < S.Sign(sk, x).

Output: Finally, A outputs a pair (x,0). The adversary A wins if S.Verify(vk,x,0) =1 and
x is not one of the messages A has made signature queries.

We define the advantage of an adversary A as the probability that A wins the above game,
where the probability is taken over the randomness used by the challenger and the adversary.

Definition 3. A digital signature scheme is called eu-cma secure if the advantage of the above
game is negligible for all PPT adversaries.

2.3 Arithmetic Circuit Representation

Let C be an arithmetic circuit over a ring R having ¢ input wires, one output wire and N gates.
Here the gates are labelled by either + (addition) or x (product) gates. The input wires are
indexed by 1,--- , ¢, the internal wires are indexed by £+ 1,--- ,£+ N —1 and the output wire has
index /+N. We assume each gate takes only two incoming wires with multiple fan-out wires, where
all the fan-out wires are indexed with the same index. We specify the topology of an arithmetic
circuit by a function topo : {¢+1,--- /+N} — {+,x} x{1,--- L+N—-1}x{1,---  {+N—1}.
They map a non-input wire to its first and second incoming wires in which these three wires are
connected by either a gate labelled by + or x. For (x,i1,i2) + topo(i), we require that iy,is < i
where x € {+, x}.

In the following, we consider Cy as a collection of arithmetic circuits defined over a ring R)
each having A input wires. We also define the collection C = {Cy} en. Further, unless stated
otherwise, we simply call arithmetic circuits as circuits.

2.4 Attribute-Based Signature Scheme

An attribute-based signature scheme supporting the class of arithmetic circuits C = {Cy }ren and
message space {0, 1}* is defined by the following four probabilistic polynomial time algorithms
(Setup, KeyGen, Sign, Verify):

Setup(1*,1%) — (mpk, msk) : The setup algorithm takes as input the security parameter 1* and
the input length 1¢ of the circuits in Cp, and outputs the master public key mpk and the
master secret key msk.



KeyGen(mpk, msk,x) — skyx : The signing key generation algorithm takes as input the master
public key mpk, the master secret key msk and an attribute x € {0, 1}5, and outputs a
signing key sky.

Sign(mpk, skx, C; M) — ¥ : The signing algorithm takes as input the master public key mpk, a
secret key sky associated with an attribute x, a circuit C' € Cy and a message M € {0, 1}*,
and outputs a signature o.

Verify(mpk, M, C, ¥) — Valid/Invalid : The verification algorithm takes as input the master public
key mpk, a message M, a circuit C' and a signature X, and outputs Valid or Invalid.

Correctness. We require the following correctness condition to hold: for all A\, £ € N, x € {0,1}¢,
C € C; such that C(x) = 1, it holds with all but negligible probability that Verify(mpk, M, C,
Sign(mpk, skx, C, M)) = Valid, where the probability is taken over the randomness used in (mpk, msk) <«
Setup(1*,1¢) and sky «+ KeyGen(mpk, msk, x).

We define two security notions for attribute-based signature schemes. The first notion is
privacy, which requires the signature to not leak any information on the signer’s attribute beyond
the fact that the attribute satisfies the predicate. The other notion is unforgeability, which requires
any collusion of signers are unable to forge a new signature with a predicate which is not satisfied
by any attribute in the collusion even if they see signatures on messages of their choice.

Definition 4 (Privacy). The security notion of privacy for an attribute-based signature scheme
is defined by the following game between a challenger and an adversary A:

Setup. The challenger runs (mpk, msk) < Setup(1*,1¢) and gives (mpk, msk) to A.

Challenge. A outputs a message M € {0,1}*, two attributes xo,x; € {0,1} and a circuit
C € Cy such that C(xg) = C(x1) = 1 to the challenger. The challenger first runs skyx, <
KeyGen(mpk, msk, x¢) and skyx, < KeyGen(mpk, msk,x;). Then, it picks a random bit b <
{0,1} and returns to A the signature ¥* <— Sign(mpk, sk, , C, M) along with the two secret
keys (skxg,Skx, )-

Forgery. Finally, A outputs a guess b’ € {0,1} for b.

The advantage of A is defined as |Pr[b/ =b] —1/2|. We say that the attribute-based signature
scheme is computationally private if the advantage of any PPT algorithm A is negligible. We say
it is unconditionally private if the advantage of any (possibly inefficient) algorithm A is negligible.

Definition 5 (Unforgeability). The security notion of adaptively unforgeable for an attribute-
based signature scheme is defined by the following game between a challenger and an adversary A:

Setup. The challenger runs (mpk, msk) < Setup(1*,1%) and gives mpk to A.
Queries. A may adaptively make the following queries to the challenger:

- Signing. A submits a signing query on any attribute, message and circuit tuple (x,M, C)
such that C'(x) = 1 to the challenger. The challenger runs skx <— KeyGen(mpk, msk, x).
Then, it returns the signature 3 <— Sign(mpk, skyx, C, M) to A.

- Key reveal. A submits a key reveal query on any attribute x to the challenger. The
challenger returns the signing key skx < KeyGen(mpk, msk, x) to A.

Forgery. Finally, A outputs a signature (M*,C*, ¥*).
The adversary A wins the game if the following three conditions hold:

9



(i) Verify(mpk, M*, C*,¥*) = Valid,
(ii) Adversary A did not submit a key reveal query for x such that C*(x) =1,
(iii) Adversary A did not submit a signing query on (x, M*, C*) for any x such that C*(x) =1

The advantage of A is defined as the probability of A winning the above game. We say that the
attribute-based signature scheme is adaptively unforgeable if the advantage of any PPT algorithm
A is negligible.

2.5 General Multi-Forking Lemma with Oracle Access

Here we state and prove an extended version of the forking lemma of [PS00], which will play a
central role in our proof of security of our ABS scheme. Our forking lemma analyzes the output
behavior of an algorithm A when run multiple times on related inputs, instead of when only run
twice, while also providing it with oracle access to a deterministic algorithm O.

Lemma 1 (General Multi-Forking Lemma with Oracle Access). Fiz an integer ¢ > 1 and a set
H of size h > 2. Let A be a randomized algorithm that has oracle access to some deterministic
algorithm O, where on input par,hi,--- , hq, algorithm A returns a pair; the first element is an
integer in the range 0,--- ,q and the second element is what we refer to as a side output. Let
IG be a randomized algorithm called the input generator. The accepting probability of A, denoted
acc, is defined as the probability that J > 1 in the experiment below:

(par,par) < IG; hy,--- ,hy < H; (J,0) — AP (par hy,---  hy).

For a positive integer £ > 2, the forking algorithm F (p ") associated to AP is q randomized
oracle algorithm that takes input par and proceeds as in Fzg 1, where {€x } pe(q denotes an arbitrary
set of strings. Let

frk = Pr|(par, par) + 1G; (b, {on}rep) < Fag (par) = b=1].

frk > acc - ((tC)(—l - f;f)) ) (1)

where f(€) is some universal positive valued function that only depends on the value £.

Then,

Proof. For any input = = (par, par), denote acc(z) as the probability that J > 1 in the following
experiment:

hi,--  hg < H; (J,0) < AP (par hy, - hy).

Also, let frk(z) = Pr[(b, {0k }repg) < FO(par )(par) : b= 1]. We claim that there exists some
universal positive valued function f(¢) such that for all z,

/—1
frk(z) > acc(z) - ((acz($)> - f;?) . (2)
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Algorithm FA(palr )(par)

Pick coin p for A at random.

RV, ) —H

(I(l)v U(l)) A 'AO(W’.)(para hgl)a Tty h((ll)7p)
if 1) =0 then return (0, {ertrerg)

for k=2to/{ do

WO, h e H

(19, 09) A0 par, ', Bty i+ i)
if 7V = 1® and hm) # %) for all k, k' € [¢] then

return (1, {J }ke[g])
else

return (0, {ex}rejg)-

Figure 1: Description of the forking algorithm Fg(;?").

By taking the expectation of frk(x) over & = (par,par) < |G and using the fact E[acc(z)!] >
E[acc(x)]¢ (which follows from Jensen’s inequality), we obtain Eq. (1). Therefore, to prove the
claim, we must prove Eq. (2). Now, for any input x, with the probabilities taken over the coin

tosses of FSZ(;T") (par), frk(x) is equivalent to the following.

fri(e) = Pr[(1D = 1® forall k€ []) A (1D >1) A (A% £ 2% for all &, € [0)]

( I(1) (1)
=Pr [V =1W forall ke [¢]) A (I >1)]
—Pr [(I( )=1® forall ke [0]) A (I >1) A (h(jlg) = h(mz for some k, k" € [{])]
> 1)]

> Pr [(IM = 1™ for all k € [¢]) A (I
—Pr [(I(l) >1) A (h( 1)> = h%g for some k, k" € [(])]

-1

=Pr (/W =1Wforallkel]) n IV >1)]-Pr[IV>1)]-01-]] =)
k=1

hik), where (ak(f))i;% are functions
that only depend on ¢. Since h > 1, we can always upper bound the right hand side by f(¢)/h
using some positive valued function f(¢) that only depends on ¢, where for example, we can use
fo)=0-1)- max{|ozk(€)|}i_:20. Here, note that f(¢) is some universal function that depends
neither on A nor O. Therefore, we can further rewrite the inequality as follows:

frk(z) > Pr[(IW = 1® for all k € [¢)) A (1D >1)] — aCC(l“)h()
] >

. 1 h—k _ 1 -2
Here, we can rewrite 1 — [, *7% = 7 - ( o i (l) -

Hence, it remains to show that Pr [(I(l) =1® for all k € [4]) A (I > 1)] > acc(z)’/q"~ 1. Let
R denote the set from which A draws its random coins. For each i € [¢], et X R x H=1 —[0,1]
be defined by setting X;(p, hy,--- ,hi—1) to

Pr[hiv"' 7hq —H; (‘LJ) A AO(W7.)(par7h1)"' athP) : J:Z]
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for all p € R and hy,--- ,h;—1 € H. Here, regard X; as a random variable over the uniform
distribution on its domain. Then,

)
=

[TV = 1®) for all k € [¢)) A (I >1)]

Pr [I®) =i for all k € []]

e

-
I
-

Pr[IM =] - Pr[I® =i | W =4]...Pr[IO =i | I®) = for k € [¢ —1]]

e

i=1
q l
=3 (Pelr® =] - [T Prlr® =i | 10 =) (3)
i=1 k=2
— - Xi(p,hi, -+ hi_ e, 1 : 4
;p,h1;hi_1 (p 1 1) |R‘ ’ ’,H‘Z_l ( )
:Zq:JE[Xf] > Zq:}E[Xi]‘. ()

s
Il
A
-
Il
_

Here Eq. (3) follows from independence of 1) and I¥) for k, k' € [2,4], Eq. (4) follows from the
fact that once p, hy,--- , hi_1 are fixed Pr[I(M) = i) = Pr[I®) =i | IV = 4] = X;(p, h1,--- ,hi_1)
and Eq. (5) follows from Jensen’s inequality where we use the fact that f(z) = z is a convex
function. Finally, using Holder’s inequality, we obtain

q q ¢
> EX] > qgl_l ' (ZE[Xi]> = qgl_l - acc()".

i=1 i=1
This completes the proof of Eq. (1), hence concluding our claim. O

Remarks. As can be checked from the proof, we can set the function f(¢) so that in case ¢ = 2,
we have f(2) = 1. Therefore, by setting the deterministic oracle O to be an oracle that outputs
nothing, the above lemma implies the general forking lemma of [BNOG].

3 Gap-X-Protocols and Non-Interactive Zero-Knowledge Proofs

Before presenting the main tools we use in this paper, we recall some standard notions. A
language £ C {0,1}* is said to have polynomial time recognizable relation R C {0,1}* x {0, 1}* if
L ={z]|3Jws.t. (xr,w) € R} where |w| < poly(|z|). We call the string w a witness to the statement
x € L. Occasionally, we write Lz to emphasize that the language £ is induced by the relation R.
In the following, we implicitly assume that all languages and relations are parameterized by the
security parameter. Furthermore, an non-interactive proof system is defined as follows:

Definition 6 (Non-Interactive Proof System). Let R be a relation with an associated language L .
Then, a non-interactive proof system for language Lr consists of two algorithms (P,V), where P
may be randomized and V is deterministic such that for any pair (z,w) € R, if m < P(z,w) then
V(x, ) outputs 1, which signifies that the proof ™ was correct, and otherwise outputs 0.

12



3.1 Gap-X-Protocols

Y-protocols are a special type of 3-round interactive proof systems that is also a proof of knowl-
edge. Below, we define (a special type of) the gap->-protocol, which is a generalization of the
standard X-protocol where we allow the extracted witness to lie in a slightly larger space than the
actual witness being proven during the protocol. Furthermore, the special soundness is defined for
cases where more than 2 valid transcripts are required to extract a witness. These non-standard
formalizations are required, since most of the lattice-based Y-protocols are not captured by the
standard formalizations.

Later on, we see that many of the results known to the standard >-protocols can be translated
to the gap-Y-protocol settings. Readers familiar with standard Y-protocols that are not interested
in the lattice-based instantiations may safely skip this section, since our generic construction of
attribute-based signature scheme can be constructed from standard Y-protocols as well.

Definition 7 (Gap-X-protocols). Let m be an integer constant and t an integer-valued function of
the security parameter. Let (P,V) be a two-party protocol, where V is PPT, and let £, L' C {0,1}*
be languages with witness relations R, R’ such that R C R'. Then (P,V) is called a gap-Ep, ¢~
protocol for relations (R, R') with challenge space C = {0,1,--- ,m—1}*, if it satisfies the following
conditions:

- 3-move form: The protocol is of the following form:

- The prover P, on input (x,w) € R, sends a commitment a to V.
- The verifier V samples a challenge 3 < C and sends it to P.
- The prover P sends a response v to V, and V outputs 1 or 0 based on the protocol transcript

(o, B,7).

The protocol transcript («, 8,7) is called a valid transcript if the verifier V outputs 1, i.e.,
accepts the protocol run.

- Completeness: Whenever (z,w) € R, V accepts with probability 1.

- Soundness: If (z,w) ¢ R, then any cheating (possibly inefficient) prover P* succeeds with

probability at most ("=2)t. We call this value the soundness error.

- Special gap-soundness: There exists a PPT algorithm £ (the knowledge extractor) which
takes m wvalid transcripts {(c, Bi, Vi) }icjm) for some statement x € L, where there exists at least
one index j € [t] such that {Bi;}ticpm) = {0,1,--+,m — 1} as inputs, and outputs w such that
(z,w) € R'. Here f3; j denotes the j-th value of the string B;. Note that the knowledge extractor
outputs a witness in the gap relation.

- Special honest-verifier zero-knowledge (HVZK): There exists a PPT algorithm S (the
HVZK simulator) taking x € L as input, that outputs («, 3,v) whose distribution is indistin-
guishable from an accepting protocol transcript generated by a real protocol run. Although no
guarantees on the outputs are made, the simulator S is also defined over the inputs x € L.

We call the gap-3,, t-protocol computationally (resp. statistically) special HVZK if the simulated
transcript is computationally (resp. statistically) indistinguishable from a real transcript.

Lastly, we say the gap-X-protocol has high-commitment entropy if for all (z,w) € R and «,
the probability that an honestly generated commitment by P takes on the value « is negligible.
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We omit the subscript (m, t) of the gap-%,, ;-protocol whenever it is irrelevant to the context.
Occasionally, we omit ¢ and simply write gap-,,-protocol to emphasize that the soundness error
is negligible in the security parameter. We note that the standard X-protocol is a special case
of the gap-Y-protocol where m = 2,R = R’. In this case the soundness error will simply be
27t and special gap-soundness implies special soundness, since if there exists an index j € [t] for
which the binary strings (i.e., the challenges) differ, then it implies that the two challenges are
different. Finally, we assume without loss of generality that all of the gap-Y-protocols we consider
in this paper have high-commitment entropy, since the condition can be easily met by appending
a super-logarithmic number of public random bits to the commitments.

Often times, the gap in the relations allows for much more efficient schemes, and do not
affect their usefulness in practice as long as R’ is still a sufficiently hard relation, e.g., [FO97,
DF02, AJLAT12, BCK*14]. Here, note that for the case m > 3, we define a stronger notion
of special gap-soundness compared to the most general definitions one can consider for gap-3:
protocols, i.e., we require a stronger condition than f; # f; for i # j € [m], since in many cases
in lattice-based Y-protocols, we need to impose this stronger restriction to extract a witness.
This is mainly due to the fact that in lattice-based schemes, gap-3i,, ;-protocols are constructed
from running ¢ gap-X,, 1-protocols in parallel, and we require the stronger restriction to extract a
witness from one of the inner gap-3,, 1-protocols, see, e.g., [KTX08, LNSW13]|. We note that for
simplicity, in this paper we only consider gap-Y-protocols that are complete with probability 1.
Namely, our formalization does not capture those gap->-protocols that are based on the rejection
sampling technique such as [Lyu09, Lyul2, BCK*14, BDOP16]. This is purely because these
gap-2-protocols do not offer zero-knowledge proofs for relations that are strong enough for our
application in mind.”

Before continuing, we provide the following simple composition lemma for gap->-protocols for
completeness.

Lemma 2. Given a gap-Y,, 1-protocol for relations (R, R’), we can construct a gap-X, t-protocol
for the same relations by running t instances of the gap-¥,, 1-protocol in parallel. In particular,
when t is super-logarithmic in the security parameter® | the soundness error of the gap-Y,i-
protocol is negligible.

Proof. 1t is straightforward to check that completeness and special HVZK hold. The condition
on soundness error holds, since in each internal gap-,, 1-protocol, a cheating prover has at most
probability 1 — 1/m of succeeding. Furthermore, special soundness holds too, since if there exists

such an index j € [t] such that {; ; }icfm) = {0, 1, ,m—1}, we can use the knowledge extractor
of the internal gap-X,, 1-protocol to extract the witness w such that (z,w) € R’ from the j-th
run. [

Finally, we formally describe the Fiat-Shamir transformation [FS86] (who [BR93] attributes
to Blum), which is a technique to make any (gap-)X-protocol into a non-interactive proof system
by using a cryptographic hash function.

® Note that we intentionally disregard [BKLP15] from our work. Although they offer an attractive rejection
sampling-based gap-Y-protocol for proving arbitrary arithmetic operations that are more efficient than those of
[XXW13] which we use in Sec. 5, we were not able to verify the correctness of their proof sketch. In particular, the
knowledge extractor for the protocol for proving multiplicative relations could not be constructed as stated in their
paper.

5 Up until this point, we have made the security parameter implicit for the simplicity of presentation. Later on,
it will be clear from context that everything, including the relations, are parameterized by the security parameter.
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Definition 8. Let (P, V) be a gap-X-protocol with relation (R, R'), and H(-) a hash function with
range equal to the verifier’s challenge space C. The Fiat-Shamir transformation of gap-X is the
non-interactive proof system (PH, V) defined as follows:

PH(z,w) : Run P(x,w) to obtain a commitment o, and compute B < H(z,a). Then complete
the run of P with B as the challenge to get the response . Finally output the pair m =

(v, B,7) as the proof.
VH(z, 7 = (o, 3,7)) : Return the output of V(a, B,7) if B = H(z,a) and 0 otherwise.

3.2 Non-Interactive Zero-Knowledge Proof Systems

We formalize the notion of non-interactive zero-knowledge (NIZK) proof systems in the explicitly
programmable random oracle model [Wee09], where the zero-knowledge (ZK) simulator is allowed
to explicitly program the random oracle. We follow the notations provided in [FKMV12] for
presentation. Namely, we model the ZK simulator of a NIZK proof system as a stateful PPT
algorithm S that can operate in two modes: (h,st) «+ S(1,st,q) takes care of answering ran-
dom oracle queries, and (m,st) < S(2,st,z) simulates the proof. Here, the calls to S(1,---)
and S(2,---) share the common state st that is updated after each invocation of the simulator.
Furthermore, we define three algorithms St, Sa, S» that run simulator S internally: S1(q) returns
the first output of (h,st) < S(1,st, q), Sa2(x,w) ignores the second input w and returns the first
output of (m,st) « S(2,st,z) if and only if (z,w) € R (or equivalently z € £), and Sy(z) is
essentially the same as Sy(z, w) except that it does not take a second input w and is also defined
for inputs such that x ¢ £. Observe that S» and S, are identical for inputs z € £, and unlike So,
S may be invoked to simulate proofs for invalid statements.

Definition 9 (Non-Interactive Zero-Knowledge Proof System). Let R be a relation with an as-
sociated language Lr. We say a non-interactive proof system (P,V) is a statistical NIZK proof
system for language Lr with a (PPT) ZK simulator S in the random oracle model, if for any
algorithm D we have

Pr[DHOPH) (14 = 1) — Pr[DS OS20) (14 = 1]| = negl(\),

where H(-) is modeled as a random oracle, and both P and Sz output L if (x,w) ¢ R. It is called
a computational NIZK proof system in case the above holds only for all PPT algorithms D.

It is a well known fact that in the random oracle model, the Fiat-Shamir transformation of
any X-protocol is a NIZK proof system. It is straightforward to prove that it is also the case for
gap-X-protocols, as we state in the following lemma.

Lemma 3 (Fiat-Shamir NIZK Proof Systems). Let (P,V) be a gap-X-protocol with relation
(R,R') that is computationally (resp. statistically) special HVZK, and H(-) a hash function
with range equal to the verifier’s challenge space C. Then, in the random oracle model, the
non-interactive proof system (PH,VH) obtained by the Fiat-Shamir transformation of gap-¥ is
a computational (resp. statistical) non-interactive zero-knowledge proof system for the language

Lr.

Proof sketch. To prove that the proof system (P, V) is a NIZK proof system for the language
Lr, it suffices to show that there exists a ZK simulator S as in the above Def. 9. Below, we
construct S by invoking the HVZK simulator Sy, of the underlying gap-Y-protocol (P, V):
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- S(1,st,q = (z,a)) — (h = B,st) : To answer random oracle queries, it searches the table Ty
kept in the state st whether an output for ¢ = (x, @) is already defined. If so it returns the
previously defined assigned value. If not, it samples a uniformly random value 5 < C and
stores (¢ = (x,a),h = (3) in the table. Note that this corresponds to algorithm Sj.

- §(2,st,x) — (7 = («, B,7),st) : To simulate a proof for the statement = € Lg, it runs the
HVZK simulator Sy, on input z to obtain a proof («, 3,7). Then, it updates the table Tg
by adding (¢ = (x,«),h = ). If Ty happens to be already defined on input ¢ = (z,«a), S
aborts. This completely specifies algorithm Sy as required. Observe that the simulator &
can also be run on statements x ¢ Lr using the above method, since Sy, is well-defined for
x € L as well. In particular, the above description for S also specifies algorithm Sy as well.

Since, we only consider gap->-protocols with high-commitment entropy, the probability of simu-
lator S aborting is negligible, which ends the proof sketch. O

In the following, we use the above algorithm S as the ZK simulator for a NIZK proof system
(PH,VH) based on the Fiat-Shamir transformation of a gap-X-protocol (P,V). Note that we do
not explicitly define the soundness property of the NIZK proof system, since this property will be
implicitly implied when we construct a knowledge extractor during the security proof.

4 Generic Construction of Attribute-based Signatures

Overview and Preparation. Before presenting our construction, we provide a brief overview.
The main idea is that the attribute authority issues a signature o (i.e., certificate) on an attribute
x € {0,1}¢ to certify that the intended signer is allowed to sign a message on behalf of that
attribute. To sign anonymously, the signer proves the following facts in zero-knowledge: the
signature issued by the attribute authority is valid and the corresponding secret attribute satisfies
the public circuit C' € Cy (i.e., policy) attached to the message. To do so, the signer first commits to
the signature, the attributes and all of the values assigned to the internal wires of the circuit C on
input the attribute x. Then, he proves in zero-knowledge that the values inside the commitments
satisfy the equations Eq. (6 - 8) in our construction.

Therefore, the tools we need to prepare are a digital signature scheme, a commitment scheme
and a NIZK proof system to prove the above relations between committed values. For the rest of
the overview, we describe the relations and languages we require for our NIZK proof system. Our
construction relies on a gap-X-protocol for the relations (Rags, Rgg) defined below and employs
the Fiat-Shamir transformation provided in Def. 8 to turn it in into a NIZK proof system. In the
following, x; for i € [¢ 4+ 1,£+ N — 1] denotes the values assigned to the i-th (internal) wire of C
on input x = (x1,--- ,2¢) and vksign, Pkcom denotes the verification key and public commitment
key of the underlying digital signature scheme and commitment scheme, respectively. Then the
relation Raps is defined as follows:

{+|C|-1
Rass = {(Statement = (VkSigm kaoma Ce ny Co (Ci)i:|1 | )7
. +|C|—-1
witness = (x = (z1, - ,2¢),0,dg, (ali)i:|1 | ))‘
the committed values in c,, (Ci)fjlckl satisfy the following conditions

- S.Verify(vksign, x,0) = 1
- mp = x4, *; Ty, for i € [( 4+ 1,0+ |C| — 1] where (%;,i1,12) < topos (i)
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- 1= Zqiep, *evio] Terio), Where (keyiofs iericp s ietip.)  topoc (£ +[C)
- (¢oyds) € Dcom(Pkcoms @) and (¢i, d;) € Dcom(Pkcom, Ti) for i € [( 4+ |C| — 1]}

Here, recall that Dcom(pPkcom, M) is the set of all possible outputs of the commitment algorithm
C.Com(pkcoms M) that we require to have an efficient method for checking membership of an
element. We simply define the corresponding language Laps as the language Lr,, induced by
the relation Rags. Furthermore, the gap-relation Rjgs is defined analogously to Rags except
that we replace the last condition as follows:

- (¢oydy) € Di.com(Pkcoms @) and (¢;, d;) € Da-com(PKcoms i) for i € [( 4+ |C| — 1]

The only difference between the two relations are the condition on the commitment and opening
pairs. Namely, it is only required that the pairs are in the set Dg.com(-) and not in the more
restricted set Dcom(-). Recall that D com(Pkcom, M) is the set of all commitment and opening
pairs that the opening algorithm outputs 1 on message M. This set is efficiently recognizable,
since we can use the opening algorithm to check if the pair is included in D¢ com(Pkcom, M). As
we noted in Sec. 3.1, we require this gap-relation R,gs purely for technical reasons, since in many
of the lattice-based Y-protocols we can only extract witnesses that lie in a slightly larger space
than the actual witnesses being proven in the actual protocol. Similarly to above, we define the
language L)gs as the language ER/ABS induced by the relation R)gs.

For simplicity, in the following we omit vks;g, and pkc,,, from the statement, since they are
fixed by the Setup algorithm and all signers use the same vksjg, and pkcom-
Construction. Here, we provide our attribute-based signature scheme for unbounded (arith-
metic) circuits. In the following, assume a digital signature scheme (S.KeyGen, S.Sign, S.Verify),
a commitment scheme (C.Gen, C.Com, C.Open) and a NIZK proof system for the relation Rags.

Setup(1*, 15) : On input the security parameter 1* and the input length 1¢ for the family of
circuits Cy, generate a verification key and a signing key (vksign, Sksign) < S.KeyGen(1*,1%)
and a public commitment key pkc,, < C.Gen(1*). Then output

mpk = (vksign, Pkcom, H (), G(+)) and msk = (sksign).

Here, H(-) and G(-) are hash functions used by the NIZK proof system and by algorithm
Sign, respectively, which are programmed as random oracles in the security reduction. Fur-
ther, we assume the output space of G(-) to be {0,1}*.7

KeyGen(mpk, msk,x) : On input x = (z1---,x,) € {0,1}¢, create a signature on the attribute
x € {0,1}¢ by running o + S.Sign(sksign, x). Then, output the secret key as skyx = (x, o).

Sign(mpk, skx, C; M) : On input message M € {0,1}* and circuit C' € C; with an associating
topology topos proceed as follows:

1. Compute h = (hy,---,hy) < G(M,C)® and create a new circuit C € ¢ with two
dummy gates connected to each of the input wires of C. Namely, to the input wires
i € [£] of C, we add a series composition of two addition gates where one gate adds h;
and the other gate adds —h;; on input x; to the i-th input wire of C , it first evaluates

"Here, we do not explicitly define the input and output space of the hash functions, since it may differ according
to the underlying NIZK proof system being used.
8Here, we assume that we can encode C uniquely into a binary string.
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to z; + h; and then evaluates back to z;, on which point it gets fed to the i-th (input)
wire of C'. Here, the value h is hard-wired into C', and is considered as one of the
internal wires. Further, let N be the number of gates |C|.

2. Compute the assignment to each non-input wires in C’(xl, <o axy): for all i € [0+
1,0+ (N —1)], compute (%;,1i1,i2) < topo(i) where x; € {+, x}, and denote the newly

created values (wz)fiﬁ__ll in ascending order as

Ti =T, + Ty ifx =+
Ti = T4, - Ty Ak = X

3. Create a commitment (c,,dy) < C.Com(pkcom, o) of the signature o. Furthermore,
for all i € [¢ + N — 1], create a commitment (¢;, d;) <= C.Com(pkcom, i) that commits
to the value of each wire in C' (except for the output wire).

4. Generate a NIZK proof 7 proving that the committed values satisfy relation Rags.

Concretely, it generates a proof for the following conditions.”
— The attribute x = (1, - -+ , 7,) committed to (c;){_, and the signature o committed
to ¢, satisfy the following verification equation:
S.Verify(vksign, x,0) = 1. (6)

— For all i € [( +1,¢/ + N — 1], the value x; committed to ¢; satisfy the following
equation:

{xz‘:%l + i, ik =+ )

Tj = T4y * Tigy lf*Z: X

— The values z(yy ), and z(y4 ), committed to ¢y ), and cqn)
satisfy the following equation:

,» respectively,

{ 1= x([J,-N)I + $(g+N)2 if *04LN = + (8)

L=2@iny, TNy, i xen =X
5. Finally, output ¥ = (ca, (ci)fifv_l,w).
Verify(mpk, M, C, X)) : Compute h + G(M,C) and construct the circuit C as in Step 1 of the

Sign algorithm. Then, verify the proof with respect to the circuit C. Output Valid if the
proof is verified valid, and output Invalid otherwise.

Correctness. Observe that C/(x) = C(x) for all M, x. Therefore, the correctness of the scheme
follows simply from the correctness of the underlying NIZK proof system. In particular, a signer
that has a certified attribute x such that C'(x) = 1 can properly generate a proof proving Eq. (6
- 8).

9 Note that we intentionally dismiss the conditions (¢,d) € Dcom(pKcom,*) as in the overview, i.e., proving
knowledge of a valid opening, since they will be implicitly proven by the fact that the committed messages satisfy
Eq. (6 - 8).
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4.1 Security Analysis

Theorem 1 (Privacy). Assume a statistically hiding commitment scheme with gap-openings and
a statistically special HVZK gap-X-protocol for relations (Rags, Rags)- Then, converting the
gap-Yi-protocol into a Fiat-Shamir NIZK proof system, the above attribute-based signature scheme
18 statistically private in the random oracle model. In case either the hiding property or the special
HVZK property only holds computationally, then we obtain computational privacy.

Proof. For our Fiat-Shamir NIZK proof system, we use the ZK simulator S that we have defined
in Lem. 3. Then, privacy of the attribute-based signature scheme follows naturally from the
hiding property of the commitment scheme and by the ZK simulator §. In the following, we
only consider the case for statistical privacy, i.e., the commitment scheme is statistically hiding
and the Fiat-Shamir NIZK proof system is statistically zero-knowledge. It is straightforward to
obtain an analogous result for computational privacy. Here, assume A submits (M, xg,x1,C)
as the challenge, and let C' be the circuit created at Step 1 of the Sign algorithm that has N
gates. In the actual game, which we denote by Game,e,, the challenger picks a random bit
b <+ {0,1} and returns the signature ¥* <— Sign(mpk, skx,, C, M), where * = (¢, (cj)fi{vfl,ﬂ'*)
along with the two secret keys sky, and sky,. Here the proof 7* is the actual zero-knowledge
proof created with the witness satisfying ((C’, e, (cf)fi{vfl), (xp, 0, d5, (d;‘)fi{vfl)) € Rags as
input, where o < S.Sign(sksign, Xp) and every commitment/opening pairs are created by running
C.Com(pkcom, -)- Recall that we omit vksign, Pkcom from the statement for simplicity. We consider
a game Gamey, where the proof 7* is instead created by running the ZK simulator S (in particular
S2). Since the statement being proven is in the language Lags, by the definition of statistical
NIZK proof systems (See Def. 9), the proof 7* created in Game,e, and Gamey are statistically
indistinguishable.

Below, we consider changing all the commitments to uniformly random values and simulating a
proof for some random (false) statement, at which point the adversary A will have zero-advantage
in winning the privacy game. In order to carry out the proof, we consider £4+ N — 1 hybrid games,
where in the i-th game Game;, the challenger swaps the commitment ¢} with a uniformly random
element from the commitment space. Furthermore, to create a proof 7r*,A the challenger invokes

oracle Sy on input the statement (C’ c (cj)fi{v _1). Here recall that Sp is the oracle run by

Y Yo
the ZK simulator &, which does not necessarily require the statement to belong in the language
Lags to create a simulated proof. Finally, the Game; challenger outputs a challenge signature
¥ = (c:’;, (cf)fi{v_l, 7r*) along with the secret keys sky, and skx,. Due to the statistically hiding
property of the underlying commitment scheme, the view of the adversary in Game;_; and Game;
is negligible.

Finally, in game Gameyy y, the challenger swaps the commitment ¢ with a uniformly random
element from the commitment space. Otherwise, he acts exactly the same as the Gamep;n_1
challenger. Following the same argument above, the differences in the view of the adversary in
Gameyy y_1 and Gamey, v is negligible due to the statistically hiding property of the commitment
scheme. Furthermore, since all the commitments are now uniformly random over the commit-
ment space in Gameyy y, the signature ¥* = (c:., (cj)fi{v -1 7r*) is completely independent of the
attributes xg,x;. Therefore we have that in Game,, y, the advantage of adversary A is 0.

Combining the hybrid games together, we have that the advantage of any adversary A winning
Game ey is negligible, if the underlying commitment scheme is statistically hiding and the NIZK
proof system is statistically zero-knowledge.

O]

Theorem 2 (Adaptive Unforgeability). Assume a computationally hiding and a statistically bind-
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ing commitment scheme with gap openings, a computationally special HVZK gap-X,,-protocol' for
relations (Rags, Ragg) and an eu-cma secure (deterministic) digital signature scheme. Then, by
converting the gap-X,,-protocol into a Fiat-Shamir NIZK proof system, the above attribute-based
stgnature scheme is adaptively unforgeable in the random oracle model.

Proof. Assume there exists a PPT adversary Bags that wins the adaptive unforgeability game
with advantage € = €(\). Furthermore, let Qg = Qg (\) be the number of unique random oracle
queries Bags makes to H(-) that is bounded by some polynomial in the security parameter A.
Our proof proceeds in a sequence of games, where X; denotes the event the adversary wins in
Game;. Our final goal is to construct an adversary Bsjg, that breaks the eu-cma security of the
underlying digital signature scheme by using Bags. As in the proof of Thm. 1 for privacy, we use
the ZK simulator § defined in Lem. 3 for our Fiat-Shamir NIZK proof system.

Game,ey : This game is identical to the real adaptive unforgeability game where all the random
oracle queries to H(-) and G(-) are answered randomly by the challenger. At the end of the
game, Bags outputs a valid forged signature (M*, C*, ¥*) with probability Pr[Xea] = €.

Game; : In this game, we change the way the challenger answers the random oracle queries to
H(-) and the signing queries. Namely, we use the ZK simulator S associated to the NIZK
proof system to answer these. Recall that simulator S has two modes for running the two
oracles S; and 8. When Bags submits a random oracle query to H(-), the challenger relays
this to oracle S; and returns the value outputted by S; to Bags. Here, the random oracle
queries to G(+) are answered by the Game; challenger as in the previous game. Furthermore,
when Bags submits a signing query on an attribute, message and circuit tuple (x, M, C)
such that C'(x) = 1, it first runs skx = (x,0) < KeyGen(mpk, msk,x) and constructs the
circuit C' with N gates using h < G(M,C) as in Step 1 of the Sign algorithm. Then it

proceeds with Step 2 and 3 to create commitments (ca, (cz)fifv _1) along with valid openings

(dg, (di)fifvfl). Finally, it invokes S, on input the statement (C’,cg, (ci)fifvfl) € Lags'!
and obtains a proof m, and returns the signature ¥ = (cg, (Ci)fifvfl, 77) to Bags. Here, the
simulated proofs of Sy are distributed negligibly close to the actual proofs in Game,e, by
the definition of the NIZK proof system (See Def. 9), and the fact that the oracles Sy and

S’g are equivalent in case the statement to be proven is in the language. Hence,

Pr[Xeal] — Pr[X1]| = negl()).

Games : In this game, we change the way the challenger creates the commitment for the signature
o produced during the signing query. In the previous game, when Bags submitted a signing
query on an attribute, message and circuit tuple (x, M, C') such that C'(x) = 1, the challenger
created a proper commitment ¢, for the signature o following Step 3 of the Sign algorithm,
ie., (¢r,ds) < Com(pkcom, o). In this game, however, the Gamey challenger will instead
sample a random value ¢ in the commitment space Ccom and sets ¢, = c¢. Then, as in

H{V _1) and obtains a proof m, and returns the

Games, it invokes 8o on input (C’, Co, (€Ci)it

10 Here, recall that we write gap-X,,-protocol, when we make explicit of the fact that m valid transcripts are
requried for special gap-soundness to hold. Furthermore, this notation also implies that the soundness error is
negligible (See Sec. 3.1).

11 Recall we ignore the public parameters Vksign and pke,,, from the statement for simplicity.
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signature > = (cg, (cl)fifv _1, 7r) to Bags. Here, recall that oracle 32 is defined to simulate

proofs for false statements that are not in the language Lags as well. Now, following the
same argument in the previous proof of Thm. 1 for privacy, the differences in the view
of the adversary in Game; and Gamey are computationally indistinguishable due to the
computationally hiding property of the commitment scheme.'? In other words, we have

|Pr[X:] — Pr[Xs]| = negl()).

Games : In this game, we add an additional winning condition for adversary Bags to satisfy.
Namely, when Bags outputs a forgery (M*, C* ¥*), the Games challenger checks if the
random oracle G(-) was ever queried on a message-circuit pair (M, C') # (M*, C*) such that
C = C*. Note that this implies G(M, C) = G(M*,C*). Hereafter, we say Bags wins if and
only if in addition to the winning condition of the previous game, there are no such message-
circuit pairs. Since, the output values of the random oracle G(-) are uniformly random over
{0,1}* for ¢ = poly(n), the probability that a collision occurs for different message-circuit
pairs is negligible. Hence,

IPr[Xs] — PrXa]| = negl(\).
Below, we denote €3 = Pr[X3].

In the following, we define the algorithms A and O to be used in the forking algorithm Fi(;ar")
of the generfal multi-forking lemma with oracle access (See Lem. 1). Looking ahead, the forking
algorithm will be used by adversary Bsig, to win the eu-cma security of the underlying digital
signature scheme. At a high level, A will be an algorithm constructed from composing the Games
challenger, Bags and the ZK simulator S that simulates Games, and O(par, -) will be the signing
algorithm S.Sign(sk, ) used in the underlying eu-cma security game.

To provide the full description of algorithms A and O, we first define the input generator
IG, the set ‘H and the integer ¢, which are required to define the inputs for A and O. First,
the input generator |G outputs (par,par) where par constitutes of the verification key vksign,
public commitment key pkc,,, and any extra auxiliary parameters required to specify the ABS
scheme (e.g., the family of circuits), and par is simply the signing key sksign. Here, vksign, Sksign
and pkco are generated by running (vksign, Sksign) < S.KeyGen(1*, 1) and pkcoy ¢ C.Gen(1%).
Furthermore, we define the set H to be the verifier’s challenge space Cyx; of the underlying gap-3,,-
protocol, and set ¢ as Qp; the number of unique random oracle queries made to H(-) by Bags.
To summarize, A will be given par and hy,--- ,hg, € H as input.

We next specify how algorithms A and O run. First, the deterministic algorithm O is sim-
ply defined as the signing algorithm of the underlying deterministic digital signature scheme;
O(par, -) = S.Sign(sksign, -). Here, O is deterministic since the signing algorithm is deterministic
once fixed a signing key sksign. Next, we define A as the randomized algorithm that simulates
Games and outputs a small modification of the forgery returned by Bags. We first explain how A
simulates Games: A essentially runs the Games challenger, Bags and the ZK simulator S internally,

12 More formally, as in the proof of Thm. 1 for privacy, we create gsign hybrid games and swap the commitments
of the signature to a random value in the commitment space one hybrid game at a time until we have swapped
every signature commitments into the desired random form, where gsgn is the number of signature queries Bags
makes. Note that gsgn is polynomial in the security parameter .
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with two conceptual changes concerning the Games challenger and the ZK simulator §. In partic-
ular the Games challenger is modified to an algorithm which we call the Game} challenger, so that
it does not run (vksign, Sksign) S.KeyGen(1*, 1¢) anymore. Instead of generating (vksign, SKsign)
on its own, the Game} challenger is provided with vksign by A, and no longer possesses sksign.
Whenever the Gamej challenger requires to run the signing algorithm S.Sign(sksign, -), A simply
invokes O(par, -) = S.Sign(sksign, ), which it has oracle access to, and returns whatever outputtd
by O to the Gamej challenger. Furthermore, the ZK simulator S (See Lem. 3) is modified in a
way so that it does not sample a random value h; < Cx; when invoked on a random oracle query
to H(-). Concretely, on the i-th unique random oracle query to H(-), it simply outputs the value
h; provided by A.'? This is only a conceptual change, since Cs; = H and h; are sampled uniformly
over H. Therefore, the above changes do not alter the view of Bags. Hence the advantage of
Bags winning the game simulated by A is exactly the same as of Games. Finally, we describe the
output of A. In particular, at the end of the simulation of Games, Bags outputs a valid forgery
(M*, C*, ¥*) where ¥* = (c:‘;, (cf)fi{v_l, 7r*) with probability e3. In the following let x* denote the
statement, (C*, ¢, (cf)fi{v ~1), where C* is the circuit with N gates constructed from C* in Step 1
of the Sign algorithm. Since this is a valid forgery, we must have x* € Lags. Given the forgery of
Bags, A first parses the proof 7* as (o, f*,~*), where a*, f*, v* are the commitment, challenge
and response of the underlying gap-,,,-protocol (See Def. 8), respectively. A then checks whether
H(-) was queried on (x*,a*). If not it outputs (0, €;). Otherwise, there exists an index i* € [Qn]
for which the challenge 8* = H(x*,a*) is set to hg, i.e., 3 = h'". In this case, it outputs
(7%, (a*, hy=, v, x™, M*, C*)). Now, since A simulates Games perfectly and the probability of Bags
outputting a valid forgery without knowledge of the output of H(x*,a*) (i.e., the challenge) is
negligible, we have

acc = Pr [(¢*, (o, hy=, v, X", M*,C%)) + AC®) (par by, - - chgy) it >1]
> €3 — negl(A), (9)

where the probability is taken over the choice of (par, par), (hz)?:H1 and the randomness used by A.
Finally we construct an adversary Bs;gn against the eu-cma security of the underlying digital
,m

signature scheme using the forking algorithm F . In particular the advantage of Bs;gn Will be

ex'/ Qﬁ‘l —negl(\) for a constant m. Hence, assuming the eu-cma security of the digital signature
scheme, €3 is negligible. Therefore, since € = €3 4 negl(\), we conclude that e is negligible, thus
completing the proof. Below, let Csign be the challenger for the eu-cma game of the underlying
digital signature scheme. Also, let vksign be the verification key given to Bsjgn and sksign be the
signing key used by Csign to answer the signature queries. In particular, Csign uses the signing
algorithm S.Sign(sksign, ) to answer signature queries made be Bags. Now, given vksign, Bsign
runs pkeoy < C.Gen(1%) and prepares par, i.e., the input to A provided by the input generator
IG. This can be done efficiently since par constitutes only of public values: vksign, pkcom and
some other public auxiliary parameters specifying the ABS scheme. Since the forking algorithm
only requires oracle access to the deterministic algorithm O(par,-) = S.Sign(sksign, ), which is
provided by Csign, Bsign can properly run the forking algorithm Fifr’;a r")(par) as specified. Note
that par, par are distributed exactly as the output of the input generator IG defined above. Now,
due to the general multi-forking lemma with oracle access (Lem. 1), we obtain the following pairs

3 More formally, we can think the state st provided to the ZK simulator S includes (hl)?:’{, assuming without
loss of generality that S knows the bound on the number of query made by Bags.
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with probability frk:
~ k _
(1, {a®, 10,48 B M0, B}, ), where x® = (0, o), (o) 1),{%. (10)

Here, by Eq. (1) of Lem. 1, we have

m—1 m
frk > acc - ((g}j) - ﬁggﬁ) = 5(7;;_1 — negl()), (11)

where Cy; is the output range of H(+) that is super-polynomially large, m is a constant representing
the number of valid transcripts we require to extract a witness and f(m) is a universal positive
valued function that only depends on m, i.e., a constant value when viewed as a funtion on the
security parameter \. Now, we argue that for all k& € [m], the values of the commitments a(*)

and statements x(*) are equivalent, respectively. Let i* € [Qp] be the index outputted by A in
(Par )(

the first run inside the forking algorithm F par). Then, up until the i*-th unique random
oracle query to H(-), the behavior of Bags is the same for every run, since we fix the randomness
being used by the challenger Game}, Bags and the ZK simulator . This implies that whatever
submitted by Bags on the i*-th unique random oracle query to H( ), which is the pair (a®), x(*)),
must be the same in every run. Let us denote this as (o, x* = (C*, ¢, (¢ £)EN=1). Therefore, by

O(par, )( e

running FA par), Bsign obtains m valid transcript of the form (a ,h(k),q/(k), x*, M*, C’*)

kelm
where M*, C* are the same in every run as well, due to the winning condition we added in Gam[e;
and the fact that C* is the same in every run.

Next, we show that Bs;gn can properly extract a witness from the valid transcripts using the
knowledge extractor of the underlying gap-X,,-protocol (See special gap-soundness of Def. 7).
Recall that the range of the random oracle H(-) is Cx = {0,1,--- ,m — 1} for some constant
m and an integer-valued function t that is poly-logarithmic in the security parameter A. Now,

by Def. 7, in order to extract a witness there needs to exist at least one index j € [t] such
that {h;k)}ke[m} = {0,1,--- ,m — 1}. Since each h®) are sampled uniformly random over Cy; =
{0,1,--- ,m — 1}, the probability of no such j € [t] existing is (1 — —T:L) , which is negligible in
the security parameter for our choices of m,t. Therefore, with all but negligible probability, Bsign
is able to extract a witness (x*,0*, d%, () ~") in the gap-language L)gs from the m valid
transcripts. Furthermore, since we use a statistically binding commitment scheme, the (x*,c*)
pair extracted from the transcripts are the actual pairs used by Bags to create a forgery, with all
but negligible probability.

Finally, we show that (x*,0*) is a valid signature forgery that allows Bsjgn to win the eu-cma
game between the challenger Cs;gn. Namely, we show that x* was never queried as the key reveal
query by Bags in all of the m runs of A. Note that the only situation A invokes the signing oracle
O(par, -) = S.Sign(sksign, ) is when Bags submits a key reveal query to the Gamej challenger. This
is because we altered the game in Games so that the ZK simulator is used to answer the signing
queries made by Bags. Now, since Bags outputs a valid forgery we have é*(x*) = 1. Then, by
the way we construct C*(x*) in Step 1 of the Sign algorithm, we have C'(x*) = 1 as well. On
the other hand, due to the winning condition of Bags, Bags must have never made a key reveal
query on x* such that C*(x*) = 1 (in any of the runs). Therefore, we conclude that x* was never
queried to the Game} challenger by Bags in any of the runs of A; (x*,0*) is a valid forgery.

Hence, combining Eq. (9), (11) and the previous games together, assuming a PPT adversary
Bags that makes at most Q@ queries to the random oracle H(-) and wins the adaptive unforge-
ability game with advantage ¢, there exists a PPT adversary Bs;gn that wins the eu-cma security
with advantage em/sz1 — negl()\) for a constant m.
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4.2 Implications

Since a computationally hiding and statistically binding commitment scheme, a deterministic
digital signature scheme and a computationally special HVZK Y-protocols for any NP-language
are all implied from one-way functions (See for example [Nao91, Rom90, PSV06]), we obtain the
following lemma as an implication of our above result:

Lemma 4. If one-way functions exist, then there exist computationally private and adaptive
unforgeable attribute-based signature schemes for unbounded circuits in the random oracle model.

5 ABS for Unbounded Circuits from Lattices

In this section, we provide an efficient instantiation of our generic ABS construction for unbounded
circuits from lattices. In particular, we prepare a lattice-based signature scheme and a commit-
ment scheme with gap-openings, and construct an associating lattice-based gap-X-protocol for the
relation Rags. We believe our gap-3-protocol for proving possession of a valid signature, which
departs from the previously known stern-type protocol of [LNSW13], to have applications in other
contexts such as group signatures. Finally, we will be using the w(:)-notation throughout the rest
of this section. Note that w(f(X)) denotes any function that grows asymptotically faster than
f(X). For instance, when we state that the communication is w(f(X)), it can be set as small as
f(X) - log X.

5.1 Preparing Tools

We present the underlying lattice-based digital signature scheme and commitment scheme with
gap-openings that we use as building blocks for our lattice-based ABS scheme.

Digital Signature Scheme. Here, we review the lattice-based digital signature scheme of Boyen
[Boy10] with an improved security reduction by [MP12]. This scheme is a lattice-based analogue
of the Waters’ pairing-based signature [Wat05]. Below, we provide a deterministic version of
Boyen’s signature scheme, where the signing algorithm uses a PRF for generating the required
randomness. We defer the formal definition of lattices and PRFs to Sec. A. In the following, by
lattice convention, we use the dimension of the lattice n to denote the security parameter.

Theorem 3. Let n,m,q be positive integers such that m > 2nlogq. Let o, be positive re-
als such that a = Q(y/fnlogqlogn) and f = aw(y/logm). Then, the following algorithms
(S.KeyGen, S.Sign, S.Verify) form a deterministic digital signature scheme with message space M =
{0,1}* that is eu-cma secure under hardness of the SISZ‘im’q,m(n) problem.

S.KeyGen(1™,1¢) : It samples a matriz A € Zy*™ with a trapdoor T € Z™*™ using algorithm
TrapGen(1",1™,q). It also samples matrices A; < Zy*™ for i € [0,£], a vector u € Zy and
generates a seed for a PRF by running r <— PRF.Gen(1"). Finally it outputs the verification
key vk and signing key sk as

vk =(A,Aqp, - ,Ayu), sk=(Ta,r).
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S.Sign(sk,x) : On input the message x € {0,1}¢, it first constructs the matriz Ay = Ag +
Zle TiA; € ZZX’”, where x; is the i-th bit of x. Then using T A, it samples a short vector
z € 7Z2™ such that [A|Ax]z = u mod q using algorithm SampleLeft(A, Ay, u, T, ), where
the output of PRF.Eval(r,x) is used as the randomness. Finally, it outputs o = z as the
signature.

S.Verify(vk,x, o) : It first checks that x € {0,1}*. Next, it checks whether [A|Ax]z =u mod q
and ||z||leco < B. It outputs 1 if all the above check passes, otherwise it outputs 0.

Commitment Scheme. Here, we present the commitment scheme of [XXW13] with minor
modification. Specifically, we slightly deviate from their construction to be consistent with our
notion of commitment schemes with gap openings from Sec. 2.1. Furthermore, for simplicity, we
present the commitment scheme based on standard lattices, whereas [XXW13] uses ring lattices.
Finally, we use Lem. 4 of [LLNW14] instead of Lem. 1 of [XXW13] to optimize the required
parameters of the commitment scheme. In the following let [-||-] denote the vertical concatenation
of vectors.

Theorem 4. Let n,m,q be positive integers such that m > 3n, q a prime. Further, let v,
be positive reals such that ¢ > (4y + 1)? and v > y'w(logn). Then, the following algorithms
(C.Gen, C.Com, C.Open) form a computationally hiding and statistically binding commitment scheme
with gap openings under the hardness of the L\WEy, 7, 4 p, . problem. Here the message space M
is Zq and the commitment space C is Zy'".

C.Gen(1™) : It samples B + Z((Inﬂ)xm and outputs pk = B.

C.Com(pk, M) : For a message M € Zg, it samples a random vector s < Lq. Then, it samples
e < Dym v until ||e||oc < holds.'* Finally, it outputs (c,d) = (B"[s|[M]+e mod ¢, (s,e)).

C.Open(pk, M, c,d) : It first checks if M € Zq. It then parses d = (s,e) and checks if ¢ =
B'[s||M] +e mod q and |e||oc < 27 hold. If all the check passes it outputs 1, otherwise it
outputs 0.

Observe that the above commitment scheme has gap-openings; although the commitment
algorithm C.Com only samples vectors e such that ||e||x < 7, the opening algorithm C.Open
accepts e such that 7 < |lel| < 27 as well. In addition, we can easily check membership of an
element (c,d = (s,e)) in Dcom(pk, M) by checking whether the opening algorithm outputs 1 and
lelloe < 7 holds.

[XXW13] provides three gap-3-protocols for proving useful relations over committed values:
Yopen for proving knowledge of a valid opening and ¥aqq, Ymule® for proving arithmetic relations
(over Zg) of committed values. We additionally construct one useful gap-3-protocol Ygqto. for
proving that a commitment opens to a specific value. The details of the construction are provided
in Sec. B. Then, the above commitment scheme is equipped with the following four basic gap-X-
protocols.

Theorem 5. The commitment scheme with gap openings in Theorem 4 has associating computa-
tionally special HVZK gap-X-protocols (Xopen; LEqToxs LAdds 2Mult) for the following four relations:

Ropen = {(pk; ¢), (M, d) | (¢, d) € Dcom(pk; M)},

1 For our parameter selection, this procedure will end in a constant number of trials with all but negligible
probability.

15 In their paper, they present two protocols for proving arithmetic relations, however, in our paper we only
consider the more efficient protocol in [XXW13], Sec. 4.3.
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REqTo* = {(Pk7 ¢, M),
Radd = {(pk; (i)
Rmure = {(pk7 (CZ)

d | (C, d) S DCom(pka M)}’
D, (Mg, d)3)) [ Mg =My + My A (¢,d;) € Deom(pk, M) fori € [3]},
1)

3 M
1=

20, (M, di)iy) [ Mg =My - Mg A (ci,d;) € Deom(pk, M;) for i € [3]}.
The gap-relations (E/Open, EfquowaAdw Yvuie) are defined similarly except that the set Dg-com 1S
used instead of Dcom -

The above gap-Y-protocols of [XXW13] additionally require internally a standard commitment
scheme, which is used by the prover in the first round to send a commitment to the verifier.
Although, we can use the commitment scheme of [XXW13] provided above, we use the more
efficient lattice-based commitment scheme of Kawachi et al. [KTX08] to instantiate the gap-3-
protocols. In this case, the communication costs of Xopen, LEqTox are w(mlogglogylogn) and
Y Adds ZMult are w(m log® qlog v log n). Plugging in some example parameters required by the
commitment scheme, e.g., m = 3n, the communication costs can be set to be O(n), where recall
n is the security parameter.

Remark 1. The above four basic gap-3-protocols can be composed in parallel to obtain a gap-
Y-protocol for larger relations, e.g., provided with commitments (c;)i, of the values (M;)}_,
satisfying My = Z?:l M;, we can prove this relation by creating one extra auxiliary commitment
Caux for Maux = M1 4+ Mg and running two Xaqq in parallel for the statement pairs (pk,c1, c2, Caux)
and (pk, Caux, €3, C4).

5.2 ABS for Unbounded Circuits Based on Lattices

To instantiate the generic ABS construction in Sec. 4 from lattices, it is sufficient to prove that the
above digital signature scheme and commitment scheme are equipped with a gap-X-protocol for
the relation Rags. Therefore, below we aim at constructing a gap-% protocol for proving Eq. (6),
(7) and (8) in our ABS construction, where the attribute x and Boyen signatures o are committed
using the commitment scheme of [XXW13]. Below, we provide the equations that appear in our
ABS construction for reference.

e The attribute x = (21, -- ,2¢) committed to (¢;){_; and the signature ¢ committed to c,
satisfy the following verification equation:

S.Verify(vksign, x,0) = 1. (6)
e Forallie [(+1,{+ N — 1], the value x; committed to ¢; satisfy the following equation:

T =Tqy - XTiy A kg = X

e The values z(yy Ny, and x4 ), committed to cq ), and c(oyn),, respectively, satisfy the
following equation:

1= ‘r(f-l-N)l + x(ﬁ-‘rN)z if *4N =+ (8)
=2y, TNy, Hxgpny =X
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Taking the above Rem. 1 into consideration, a gap-Y-protocol for proving Eq. (7) and (8),
which are essentially proving that the circuit is computed correctly, can be constructed by simply
composing the basic gap-X-protocols YgqTox, 2Add, 2mule in parallel. In more detail, we use Xadq
and Xy to prove that we computed each gates correctly, and use Ygqtox to prove that the
value associated to the output wire is equal to 1. Therefore, in the following, we only focus on
how to construct a gap->-protocol for proving Eq. (6); we construct a gap-YX-protocol for proving
possession of a valid Boyen-signature using ¥gqTox, 2Adds 2Mult- Here, we stress that we cannot
simply use the gap-X-protocol for proving possession of a valid Boyen-signature of [LNSW13] for
our purpose, since their protocol does not allow us to efficiently prove possession of messages
satisfying complex arithmetic relations.'® In other words, since Eq. (6) and (7) share the same
witness x = (21, ,xy), we will not be able to combine the different types of gap-Y-protocols of
[LNSW13] and [XXW13] to construct a gap-X protocol for the relation Rags.

To summarize, our goal is to construct a gap-Y-protocol for proving possession of a valid
Boyen signature o = z = [21,--- ,22m] € Z*™, where x = (21,---,2¢) € {0,1} is viewed as
the message, provided the verification key vksig, and the commitments to the signature o and
message X. Then, since the basic gap-X-protocols of Thm. 4 allows for parallel composition, our
desired gap-X-protocol for the relation Rags is obtained by composing the gap-3: protocol for the
Boyen signature with the gap-Y-protocols for Eq. (7) and (8) together. Below, we assume the
commitment c, of the signature is provided in the form (¢)pe[2m) Where each ¢; is a commitment
of the k-th element zj;, € Z of z (viewed as an element in Z,), and the commitment of the message
cx is provided in the form (¢;);c where each ¢; is a commitment of the value x; € {0,1}. Now,
due to the verification algorithm of the Boyen signature scheme, proving a signature is valid is
equivalent to proving the following three statements:

x€{0,1}} <« z;€{0,1} forie [, (12)

2l <8 <= |z| < B for k € [2m)], (13)
¢

[A\Ao + inAi]z =u mod g,. (14)
i=1

Below we construct gap-X.-protocols respectively for the above equations by converting each of
them into an arithmetic circuit, and using the basic gap-3-protocols provided in Thm. 4 as
building blocks to prove the satisfiability of each circuit.

Gap-X-Protocol for Proving Eq. (12). It is sufficient to prove that for every i € [¢], the
commitment ¢; - C.Com(pk, z;) opens to either 0 or 1. To do so, we first create auxiliary com-
mitments czero <— C.Com(pk,0) and g; - C.Com(pk, z?) for i € [¢]. Then using the commitments
(¢i)iclq and the auxiliary commitments, and combining the basic gap-X-protocols YgqTox, YAdd
and Y, together, we construct a gap-Y-protocol for proving the following statement for all
i€ [/

=z A 0=x 1y

Czero OPENS to 0 A :1:22

Since all arithmetic operations are over the finite field Z,, the only z; that satisfy the above
relations are x; = 0 or 1. Therefore, the above gap-3-protocol indeed proves Eq. (12). The

16 The subsequent works of [LLM™ 16, YAL"17] allow proving possession of a valid Boyen-signature while also
proving possession of messages satisfying some simple arithmetic relations. However, their protocols are not strong
enough to prove arbitrary circuits in zero-knowledge.
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total communication cost is w(¢m log® qlog v log n). For example, the parameters can be set to be

O(fn).

Gap-X-Protocol for Proving Eq. (13). Here, for simplicity of the protocol, we assume that
can be written as 2¢ — 1 for some positive integer ¢. Equivalently, ¢ = log(3 4 1). This does not
harm the efficiency nor the security of the signature scheme by much, since given any g3, there
always exists a value of the form 2¢ — 1 in between 3 and 2.

First, we prepare some notations. For k € [2m], let z; ; be the j-th bit of the binary represen-
tation of z;, € Z for j € [(]. Note that, we extend the standard binary decomposition to negative
integers as well in the obvious way. In particular, we can bit decompose any z; € [—f, ] as
2 = Z§:1 2712y, 5, where z, ; € {—1,0,1}."7 Further, set wy, ; = 2971z, ; for j € [¢] and wy, [j =
Z;,:1 wy,; for j' € [2,(]. Finally, define wy, ;) = wg,1. Next, create the following auxiliary com-
mitments for k € [2m]: czero = C.Com(pk,0), ceoefr,j < C.Com(pk,2771), ¢ ; , < C.Com(pk, zg’j),
hy,j < C.Com(pk,wy ;) for p € [3], j € [(], and hy, ;1) < C.Com(pk,wy ;) for j° € [2,¢]. Then,
using the commitments (¢ )ref2m), the auxiliary commitments and composing the gap-¥-protocols

Y EqToxs 2Add and Mvyie together, we construct a gap-Y-protocol for the following statement for
all k € [2m)],j € [¢] and j' € [2,(]:'®

Czero OpPeNS t0 0 A Ceoeff,j OPeENS to 27 A z,%,j =2kj 2k N z,:;j = Z%,j 2k N

i1
O=zp;— 2k A wr;j=2""z5 A wppy=wey F gy A 0= 2 — wi g

We check that the above statement is equivalent to Eq. (13), i.e., each 2 satisfy |zx| < 5 for all
k € [2m]. First, since ¢ is a prime, the only 2z ; satisfying z,?;,j — 2k, = 0 over Z, are —1,0, 1.
Hence, the above statement proves that z; ; € {—1,0,1}. Furthermore, when 2, ; € {—1,0,1}, we
have |z;| < Z]g:l 20712, j| < 2671 = B. Therefore, if the above statement holds, then we must
have |z;| < B for all k € [2m]. The total communication cost is w(mm log f log® ¢ log ylogn). For
example, the parameters can be set to be O(n?).

Gap-X-Protocol for Proving Eq. (14). We first prepare some notations. Let as, (resp., a; s )
denote the (s, k1)-th (resp., (s, k2 —m)-th) entry of A (resp., A;) € Zy*™, for s € [n], k1 € [m]
(resp., ko € [m + 1,2m]) and ¢ € [0,¢]. Then, observe that we can rewrite Eq. (14) using the
following equations for s € [n]:

m 2m l
> skt Y (ao,s,kg +) @ az‘,s,k2) “Zky = Us (15)

k1=1 ko=m+1 i=1

Next, we prepare some auxiliary values for s € [n] in order to prove the above equations us-
ing the gap-Y-protocols Yeqrox; Yadd and Lmult: Wisky = Ti * Qiskyy Wils ke = 2 im1 Wiys ke
Usky = Q0,5,ky + Wel s ky TOr @ € [£], 7' € [2,€], ko € [m + 1,2m], byp = asp, - 2 for k € [2m],
K K
bs i) = Dky=1 by for K € [2,m], by = >4,y bske for K € [m +2,2m] and t5 =
bs m] + bs,[2m)- Further define wyy) r, = Wi sk, bs1) = bs1 and by 1) = bsmt1. Next, we
create auxiliary commitments for the related values for s € [n]: cmatsk < C.Com(pk,asy, ),
Cmat,i,s.ky < C.Com(pk, a; s ,) fori € [0,€], k1 € [m], ka € [m+1,2m], w; sk, < C.Com(pk, w; 5k, ),

17°A subtly is that unlike standard bit decomposition, the bit representation is not unique anymore, e.g., 11 can
be decomposed as (1,1,0,1) or (—1,0,1,1). However, this will not affect our following argument.

18 Since we prove cyero opens to 0 in the above gap-E-protocol for proving Eq. (12), we will not require this
when we compose the gap-¥-protocols together. The same holds for the aforementioned gap-3-protocol for proving
Eq. (14).
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Wiir],s ke < C.Com(pk, win sy )s sy C.Com(pk, asp,) for i € [{], i’ € [2,4], ky € [m + 1,2m],
Bs i < C.Com(pk, bs ;) for k € [2m], B, i) = C.Com(pk, by 1)) for &' € [2,m] U [m +2,2m]. Then,
using the commitment (c;)¢_;, (¢x) ke[2m]> the auxiliary commitments and composing the gap-3-
protocols YgqTox, Yadd and Xyl together, we construct a gap-X-protocol for the following state-
ment for all s € [n], i € [¢], i € [2,4], k1 € [m], k2 € [m+1,2m], k € [2m], K’ € [2,m]U[m+2,2m)]:

Czero Opens to 0 A Cmat,s,k15 Cmat,0,s,ka» Cmat,i,s,ky OPCENS to Qs,ky Q0,s,ks Qi s,k reSpeCtively A
Wisky = Ti* Aisky N Wi sky = Wil s ko T Wir—1)s5ky N Osky = Q0,5,ky T We] sy /N

bs,k =ask -2k N bs,[k’] = bs,k’ =+ bs,[k’—l] Nots= bs,[m} + bs,[2m] A 0=us —ts

The above statement can be checked that it is equivalent to proving Eq. (15) for s € [n]. The

total communication cost is w(fnmm log® qlog v log n). For example, the parameters can be set
to be O(¢n3).

Gap-2-Protocol for Rags. To summarize, we obtain a gap->.-protocol for proving possession of
a valid Boyen signature by composing the gap-X-protocols for proving Eq. (12-14) together. Then,
by composing this protocol with the aforementioned gap-Y-protocols for proving Eq. (7) and (8),
we obtain our desired gap-Y-protocol for the relation Rags where the total communication cost is
w((m(fn +log B) + |C|)mlog? qlog ylogn). Here, |C| is size of the circuit (i.e., policy) associated
to the message. For example, the parameters can be set to be O((¢n + |C|)n?). Thus, we obtain
our lattice-based ABS scheme for unbounded circuits in the random oracle model by instantiating
the generic ABS construction in Sec. 4 with our gap- protocol for Rags.

Acknowledgement. We would like to thank the anonymous reviewers of PKC 2018 for insightful
comments. In particular, we are grateful for Yusuke Sakai and Takahiro Matsuda for the helpful
discussions and feedback on this work. The first author was funded by a research grant from
the UK Government. The second author was partially supported by JST CREST Grant Number
JPMJCR1302 and JSPS KAKENHI Grant Number 17J05603.

References

[ABB10] Shweta Agrawal, Dan Boneh, and Xavier Boyen. Efficient lattice (h) ibe in the
standard model. In EFUROCRYPT, pages 553-572. Springer, 2010.

[AJLA*12] Gilad Asharov, Abhishek Jain, Adriana Lépez-Alt, Eran Tromer, Vinod Vaikun-
tanathan, and Daniel Wichs. Multiparty computation with low communication,
computation and interaction via threshold fhe. In EUROCRYPT, pages 483-501.
Springer, 2012.

abrice Benhamouda, Jan Camenisch, Stephan Krenn, Vadim Lyubashevsky, an

BCK™'14] Fabrice Benh da, Jan C isch, Stephan K Vadim Lyubashevsk d
Gregory Neven. Better zero-knowledge proofs for lattice encryption and their appli-
cation to group signatures. In ASIACRYPT, pages 551-572. Springer, 2014.

[BDOP16] Carsten Baum, Ivan Damgard, Sabine Oechsner, and Chris Peikert. Efficient commit-
ments and zero-knowledge protocols from ring-sis with applications to lattice-based
threshold cryptosystems. Cryptology ePrint Archive, Report 2016/997, 2016.

[BF14] Mihir Bellare and Georg Fuchsbauer. Policy-based signatures. In PKC| pages 520—
537. Springer, 2014.

29



[BEW16]

[BKLP15]

[BLP*+13]

[BNO6]

[Boy10]

[BPVY00]

[BPW12]

[BR93]

[CHKP10]

[DF02]

[EE16]

[EGK14]

[FKMV12]

[FOY7]

[FSS6]

[Gen09]

David Bernhard, Marc Fischlin, and Bogdan Warinschi. On the hardness of proving
cca-security of signed elgamal. In PKC, pages 47-69. Springer, 2016.

Fabrice Benhamouda, Stephan Krenn, Vadim Lyubashevsky, and Krzysztof Pietrzak.
Efficient zero-knowledge proofs for commitments from learning with errors over rings.
In ESORICS, pages 305-325. Springer, 2015.

Zvika Brakerski, Adeline Langlois, Chris Peikert, Oded Regev, and Damien Stehlé.
Classical hardness of learning with errors. In STOC, pages 575-584, 2013.

Mihir Bellare and Gregory Neven. Multi-signatures in the plain public-key model and
a general forking lemma. In CCS, pages 390-399. ACM, 2006.

Xavier Boyen. Lattice mixing and vanishing trapdoors: A framework for fully secure
short signatures and more. In PKC, pages 499-517. Springer, 2010.

Ernest Brickell, David Pointcheval, Serge Vaudenay, and Moti Yung. Design val-
idations for discrete logarithm based signature schemes. In PKC, pages 276-292.
Springer, 2000.

David Bernhard, Olivier Pereira, and Bogdan Warinschi. How not to prove yourself:
Pitfalls of the fiat-shamir heuristic and applications to helios. In ASTACRYPT, pages
626—643. Springer, 2012.

Mihir Bellare and Phillip Rogaway. Random oracles are practical: A paradigm for
designing efficient protocols. In CCS, pages 62-73. ACM, 1993.

David Cash, Dennis Hofheinz, Eike Kiltz, and Chris Peikert. Bonsai trees, or how to
delegate a lattice basis. In FUROCRYPT, pages 523-552. Springer, 2010.

Ivan Damgard and Eiichiro Fujisaki. A statistically-hiding integer commitment
scheme based on groups with hidden order. In ASIACRYPT, pages 77-85. Springer,
2002.

Rachid El Bansarkhani and Ali El Kaafarani. Post-quantum attribute-based signa-
tures from lattice assumptions. Cryptology ePrint Archive, Report 2016/823, 2016.

Ali El Kaafarani, Essam Ghadafi, and Dalia Khader. Decentralized traceable
attribute-based signatures. In CT-RSA, pages 327-348. Springer, 2014.

Sebastian Faust, Markulf Kohlweiss, Giorgia Azzurra Marson, and Daniele Venturi.
On the non-malleability of the fiat-shamir transform. In INDOCRYPT, pages 60-79.
Springer, 2012.

Eiichiro Fujisaki and Tatsuaki Okamoto. Statistical zero knowledge protocols to prove
modular polynomial relations. In CRYPTO, pages 16-30. Springer, 1997.

Amos Fiat and Adi Shamir. How to prove yourself: Practical solutions to identifica-
tion and signature problems. In CRYPTO, pages 186-194. Springer, 1986.

Craig Gentry. Fully homomorphic encryption using ideal lattices. In STOC, pages
169-169. ACM, 2009.

30



[GPVO08]

[GVW15]

[HLLR12]

[Kat10]

[KTX08]

[LLM™16]

[LLNW14]

[LNSW13]

[LNW15]

[Lyu09]

[Lyul2]

[MP12]

[MP13]

[MPR11]

[Nao91]

[OT11]

Craig Gentry, Chris Peikert, and Vinod Vaikuntanathan. Trapdoors for hard lattices
and new cryptographic constructions. In STOC, pages 197-206. ACM, 2008.

Sergey Gorbunov, Vinod Vaikuntanathan, and Daniel Wichs. Leveled fully homo-
morphic signatures from standard lattices. In STOC, pages 469-477. ACM, 2015.

Javier Herranz, Fabien Laguillaumie, Benoit Libert, and Carla Rafols. Short
attribute-based signatures for threshold predicates. In CT-RSA, pages 51-67.
Springer, 2012.

Jonathan Katz. Digital signatures. Springer Science & Business Media, 2010.

Akinori Kawachi, Keisuke Tanaka, and Keita Xagawa. Concurrently secure identifica-
tion schemes based on the worst-case hardness of lattice problems. In ASTACRYPT,
pages 372-389. Springer, 2008.

Benoit Libert, San Ling, Fabrice Mouhartem, Khoa Nguyen, and Huaxiong Wang.
Zero-knowledge arguments for matrix-vector relations and lattice-based group en-
cryption. In ASIACRYPT, pages 101-131. Springer, 2016.

Adeline Langlois, San Ling, Khoa Nguyen, and Huaxiong Wang. Lattice-based group
signature scheme with verifier-local revocation. In PKC, pages 345-361. Springer,
2014.

San Ling, Khoa Nguyen, Damien Stehlé¢, and Huaxiong Wang. Improved zero-
knowledge proofs of knowledge for the isis problem, and applications. In PKC, pages
107-124, 2013.

San Ling, Khoa Nguyen, and Huaxiong Wang. Group signatures from lattices: sim-
pler, tighter, shorter, ring-based. In PKC, pages 427-449. Springer, 2015.

Vadim Lyubashevsky. Fiat-shamir with aborts: applications to lattice and factoring-
based signatures. In ASIACRYPT, pages 598 — 616. Springer, 2009.

Vadim Lyubashevsky. Lattice signatures without trapdoors. In EUROCRYPT, pages
738-755. Springer, 2012.

Daniele Micciancio and Chris Peikert. Trapdoors for lattices: Simpler, tighter, faster,
smaller. In EUROCRYPT, pages 700-718. Springer, 2012.

Daniele Micciancio and Chris Peikert. Hardness of sis and lwe with small parameters.
In CRYPTO, pages 21-39. Springer, 2013.

Hemanta K Maji, Manoj Prabhakaran, and Mike Rosulek. Attribute-based signatures.
In CT-RSA, pages 376-392. Springer, 2011.

Moni Naor. Bit commitment using pseudorandomness. Journal of cryptology, pages
151-158, 1991.

Tatsuaki Okamoto and Katsuyuki Takashima. FEfficient attribute-based signatures
for non-monotone predicates in the standard model. In PKC, pages 35-52. Springer,
2011.

31



[OT13] Tatsuaki Okamoto and Katsuyuki Takashima. Decentralized attribute-based signa-
tures. In PKC, pages 125-142. Springer, 2013.

[Pei09] Chris Peikert. Public-key cryptosystems from the worst-case shortest vector problem.
In STOC, pages 333-342. ACM, 2009.

[PS00] David Pointcheval and Jacques Stern. Security arguments for digital signatures and
blind signatures. Journal of cryptology, pages 361-396, 2000.

[PSV06]  Rafael Pass, Abhi Shelat, and Vinod Vaikuntanathan. Construction of a non-
malleable encryption scheme from any semantically secure one. In CRYPTO, pages
271-289. Springer, 2006.

[Reg05] Oded Regev. On lattices, learning with errors, random linear codes, and cryptography.
In STOC, pages 84-93. ACM Press, 2005.

[Rom90]  John Rompel. One-way functions are necessary and sufficient for secure signatures.
In STOCS, pages 387-394. ACM, 1990.

[SAH16]  Yusuke Sakai, Nuttapong Attrapadung, and Goichiro Hanaoka. Attribute-based sig-
natures for circuits from bilinear map. In PKC, pages 283-300. Springer, 2016.

[Tsal7] Rotem Tsabary. An equivalence between attribute-based signatures and homomor-
phic signatures, and new constructions for both. Cryptology ePrint Archive, Report
2017/723, to appear in TCC 2017.

[Wat05] Brent Waters. Efficient identity-based encryption without random oracles. In EU-
ROCRYPT, pages 114-127. Springer, 2005.

[Wee09] Hoeteck Wee. Zero knowledge in the random oracle model, revisited. In ASTACRYPT,
pages 417-434. Springer, 2009.

[XXW13] Xiang Xie, Rui Xue, and Mingian Wang. Zero knowledge proofs from ring-lwe. In
CANS, pages 57-73. Springer, 2013.

[YAL'17] Rupeng Yang, Man Ho Au, Junzuo Lai, Qiuliang Xu, and Zuoxia Yu. Lattice-based
techniques for accountable anonymity: Composition of abstract stern’ s protocols
and weak prf with efficient protocols from lwr. Cryptology ePrint Archive, Report
2017/781, 2017.

A Omitted Background

In this section, we provide the definitions of the standard primitives that were omitted from the
main body.

A.1 Lattices

A (full-rank-integer) m-dimensional lattice A in Z™ is a set of the form {} ;¢ zibi|zi € Z}, where
B = {by, - ,by,} are m linearly independent vectors in Z™. We call B the basis of the lattice
A. For any positive integers n,m and ¢ > 2, a matrix A € ngm and vector u € Z; we define
A(A) = {z € Z"ATe =z for some e € 73}, AH(A) = {z € Z"|Az =0 mod ), AL (A) = {z ¢
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Z™|Az =u mod ¢}. For an integer m > 0, let Dzm , be the discrete Gaussian distribution over
Z™ with parameter o > 0.

Hardness Assumptions. We recall the definition of the Short Integer Solution (SIS) problem
and the Learning with Errors (LWE) problem.

Definition 10 (SIS). For integers n = n(\),m = m(n),q = q(n) > 2, a positive real § and a
PPT algorithm A, an advantage for the short integer solution problem SIS,, ., 48 of A is defined
as follows:

Adv>>mme? — PrlA(A, B) — x : Ax = 0 mod ¢ A [[x]a < B,

where A « Zg*™. We say that the SIS assumption holds if Advisn’m’q’ﬁ is negligible for all
PPT A.

If m,3 = poly(n) and ¢ > \/nf3, then the SIS, n, 4 5 problem is at least as hard as SIVP, for
some v = - O(y/nm). See [GPV08, MP13].

Definition 11 (LWE). For integers n = n(\),m = m(n), a prime integer ¢ = q(n) > 2, an error
distribution over x = x(n) over Z, and a PPT algorithm A, an advantage for the learning with
errors problem LWE,, ,,, ., of A is defined as follows:

AV Er e = | Pr[A({abi, fals + @idity) = 1] = Pr[A({ai, o) = 1]]

where a; < Zy, s < Ly, T < X, Vi < Lq for each i € [m]. We say that the LWE assumption

holds if Adv'y' =™ is negligible for all PPT A.

If x = Dz,q and g > 2v2n, then the LWE,, 1, 4. is at least as (quantumly) hard as solving
SIVP,, for some v = O(n/a). See [Reg05, Pei09, BLP*13].

Sampling Algorithms. The following lemma states useful algorithms for sampling short vectors
from lattices.

Lemma 5. ([GPV08, ABB10, CHKP10, MP12]) Let n,m,q > 0 be integers with m > 2n[logq].

— TrapGen(1™,1™,q) — (A, Ta): There exists a randomized algorithm that outputs a matriz A €
Zy™™ and a full-rank matriv Ta € Z™*™, where T a is a basis for AL (A), A is statistically

close to uniform and || Tallcs = O(v/nlogq).

— SampleLeft(A,B,u,Ta,0) — e : There exists a randomized algorithm that, given matrices
A B € Zy*™, a vector u € Zy, a basis Tp € Z™*™ for AL (A), and a Gaussian parameter
o > ||Talles - w(vIogm), outputs a vector e € Z>™ sampled from a distribution which is
negl(n)-close to D1 ((aB)),0-

A.2 Pseudorandom Functions

A pseudorandom function family is a pair of PPT algorithms PRF = (PRF.Gen, PRF.Eval), such
that the key generation algorithm PRF.Gen(1%) takes as input the security parameter, and outputs
a seed r € {0,1}*. The evaluation algorithm PRF.Eval(r,x) takes a seed r € {0,1}* and input
x € {0,1}* and returns a bit string y € {0, 1}"7, where n = 1, is the output length.
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B Gap-X-Protocol for the Relation Reqrox

In this section, we show how to construct a gap-X protocol for relation ReqTos building on top of
the commitment scheme of [XXW13]. Observe that due to Lem. 2, we only require to construct a
gap-Y,, 1-protocol for relations (ReqToxs Reqro,) for some m. Let the commitment ¢ be BT [s|M]+
e € Zy', where [le||c < 7. The goal of the protocol is for the prover P to convince the verifier
V that c¢ is a valid commitment of M without leaking any other information. Before stating the
gap-Y-protocol, P first bit decomposes e € Z™ to k = |logy]| + 1 vectors &; € {—1,0,1}" such
that e = Zi':ol 2'¢;. Then, P appends to each vector &; an arbitrary vector &; in {—1,0,1}?™
such that the number of -1, 0, 1 in the vector [;]|€;] are respectively m. Denote Bs;;, as the set
of vectors where the number of —1,0,1 are exactly m, and e; as the vector [&;||€;] € Bs;. Then,

we have the following:

k—1 k—1
¢=B"[s|M] —i—iZQiei =B's+M -b—i—iZTei e Zy,
i=0 i=0

where B € ngm is the matrix excluding the last row of B, b’ € ij‘ is the last row of B and
I = [T;n[0mx2m]-

Let S35, be the set of all permutations over 3m elements. Then the following Fig. 2 depicts the
gap-23 1-protocol for the relation Reqrox. Here, Com can be an arbitrary commitment scheme.
The concrete parameter selection we provide in the main body is obtained by using the efficient
lattice-based commitment scheme of Kawachi et al. [KTXO08]. Finally, we run this protocol
t = w(logA) times in parallel to obtain our desired gap-Y3-protocol (See Lem. 2). Recall the
subscript 3 signifies that we require 3 valid transcripts for the extractor to work.

The gap-Y-protocol can be checked that it is correct. We omit the proof of special gap-
soundness and special HVZK, since it follows naturally from the proofs provided in [XXW13] for
the gap-¥-protocol for the relation Ropen.
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1. Commitment: The Prover samples v < Zg, r; < ZZ”_”, 7 Sy for i € [0,k — 1]

and randomness p1, p2, p3 to be used in Com. Then, he sends the commitment CMT =
(C1,Cq,C3) to the verifier, where

k-1
Cl = Com ((ﬂ'i)f;ll, tl = BTV +1 Z QZI'Z'; p1>, CQ = Com((tg,i = m(ri))f;f; p2),
1=0

C3 = Com ((t?),i = mi(r; + e)F ol P3>-

2. Challenge: The Verifier sends a challenge Ch < {1,2,3} to the Prover.

3. Response: Depending on the value of Ch, the Prover sends the respone RSP computed
as follows:
- Ch=1: Set RSP = ((t2;, t3:)f 7, p2, p3)-
- Ch=2: Set RSP = (t1, (m;, t34)5 =, p1. p3).
- Ch=3: Set RSP = (t, (ﬂ—iyt2,i)i‘€:_01>p1ap2)'
4. Verification: Receiving RSP, the Verifier proceeds as follows:
- Ch=1: Check that t3;—t2; € By foralli € [0,k—1] and Cy = Com((t2,;)¥ )5 p2),C5 =
Com((t3,1)i=0 ; p3)-

- Ch = 20 Check that ¢ + t; — I3V 2'n 1 (t3;) =M -b € AB) and C; =
Com((m:)i=g, t1;p1), C3 = Com((t3:4)5 20 ; p3)-

- Ch= 3: Check that tl —iZf:_Ol 2i7Ti_1(t27i) € A(B) and Cl = Com((m)fz_ol,tl; pl), CQ =
Com((t2:4) 20 p2)-

In each case, the Verifier outputs 1 if and only if all the check passes.

Figure 2: gap-33 1-protocol for the relation Reqrox
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