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Ability Analysis of Network Security Protection System for APT Attack

NI Zhen-hua, LIU Jing-xu, WANG Ze-jun, LIU Peng

(The PLA Information Engineering University, Zhengzhou 450001, China)

Abstract: The technology of Advanced Persistent Threat ( APT) attack and the process of attack were
analyzed. Based on PPDR network security protection model, the network security protection system for
APT attack was constructed. Based on the system dynamics method, the system capability model was
established for the APT attack process, and the simulation analysis was carried out to provide the decision-
making for further improving the network security protection capability.
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