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Abstract: Previous methods can not detect the low-interaction attacks of protocol logic. A cryptographic protocol online 

monitoring approach named CPOMA was presented. An ontology framework of cryptographic protocol features was con-

structed for the unified description of cryptographic protocol features with different types. Based on the framework, a fea-

ture weighting method was proposed by fuzzy subspace clustering first, and the individualized feature database of cryp-

tographic protocols was built. On this basis, a self-learning method was presented for protocol identification and session 

rebuilding, and then abnormal protocol sessions were detected online. Experimental results show that CPOMA can iden-

tify protocols, rebuild sessions, detect abnormal sessions efficiently, and can improve the online security of cryptographic 

protocols. 
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o TCPü¿3!oUDPýâ¸Z+¶�����Ô

Õ<�m~¶oþâ¸Z+ys� aNcB�\¸

���§s'�'þ�� GH¶�����ÔÕ/

Y+q�½X×!)*�Ø�v@é!ìÔÕ�¸

£Á�'�A¦�cBv@é!ìÔÕ�¸

[23]

+ 

~}?
$�V#����A¦çèåæ�É

w�����$¯'A¦Ò��������â�

ÂÃ����KËÖ�Ê�cBnoÔÕZ���

êG�À�XÉw��!ì� ��$¥����

�àá�Óàá'(ã�± �±²�¥�DE+ 

5.2  ����� 

q�?@¿U� ÍyX��Íy ¡�¤

¥��CD9:+ 

Step1  Ó�ÔÕ9:+CDE� �����
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./�l�������CD�^}Ó�ÔÕ�P

y�CDlº�û��-+�p�ÔÕ�ÍjàV

W9:Ó�ÔÕ+ 

Step2  ��ã��+~9:�Ó�ÔÕ��

w��!DX¯'ÔÕZ'(�$ã����ã�

�+q���v���z³�� X����3

X+N ìv�����¿Wr!��STUÒN �

�§­��½k¯'Ö��dBi 2o��ã¯é+ 

Step3  CDdB+|���v���Ï�®�

¥�STUaéÔÕZ�����ãaé+Ily

��ã�
~�H���<
~CD+ 

Step4  �	rCDB�+CDlºw.Ï�


��BCD� IP�
�Ó
�¯'�$+ 

6  �	
��
� 

�PyÎÏ����À���öÛÐWU�+

q���4ôõ�~���ÎÏ����A¦��

­wyöÛ­ÔÕÍj�à+ 

Step1  ?l1deÎöÛ¸�	i����+ 

1) p�½kA2F¨_���H,Ú¸� 

��§sAB�;F�¸Z��o��½k�

m~!B�§F¨��!�A24�+,Ú��À�

.�>�~ IP´p�MTUX�������̧ Z

��½k�ã�ióB§+|}·�½kA2F¨

_���H,Ú¸�+I¾!o���@ MTU�

T� 2Ö+I�@ MTU�|@���N
~4½�

7���Ò7�!�>� 2~3 o����Ö��!

D���Q�I¾ 2~3o����½kË@MTU�

<Xk¸a����Q�	<�T� 2Ö+ 

2) ·����������v��_���

��HW���� 

{de¾ 1 o����� 32 byte ���v�

��X������`�X�� 32 byte ���ì

©�Ê�dek���	��

[24]

+I��T� Step2�

	<T��+ 

�X���`�üy 5 byte¾!o3A§éÀi

03EéÀi 1�­�i

5

1

0.03125 0.05

2

  = <
 

 

�i

�­��-+X�q���`��t�i ASCII��

�§F¨i 0~127��z¾!o3A§i 0�t�

Zg�Py 5oüy ASCII�+X@��~���

|@��;F§sAB±²��g�Py 5oüy

�z¾!o3A§i 0�ST+�a�üy 5 byte

¾ 1o3A�	¯é��de�	
~��+X¾

1 o�����Kã����N���_Á+ëé

X�K�z��7��üy 5 byte¾!o3A¯é

<7�i 0�aé<7�i 1+ä@���v���

����7�wPy 0i�­��-+����!

�½ki 16~512 byte�q�X7�i 1����z

_&�L� 16 byte ��5���k��Þ���

k���z_&�ÓXk������z_&��

v����:&+I
~[�5��¬k����

��z_&Ný./��:&�<����Z�N


~��&�k¸�Ni����êG�T� Step2�

	<T�Á+ 

Á����¸ZÐw 1o����.����

���+X¸ZÐw 1o����T�­¾ 1o�

���¯é�DE�IdBk���N
~��

&�T� Step2«	<�Xk¸a��Q+ 

Step2  ðêÓwx��êG+X�Ni���

��¸�?@A¦ãçèåæ~�Ø�A¦�Ø�

¸¾!o����� 64 byte�K��H� No�

���½k���Á�ÀÁ+�ÎöÛ�����

¸��!B�Éw�./ FSC� ��ðê�ÓX

êÄ»����Ä��wx+�Z�~�� FSCÝ

Þ³À��
~�êÄZ�0iÝÞ³�f�¤H

Õk+ 

Step3  Ø���A¦��@wyöÛHÔÕ�

à+(��êÄXl�öÛA¦
���ÍjA¦

ó�X­wyöÛ/Y«Xé!êG��·��E

ØP� SPFPA � 

[15]

��òâ�ëé?@��F

1OP� Ø����'(���A¦�Ó~}?


$a������v��A¦cB��&�¢�

a�������A¦�À�sÐ����¹1�

Ø����KA¦�
���ÍjA¦ó��@w

yÔÕÍj�à«Îðê�ÎöÛ���� yX

­wyðê+ 

7  ���������� 

?@ CPOMA� �q�L©Ùªâ���

��~�9:÷ø�÷øÐW¿' 4gh+k÷

ø����öÛF/�ÔÕ�àF/HCD9:

F/�NýÍy~�9:½X�� ¡�CD

�i+ 

7.1  ���� 

?@ CPOMA÷ø��� SSL���SSH���
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NS ��fr Skype ����Í6��Z�SSL�SSH

H Skype�����Z±²l������«NSµ!

��v@gh?
����+ 

��¸���U¿£ 1gh+¾ 1ã�i��

SSL ���±&�¸�+¾ 2 ã�8÷@

InfoVisContest ��U

�

1

�i�� SSH �����

¸�+¾ 3ã�|Í6"â&�no#º�i��

NS µ!�����¸���¹®���¸�HÓ

�ÔÕCD���¸���Z�NS µ!���l

�Y��� Spi2Javaµ§º��Ó~	o¼�$�

�+¾ 4 ã�8÷@ Tstat ��U

�

2

�i Skype �

UDP¸�+¾ 5ã�8÷@±&��i$.��.

#��ÒHttp���FTP��Ö¸�+ 

� 1 ����� 

�
 ��  �!"# 

SSL 2 950 WAN 

SSH 270 548 InfoVisContest 

NS 2 000 LAN 

Skype 2 000 Tstat 

http 2 000 WAN 

FTP 2 000 WAN 

 

Í6¼�67 CPOMA�öÛÐW�4ôõÐ

W�ÔÕ�àÐWfrù�ÔÕ9:ÐW+Skype

                                 

$1 http://2009.hack.lu/index.php/InfoVisContest% 

$2 http://tstat.tlc.polito.it/traces-skype.shtml% 

���%s������;Faµ.�� cBÔ

Õ�àÐW�q�(��@öÛÐWH4ôõÐW

�67+ 

ëé�?@ Lua&qX��U���Q���

­��¯'�#$Ò¿.#ý� IP�����K�

����½kËÖ+X��öÛA¦./ Z-score�

�'!2�Q�����	jA¦r~[0,1]+À

SSL�SSH H NS Z�ÛØ� 500 o� ÔÕ�0

i()U��@àá��ÍjA¦ó«��U��

ã�0i:&U��� JESS qQ�*��Ïöq

Q�öÛ���Ó?@ÍjA¦ó�!D�����

�àÔÕÓ9:�	
~ù�+ 

7.2  ���� 

ðêX�¼�s FSCFí5�α �FSCðê�
É kfr����o� N

p

+�Þ[11]á�α L�~
2+Ñ�­�Þ[22]¯é�L� 2.1α = +ðê�É k

<��wb2�#$(NMI, normarlized mutual in-

formation)��L�+

( ; )

( , ) 2

( ) ( )

I X Y

NMI X Y

H X H Y

=
+

+

�Z�XH Y�ÛiÍqUZ£h��êGHêÄ

wö�A��

( , )

( ; ) ( , ) log

( ) ( )

y Y x X

p x y

I X Y p x y

p x p y∈ ∈

 

=
 

 

∑∑

i XH Y��#$�H(X)H H(Y)�Ûi XH Y�

�+NMI(X,Y)�§i 0~1�§,��ðêÐW,Ö+

���êG­êÄwö!!XlÀ�NMI(X,Y)=1+ 
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aéðê�ÉU� NMI§¿' 5(a)gh+()

UZ
~ 3ê��——NS �SSL�SSH+� k=3�

N

p

=4 3 N

p

=5 À�NMI iÐ�§+|@LB N

p

=4

­LB N

p

=5¯3�CPOMAHÕkB¤�Ð�B¾�

q�LB k=3�N

p

=4+ 

öÛX�iÅÆÇ§ r

j

Z� T�·��Þ[4]

� ��LB+X()U~aé T §STU��

öÛ�Ó-©öÛiÎÏ��êG�3j�¿'

5(b)gh+� T 8�À�dBiÎÏ��êG�

Íq�É�-�öÛ���êG�­��v.U

�+(�f4ÖöÛ�Ï���Ð� T §0iÇ

§�LB T=2.5+ 

 

& 5  )*+�,- 

7.3  ���� 

1) ��öÛVW 

��¿U�N5w/�öÛÐW+x:&UZ

[�� A�Íq�Éi N+N

1

£h0®cöÛi A

�Íq��N

2

£hW A012öÛi A�Íq��

öÛ�=

1

N

N

�2öÛ�=

2

1 2

N

N N+
+öÛ�,¾�

2öÛ�,¤�¯l�öÛÐW,Ö+ 

~a��4ôõ34�~�STU��Û��

k-meansH FSC� ����A¦ÓöÛ���|

@îïÁðêIJÙaé��A¦�ñ��öÛÐ

W¯X k-means� BÖ�¿' 6gh+ 

2) ÔÕ�àÐW 

XöÛ� SSL ���SSH ��H NS ���

�ÔÕ�à+SPFPA� 

[17]

p�öÛVW�f4

Ö�����+¶�����ÔÕöÛ� 

[18]

�

f4Ö�àá����ÔÕ¸�~}?
$Ný

�!DöÛ��êG��à��ÔÕÍj+��

ÔÕ�à�5w56ÔÕ�àÐW+x:&UZ

[�� A�ÔÕÍq�Éi 'N ,

'

1

N £h0�i�

à�ÔÕ�É��� A �ÔÕ�à�i

1

N

N

′
′
+a

é()Íq����ÔÕ�à�¿' 7 gh��

()UZ[���ÔÕ�É M�@ 100À�ÔÕ

�à�~ 92.3%f$+ 

 

& 6  �
./01 

 

& 7  23456789��
:;<=> 

3) 4ôõ34ÐW 

~��4ôõ34�~�STU��� FSC�

 öÛ��+·ì�� 4o:&U��67�nê

�� 500o��ÔÕ+¾ 1ã�i�� SSL�SSH�

NS �¸��¾ 2 ã�~¾ 1 ã�?
$8� Http

H FTP���¾ 3ã�~¾ 1ã�?
$8� Skype

��¸������,Ú¸�+¾ 4ã��¹gs

��+x:&UZ��Íq�Éi M�M

1

£h�i
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öÛ���Íq�xöÛ3ji

1

M

M

+VW¿£ 2

gh�X:&U 2��4ôõw�Http��H FTP

��dBiW����«X:&U 3��4ôõw�

�f�i( Skpye��dBiÎÏ����¸��

Ó0��Ä�Ø��öÛA¦�����,Ú¸�

<dBiW��¸�«~:&U4ZNýöÛSkype

����öÛ�i 97.2%+ 

4) ù�ÔÕ9:ÐW 

:&U� NS��¸�Z
~ 1 397ì®��

����ÔÕ�103 ìÓ�ÔÕCD+CPOMA �

i9: 98ìCD�CD9:®c�i 100%�z�

�i 6.7%+CD9:ÐW¿' 8gh�½X9:�

�CD��ØúÍÀ�	�B�CDE+ 

 

& 8  NS?@:;��A1 

8  ��� 

q�ØPÙ!
����~�9:� 

CPOMA+k� áòÙA¦ãqäçèåæ�OP

Ù?@ FSC�A¦�ñ� �Óàá��A¦ó+~

}?
$����öÛHÔÕÍj�à���9:�

�ù�ÔÕ+Í6VW£t�k� Ný4Ö�9:

��ÔÕ�i��5]
����Øú���u

CPOMA �
~!B�â7�+1ÖÉ��¶���

���öÛ¼�½X�f��éê¶�����¸

��ST�>�Ø���()ÓØ�¶�����A

¦�U!DØP¶������4ôõöÛ� +2Ö

FSCXÝÞ³��ßà��á=�âãÐ%��Py

IJêÄ#Ó�y8�>�V#99:ôõH FSC�

�!DØ¾��öÛ®c�+ 
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