
2016� 6� Journal on Communications June 2016 

2016127-1 

� 37�� 6� �  �  �  � Vol.37  No.6 

Android �������� 

���

1

����

1

��	


2

���

1

����

1 

�1. ��	
���������� 100876�2. ����������� !"#����� 100029$ 

������� Android �	
������� Android �	
��������������� !"#$

%&'(�)*+,-./ Android01�2�3456789�:;�<=�>?�@ABCDE&

�FGHIJK/ Android>?�2LM5�N�O;�PQ��RSTUVWXY�&Z[\]�^

_`a/ Androidbc�d�2efPg�hi�jklm&Z[Vnoklm�Z[pq&Z[rs+,t

u/ Android Z[�2efvw�hxyiz{|}R"~�/ Android |}2���p�&1#��67

����;������t�/ Android��y����\]��	Z[Vn���+�2�t� 

����Android�01��>?���d��Z[��|}� 

��	
��TP309                        �����A 

Survey of security for Android smart terminal 

XU Yan-ping

1

, MA Zhao-feng

1

, WANG Zhong-hua

2

, NIU Xin-xin

1

, YANG Yi-xian

1

 

(1.Information Security Center, Beijing University of Posts and Telecommunications, Beijing 100876, China; 

2. National Computer Network Emergency Response Technical Team/Coordination Center of China (CNCERT/CC), Beijing 100029, China) 

Abstract: Aiming at the security, the layered security system was constructed. Firstly, the devices safety protection based on 

remote anti-theft, biometric identity verification and hardware security module was expounded. Secondly, network security 

referring to the wireless security network, virus propagation killing and anti-phishing was illustrated. Thirdly, the OS safety 

was introduced from the perspective of system kernel, runtime environment and application framework. Fourthly, application 

security was showed containing the reverse engineering static analysis, behavior dynamic analysis, safety reinforcement and 

safety assessment. Fifthly, the privacy data protection was summarized including tracking, encryption and backup. Finally, 

the future development direction was prospected on the security framework and intelligent behavior analysis. 
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