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Trusted cloud platform management model based on TPM alliance 

TIAN Jun-feng, CHANG Fang-shu 

(Institute of Network Technology, Hebei University, Baoding 071002, China) 

Abstract: On the basis of trusted computing technology, trusted cloud platform architecture and management model based 

on the TPM alliance was proposed to solve the performance bottleneck of dynamic management of trusted nodes in the 

building process of trusted cloud platform. Macro TPM was proposed to solve the capability limitation of TPM, the concept 

of time-based tree was introduced to organize TPM alliance, addressing the problem of high time cost of nodes management 

in trusted cloud. It used TPM and authentication encryption technology to solve the trusted transmission problem of data 

among nodes in TPM alliance, and a management strategy of time-based tree TPM alliance was proposed, including node 

configuration protocol, node registration protocol, node logout protocol, node state real-time monitor protocol, trusted nodes 

management network repair protocol, node update protocol. That explains the production algorithm of time-based tree, 

analyses the effectiveness of the time cost of building trusted node management network and monitoring of node state. The 

simulation result indicates that the model is efficient, and the time cost in trusted node management can be reduced. 

Key words: TPM alliance, cloud computing, trusted cloud platform, time-based tree 

 

1  �� 

��������	
����
�����

�������������� ��!"�"#�

$%&'()����*Gartner+��2016,-.

/012�

1

3

�
�3�4�Forrester +� 2020 ,

-.���56	
�78 2 1409:;!<=��

���>?@<ABCD#EF�GH�I-JKL

G>?�M�NO!Gartner �PQRSTU�#V

70%�WX$%YZ[\]^U_`a()����

Ybcd3V�/*I-efghij�kl

[1]

!m

n�/*opqrij/*
�sI-�=t/*3

�H�uvw�xy�sz�@<ABC���� 

�����2015-03-18������2015-06-23 

�������6���
������No.61170254�����6���
������No.F2014201165��������

���
�����
������No.ZH2015088� 

Foundation Items: The National Natural Science Foundation of China (No.61170254), The Natural Science Foundation of Hebei 

Province (No.F2014201165), The University of Hebei Province Science and Technology Research Program (No.ZH2015088) 

doi:10.11959/j.issn.1000-436x.2016025 



�2� �  �  
  � � 37� 

2016025-2 

{1|}~�������K�������b��

���i����H����pe���e! 

�V����[\������r�3)�

�)o�����t����������� =

i�/*��pe���e!¡3"�"#��V

)�����V¢£����������¤¥

�¦��§¨�=��©ª������ {«¬

i�­®��������!«S���� {¯

a8��°�±²)�3³)4´�¤s����

D�r�a����µ¶·�¸¹º»��¼½�

��·�¾�a¿�!dÀÁv ���ÂÃ�Ä

Å�Ã��Æ���ÇsÈÉ������! 

2  ���� 

GarfinkelÊ

[2]

�¦ TerraËÌ����ÍÎ�È

ÄÏÐ�ÑÒÍÎ�ÓÔÕ�)Ö×� gh��

�eij!Shakeel Ê

[3]

�¦�­�����
Ø�

�ÙÚÛ�ÜÝ
Ø�Þß)��­®ÍÎ��I

-ghij�àáÉ�©ª!Jonathan Ê

[4]

�¦�

TrustVisor ËÌÇ¡âãäåæçr�ÍÎ�ÈÄ

Ï�tI-èé�êëì»sr�f{%xyín

��)îï!HidekazuÊ

[5]

�¦� VMCryptín�

�·Äð1
�ñòóÄð�opÄð�)�ÍÎ

�³)òóÄð�ôõö³)opÄð�÷ø)�

ÍÎ�H�1
�ù��Õôõö!Sven Ê

[6]

�¦

�opñ��ËÌ���)�ÍÎ�H�opxy

��úûï8)�É��opöH�Çü)�­®

�I-Þß�¤!ChenÊ

[7]

�¦� cTPM�� TPM

����ýþ�Æ�p��ÞßTPM��WÝ�©

ª!4´�¤¾�3�Æ��4ÐÂ��ì»ÓÔ�

<=�ÓÔ�
3���������b����

��º»�y! 

	
�Ê

[8]

�¦Þß�I-©ª�
b�¤�

������f����R�!Joshua Ê

[9]

�¦�

�����ËÌ��|�n��������Þ

ß�)��������e�©ª!��¤�a�

������e���ùar�Çs�Û!Lucas

Ê

[10]

�¦����e�����ËÌ DynIMA �

Þß�Æ©ª!Berger StefanÊ

[11]

�¦��ÍÎ/

*H� TVDc��[\�b)Vi��ÓÔH)�

ÍÎ��îï!¨� Berger Ê

[12]

�c'� TVDc

º»çr���¿)����I-���É�)�

��
��X©!Andy Ê

[13]

�¦� Jobber ��Æ

��­��#����I-ËÌ�)V���/*

H����åe� !�������!Wu Ê

[14]

�

¦X©É�ñ��ËÌ AcaaS��ËÌ�"�#$

��)��X©É�%&�ôõ�'Õ��� 

{!()�Ê

[15]

�¦� TCEE��Õ)�ÍÎ�*

+ vTPM�¿) TCG,-. TSS� OpenPTS�)

�ÍÎ�ÓÔ�ù�¼Õ��¢£�º»��e

����i�)��)Ö×ì»ÓÔ���e!Li

Ê

[16]

�¦�#������ÓÔ
Ø MTCEM �

������I-/0º»ûï��� {10�

2Ãü����)�10ÍÎ�Ç3��)Ö×�

��!ZhangÊ

[17]

�¦� CloudVisorËÌ¿)45

ÍÎ![\����H#��ÓÔ�)�ÍÎ�

�I-ij!4´�¤6<��ÓÔ����©ª

º»â78�§9ä:l�;°ôõ�Æ©ª! 

Santos Ê

[18]

�¦������� TCCP���

������P�ôõ�H�<ä��;°�t;

°	
D�s�ôõ�=;°�s�&>�ar?

W�!¨� Santos Ê

[19]

@º� Excalibur ��()

�VAe�pv%&op�¹ CPABE �ÙÚ#Æ

H�!�ÈÄÏ�@ºôõ��;°<�K�e

rBC!D������ÐÂ�ÖH��;°ôõ


3�erBC�K�E?eF�©ª�SantosÊ

@º� Excalibur�G�<�¦��¹tHHI�! 

JKLÊ

[20]

�¦��V����
M�p�

³)N/ôõ�¹r�I-äOP
��ijp

�� =ij�
�H/*��peQÉ�p��

³)N/!RSTÊ

[21]

�¦������
�É�


Ø TCMCS��
Ø)VÞß�
����I-

©ª!UVWÊ

[22]

��ÓÔ������XYº»

78��¦ân����X©É�ÌÐ!JZÊ

[23]

�¦� POSTER ¿)����XYL���� 

[8[���ij!\]
Ê

[24]

D��ÓÔ�ÍÎ

������¹
3�Q>e©ª��¦��^w

����
Ø TSTM�����
Ø��E?e!

4´~yD����H_�ôõ`�
�`��X

©É��ÍÎ���e��Ê©ªº»â78! 

������ÂÃïa&��	
���;

°�­�!ôõ�ÇsÈÉ!6< SantosÊD�;

°ôõ�Æ©ª�¦âÞß�¤�§9äabÞß

��;°ôõ<�K�erBC�cd�����

�E?e!ÁvYe�¦â�V TPM fg���

���híRÐ�<�Õ¦â�Vs�^����



� 2� ������ TPM!"#$�%&'()*+ �3� 

2016025-3 

ÇsÈÉ������ôõ�¤! 

3  �� TPM	
��
������� 

TPMitrusted platform modulejfg� 2Æ�

2 Æ�4�kl�����
M��m�RÐ��

nop���ûq����!TPMfg�h4yL

�����iTCP, trusted cloud platformj��r��

GH TPMyL�����H����Ïiserverj

��r�!�V TPM fg������híRÐ

«ð 1<U! 

 

, 1  $�%&'-./0 

����ÍÎ�iVM, virtual machinej�w�

� Õ�)��OpenStack ��)�X©����

Ys!�����t 2u����ÏÐK��u�

ôõ;°��u���;°!�ôõ}��ôõ;

°âÞvÆ��;°�����!MTPMimacro 

TPMj��V TPM ����*wx���
M�

�b10G<3��;°����*wx���

Gy��;°���e�zsÞß TPM ����

a��©ª!RTPMiroot TPMj� TPMfg��

����b10{j�ôõ�Æ TPM fg�TPM

fg�� RTPMôõ<ä�MTPM! 

MTPM|}RÐ«ð 2<U�ínH~o-ç

r«�! 

1) ���*wxo-��b'� 2|ûçr�

��ín��s�����e��i'� BIOS`

bootloader`OS`��»v-`��v-j���í

nì»s�����e��i'�ÍÎ�`ºÖ�

��»v-`ÓÔ��j�RS
Ú�*/*�! 

2) ;°��wxo-�Yw��MTPMH;°�

�wxo-m��;°��x��Q���o-���

;°���Ú8;°��x�H���@��;°�

�x�m�Õ4�MTPMH�;°��wxo-! 

 

, 2  MTPM12/0 

3) ��o-�¿)��/*�H������

�� MTPM H���*wxo-m���*�Q

�RSm�8;°��wxo-! 

4) �*/*�����;°H�1
/*�v

-�MTPM�'!st���*wxo-�ÂQô

õ��*/*����et TPM i���b)�


�¥�������e���! 

5) ��/*�����;°H���/*�v

-�MTPM�'!st��o-�ÂQôõ���

/*����et TPMi�! 

RTPM|}RÐ«ð 3<U�ínH~o-ç

r«�! 

1) ;°��wxo-�Yw�� MTPM H;

°��wxo-m��;°��x��Q���o

-���;°���Ú8;°��x�H���@

��;°��x�
Ú;°��/*�! 

2) ��o-�¿)��/*�H������

�� MTPM H���*wxo-m���*�Q

�RSm�8;°��wxo-! 

3) ��Ï��a��;°����ù��Õ�

ôõ}! 

4) ;°ôõo-�TPM fg�'!s��ô

õ}¿)�o-�ÂQôõ�;°/*�`��,

-��`;°��/*�! 

5) ��/*���ôõ;°H���/*�v

-�MTPM�'!st��o-�ÂQôõ���

/*����et TPM i����/*�H�1

2  RTPMH�;°��/*����)V��¥

����;°���e! 

6) ;°��/*���ôõ;°H�1
/*

�v-�TPMfg�'!s�t�ôõ}�Â�)



�4� �  �  
  � � 37� 

2016025-4 

VÇs�  TPM fgH��;°����/*�

�¡qä3��;°	
>��!s¢>��!! 

7) �;°/*���ôõ;°H���/*�v

-�
��H<ä;°i'���;°`ôõ;°`

£� ���;°j�;/*�;/*'�;°�UUID

i;°¤��¥j̀ ¦��ú ÌP�;°��uØ! 
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