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Discussion on Core Competencies and Construction
Elements of Cyberwarfare Forces

ZHANG Jun-qi, KE Hong-fa, ZHU Ji-lu

( Department of Equipment Test, Equipment Academy, Beijing 102206, China)

Abstract; The fundamental way for disadvantaged countries to deal with security threats of cyberspace is to
strengthen competence construction of cyberwarfare forces. Firstly, from the view of productive forces and
productive relations, the composition and constructive principles of cyberwarfare forces were analyzed.
Then, based on the analysis of cyberwarfare requirements, five core competencies, i. e. reconnaissance,
command and control, attack, accurate destruction, defense, were considered to be necessary for cyber-
warfare forces. Finally, based on the analysis of cyberwarfare composition, five construction elements, i.
e. cyber equipment, system and organization, cyber personnel, maneuvers and training, comprehensive
insurances were considered to be necessary for cyberwarfare forces. It’ s theoretically helpful for dividing
and classifying construction contents of cyberwarfare forces.
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