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An Instruction Verification Based Hardware/Software
Co-design Approach for Mitigating Code-Reuse Attacks

LU Ya-shuai
(Key Laboratory ,Academy of Equipment ,Beyjing 101416, China)

Abstract: Code-reuse attacks (CRAs) are difficult to detect and defend, especially on widely used x86 processors.
One reason is that lots of unintended but legal instructions exist in x86 binary codes. The unintended instructions make the
finding of so called gadgets for CRAs is much easier than that of RISC processors. Previous studies rely on software-only
means to tackle the unintended instruction problem,which makes their approaches are either very costly or can only be ap-
plied under restricted conditions. In this paper,we propose a hardware/software co-design approach to tackle the unintended
instruction problem. The proposed mechanism has little performance impact on the examined SPEC CPU 2006 benchmarks.

We also propose using hardware control-flow locking as a complementary technique. By using the two techniques together,

an attacker will have little chance to carry out CRAs on x86 processors.
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mBsets W16Gsets W32sets W64sets W[28sets w256sets WS512sets

& P E(%)

Ko HHHS5ZAF AP EERR QUK B4



2408 H +

FIH 0 SN & 7F I 46 AR sk 247 (G2 1C).
10 R 1 ARERCE 5 Bk =R E R iR Ak
(IPC) X Lo X HUKE x86 454 /3 fiff J5 i Tl A 10— 2%
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= BASE »BP&AC wBP&IC wIC

FoLE (IPC)
»
8

1.50

1.00 +

4.80

4.30
3.80

3.30
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M BEHRK (%)

1.80
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0.80
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X BP&AC FL &1, P PEREH 2k 4y 2. 492% , Horp
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