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Abstract

In this paper, we present new adaptively secure identity-based encryption (IBE) schemes.
One of the distinguishing properties of the schemes is that it achieves shorter public parameters
than previous schemes. Both of our schemes follow the general framework presented in the
recent IBE scheme of Yamada (Eurocrypt 2016), employed with novel techniques tailored
to meet the underlying algebraic structure to overcome the difficulties arising in our specific
setting. Specifically, we obtain the following:

- Our first scheme is proven secure under the ring learning with errors (RLWE) assump-
tion and achieves the best asymptotic space efficiency among existing schemes from the same
assumption. The main technical contribution is in our new security proof that exploits the
ring structure in a crucial way. Our technique allows us to greatly weaken the underlying
hardness assumption (e.g., we assume the hardness of RLWE with a fixed polynomial approx-
imation factor whereas Yamada’s scheme requires a super-polynomial approximation factor)
while improving the overall efficiency.

- Our second IBE scheme is constructed on bilinear maps and is secure under the 3-
computational bilinear Diffie-Hellman exponent assumption. This is the first IBE scheme
based on the hardness of a computational/search problem, rather than a decisional problem
such as DDH and DLIN on bilinear maps with sub-linear public parameter size.

1 Introduction

Background. Identity-based encryption (IBE) is a generalization of public key encryption (PKE)
where the public key of a user can be any arbitrary string such as an e-mail address. The con-
cept of IBE was first proposed by Shamir [Sha85] in 1984, but it took nearly two decades for
the first realizations of IBE [SOK00, BF01, Coc01] to appear. Since then, the construction of
IBE has been one of the central topics in cryptography. Nowadays, we have constructions of
IBEs from assumptions on bilinear maps [BF01, BB04a, BB04b, Wat05, Gen06, Wat09], the
quadratic residue assumption [Coc01, BGH07], and from the learning with error (LWE) assump-
tion [GPV08, CHKP10, ABB10] whose hardness is implied by the worst case reductions to certain
lattice problems [Reg05].
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One of the most standard security definitions for IBE is the adaptive security, or often called
full security. While it is not quite hard to obtain the adaptive security for an IBE in the ran-
dom oracle model [BF01, Coc01, GPV08], the realization in the standard model is much harder.
Roughly speaking, currently there are two general techniques in achieving adaptive security in
the standard model: the partitioning technique [BB04b, Wat05] and the dual system encryption
methodology [Wat09, LW10]. The latter is very attractive, because it allows us to construct very
efficient IBE schemes [CW13, JR13] and even more advanced cryptosystems such as attribute-
based encryptions [LOST10] with adaptive security. However, it inherently relies on decisional
assumptions on bilinear maps (e.g., SXDH and DLIN) and cannot be extended to the proofs
based on computational assumptions on bilinear maps (e.g., computational bilinear Diffie-Hellman
(CBDH) assumption) or assumptions on lattices. On the other hand, the application of the for-
mer technique is wider. We can construct adaptively secure IBE from the CBDH assumption
(by the straightforward combination of the Goldreich-Levin bit [GL89] and Waters IBE [Wat05])
and from the LWE assumption [CHKP10, ABB10, Boy10]. However, IBE schemes constructed
from the former approach typically requires larger parameters due to the use of the Waters’ hash
[Wat05] or the admissible hash [BB04b, CHKP10].

Very recently, Yamada [Yam16] constructed IBE schemes from lattices based on the parti-
tioning technique with novel ideas that are different from the Waters’ hash or the admissible
hash. His schemes achieve asymptotically shorter public parameters than previous works. One of
the drawbacks of the schemes is that they require super-polynomial size modulus for LWE. As a
result, their ciphertexts are longer than those of previous works by a rather large super-constant
factor. In addition, they have to assume the hardness of the LWE problem for all polynomial
(i.e., O(n®) for all ¢ € N) or the more aggressive super-polynomial approximation factor. Though
their assumption is plausible, it is much stronger than those used in the previous works where
the hardness of the LWE problem for some fized polynomial approximation factor (i.e., O(nc)
for some ¢ € N) is assumed. Furthermore, since he used fully homomorphic computations of
trapdoors [BGGT14], a technique unique to the lattice setting, it is a highly non-trivial task to
construct analogous schemes in other settings such as bilinear maps.

Our Contribution. In this paper, we focus on the constructions of adaptively secure IBE in these
settings where dual system encryption methodology is unavailable. In particular, we propose IBE
schemes with shorter public parameters from ring/ideal lattices and from a certain computational
assumption (rather than a decisional assumption) on bilinear groups, by extending and adding
twists to the techniques of [Yam16]. Specifically, we obtain the following results. See Table 1 and
2 for the overview.

e We propose an anonymous and adaptively secure IBE scheme from the ring LWE (RLWE)
assumption with fized polynomial approximation factors, which is further reduced to certain
worst case problems on ideal lattices. Note that simply instantiating Yamada’s scheme us-
ing ideal lattices' will still require the RLWE assumption for all polynomial approximation
factors, which is a much stronger assumption than what we use. As for the efficiency, the
size of the public parameters, private keys, and ciphertexts in our scheme are O(?’L/il/ dlogn),
O(nlogn), and O(nlogn), respectively. Here, n is the dimension of the ring elements, k
is the length of the identities, and d is a flexible constant that can be set arbitrary, but
will affect the reduction cost exponentially. We note that all of them achieve the best
efficiency among the other adaptively secure IBE from the RLWE assumption in an asymp-

Note that he does not describe nor mention the ring variant of the scheme. However, we can convert his scheme
into a ring variant in a straightforward manner as is the case in most previous works [CHKP10, ABB10, Boy10].



totic sense. Compared to the ring version of Yamada’s scheme, we managed to reduce the
poly-logarithmic factors contained in the public parameters, private keys, and ciphertexts.

e We propose a (non anonymous and) adaptively secure IBE scheme from the 3-computational
bilinear Diffie-Hellman exponent (3-CBDHE) assumption. The 3-CBDHE assumption is a
weaker variant of the n-decisional bilinear Diffie-Hellman exponent (n-DBDHE) assumption
[BBG05, BGWO05, BH08]. The former seems to be much a weaker assumption than the
latter in two aspects. First, the former is a computational assumption whereas the latter is
a decisional assumption. Second, the former is not a parameterized assumption, in the sense
that the size of the problem instance only depends on the security parameter. As for the
efficiency, the public parameters, private keys, and ciphertexts in our scheme require O(y/k)
group elements. Here, k is the length of the identities. This is the first adaptively secure
IBE scheme from a computational assumption on bilinear groups with public parameters
consisting of sub-linear number of group elements in the length of the identities. However,
we note that the sizes of the ciphertexts and private keys of our scheme are larger than the
previous schemes.

We emphasize that our result for the lattice based construction cannot be obtained through
the simple switch to the ring setting in Yamada’s scheme. Their proof will still require a super-
polynomial-size modulus to work, whereas our new technique allows for a polynomial-size modulus.
In addition, the security proof of our scheme requires new ideas that did not appear in [Yam16]. It
exploits the commutative properties of the underlying ring elements in an essential way, involves
a more generalized partitioning argument, and a careful analysis of the Gaussian error. Refer
Sec. 2 for the technical overview. We note that the public parameter of our second scheme could
be further reduced to O(x'/4) assuming the d + 1-CBDHE assumption. However, it would come
at the cost of even longer ciphertexts and complicated description of the scheme. This is beyond
the scope of our work. We finally remark that the reduction costs for both of our schemes are
inadmissible as was in the case of [Yam16]. In fact, the reduction loss for the first scheme is worse
than [Yam16]. Improving them is left as an open problem.

Related Works. One way to reduce the size of the public parameters in Waters’ hash and
its analogue is to use Naccache’s approach [Nac07, SRB12]. However, with this approach, we
are only allowed to reduce the size of public parameters up to logarithmic factor. Ducas et
al. [DLP14] constructed efficient IBE over NTRU lattices in the random oracle model. Gentry
[Gen06] proposed adaptively secure IBE with compact parameters from a parameterized (or g-
type) assumption on bilinear maps. Galindo [Gall0] and Chen et al. [CCZ11] proposed selectively
secure CCA-secure IBE schemes from the CBDH assumption.

Note on Recent Works. Here, we mention two important recent related works.

Apon et al. [AFL16] proposed an adaptively secure IBE scheme from lattices whose parameters
are very compact, using collision resistant hash function with output-length x = w(log A). Here,
A is the security parameter. While their scheme is more efficient than our scheme, we clarify
that they implicitly assume exponential security on the collision resistant hash function, which
is a stronger assumption than what we use. To demonstrate this, let us set x = log? A. If there
is no better attack than the birthday attack against the hash function, no PPT adversary can
find a collision with more than negligible probability. On the other hand, the existence of even
a sub-exponential time attack would compromise the security of the IBE. For example, assume
that there exists an attack that finds a collision in time 2V¥. Then, the collision for the hash can
be found in linear time in A, since 2VF = 208X — )\,



In their very recent work, Zhang et al. [ZCZ16] constructed an IBE scheme with poly-
logarithmic public parameters. While their scheme achieves better asymptotic space efficiency
than our scheme, their scheme is Q-bounded, in the sense that the security of the scheme is not
guaranteed any more if the adversary obtains more than ) private keys. This restriction can-
not be removed by just making () super-polynomial, because the running time of the encryption
algorithm in their scheme is at least linear in (). We note that our scheme is secure against an
unbounded collusion.

2 Overview of Our Techniques

2.1 Construction from Ring and Ideal Lattices

The Yamada IBE. We briefly review the Yamada IBE [Yam16], for our proposed IBE scheme
follows the framework of theirs and overcomes some of the major problems posed by their con-
struction. Their construction follows the general framework of constructing lattice-based IBE
schemes that associates to each identity ID the matrix [A|H(ID)] € ZZXQ’”. In previous IBE
constructions [ABB10, CHKP10], the function H(ID) was computed by using the rather long
public matrices {B;};c[s), where k£ = O(n) is the length of the identities. The main technical
contribution of the Yamada IBE was in reducing the size of the public matrices to x/? for any
constant d and hence reducing the size of the public parameters by incorporating a primitive
called fully homomorphic trapdoor functions. Hereafter, we consider the case d = 2 for simplicity.
In detail, they used an injective map S : {0,1}" — 2018 that maps an identity to a subset of
the set [(] x [¢] where £ = [k!'/?], and computed the function H(ID) as

HID)=Bo+ Y  By;-G'(By) (1)
(4,7)€S(ID)

where the number of public matrices Bo, {Bi ;} (i j)e2)x|¢q are now reduced to O(k'/?). Here, G

is a special gadget matrix whose trapdoor is publicly known [MP12] and G~! is viewed as a
deterministic function rather than a matrix, that maps a matrix V. € Zy*™ to a matrix U €
{0,1}™*™ such that GU =V mod gq.

During the security proof, the reduction algorithm first prepares random integers g, {y¢7j}(i7j)€[2] [ €

Zg4 from certain domains whose size grows linear in the number of key extraction query @ of the ad-
versary. Then after sampling Ry, {Riyj}ie[nge[g] € Z"™*™ with small spectral norm, the reduction
algorithm prepares the public parameters as

By = ARy + 4G, B;;=AR;; +v;;G (2)

for (i,7) € [2] x [¢]. Then during the security reduction the hash value for identity ID Eq.(1) is
computed as

H(ID) = (ARo+1G)+ > (AR, +41,G)- G '(Byy)
(4,7)€S(ID)
=  (ARo+%G) + Z (ARG (Ba;) + y1,B2,;)
(4,7)€S(ID)
=  (ARg+yG) + Z (ARl,iG_l(BQ,j) +y1i(AR2; +12;G))
(4,7)€S(ID)



=  (ARo+%G)+ > (ARG '(By)+ A(y1iRayj) + y1.i12,G)
(i,j)eS(ID)

= AR+ Z (R1:G ™' (B2j) + y1iRay) | + | vo + Z Y1925 | -G

(4,7)€S(ID) (4,7)€S(ID)
:=Ryp, Whigl:is “small” ::F:,F(ID)
— ARy +F,(ID)G. (3)

Observe that we implicitly relied on the fact that A and y;; commutes. Therefore, the reduction
algorithm is able to sample a secret key for ID using the trapdoor of G if and only if Fy(ID) # 0
mod ¢. Hence, the simulation succeeds when the adversary queries on secret keys for ID satisfying
Fy(ID) # 0 mod ¢, and queries for a challenge ciphertext for ID* satisfying Fy(ID*) = 0 mod ¢
in which case the reduction algorithm can embed its LWE challenge.

Overview of the Construction and Security Proof. The major drawback of the Yamada
IBE is that they require the modulus size ¢ to be super-polynomial. This stems from the fact
that the size of yo, y; j € Z4 must grow linearly in the number of adversarial key extraction query
@ for the security proof to be meaningful, i.e., Pry[Fy (ID*) = 0AFy(ID1) #0A---AFy(IDg) # 0]
is noticeable in n. However, since the size of the G-trapdoor R|p used during simulation grows
proportionally to the size of y; ; (check above Eq.(3) to see how Rp was created), thereby growing
proportional to ) = poly(n), we need to set the modulus size ¢ to be at least super-polynomial in
n for the trapdoor to operate properly. Therefore, if we try to restrict ourselves to a polynomial
sized modulus ¢, it seems the best we can achieve is a scheme where we have to set a bound on
the number of adversarial key extraction queries before instantiation, i.e., a ()-bounded scheme.

In our work, we combine several ideas in a novel way to circumvent the above seemingly
inevitable problem. The first idea is to extend the elements yo,y; ; € Zq to matrices Yo, Y;; €
Z’q”” so that instead of increasing the size of the element y € Z,, we can “pack” small elements
in the entries of the matrix Y € Z;‘X”. Namely, since the matrix has n? entries, if the number of
key extraction query is () = n® for some constant ¢, we can always set up the matrix so that ¢ of
the entries are packed by elements of size O(n). Since there are n? entries in total, this allows us
to pack the matrix with small entries (e.g., O(n)) for arbitrary @ = poly(n) without the need of
increasing the modulus size q. However, this simple idea alone does not work, since during the
security proof to obtain Eq.(3), we crucially relied on the fact that A and y; ; commutes. For our
idea to work we need the two matrices A and Y ; to commute, however, in general this does not
hold.

To overcome this problem, we introduce our second idea of using the ring structure of ideal
lattices. Concretely, we use the special polynomial ring R = Z[X]|/(X™ 4+ 1) to construct our
scheme for n a power of 2. The construction itself is exactly the same as the ring analogue of the
Yamada IBE, however, our new security proof relies crucially on the underlying ring structure.
In detail, the reduction algorithm prepares the public parameters as

bo =aRy+yog, b;j=aR;;+y ;g (4)

for (z,7) € [2] x [¢], where a, by, b; ; € R’;, Re RSXk, Yo, Yi; € Rgand g € R’; is the ring analogue
of the G-trapdoor. Observe that yo,; ; are now elements in R, instead of Z;. Although this y is
not quite a matrix, this is actually more than enough for us to use the packing technique described
above. This can be seen by first noticing the natural isomorphism between Ry = Zj induced by
the coefficient embedding and viewing y € R, as a vector in Zy. Since y has n entries when viewed



as vectors, it can support up to n' queries by packing each entry with small elements of size O(n).
Furthermore, the second part of the problem addressed above is naturally resolved, since now that
we are working in a ring we get the commutativity of @ and y; ; for free. This key role in the
commutativity for rings is somewhat reminiscent to the signature scheme of [DM14]. We note
that the technique used by [Alp15] (which has also been used in [Xagl3]) to extend the results
of [DM14] to matrices seems to be inapplicable in our setting. This is because in our setting we
need to commute the LWE challenge matrix A instead of the gadget matrix G whose associating
trapdoor is known. To summarize, by incorporating our second idea, we obtain the ring variant
of Eq.(3) and the trapdoor operates as specified. We note that one might be tempted to pack the
entries of y with constant size elements, since 2" is still exponential in n and hence Q(n) < 2.
However, the security proof relies heavily on the fact that the density (i.e., the number of entries
that are packed) of y is bounded by some constant. Therefore, we must choose the size of the
packed elements with care to make the overall scheme secure.

The final idea is carefully crafting a properly distributed challenge ciphertext. To be precise,
the main issue is in the difficulty of creating a ciphertext that has errors that are properly dis-
tributed. This problem of generating a properly distributed challenge ciphertext was addressed
in [Yam16] as well, however, they used the standard technique called the “smudging” or “noise
flooding” technique which came at the cost of making the modulus size ¢ super-polynomial in n.
This was not a problem for them, since as we pointed out earlier, their scheme inherently needed
a super-polynomial sized modulus to work. However, this tactic is inapplicable to our setting
since we want to restrict ourselves to the polynomial sized modulus. To overcome this we devise
a way to carefully craft the error term; a technique reminiscent of [GPV08, ACPS09]. First,
assume we have F(ID*) = 0 for the challenge identity ID* and thus H(ID) = AR p~. Note that
for ease of understanding we explain the technique in the matrix form instead of the ring form.
To prove security, we have to embed the LWE challenge A and v into the challenge ciphertext,
where v = sA + x or v a random vector. One natural way is to set

X1 =X, Xz=xRpp+ (5)
and compute the challenge ciphertext as
S[A[H(ID")] + [x1[x2] = [v[vRip].

However, one can not simply use the standard generalized leftover hash lemma for lattices pre-
sented in [ABB10]; a technique often used in proving such forms. This is because Rjp+ is not
uniformly sampled as in the case of [ABB10], but instead highly correlated to the values of y, {y; ; }
used during the simulation. Alternatively, we present a noise rerandomization technique and add
a small extra noise to Eq.(5) and statistically hide R p. Namely, we sample noises e; and ey from
a particular Gaussian distribution with variance computed from Rjp» and set

X| =X+e;, Xo=3xRpr+es. (6)

Thus the challenge ciphertext is created as above by further adding the new noise terms. Although
the general idea of this technique has been around since [Reg05, GPV08] and has been used in
contexts elsewhere, as far as we know, we believe this is a nice application for rerandomizing the
noise without the need of adding a huge (super-polynomial sized) noise.

An Additional Idea. Working in the ring setting introduces some subtle yet crucial obstacles,
which we did not have to address before. Namely, for ¢ a prime and n a power of 2, the domain
R, =7Z[X]/(¢, X"+ 1) we work in is no longer a field as in the case of Z,. Additionally, if we use



a modulus ¢ such that ¢ =1 mod 2n as in [LPR10, LPR13], the ring R, completely splits into n
fields. In such a ring, each field only contains ¢ = poly(n) elements so the Schwartz-Zippel lemma
during our security proof can not be applied. We get around this by using a modulus ¢ such that
g = 3 mod 8 where it is known to split into only two fields. Then, since each field now contains
¢"/? elements and R, acts roughly as a field, we are able to apply our proof techniques. As for the
purpose of completeness, we prove the hardness of LWE over such rings by the straightforward
combination of previous results in the Appendix E. We finally note that we also obtain a nice
regularity lemma over such rings which helps us attain better parameters for the scheme.

We also employ some ideas to further optimize the sizes of the public parameters, secret keys
and ciphertexts. Namely, we use the (ring version of the) G-trapdoor where the base is set as n"
for some positive constant . We use n = % for our concrete parameter selection. By incorporating
this idea, we can further reduce the size of the parameters by a factor of logn. However, this
comes at the cost of making the scheme less efficient, since the function G7!(-) has a slower
running time for a larger base.

2.2 Construction from Bilinear Maps

Here, we explain our IBE scheme from bilinear maps. We start with a slightly modified version
of Waters IBE [Wat05] and gradually modify it to obtain our scheme. Let us consider a group
G with prime order p whose generator is g. The group is equipped with a efficiently computable
bilinear map e : G Xx G — Gp. The public parameters of the scheme contains rather long x + 3
group elements {gwi}ie[oj,i], g%, ¢%, and a randomness rand € {0, 1}'GT| that is used to derive
the Goldreich-Levin hardcore bit function GL : {0,1}¢7l x {0,1}/67] — {0,1}. The form of the
ciphertexts and private keys in the scheme are as follows:

Cc = (gs, g*HiD) - GL (e(ga,g’g)s, rand) oM > , skp = <gaf8 L grHaD) g >

where M € {0, 1} is the message to be encrypted, and s and r are random elements in Z, that are
picked during the encryption and key generation algorithms, respectively.

Here, H : {0,1}* — Zj, is defined as H(ID) = wo + 3 _jp,_; wi where ID; is the i-th bit of ID.
The reason why we use the hardcore bit function is to base the security of the scheme on the
computational bilinear Diffie-Hellman (CBDH) assumption, rather than the stronger decisional
bilinear Diffie-Hellman (DBDH) assumption which was used to prove the security of the original
Waters IBE.

Next, we try to reduce the size of the public parameters using the idea of the Yamada IBE.
A natural way to do this would be to introduce the injective map S : {0,1}* — 2[*[ with
¢ = [k'/?], change the public parameters to be g*o, 19" } (i j)e21x [, and modify the function H
as

H(ID) = wp + Z Wi ;W2 5. (7)
(i,j)€S(ID)

Through this change, we can reduce the size of the public parameters from O(k) group elements to
O(\/K), just in as [Yam16]. However, we come across an immediate problem: We cannot efficiently
compute ¢*1P) from the public parameters! A straightforward solution to this problem is to put
“helper” terms {g"“1"2J} into the public parameters. However, this makes the size of the public
parameters large again.



Our solution to this problem is to rely on the Boneh-Boyen technique [BB04a] to compute
something similar to the problematic term. Namely, we compute

gsH(lD)+2jes(|D) ijz,j’ { gt}' }je[ﬂ (8)
instead of computing only ¢*"(P). Here, {t;} are additional randomness introduced by the en-
cryption algorithm. Accordingly, we change the form of the ciphertexts and private keys of our
scheme as follows:

C = (gs’ gD+ e fjwz,j’ {gt}'}jem, GL <e(g°‘,g5)s,rand> oM ),
skio = (927 g™, g7 (g ey ) - ®)

Note that although the size of the public parameters is smaller than the original scheme, the sizes
of the ciphertexts and private keys are larger due to the additional terms. We now show that one
can efficiently compute the ciphertext. In particular, we show that it is possible to generate the
terms in Eq.(8). To see this, let us introduce the variables {¢;} such that

ti=t;—s Z wi | - (10)

ie{i€[1,4|(i,j)eS(ID)}

Then, we have

H(ID) + )~ #jws

J€l]
= sH(ID) +Zw2] tj—s Z W15
JE[f) 1€{i€[1,4|(4,7)€S(ID)}
= |D —I— ZUJQJt] —SZ Z W1 W2, 4
Jjeld jell] \iefie[1,4](i,7)eS(ID)}
= swo—i—w ngj — s W3
~77ES(ID) j€ld ~77€S(ID)
= swgo+ Z wa jt;. (11)
jeld]

Since Eq.(10) and (11) are linear in wp, w; j, it can be seen that the terms in Eq.(8) can be
computed efficiently, as desired.

By substituting ¢; in Eq.(9) with the right-hand side of Eq.(8), we obtain our final scheme. As
for the security, we can prove the adaptive security of the scheme from the 3-computational bilinear
Diffie-Hellman exponent (3-CBDHE) assumption. We need to rely on this stronger assumption
than the standard CBDH assumption, because of the different algebraic structure incorporated
by the modified Waters IBE.

3 Preliminaries

Notations. We use non-italic bold lowercase letters (e.g., v) for vectors with entries in R and italic
bold lowercase letters (e.g., v) for vectors with entries in rings or number fields. We view vectors



in the row form stated otherwise. Matrices are denoted by uppercase bold letters analogously. For
a vector v € R", denote ||v||, as the Ly,-norm, where p = 2 is the standard Euclidean norm. For a
matrix R € R"*", denote |R||gs as the longest column of the Gram-Schmidt orthogonalization of
R and denote s1(R) as the largest singular value (spectral norm). We denote [-|-] (resp. [-;+]) as
the horizontal (resp. vertical) concatenation of vectors and matrices. We denote [a, b] as the set
{a,a+1,...,b—1,b} for any integers a,b € N satisfying a < b, and for simplicity write [b] for the
special case a = 1. For a (quotient) polynomial ring R over Z, we denote [—b,b]gr C R as the set of
elements in R with all coefficients in the interval [—b, b]. Statistical distance between two random
variables X and Y with support Q is defined as A(X;Y) = 33 o |Pr[X = s] = Pr[Y = 5]|. A
function f : N — R>q is said to be negligible, if for all ¢, there exists Ag such that f(\) < 1/A¢
for all A > A\g. We denote by negl(\) a negligible function in .

3.1 Identity-Based Encryption

Syntax. We use the standard syntax of IBE [BF01]|. Let ZD be the ID space of the scheme. If a
collision resistant hash function CRH : {0,1}* — ZD is available, one can use an arbitrary string
as an identity. An IBE scheme is defined by the following four algorithms.

Setup(1*) — (mpk, msk): The setup algorithm takes as input a security parameter 1* and outputs
a master public key mpk and a master secret key msk.

KeyGen(mpk, msk, ID) — skip: The key generation algorithm takes as input the master public key
mpk, the master secret key msk, and an identity ID € ZD. It outputs a private key skjp. We
assume that ID is implicitly included in skp.

Encrypt(mpk, ID,M) — C: The encryption algorithm takes as input a master public key mpk, an
identity ID € ZD, and a message M, It outputs a ciphertext C.

Decrypt(mpk, skip, C) — M or L: The decryption algorithm takes as input the master public key
mpk, a private key skp, and a ciphertext C. It outputs the message M or L, which means
that the ciphertext is not in a valid form.

Correctness. We require correctness of decryption: that is, for all A, all ID € 7D, and all M in
the specified message space,

Pr[Decrypt(mpk, skip, Encrypt(mpk, ID, M)) = M] = 1 — negl(\)

holds, where the probability is taken over the randomness used in (mpk,msk) < Setup(1*),
skip <~ KeyGen(mpk, msk, ID), and Encrypt(mpk, ID, M).

Security. We now define the security for an IBE scheme II. This security notion is defined by
the following game between a challenger and an adversary A.

- Setup. At the outset of the game, the challenger runs Setup(1}) — (mpk, msk) and gives mpk
to A.

- Phase 1. A may adaptively make key-extraction queries. If A submits ID € ZD to the
challenger, the challenger returns skjp <— KeyGen(mpk, msk, ID).

- Challenge Phase. At some point, A outputs a message M and an identity ID* € ZD, on which
it wishes to be challenged. Then, the challenger picks a random coin coin <- {0,1} and a random
ciphertext C' & C from the ciphertext space. If coin = 0, it runs Encrypt(mpk,ID*, M) — C* and
gives the challenge ciphertext C* to A. If coin = 1, it sets the challenge ciphertext as C* = C
and gives it to A.



- Phase 2. After the challenge query, A may continue to make key-extraction queries, with the
added restriction that ID # ID*.

- Guess. Finally, A outputs guess a coin for coin. The advantage of A is defined as

Adv'BE, = [Pr[coin = coin] — % :

We say that II is adaptively-anonymous secure, if the advantage of any PPT A is negligible. The

term anonymous captures the fact that the ciphertext does not reveal the identity for which it
was sent to.

We also define the standard adaptive security (without anonymity) as in [Wat05] for II via a

similar game to the above. To define adaptive security, we change the challenge phase as follows.

- Challenge Phase. A outputs two messages Mg, M; and an identity ID* € ZD, on which
it wishes to be challenged. Then, the challenger picks a random coin coin & {0,1}, runs
Encrypt(mpk, ID*, Mein) — C*, and gives the challenge ciphertext C* to \A.

We also say that II is adaptively secure, if the advantage of any PPT A is negligible. We note
that adaptively-anonymous security implies adaptive security. Namely, the former is a stronger
security notion.

3.2 Lattices and Gaussian Distributions

An n-dimensional (full rank) lattice A C R" is the set of all integer linear combinations of some
set of n linearly independent basis vectors B = {by,...,bn} CR", A = {} ;.1 zibi|z € Z"}. For
positive integers ¢q,n,m, a matrix A € ngm and a vector u € Zjy, the m-dimensional “shifted”
integer lattice is defined as AL(A) = {z € Z™|Az” = u” mod ¢}. We simply write AL(A) in
case u = 0.

For s > 0, the n-dimensional Gaussian function ps : R™ — (0,1] is defined as ps(x) =
exp(—||x||3/s?). The (spherical) continuous Gaussian distribution D over R™ is the distribution
with density function proportional to ps;. When the dimension n is not clear from context,
we explicitly write it as D7. More generally, for any matrix B € R" ™, denote Dgp as the
distribution of xB? where x is distributed as D7*. A well known fact is that for any two matrices
B, B», the sum of an independent sample from Dy, and Dp, is distributed as D¢ where C =
(B;BT + B,BY)1/2,

For a n-dimensional lattice A and a vector in u € R", the discrete Gaussian distribution
Dj4u,s over the coset A+ u is defined as Dy s(x) = ps(x)/ps(A+u) for all x € A+u. We also
define the discrete Gaussian distribution fofﬁ,r over a (quotient) polynomial ring R in X over R.
The discrete Gaussian distribution Df\oﬂir is the distribution of a = Z?:_Ol ;X' € R where the
coefficient vector [, ..., a,—1] € R" is sampled from the discrete Gaussian distribution Dpqy -
This definition naturally extends to vectors a € R* in case of nk-dimensional lattices.

The following lemma on noise rerandomization plays an important role in the security proof of
our scheme when creating a properly distributed challenge ciphertext. This allows us to simulate
the challenge ciphertext without resorting to the noise flooding technique as in [Yam16]. The
proof can be found in Appendix B.1.

Lemma 1 (Noise Rerandomization). Let g, ¢, m be positive integers and r a positive real satisfying
r > max{w(ylogm),w(ylogl)}. Let b € Z;' be arbitrary and x chosen from Dgm .. Then for
any V € Z™** and positive real o > s1(V), there exists a PPT algorithm ReRand(V,b +x,r,0)
that outputs b’ = bV +x' € Zf; where X' is distributed statistically close to Dye o,
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Remark 1. During the security proof we set £ = 2m, V = [I,|Rip] and b + x as the LWE
challenge. Note that we deal with the LWE challenge in a slightly different manner than usual
by viewing the LWE challenge as either b = sA or b a uniformly random element. This is
only a conceptual difference. Then, for a valid LWE tuple, the output returned by the noise
rerandomization algorithm ReRand is b’ = bV + x' = s[A|ARp| + X/, where X" is distributed
according to a spherical Gaussian distribution and b’ is distributed ezactly as in the real world.
We also like to emphasize that the ReRand algorithm only needs to know the value b +x and does
not need to know the individual values b and x.

3.3 Rings and Ideal Lattices

We try to provide a minimum exposition of rings and ideal lattices to keep it self-contained. For
further detail see Appendix E or refer to other works [LPR10, LPR13].

Preparation. Let n be a power of 2 and set m = 2n. Define the ring R = Z[X]/(®n (X)),
where ®,,(X) = X" 4+ 1 is the mth cyclotomic polynomial. For an integer ¢, denote R, as
R/qR = Z]X]/(q, ®:n(X)). By viewing the elements in R as n— 1 degree polynomials in Z[X], we
can consider a natural coefficient embedding of R onto the integer lattice Z™. Namely, we define
the coefficient embedding ¢ : R — Z" that maps a = Z?:_Dl @; X" € R to [ag, 1, ..., 1] € Z™.
We extend the coefficient embedding naturally to vectors and matrices. On the other hand, we
can also identify R as the subring of anti-circulant matrices in Z™*" by viewing each ring element
a € R as a linear transformation » — a - r of R. Concretely, we define the ring homomorphism
rot : R — Z™" that sends a € R to a matrix in Z"™*" such that the i-th row is ¢(a - X!
mod ®,,(X)) € Z™. Note that the first row of rot(a) is ¢(a). Similarly to above, the definition of
the map rot naturally extends to vectors and matrices. We provide some useful formulas on ring
elements in the Appendix A.

Norms in R. We define the Euclidean length for an element a € R and a vector v € R*
by identifying R with Z" through the coefficient embedding.? Therefore, when we say a vector
v in RF is “short”, we mean that ||¢(v)||2 is small. We also define the largest singular value
of a matrix R € R**! by identifying the ring R with Z™*" through the map rot.> Namely,
51(R) = max|,|,—1/z - rot(R)[[2. Note that this definition allows us to consider singular values
of an element in R as well.

Properties for Elements in R. As with matrices with entries in R, we have similar singular
value bounds for matrices with elements in R. Namely, we can bound the singular value of a
random matrix chosen from [—b, b]%". Recall that an element of [~b,b] is an element in R with
all of its coefficients in the interval [—b, b].

Lemma 2 ([DM15], Special case of Fact 1). Let b be a positive integer and R be a s x t matriz
chosen uniformly at random from [—b, b]?t. Then, there exists a universal constant C(~ 1/+/2)
such that

Pr[s1(R) > C - byn - (Vs + VvVt +w(y/logn))] = negl(n)

2 We could have identified the Euclidean length by the canonical embedding as done in other works. However,
for our special case where n is power of 2, the lengths are equivalent up to a factor of /n. (See Appendix E.2 for
further detail.)

3 For the special case where n is a power of 2, s1(R) defined by the coefficient and canonical embeddings are
both equivalent to the one defined by the map rot. (See Appendix E.2 for further detail.)
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We note that similarly to matrices with entries in R, we have s1(R1R2) < s1(R1)s1(R2) for
all Ry, Ry € R*** which follows from the fact that rot is a ring homomorphism. Furthermore,
it also holds when R; is replaced by an element a in R.

Regularity Lemma. The former Lemma shows that there exists a quotient ring Ry = R/(q, @1 (X))
that acts roughly as a field, or in other words, R, has exponentially many invertible elements.
The latter Lemma is a ring analogue of the standard lattice regularity lemma. The proof of the
following Lemmas can be found in Appendix B.2 and B.3.

Lemma 3. Let q be a prime such that ¢ =3 mod 8 and n be a power of 2. Then, ®o,(X) = X"+1
splits as X™ +1 = t1ta mod ¢ for two irreducible polynomials t; = X2 + uX™* — 1 and
ty = X2 — y X"t — 1 in Zy|X] where u*> = —2 mod q. Furthermore, all x € R, satisfying
p(z)]l2 < \/q are invertible, i.e., x € Ry.

Lemma 4 (Regularity Lemma). Let n be a power of 2, q be a prime larger than 4n such that
g =3 mod38, and {, k', k, p be positive integers satisfying £, k' > 1, k> 2, p < %\/(]/7 Define
the family of hash functions H = {ha(z) : [—p, plk, — R’;/}, where ha(x) = Ax for A € R’;Xk,
x € Rfj“. Then, H is a universal hash family. Furthermore, for A < R’;/Xk and X & [—p, p]’fzxg,

we have

. 'x ¢ q" "
A((A,AX) 5 (A U(R)) < - <(2p+1)k) :

Ring Learning with Errors. The ring LWE problem was introduced by Lyubashevsky et al.
[LPR10]. They showed that solving it on the average is as hard as (quantumly) solving several
standard problems on ideal lattices in the worst case.

Definition 1 (RLWE). For positive integers n = n(X\), k = k(n), a prime integer ¢ = q(n) > 2,
an error distribution x = x(n) over Ry, and an PPT algorithm A, an advantage for the RLWE
problem RLWE,, 1., of A is defined as follows:

Advi R = PrLA({ (s, v Y1) = 1] — PriAX{(as ass + )Y y) — 1]

where ay,...,a, v1,... Uk, S & R, and eq,.... ey & X. We say that RLIWE,, 4. assumption

holds if Advi =" i negligible for all PPT A.

Theorem 1. Let o be a positive real, m be a power of 2, £ be an integer, ®,,(X) = X" + 1 be
the mth cyclotomic polynomial where m = 2n, and R = Z[X]/(®mn(X)). Let ¢ =3 mod 8 be a
(polynomial size) prime such that there is another prime p =1 mod m satisfying p < q < 2p. Let
also aq > n3/2k1/4w(10g9/4 n). Then, there is a probabilistic polynomial-time quantum reduction
from O(y/n/a)-approzimate SIVP (or SVP) to RIWE,, i, 4, with x = D%?Ffoiq.

Although the proof is obtained by combining many of the previous results, we nevertheless
include the proof in Appendix E for completeness. Due to the Linnik’s theorem and Dirichlet’s
theorem on arithmetic progressions, we have that there are sufficiently many primes p and gq
satisfying the assumption of the theorem.

Trapdoors for Rings. Define the gadget matrix g, = [1]b] - - - [b¥ ~1|0] € R’;, where b is a positive
integer and k > k' = [log,q]. When k = k' and b = 2, this corresponds to the matrix repre-
sentation of the gadget matrix G € Z’;X"k often used in the literatures by properly rearranging
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the rows and columns of rot(gs). The following algorithms are simple modification of traditional
lattice based algorithms, however, owing to the conversion to the ring setting and the fact that
we view vectors in their row form, it may seem unclear at first. We provide some supplementary
notes in Appendix A and B.4.

Lemma 5. Let n be a power of 2, q be a prime larger than 4n such that ¢ =3 mod 8, and b, p
be a positive integer satisfying p < %\/q/n. Furthermore, define log,(-) := logy(:). Then, there
exist polynomial time algorithms with the properties below:

e TrapGen(1",1%, ¢, p) — (a,Ty) (MP12], Lemma 5.3): a randomized algorithm that, when
k > 2log,q, outputs a vector a € R’; and a matriz Ty € RF*F, where rot(aT)T € ZZX”’“
is a full-rank matriz and rot(Ty) € Z™ <" s a basis for At(rot(a”)T) such that a is

negl(n)-close to uniform and |[rot(Ta)|les = O(bp - \/nlog,q).!

e SamplelLeft(a,b,u,T,,0) — e ([CHKP10]): a randomized algorithm that, given vectors
a,b e Rl; where rot(a®)T, rot(bT)T € Zf;x"k are full-rank, an element u € Ry, a matriz
T, € R**F such that rot(Ty) € Z™*"™ is a basis for A (rot(a”)?), and a Gaussian param-
eter o > ||rot(Ta)|lgs - w(vIognk), outputs a vector e € R** sampled from a distribution

which is negl(n)-close to Df\"ffF ([rot(aT)T[rot (BTYT]) 0 i.e., [albleT = u and ¢(e) € Z*"* is
(u) )

distributed according to DAi( ([rot(aT) T [rot (bT)T]) 0

e SampleRight(a, gs, R, y,u,Ty,,0) — e where b = aR + yg, ([ABB10]): a randomized
algorithm that, given vectors a,gy € R"q€ such that rot(a®)T,rot(gy)’ € ZZX”k are full-
rank matrices, elements y € Ry,u € Ry, a matriv R € RFXE a0 matriz T, < Rk
such that rot(Ty,) € Z"**™F is a basis for A+(rot(gy)), and a Gaussian parameter o >
s1(R) - |lrot(Ty,)|lgs - w(vIognk), outputs a vector e € R* sampled from a distribution

which is negl(n)-close to DICX}e(fF)([rot(aT)T|r0t(bT)T}),a’ i.c., [alble” = u and d(e) € Z*"F is

distributed according to DAi( ([rot(aT)T [rot(bT) 1) 0

o ([MP12]:) Let k > [logyq|. There ezists a publicly known matriz Ty, such that rot(Ty,) €
Zrkxnk s q basis for the lattice At(rot(gp)) and |[rot(Ty,)lles < Vb2 + 1. Furthermore,
there erists a deterministic polynomial time algorithm g, L which takes input u € R]q“ and

outputs R = g *(u) such that R € [~b,b]%** and gyR = u.

Note that we abuse the notation g, ! by viewing it as a function rather than a vector. Namely,
for any u € RI; there are many choices for R € R*** such that g,R = u, and 9, () is a function
that deterministically outputs a particular short matrix from the possible candidates. Since we
have s1(R) < b-nk for any R € [—b, b]l;”;k, s1(g; ' (u)) < bnk holds for arbitrary u € Rk
Homomorphic Computation. Let d be a natural number. We introduce the function PubEvaly :
(Rl;)d — R’; as in [Yaml16], which takes a set of vectors by, ba,...,bs € RI; as inputs and out-

puts a vector in RI(; . This function wil be used to hash identities to ng in our lattice-based IBE
construction. The function is defined recursively as follows:

PubEvaly(by, ..., ba) = | rd=1
ubEva e =
AL by - gy (PubBvalg_y (by, ... by))  if d > 2.

4 We combine several lemmas from [MP12] and the regularity lemma (Lemma 4) to show correctness of TrapGen.
See Appendix B.4 for further detail. Further, the unusual lattice A (rot(a”)?) is used only to be consistent with
the other algorithms. Namely, we could have instead defined the trapdoor for the lattice A*(rot(a)).

®We have rot(gf )" = rot(gs) since all the entries of g, are integers.
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The proof of the following lemma can be found in Appendix B.5.

Lemma 6. Let y1,...,yq be elements in R, a,by,..., by be vectors in R’; and Ry, ..., Ry be ma-
trices in RF** such that b; = aR; + y;gy, for i € [d]. Furthermore, we assume that si(R;) <
B, ||¢(yi)ll1 < for i € [d]. Then, there exists an efficient algorithm TrapEval, that takes
Ri,....Rq, yi,...,yq as inputs and outputs R’ € RF** such that

PubEvaly(by, ..., bs) = aR +y1 - -yagy € R (12)

and s1(R') < B§?1 + ank(‘sdé__l;l).

3.4 Other Facts
The proof of the following lemmas will appear in Appendix B.6 and B.7.

Lemma 7 (Expansion of Coefficients). Let c¢1,c9,B1,B2 € N. Let also v = ug + w1 X +
oty 1 XA € Rand v = vo + 1 X + -0, 1X27L € R be ring elements. We further
assume that ¢1 + ca < n and ||p(u)||eo < B1 and ||¢(v)|lcc < Ba. Then we have ||¢p(uv)]oo <
min{cy, co} - B1Bs.

The following Lemma addresses a general statement for bounding the success probability of an
adversary engaging with the security game of IBE. In more detail, when the partitioning technique
is used to prove security, the guess returned by the adversary is correlated with the key extraction
queries it has made. Therefore, we need to argue with care to obtain a meaningful bound on the
success probability that holds for arbitrary key extraction queries.

Lemma 8 (Implicit in [BR09, Yam16]). Let us consider an IBE scheme and an adversary A that
breaks adaptive security (adaptively-anonymous security) with advantage €. Let us also consider a
map vy that maps a sequence of identities to a value in [0,1]. We consider the following experiment.
We first execute the security game for A. Let ID* be the challenge identity and 1Dy, ..., |D¢ be the
identities for which key extraction queries were made. We denote ID = (ID*,1Dq,...,IDg). At
the end of the game, we set coin’ € {0,1} as coin’ = coin with probability (ID) and coin’ < {0,1}
with probability 1 — ~(ID). Then, the following holds.

1 o
Pr(coin’ = coin] — 5| = Yonin - € = w

where Ymin (T€SP. Ymax) 1S the mazimum (resp. minimum) of v(ID) taken over all possible ID.

Injective map. Let d and k be some integers. Furthermore, let ¢ be ¢ = [Hl/ 4]. Then, an
element of [1, ] can be written as an element of [1, £]? using some canonical map. Furthermore, it
is also possible to write a subset of [1, x] as a subset of [1, £]¢ by naturally extending the canonical
map. By identifying a bit string in {0,1}" with a subset of [1,x] (for example, by regarding
the former as the indicator vector of a subset of [1,k]), we can define an efficiently computable
injective map S that maps a bit string ID € {0,1}* to a subset S(ID) of [1,£]%.

3.5 Core Lemma for Our Partitioning

We make a general statement concerning the partitioning technique for IBEs, which we use during
the security analysis for both our lattice and bilinear map based constructions. Namely, we
use the following Lemma in order to argue that the probability of the hash value for identities
corresponding to the key extraction queries being invertible and the hash value for the challenge
identity being zero is non-negligible.
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Lemma 9. Let v,u,d,QQ > 1 be any integers. Let ® be a ring and Q1,...,8, be a set of fields
equipped with homomorphisms m; : ® — Q; for j € [v]. Assume that the map II defined as II :
Oy (mi(y),...,m(y)) € Q1 x---xQy is an isomorphism. Let Sy and Sy be subsets of ® with
finite cardinality. Let us consider a set of multivariate polynomials f;(Y1,...,Y,) € ®[Y1,...,Y,]
fori €10,Q] We further assume the following properties:

1. The map m; is injective on Sy for all j € [v].

2. We have m;(fo) — m;(fi) is a non-zero polynomial with degree d for all i € [Q] and j € [V].
Here 7 is extended to m; : ®[X] — Q;[X]| in a natural way.

3. We have So 2 Uicjo,q{—fi(y1, -+ yu)lyr, - -, yu € S1}-

Then, for yo < Sy and y1, . . . s Yu &Sy, we have

1 dv N X 1
<1 Q)SPr[y0+f0(y’):O/\y0+f1(y’)€<1> AN yo+ foly) € ] < ==

1So| |51 Y0,y |So|

where we denote y' = (y1,...,y,) and ®* = 10 x -+ x QF).

Proof. Let us denote v :=Pry, [ yo+ fo(¥') =0 A o+ fi(y) € * A~ A yo+ fo(y) € D]
where the probability is taken over yo < Sy and y1, . . . yYu & 81, We first show the upper bound.
We have

v< Prlyo+ fo(y') =0l = Pr [yo=—fo(y)] = =
y0,y’ Yo,y’ |SO‘

The last equation follows since there exists unique yo € Sy such that yo = — fo(y’), for any y’ € SY'
from our third assumption. We then proceed to show the lower bound. We have

v o= Prluws o) =0 A yo+ fily) €™ Ao A yo+ foly') € @]

= yg’z/[ yo+ fo(y') =0]

= Prlyo+ foly) =0A=(yo+ fiy) €A Ayo+ foly) € ©)] (13)
Q

= Prlyo+ foly') =0 — Pr[\/ (yo + fo(y) =0y + fi(y) & q>*)] (14)
Yo,y Yo,y i=1

> Prlyo+fo@)=01—> Prlyo+foy)=0 A yo+ fiy) &P | (15)
Y0,y i€[Q] Y0,y

1 no_ . *
= w—iezmyf’;,[ywrfo(y)o A yo+ fily') & 2] (16)
=

where Eq.(13) is a general equation that holds for any event, Eq.(14) follows from De morgan’s
laws and the distributive property, Eq.(15) follows from the union bound, Eq.(16) is again from
our third assumption. We then have to show an upper bound for ;.

v o= yﬁgrl,[ Yo+ foy) =0 A yo+ fi(y') € @ |
= Privo+foly)=0n foly) - fily) ¢ 2] (17)
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= Prlyo=—fol¥) | foly) - fi(y') € 2" ] ‘yﬁi,[ foy') — fily') & " | (18)

Y0,Y’
= L P o) - fily) €07 (19)
’50’ Yo,y
= L o) - S 07 (20)
|So| 'y
=y

where Eq.(17) is just an equivalent expression, Eq.(18) is trivial, Eq.(19) is from the fact that for
any y' € St there exists unique yo € Sp such that yo = —fo(y’) (from our third assumption),
and in Eq.(20) we omit yg since it is independent of the probability. It suffices to show an upper
bound for /. We have

o= Pro[foly) - fily) €07 ] (21)
y’(—Sf
= b \ T(fo(y') = fi®)) € 2 x -+ x Q1 x {0} x Qg x -+ x Q, (22)
y' &St | =1
< f;r I fo(y") — fi(y')) € Q x -+ x Qi1 x {0} X Qg X -+ x Q)] (23)
j=19&St
= > Pr[m;(fo(y") = fily) = 0] (24)
j=1y'<5)
= > Pr [(mi(fo— f)(mi(y) = 0] (25)
j=1y'&SY
= > Pr [(m(fo—fi))(2)=0) (26)
=1 287 (S1)m
. d
< 2T 0
dv
= & (28)

where in Eq.(21) we made the distribution of ¢y’ explicit, Eq.(22) is from the fact that ®\®* =
! (U]”-:l(Ql XX Qg x {0} X Dy X oo x Ql,)>, Bq.(23) follows from the union bound,
Eq.(24) is by the definition of II, Eq.(25) follows since 7; is a homomorphism, Eq.(26) follows
since 7; is injective on S; (our first assumption), Eq.(27) is from the fact that m;(fo — fi) € ©;[X]
is a non-zero polynomial with degree d (our second assumption) and the Schwartz-Zippel lemma,

and Eq.(28) follows since 7; is injective on 5.
O

4 Construction from RLWE

In this section, we show our IBE scheme from the RLWE assumption. Let d be a (flexible) constant
number. In addition, let the identity space of the scheme be ZD = {0,1}" for some x € N and
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the message space be {0,1}" C R.% For our construction, we consider an efficiently computable
injective map S that maps an identity ID € {0,1}* to a subset S(ID) of [1,£]?, where £ = [s'/?].
Such a map can be constructed easily as we explained in Sec. 3.4. Let n := n(\), b := b(n),
p = p(n), m:=2n, k:=k(n), g := q(n), £ :=£(n), « := a(n), o == a'(n), and o := o(n) be
parameters that are specified later. Let also ®,,(X) = X™ + 1 be the mth cyclotomic polynomial
and R = Z[X]/(®(X)).

Setup(1") : On input 1%, it first runs (a,T,) & TrapGen(1",1%,¢,p) to obtain a € R’; and
T, € Rk Tt also picks u & Ry, bo, b; j &~ RE for (i, ) € [d] x [¢] and outputs

mpk = (@, bo, {bij} (i j)elax[g,v) and msk =Tg.

In the following, we use a deterministic function H : ZD — RI; defined as

HID)=bo+ Y PubEvalg(bi;,,bajs, .. bayj,) € RE.
(j1,--+ja)ES(ID)

KeyGen(mpk, msk, ID) : It first computes H(ID) and picks e € R?* such that
[a|H(ID)] - " =u
using SampleLeft(a, H(ID),u, Tq,0) — e. It returns skip = e.

Encrypt(mpk, ID, M) : To encrypt a message M € {0,1}" C R, it first picks s & Ry, xo & D%‘,’figq,

Ty, Ty & (D%%eg/)k. Then it computes
co=su+zo+|q/2] M, e =s[a|H(ID)] + [z1]z2].
Finally, it outputs the ciphertext C' = (¢g,¢1) € Ry X ng.

Decrypt(mpk, skip, C) : To decrypt a ciphertext C' = (cg,c1) using a private key skip = e, it
computes

(L(2/q) - ¢(co — c1€”)] mod 2) = m. (29)

Here, the rounding function |-| is applied componentwise.

4.1 Correctness and Parameter Selection.

The proof of the following lemma can be found in Appendix C.

Lemma 10 (Correctness). Assume aqw(y/logn) + vVnka'ow(y/lognk) < q/5 holds with over
whelming probability. Then the above scheme has negligible decryption error.

Parameter selection. To satisfy the correctness requirement and make the security proof follow
through, we need the following:

— the error term is less than ¢/5 with overwhelming probability (i.e., agw(y/log n)+vnka'ow(y/log nk).
See Lemma 10,),

SNote that we regard m as an elements in R via ¢~ ' : Z™ — R (the inversion of coefficient embedding).
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— TrapGen can operate (i.e., p < %\/q/n and k > 2log,q. See Lemma 5.),

— the gadget matrix g, can be defined (i.e., k > [log, q]. See Lemma 5.),

— the regularity lemma (Lemma 4) can be applied in the security proof (i.e., g(@pﬂfl)k)f =
negl(n).),

— o is sufficiently large so that SampleLeft and SampleRight work (i.e., o > O(bp - \/nlog,q) -
w(vIognk) and o > s1(R)Vb? + 1-w(v/Togn), where s1(R) < C"-kpy/n(vVk+w(v/logn)) ((cn)d_l—i—

d—1_
bnk%) for some absolute constant C”. See Eq.(37). The latter condition turns out to

be more restrictive.),

— ReRand algorithm in the security proof works (i.e., &' > 2aq(s1(R) + 1), ag > w(y/lognk)
where s1(R) is the same as the one defined above. See Lemma 1.),

— the worst case to average case reduction works (i.e., aq > n?2kY4w(log?*n). See Theorem

1),

Recall that d is a (flexible) constant which may be set very small (e.g., d = 2 or 3) in a typical
setting, and x(n) = n is the size of the identity space ID. To satisfy the above requirements, we
propose two candidate parameter selections as follows:

Type 1 IBE. For this construction we set b = 2 and p = 1 in order to reduce the modulus size
g. Recalling that we defined log; ¢ := log, q, we can set the parameters as follows:

k=4(d+1)logn, q = n?t?, b=2, p=1,
o=ni"z. w(logn), a=n"2ts -w(log% n)~1, o =ndtH2 . (logd n) L

We denote this specific instantiation as the Type 1 IBE scheme.
Type 2 IBE. For this construction we set b = p = n' for an arbitrary positive real 7 in order to
reduce the size of the public parameters, private keys, and ciphertexts. Namely, one way to set
the parameters is as follows:

2d 42

k=4+ , q = n?*tEn b=p=n,
U

o =ndt—3. w(logn), o'

—2d—In+l E
= p2d=3nt3 ! "= @22 (logt n) L.

-w(log®n)™1, o

By plugging in n = % we obtain the following concrete parameter selection:

k=8d+12, q:nQd"Hg7 b:p:n%,
o =n w(logn), a=n"2"% -w(log?n)™, o =n
We denote this specific instantiation as the Type 2 IBE scheme.

4.2 Security Proof for the Scheme

The following theorem addresses the security of the scheme. The proof proceeds in a similar
manner as in [Yam16], but we incorporate several novel ideas as we explained in Sec. 2.
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Theorem 2. The above IBE scheme is adaptively-anonymous secure assuming RLWE, D3t
’ I ) " aq

is hard, where the ciphertext space is C = Rq X ng.

Proof. Let A be a PPT adversary that breaks the adaptively-anonymous security of the scheme.
In addition, let € = ¢(n) and Q = Q(n) be its advantage and the upper bound of the number of
key extraction queries, respectively.

Since A is PPT and A and n are polynomially related (namely, n = O()\?) for some constant
J), there exists a constant number ¢; € N such that 4(d@Q + 1) < n® for all n that are sufficiently
large. Similarly, since A breaks the security of the scheme, there exists ca € N such that 2¢ > n™
holds for infinitely many n. By setting ¢ = ¢; + c2, we have that

€

4dQ < ncforalln € N and m

> for infinitely many n € N. (30)

1
ne
In the proof, we will assume d(c — 1) < n. Since both ¢ and d are constant numbers, this holds
for sufficiently large n.

We show the security of the scheme via the following games. In each game, a value coin’ € {0,1}
is defined. While it is set coin’ = coin in the first game, these values might be different in the
later games. In the following, we define X; to be the event that coin’ = coin.

Gameg : This is the real security game. Recall that since the ciphertext space is C = R4 X ng ,
in the challenge phase, the challenge ciphertext is set as C* = (co,¢;) & R, x ng if

coin = 1. At the end of the game, A outputs a guess coin for coin. Finally, the challenger
sets coin’ = coin. By definition, we have

— 1
Pr[coin = coin] — ‘ =e.

1
Pr[Xo] — =| =

1
Pr[coin’ = coin] — 2’ =

Game; : For integers to, 1 € Z such that ¢y < ¢; and positive integer ¢ € N, let us denote [to, 1] R,
as

c—1
to, t1]Rc == { > aX
=0

In words, [to,t1]Rr, denotes the set of polynomials of degree less then ¢ — 1 with all of its
coefficients in the interval [to,?1]. Note that c is the constant defined in Eq.(30). In this
game, we change Gameg so that the challenger performs the following additional step at the
end of the game. First, the challenger picks y = (yo, {¥i.j}(ij)e[a,¢) a5

a; € [to,t1] for all ¢ € [0, ¢ — 1] } CR. (31)

Yo & [—Fa(cn)d, ~1 R (c=1)d+1 and Yij & [1,n]|R.c (32)

for (i,j) € [d] x [¢]. Recall k is the length of the identities. We then define a function
Fy : ID — R, as follows:

Fy(ID) =yo + Z Y11 Yd,ja-
(J15---,7a) €S(ID)

Then the challenger checks whether the following condition holds:

Fy(ID*) =0 A Fy(ID1) € Ry A - A Fy(IDgq) € R}, (33)
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where ID* is the challenge identity, and IDq,...,|IDg are identities for which A has made

key extraction queries. If it does not hold, the challenger ignores the output coin of A, and
sets coin’ & {0,1}. In this case, we say that the challenger aborts. If condition (33) holds,
the challenger sets coin’ = coin. As we will show in Lemma 11, we have

1 1 e dQ
Pr[Xy] - 2‘ 2 (rednd)(c=1)d+1 (2 - nc> '

So as not to interrupt the proof of Theorem 2, we intentionally skip the proof for the time
being.

Gamey : In this game, we change the way by and b; ; are chosen. At the beginning of the game,
the challenger picks Ro, R;; & [—p, p|¥ for (i,5) € [d] x [£]. Tt also picks y as in Game;.
Then, a, by, and b; ; are defined as

bo = aRo+yoge,  bij = aRi;+ yi;g, (34)

for (i,7) € [d] x [¢]. The rest of the game is the same as in Game;.
Now, we bound |Pr[X5] — Pr[X;]|. By Lemma 4, the distributions

(@,aRo +yogy, {aR;; + i jgv}ijexg ) and (@, bo, {bi;} =i )
are negl(n)-close, where by, b; j < R’;. Therefore, we have |Pr[X;] — Pr[X3]| = negl(n).

Games Recall that in the previous game, the challenger aborts at the end of the game if condition
(33) is not satisfied. In this game, we change the game so that the challenger aborts as
soon as the abort condition becomes true. Since this is only a conceptual change, we have
PI‘[XQ] = PI‘[X3]

Before describing the next game, we define Rjp € R*** for an identity ID € ZD as
Rp =Ry + Z TrapEvaId(Rle,...,Rdyjd,yl’jl,...,ydw). (35)
(41,---3a)€S(ID)
Note that by the definition of Ryp, H(ID), PubEval and TrapEval (Lemma 6) we have
H(ID) = by + > PubEvaly(by ji b2 sy, - - ., baj,)

(J1,--3a)€S(ID)
=aRp + Fy(|D)gb. (36)

Since Ro, R;; & [—p, p]’gk, from Lemma 2 we have s1(Rp),s1(R;;) < B with all but neg-
ligible probability where B = C” - py/n(vk 4+ w(y/Iogn)) for some positive absolute constant C”.
Furthermore, we have ||y; j|[1 < cn from Eq. (32). Therefore by Lemma 6, we have

si(Rp) < s1(Ro)+ Z sl(TrapEvaId(Rle, oy Ry Y1y ,yd,jd))
(41,---:3a)€S(ID)

d—1 _ 1
< B <1 T r(en)tt + nbnk:(m)l> , (37)
cn —

for any ID € ZD with all but negligible probability.
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Gamey In this game, we change the way the vector a is sampled. Namely, Game, challenger picks
a & R’; instead of generating it with a trapdoor. By Lemma 5, this makes only negligible
difference. Furthermore, we also change the way the key extraction queries are answered.
When A makes a key extraction query for an identity 1D, the challenger first computes Rjp
as in Eq.(35). It aborts if Fy(ID) € R} as in the previous game and runs

SampleRight(a, gy, Rip, Fy(ID),u, Ty,,0) — e,
otherwise. Note that in the previous game the private key was sampled as
SampleLeft(a,H(ID),u, Tq,0) — e.

By Eq.(37) and for our choice of o, the output distribution of SampleRight is negl(n)-close to

ff . . . . . .
D/C\(?J;(u)([rot(aT)T|rot(H(|D)T)T}),a' Furthermore, by the choice of o, this distribution is negl(n)-

close to the output distribution of SampleLeft. Therefore, the above change alters the view
of A only negligibly. Thus, we have |Pr[X3] — Pr[X4]| = negl(n).

Games : In this game, we change the way the challenge ciphertext is created when coin = 0.
Recall in the previous games when coin = 0, we created a valid challenge ciphertext as in
the real scheme. If coin = 0 and Fy(ID*) = 0 (i.e., if it does not abort), to create the

challenge ciphertext Games challenger first picks s ¢- R, and x & (D%’f‘:gq)k and computes
v = sa + x € R*. It then runs the algorithm

/

a
ReRand (rot([Ik|R|D*]),q§(v), aq, %4(1) —cCcE€E Zg"k

from Lemma 1, where I, € RF** is the identity matrix of size k x k. Finally, it picks

Ty & Dg,’f‘zq and sets the challenge ciphertext as

C*=(co=wv+]a/2]-M, e1=¢"'(c) ) € Ry x R, (38)

where vg = su+ zp and M is the message chosen by A. We claim that this change alters the
view of A only negligibly. To show this, observe that the input to ReRand is rot ([I| Rip+]) €
anx2nk and

q

¢(v) = ¢(sa +z) = ¢(s)rot(a) + ¢(x) € Zy",

where ¢(z) is distributed as ¢(z) & Dynk oq- Therefore, by the property of ReRand and
our choice of « and o/, the output ¢ € Zg”k is

c = (¢(s)mt(a)) -rot ([T Rip+]) + ¥’
= ¢(s) - rot([a[H(ID)]) + x’
= ¢(s[alH(ID")]) + X/,
where the distribution of x is within negligible distance from x’ & Dyonk o due to Lemma
1. Here, we use the fact that H(ID*) = aRp+ holds since Fy(ID*) = 0. It can be readily

seen that the distribution of ¢; = ¢~!(c) in Games is statistically close to that in Gamey.
Therefore, we have |Pr[X4] — Pr[X5]| = negl(n).
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Gameg In this game, we change the way the challenge ciphertext is created when coin = 0.
If coin = 0 and the abort condition is not satisfied, to create the challenge ciphertext
for identity ID* and message M, Gameg challenger first picks vy < Ry, v & R’; and

x & (D%%egq)k’ and runs

/
ReRand (rot([Ik]R”y]), (v), g, ;) —ceE Zg”k, (39)
aq
where v = v’ 4+ @. Then, the challenge ciphertext is set as in Eq.(38). As we will show in
Lemma 12, assuming RLWE,, ; ., g,Deosft 18 hard, we have |Pr[X5] — Pr[Xg]| = negl(n).
9 bh- 5 n’aq

Game; In this game, we further change the way the challenge ciphertext is created. When coin = 0
and the abort condition is not satisfied, the challenge ciphertext for ID* is created as

C* = (co=vo+1q/2]-M, e1 = W'|v'Rpp+] + [w1|22] ) € Ry x R,

where vy & Ry, v' & RE and xy, x, & (DEff )k,
We claim that this change alters the view of A only negligibly. This can be seen by a similar

argument to that we made in the step from Games to Gamey. We first observe that in Gameg
the input to ReRand is rot ([I;|Rip+]) € ng’X?"k and

¢(v) = o(v' + ) = ¢(v') + d(x) € Zg", (40)
where ¢(z) is distributed as Dynk ,,. Therefore, the output c € Zg”k of ReRand is
¢ = ¢(v') - rot([Ix|Rip+]) + x' = ¢([v'|v' Rip+]) + X/,

where the distribution of x’ is within negligible distance from x’ - Dyzux o due to Lemma
1. Hence, the distribution of ¢; = qb_l(c) in Gameg is statistically close to that in Games.
Therefore, we have |Pr[Xs] — Pr[X7]| = negl(n).

Gameg In this game, we change the way the key extraction queries are answered. Instead of
running Sampleleft or SampleRight, the (possibly inefficient) challenger directly picks a

coeff
Aé(u)([rot(aT)T\rot(H(ID)T)T]),U
Similarly to the change from Games to Gamey, by the choice of o and Eq.(37), this alters
the view of A only negligibly. Therefore, we have |Pr[X7] — Pr[Xg]| = negl(n). Note that
this is only a conceptual game in order to get rid of any (negligible) correlation between the
secret key and Rjp so as not to interfere with the statistical argument using R)p* in the

following game.

secret key skip for identity ID as skp & D without using R)p.

Gameg In this game, we change the challenge ciphertext to be a random vector, regardless of
whether coin = 0 or coin = 1. Namely, Gameg challenger generates the challenge ciphertext

C* = (co,c1) as

s
co <+ Ry, and c1 <+ R

We now proceed to bound |Pr[Xg] — Pr[Xg]|. Since Gameg and Gamey differ only in the

creation of the challenge ciphertext when coin = 0, we focus on this case. First, it is easy to
see that cy is uniformly random over R, in both of Gameg and Gameg. Therefore, we only
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need to show that the distribution of ¢; in Gameg is negl(n)-close to the uniform distribution
over ng. To see this, it suffices to show that [v'|v' Rip+] is distributed statistically close
to the uniform distribution over ng. First, observe that the following distributions are
negl(n)-close:

(aa aROa ’U,, U/RO) ~ (av a,’ vlv ’U”) ~ (CL, aROv vla ’UH)7 (41)
where a,a’ & R’;, Ry & [—p, p]]f%Xk, v v & ng. It can be seen that the first and the
second distributions are negl(n)-close, by applying Lemma 4 for [a;v'] € Rng and Ry. It
can also be seen that the second and the third distributions are negl(n)-close, by applying
the same lemma for a and Ry. From the above, the following distributions are statistically

close:
/ !/

(a,aRy,v',v'Rp+)
= Ry, v, v | R TrapEval (R ; R, j ;
— a,alt,v ,v o+ rap Vad( 1j1s > d,]dayl,ju"'?yd,jd)

(915--:3a)€S(ID)

~ oo /
~ CL,CLR(),U,U +v Z TrapEvaId(Rl,jl,...,Rddd,yl?jl,...,ydﬁjd)

(J1,--,da)€S(ID)
~ (a,aRp,v',v")
where a,a’ & R’;, Ry & [—p, p]]?k, v v & R’;. The second and the third distributions
above are negl(n)-close by Eq.(41). Note that we intentionally ignored all the aR; ; terms
to keep the argument simple, since focusing on the a Ry term is enough to prove randomness
of [v'|v' Rip~]. Therefore, we conclude that |Pr[Xs] — Pr[Xy]| = negl(n).

Analysis. From the above, we have

Pr{X,] — ;\ = [Ppxa) -5+ i (Pr[Xi4a] — PrX,))
> ’Pr[Xﬂ - ' - 28; Pr[Xit1] — PrXi]|
> (chnd)l(c—l)d—i-l (; — ng) — negl(n)
= s (5 ) e )

where the last equality follows from the facts that ¢ and d are constants and x = poly(n). Since
the challenge ciphertext is independent from the value of coin in Gamey, we have Pr[Xg] = 1/2
and thus |Pr[Xo] —1/2| = 0. Therefore, we have that €/2 — dQ/n° is negligible. However, by
Eq.(30),

€_dQ _dQ+1 dQ 1

2 n® = n¢ n¢ ne

holds for infinitely many n, which is a contradiction. ]
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To complete the proof of Theorem 2, it remains to prove Lemma 11 and 12.

Lemma 11. For any PPT adversary A, we have

1 1 e dQ
PrlXa] - 2‘ (kcdnd)(c=1)d+1 <2 a nc> '

Proof. For a sequence of identities ID = (ID*,IDq,...,IDg) € ID%H | we define ~(ID) as

v

Y(ID) = PriFy(ID*) = 0 AFy(ID1) # 0 AFy(ID2) £ 0 A - AFy(IDg) # 0]

where the probability is taken over y = (yo, {¥i.j}(i,j)e[a,q), Which is chosen as specified in Game;.
Then, it suffices to show

o (1 252 <) < (43)

(kcdnd)(e=Dd+1 (kednd)(c=1)d+1

since by Lemma 8, this implies

PI‘[Xl] — 2' > (ﬁcdnd)(c_l)d'H <1 - ne > - 2(chnd)(c—1)d+1 <1 N (1 B n¢ ))
B 1 | 2dQ)\ dQ
= (kednd)(e=Dd+1 ‘T e ) T e

S 1 e_dQ
= (kednd)(e=Dd+1 (2 pe

where the last inequality follows from Eq.(30). In the following, we will prove Eq.(43) by applying
Lemma 9. We set

v=2 pu=dl ® =R,
Qj:Rq/<tj>, Ty Rq—>Rq/<tj>, fOI‘jE [2],
So = [—#(en), —1R,(c—1)d+15 S1 = [1,n]R,

where 7; is a natural homomorphism and t1,f> are elements in R, as defined in Lemma 3.
Therefore, the map II : ® 5> y — (m(y),m2(y)) € Q1 X Qg is an isomorphism. We define

fi({y},j’}(j,j’)e[d}x[f]) for i € [0, Q] as

Y omeaxm) = Y, YipYagy - Yay,
(g ES(IDY)

where we define IDg := ID*. Note that we have Fy(ID;) = yo + fi({¥ij } (ij)ela)x[¢). We now check
that the three conditions for Lemma 9 hold.

e We prove that 7; is injective on Sy for j € {1,2}. Assume for contradiction that there are
ai,az € S1 with a1 # ag and 7j(a1) = mj(a2) < mj(a1 —az) = 0. We then have a; —as ¢ Ry,
On the other hand, we have |[¢(a; — a2)|2 < v/cn < /q. However, this contradicts Lemma
3.
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e Fori e [1,Q], we have

Jo({Y}) — fi({Y5}) = > Yy Yoo Yag — > Yig Yo Yay,

(71 --dq)€S(ID¥) (7153 q)€S(IDg)

Since ID* # ID; and S is an injective map, we have S(ID*) # S(ID;). Therefore, there
exists (j,...,7%) € [(]¢ such that (jf,...,j%) € S(ID*) A S(ID;), where S(ID*) A S(ID;)
denotes the symmetric difference of S(ID*) and S(ID;). Thus, the above polynomial is a
non-zero polynomial with degree d. Since the coefficients of fy — f; are all in {—1,0,1} and
mj(£1) = %1, 7;(fo — fi) is a non-zero polynomial for j € {1,2} as well.

e We prove So 2 {—fi({yjj'}jj)eldx[0) Y115 - - - Yae € S1} for all i € [0,Q]. By our assump-
tion d(c — 1) < n and by regarding elements y; ; as polynomials in Z[X]/(X™ 4 1) with
degree ¢ — 1, we have f;({y; }) are all in [*, *]g 4(c—1)+1 Where * represents some integer.

It then suffices to show [|&(fi({;/})e@xg))lloo < #(cn)?. For any {yj Y Gnelaxa, we

have
lo(fil{yig}Gneaxig)llee = ||@ > Y11 Y2y Y g, (44)
(7 g ES(ID;) .
= Z ¢(y1,jgy2,j§ T yd,j;l) (45)
(74 i) ES(ID;) .
< Z H¢(y1,j;yz,jg Y ) LO (46)
(d1-35)€S(ID;)
< k(en)? (47)

where Eq.(44) follows from the definition, Eq.(45) holds because ¢! is a homomorphism,
Eq.(46) is from the triangle inequality, and Eq.(47) is from Lemma 7 and the fact that

1955 loo < 1.
This completes the proof of Lemma, 11. O

Lemma 12. For any PPT adversary A, there exists another PPT adversary B such that

RLWE
|Pr[X5] — Pr[Xg]| < Advy,

. coeff
n,k+1,q,DZn’aq

In particular, under the RLWE, , ., Dt assumption, we have |Pr[X5] — Pr[Xg]| = negl(n).
b 9y nyaq

Proof. Suppose an adversary A that has non-negligible advantage in distinguishing Game; and
Gameg. We use A to construct an RLWE algorithm denoted B, which proceeds as follows.
Instance. B is given the problem instance of RLWE ({a;, v;}F_) € (R, x Ry)**!. We can assume
without loss of generality that v; = v} + z; for z; & D%?L‘f‘zq. Then B’s task is to distinguish
whether v, = a;s for some s € R, or v, & R,. We note this subtle change from the standard
RLWE problem is done only for convenience of the proof.

Setup. To construct master public key mpk, B first sets

u:=ag, a:=(ay,...,a;), vo:=vp, U:=(V1,...,Vk)
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It also picks y as in Game;, Ry, R;; as in Gamey and sets by and b; ; as in Eq.(34). Finally, it
returns mpk = (a, bo, {b; ;} (i j)e(d,q, u) to A. B also picks a random bit coin & {0,1} and keeps
it secret.

Phase 1 and Phase 2. The key extraction queries made by A are answered as in Game,4. This
is done by using Ry and R, ;.

Challenge Query. When A makes the challenge query for the challenge identity ID* and message
m, B first computes Fy(ID*). Then, it aborts and sets coin’ &~ {0,1} if F,(ID*) # 0. Otherwise,
it proceeds as follows. If coin = 0, it computes Rjp~ and ¢ € ng as in Eq.(39). It then sets the
challenge ciphertext C* as in Eq. (38). In the case of coin = 1, B picks ¢ & Ry, c1 & RZ’“ and
sets C* = (cp,c1). In both cases, B returns C* to A.

Guess. At last, A outputs its guess coin (if the abort condition has not been satisfied). Then, B
sets coin’ = coin. Finally, B outputs 1 if coin’ = coin and 0 otherwise.

Analysis. It can be seen that B perfectly simulates the view of A in Games if {a;, v} +z;}5_, are

valid RLWE samples (i.e., v} = a;s) and Gameg otherwise (i.e., v} & R,). We therefore conclude
RLWE,, | 41,4, D508

that Adv, #hed = |Pr[X5) — Pr[Xg]| as desired.
O

5 Construction from Bilinear Maps

In the following, we present our IBE scheme from bilinear maps. Here, for simplicity, we present
the scheme with only single-bit message space. A variant of our scheme that can deal with longer
message space will appear in Appendix D.1. Let the identity space of the scheme be ZD = {0, 1}*
for some x € N. For our construction, we consider an efficiently computable injective map S
that maps an identity ID € {0,1}" to a subset S(ID) of [1,¢] x [1, /], where ¢ = [\/k]. We would
typically set K = O()), and thus £ = O(v/)) in such a case. We also use GL(K, rand) to denote
the Goldreich-Levin hardcore bit [GL89] of K using randomness rand. Recall that GL(K, rand) is
the bitwise inner product between K and rand.

Setup(1") : On input 1%, it chooses an asymmetric bilinear group Gi,Gs,Gr with efficiently
computable map e : G; x Go — G of prime order p = p(\). Let g and h be generators
of G1 and Go respectively. It then picks wo, w1 1,..., w1 wa1,..., waye o, B & Zy, and
rand < {0,1}/¢7|. Tt finally outputs

mpk = (gv WO = gw07 {Wl,i = ngi f:la {WZ,i = ng’i}f:hgaa hﬁa rand) and

msk = (h,a, B, wo, w11, .., Wi W21, .., W2y)

In the following, we use a deterministic function H : ZD — Z,, that is defined as follows.

H(lD) = wg + Z w1 Wa 5 € Zp. (48)
(4,7)€S(ID)

KeyGen(mpk, msk, ID) : Tt first computes H(ID) using msk and picks r < Zy. 1t then returns

skip = ( Al = haﬁ—l—rvH(lD)’ Ay = h—r, {B] — hrwlj};:l ) (49)
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Encrypt(mpk, ID,M) : To encrypt a message M € {0, 1}, it picks s,t1,...,1, & Z,, and computes

Co = M@ GL(e(gO" hﬁ)sv rand)? Cr= 987 Cy = Wég ’ H WthJ’
J€[1,4]
—s

D; = 4. H Wi, for je[l1,/] (50)
ie{i€[1,4]|(i,j)eS(ID)}

Finally, it returns the ciphertext C' = (Cy, Cy, Co, {Dj}gzl).

Decrypt(mpk, skip, C) : To decrypt a ciphertext C = (Co,C1,Cy,{D;};_,) using a private key
skip = (A1, Az, {Bj}§:1)a it first computes

e(C1, Ar) - e(Co, Ag) - ] e(Dy, By) = e(g, h)***. (51)
JELY]

Then it retrieves the message by Cy @ GL(e(g, h)**?, rand).

5.1 Correctness of the Single-bit Variant
To verify the correctness of the scheme, it suffices to show Eq.(51). Let gp := e(g, h). We have

logy, | e(C1, A1) -e(Ca, Ag) - ] e(D;,B;)

Jel1f]
== IOggT 6(01, Al) —1r | swy+ Z tjw27j + Z rw2,; tj — S Z wW1,5
JE[1,4] JE[1,4] 1e{i€[1,0]|(i,5)€S(ID)}
= loggT e(Cl, Al) —Trswg —TS$ Z Z U)LiU]Q,j

je[1,0) \:e{i€[1,4|(i,7)€S(ID)}

= saf+rs| wy+ Z wiwa; | —rs | wo + Z w1 W2
(4,)€S(ID) (4,7)€S(ID)

= saf.

Therefore, Eq.(51) follows.

5.2 Security Proof for the Single-bit Variant
The security of the scheme is proven under the 3-CBDHE assumption defined below.

Definition 2 (3-Computational Bilinear Diffie-Hellman Exponent (3-CBDHE) Assumption). We
say that 3-CBDHE holds on (G1,Go,Gr) if

S a (12 a (12 sa3
PrlA(g,9% 9% g% ,h, h® h*") = e(g,h)*"]

is negligible for any PPT adversary A where g & Gq, h & Go, s,a < L.
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We also introduce the following lemma concerning the Goldreich-Levin hardcore bit function
which we use during our security proof.

Lemma 13 ([GL89]). Let us assume that the 3-CBDHE assumption holds. Then, for any PPT
adversary A,

Ady3BPHE — ‘Pr[A(\I/, rand, GL(e(g, h)sag, rand)) — 1] — Pr[A(¥,rand, T) — 1]‘

is negligible where ¥ = (g,gs,ga,g‘IZ, h, ha,haz), a,s & L, T & {0,1} and rand & {0, 1}|GT|.
The following theorem addresses the security of the scheme.
Theorem 3. The above IBE scheme is adaptively secure assuming the 3-CBDHE assumption.

Proof. Let A be a PPT adversary that breaks adaptive security of the scheme. In addition, let
e = ¢(A) and Q = Q()) be its advantage and the upper bound on the number of key extraction
queries, respectively. Since A is PPT, there exists a constant number ¢; € N such that 4(Q+1) <
A for all A € N. Similarly, since A breaks the security of the scheme, there exists co € N such
that 2e > A7 holds for infinitely many A. By setting ¢ = ¢ + ¢2, we have that

€

1
4Q < X\° for all > —
Q<)X forall A\ e N and Q1) = ae

for infinitely many A € N. (52)

In the following, we assume that p > A°. Since the size of p is exponential in A, this holds for
sufficiently large A.

We show the security of the scheme via the following games. In each game, a value coin’ € {0,1}
is defined. While it is set coin’ = coin in the first game, these values might be different in the
later games. In the following, we define X; be the event that coin’ = coin in Game;.

Game : This is the real security game. Since the message space is {0, 1}, without loss of generality,
we assume that the adversary always chooses Mg = 0 and M; = 1 as its target in the
challenge phase. Then the challenger picks a random coin coin <~ {0,1} and returns an
encryption of My, = coin as the challenge ciphertext. At the end of the game, A outputs
a guess coin for coin. Finally, the challenger sets coin’ = coin. By the definition, we have

Pr[coin = coin] — 5| =€

1
PI'[XO] — 2’ =

1
Pr[coin’ = coin] — ’ =

Gamej : In this game, we change Gameg so that the challenger performs the following additional
step at the end of the game. First, the challenger picks y = (o, {yi7j}(l-,j)e[2]x[@) as

Yo & [—/1)\26, —1] and y;; & [1,\] for (i,7) € [2] x [4]. (53)

We define a function Fy : ZD — Z,, as follows:

FyD)=wo+ > vt
(41,52)€S(ID)

Then the challenger checks whether the following condition holds:

Fy(ID*) =0 A Fy(ID1) #£0 A --- A Fy(IDg) # 0 (54)
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where ID* is the challenge identity, and IDq,...,|IDg are identities for which A has made

key extraction queries. If it does not hold, the challenger ignores the output coin of A, and
sets coin’ & {0,1}. Otherwise, the challenger sets coin’ = coin. In Lemma 14, we will show

that
1 1 e Q
Pr[Xi] — = | > €_x).
i) 2‘—m2c<2 AC)

Gamey In this game, we change the way «, 3, wo, and w;; are chosen. At the beginning of the

game, the challenger picks y as in Game;. It then picks a, wo, W11, ..., W1 ¢, W21, ..., Wayr &
Ly, &,5 & Z,, and sets
a=ad, B=a’B, wy=a’yy+ o, w;j = ay;; + Ww; ; for (i,7) € [2] x [4]. (55)

This change does not alter the distribution of wg, w; ;, , and 8. Since this change is only
conceptual, we have

PI‘[XQ] = PI‘[Xl]

Games Recall that in the previous game, the challenger aborts at the end of the game, if the
condition (54) is not satisfied. In this game, we change the game so that the challenger
aborts as soon as the abort condition becomes true. Since this is only a conceptual change,
we have

PI‘[X3] = PI‘[XQ].

Before describing the next game, we observe that H(ID) can be written as an polynomial in a
with degree 2 whose coefficients depend on ID and y.

H(ID)
= wp+ Z W1,;W2,j
(4,4)€S(ID)
= yodd +do+ Y. (Yria+ i) (2 a + )

(i,7)€S(ID)

= Yo + Z Y1,iY2,5 a2 + Z 7j)l,in,j + y172‘11~J27j a+ | wo+ Z ’U~)1’Z"u~)2’j
(i,5)€S(ID) (i,5)€S(ID) (i,5)€S(ID)

=F, (ID) =Gy (ID) =l (ID)
= Fy(ID)a® + Gy(ID)a + Iy (ID).

Gamey : In this game, we change the way the key extraction queries are answered. When A makes
a key extraction query for an identity ID, the challenger aborts if Fy (ID) = 0 as the previous

game. Otherwise, it first picks 7 < Z,, and sets r as

a. (56)



Then the private key is generated as Eq.(49). Clearly, this is only a conceptual change and
does not change the view of A. Therefore, we have

PI‘[X4] = PI‘[Xg]
Here, we observe that

af + rH(ID)

= a*af + (Fy(ID)a® + Gy(ID)a + Iy (ID)) (f— &p a)

— (ny(|D) - %) a? + (fGy(ID) - W) a+7-ly(ID) (57)

and

. aB N
rws; = (r — Fy(ID)a> (y2,5a + W2 ;)

afys; o ~ afia,; _
pr —_ > T— ) . 58
Fy(ID) a” + (TyZaJ Fy(ID) a+ er»] ( )

It can be seen that the term a36¢6~ cancels out in Eq.(57). Looking ahead, this is essential
for the reduction from the 3-CBDHE assumption (Lemma 15) to be possible.

Games In this game, we change the way the challenge ciphertext is created. When creating the

challenge ciphertext, the challenger first picks s, %1,...,% & Z,, and sets
~ Gy (ID*
t1+s —M-F Z W15 fOI“j: 1
/ Y21 s - N
s — ;, t; = ic{i€[1,4)|(i,1)eS(ID*)} (59)
ap

fj + s Z w1 for j e [2,6].
ie{i€[1,|(i,j)eS(ID*)}

Then, the challenge ciphertext is computed as Eq.(50). Note that since 1 < yp1 < A < p
and thus y # 0 mod p, the denominator in Eq.(59) is well-defined. Clearly, this is only a
conceptual change and does not change the view of A. Therefore, we have

Pr[X5] = Pr[Xy].
Here, we observe that
Co = coin @ GL(e(g, h)sl“B, rand), D; = gt (gs/)*GY('D*)/&ByQ’l, D; = gl for je (2, /] (60)
and

log, Co

= Sswg + Z 'U)Q’jtj
jea
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G (ID¥)
= Swp— w218 Z wa,j tj +s Z w1

je[L0] ie{ie[1,0|(,))eS(ID*)}
G, (ID*
= —w21S8 (y()) + Z 'LUQJ +s | wo+ Z Z w1 ,;W2,j5
Y21 e[l JE[L0 ie{ie1,4](i,)eS(ID*)}
—H(ID¥)

Gy (ID* -
= —s(yQ’la + 12}271) < y( )) —+ Z wg’jtj —|— S Fy(ID*) CL2 + Gy(ID*)(Z + |y(|D*)
——

Y21 jerd] ~
_ w2,1Gy (ID¥) .
= 45@%@434—E;—f + | D waty | + GuliB¥sa+ s - 1y (ID*)
’ JE[L,4]

-y, (ID*) — Wy 1 - Gy (ID* ~
= g (?/2,1 y( )~~ W21 y( )> +a Z yg,] + Z wQ,jtj . (61)

aBy2,1 je[L jelLy

It can be seen that the term —Gy(ID*)sa cancels out in Eq.(61). Looking ahead, this is
essential for the reduction from the 3-CBDHE assumption (Lemma 15) to be possible.

Gameg In this game, the component Cy in the challenge ciphertext is changed to be a random
bit. As we will show in Lemma 15, assuming the 3-CBDHE assumption is hard, we have

[Pr{Xg] — Pr[Xs]| = negl(n). (62)

Analysis. From the above, we have

Pr[Xg] — H = |Pr[Xy] — % + ZZS;Pr[Xm] — PrXi]
> |PrlXy] - ’ ZlPr it1] — Pr{X]]
> % <; - §2> — negl(})
_ m&ﬂ(;—ﬁ)—mﬂﬂ. (63)

Since the challenge ciphertext is independent from the value of coin in Gameg, we have Pr[Xg] =
1/2 and thus |Pr[Xs] — 1/2| = 0. Therefore, we have that €/2 — Q/\¢ is negligible. However, by
Eq.(52),

2 )\C_ A¢

e Q Q+1 Q1
e e

holds for infinitely many A, which is a contradiction. O

To complete the proof of Theorem 3, it remains to show Lemma 14 and Lemma 15.
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Lemma 14. For any PPT adversary A, we have

Pr[X] - 1‘ > ;C (; = g) .

Proof. For a sequence of identities ID = (ID*,1Dy,...,IDg) € IDO! we define y(ID) as
y(ID) = Pr[Fy(ID*) = 0 A Fy(ID1) # 0 A Fy(ID2) # 0 A -+ A Fy (IDg) # 0]
y

where the probability is taken over y = (yo, {¥i,j}(i,j)c[2,4)> Which is chosen as specified in Game;.

It suffices to show
1 (1 QQ) < A(ID) < — (64)

K2 ¢ KA2¢

since due to Lemma 8, this implies
1 € 2Q 1 2Q
PriXi]—=| > — (1- - 1—-(1-2%
X 2‘ = ( )\C> 2R ( ( )\>>

1 (e Q
kA2 \ 2 X

where we used Eq.(52) in the last inequality. In the following, we will prove Eq.(64) by applying
Lemma 9. We would set

d=2, v=1, d=0, =7
II= ™ = ide, So = [—K)\2c, —1], Sl = [1,)\0]

where idz, denotes the identity map on Z,. We set p = 2¢ and define f;({Y}j/}(; jnef21x(q) for
i€10,Q)] as

fi ({ }]] €[2]x [¢] ) = Z Yl,]IY,]Z
(41,J5)€S(ID;)

where we define IDg := ID*. Note that we have Fy(ID;) = vo + fi({y;5/}j)ezxg). We now
check that the three conditions for Lemma 9 hold.

e 7 is injective on S because it is the identity map on Z, and A < p.
e For i € [1,Q)], we have
fO ({}GJ,}) - f'L ({}/]:]l}) = Z YlJl 7]2 - Z Y17]1YJ2'
(41,J5)€S(ID*) (41,J5)€S(ID;)

Since ID* # ID; and S is an injective map, we have S(ID*) # S(ID;). Therefore, there
exists (jf,75) € [€] x [¢] such that (jf,s5) € S(ID*) A S(ID;), where S(ID*) A S(ID;) denotes
the symmetric difference of S(ID*) and S(ID;). Thus, the above polynomial is a non-zero
polynomial with degree 2.

e Since S1 = [1, A°], we have

1< gD = D0 wigmepn < D, A< KA

(71,32)€S(1Ds) (71,32)€S(1Ds)

for i € [Q]. Therefore, we have So 2 {—fi({y,}j.inex0)|v55 € S1} for all i € [0, Q].
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This completes the proof of Lemma 14. O

Lemma 15. For any PPT adversary A, there exists another PPT adversary B such that
|Pr[X5] — Pr[Xg]| < Advi-BPHE,

In particular, under the 3CBDHE assumption, we have |Pr[X5] — Pr[Xg]| = negl(n).

Proof. Suppose an adversary A that has non-negligible advantage in distinguishing Game; and
Gameg. We use A to construct an 3CBDHE algorithm denoted B, which proceeds as follows.

Instance. B is given the problem instance of 3CBDHE (g,gs/,ga,gGQ,h, h“,h“2, rand,T). The
task of B is to distinguish whether T = GL(e(g, h)¥®’, rand) or T & {0,1}.

Setup. To construct master public key mpk, B first picks y as in Gamey. It also picks wy, w; j, &, B
and implicitly sets wg, w; j, o, B as in Gamez. Then, B computes mpk as follows:

B ) _

o _ (400 Wa = (g% Yo . wo7

mpk = (g’ gﬁ (g Z 0 (g ) . g . rand) . (65)
h? = (h")7, {Wi; = (g")¥ 'gw“}(z‘,j)e[ze]a

Note that these values can be computed without explicitly knowing a. Finally, it returns mpk to
A. B also picks a random bit coin ¢ {0,1} and keeps it secret.

@ o~

Phase 1 and Phase 2. When A makes a key extraction query for ID, B proceeds as follows. We
assume F(ID) # 0 since otherwise B aborts. By the change introduced in Gamey, we have that
each component of skip can be written as a linear combination of (h, h®, h“Q) with the coefficients
being known to B (See Eq.(56), (57), and (58)). Therefore, B can compute the secret key without
explicitly knowing the value of a.

Challenge Query. When A makes the challenge query for the challenge identity ID*, B proceeds
as follows. We assume Fy(ID*) # 0 since otherwise B aborts. By the change introduced in
Gameg, C4, Co, {Dj}fz1 in the challenge ciphertext can be written as a linear combination of

(9%, 9,9% g**) (See Eq.(60) and (61)). B can therefore compute these components. Finally, B sets
Co =T & coin and gives the challenge ciphertext C* = (Co, C1, Ca2,{D; = g% }jep1 ) to A.

Guess. At last, A outputs its guess coin (if the abort condition has not been satisfied). Then, B
sets coin’ = coin. Finally, B outputs 1 if coin’ = coin and 0 otherwise.

Analysis. It can be seen that the view of A corresponds to that in Games if T = GL(e(g, h)*'*", rand)
and Gameg if T' < {0,1}. Therefore, we have |Pr[X5] — Pr[Xg]| < Advi-BPHE, O

6 Comparisons and Discussions

In this section, we compare our IBE schemes obtained in Sec. 4 and 5 with previous schemes.
Throughout this section, |mpk|, |C|, and [skip| denote the sizes of the master public keys, cipher-
texts, and private keys, respectively. We denote by x the length of the identity, which corresponds
to the output length of the collision resistant hash if we choose to hash the bit string representing
an identity.

Ideal Lattice Based IBE. In Sec. 4. we proposed a new ideal lattice based IBE scheme. By
changing the base b of the gp-trapdoor, we obtain two types of instantiation offering tradeoffs.
Namely, by sletting b = 2 we obtain the Type 1 IBE scheme presented in Appendix C, and by
setting b = n4 we obtain the Type 2 IBE scheme presented in Sec. 4.1. The Type 2 IBE allows for
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a more compact size parameters compared to the Type 1 IBE, whereas the Type 1 IBE allows for
a more efficient sampling procedure due to the smaller Gaussian width. Note that the technique of
changing the base b is applicable for other existing IBE schemes as well, offering a similar tradeoff
presented above. Both of our schemes achieve the best efficiency among existing adaptively
secure IBE schemes assuming the fixed polynomial approximation of the RLWE problem. This is
illustrated in Table 1. We point out that the largest improvement from the Yamada’s IBE is that
we greatly weakened the underlying hardness assumption while improving the overall efficiency
of the scheme.

Table 1: Comparison of Lattice-Base IBEs in the Standard Model.
1/« for LWE

Schemes [mpk| |C|, |skip] Assumption Anonymous?
[CHKP10] O(nk log2 n) O(nk log2 n) Fixed poly(n) Yes
[ABB10]+[Boy10]* O(TLH logn) O(nlog*n) Fixed poly(n) Yes
[Yam16]: Scheme 1 O(nmd log*n) O(nlog*n) ne(t) Yes
[Yam16]: Scheme 2 O(nnd log'n) O(nlog*n)  All poly(n) No
Ours: Sec. 4. Type 1. O(’nﬁd log?n) O(nlog®n) Fixed poly(n) Yes
Ours: Sec. 4. Type 2. O(nkilogn) O(nlogn) Fixed poly(n) Yes

All parameters presented in the table are obtained by instantiating the schemes in
the ring setting. d € N is a flexible constant, which can be set to be any value. “1/a”
for LWE assumption refers to the underlying LWE assumption used in the security
reduction. “Fixed poly(n)” means that the corresponding scheme is proven secure
under the LWE assumption with 1/a being some fixed polynomial (e.g., n®). “All
poly(n)” mean that we have to assume the LWE assumption for all polynomial.

* In the security proof for the adaptively secure variant of IBE in [ABB10], we have
a restriction that ¢ > @. Namely, only bounded form of the security is proven.
This restriction is removed in the refined analysis due to Boyen [Boy10].

Bilinear Map Based IBE. Here, we compare our scheme in Sec. 5 with other adaptively secure
IBE schemes based on the hardness of computational/search problems on bilinear maps in the
standard model. To base the security of IBE schemes on such problems, we have to mask the
message using the Goldreich-Levin hardcore bit [GL89]. To the best of our knowledge, there are
only two IBE schemes that we can apply this modification: Waters IBE [Wat05] and Naccache
IBE [Nac07]. As shown in Table 2, our scheme achieves asymptotically shorter master public key
size than these schemes. We note that to compare the efficiency, we count the number of group
elements. However our method comes at the cost of increasing the ciphertext and private key size
and we further have to rely on a stronger assumption than theirs.

Table 2: Comparison of IBE from Bilinear Maps in the Standard Model.

Schemes |mpk| |C|, |skip| Assumption
[Wat05] + Hardcore bit [GL89] O(k) 2 CBDH
[Nac07] + Hardcore bit [GL89] O(k/log(N)) = O(k/log(k)) 2 CBDH
Ours: Sec. 5 O(V/k) O(v/k)  3-CBDHE

Acknowledgement. We would like to thank anonymous reviewers of Asiacrypt 2016 for help-
ful comments. We also thank the members of Shin-Akarui-Angou-Benkyoukai for their helpful

34



discussions and comments. This research was partially supported by CREST, JST. The second
author is supported by JSPS KAKENHI Grant Number 16K16068.

References

[ABB10]

[ACPS09]

[Alp15]

[AFL16]

[BBO4a

[BBO4b)]

[BBGO5]

[BFOI1]

[BGG114]

[BGHO7]

[BGWO05]

[BHOS]

[BLL*15]

[Boy10]

[BROY9)

S. Agrawal, D. Boneh, and X. Boyen. Efficient lattice (H) IBE in the standard model.
In FEUROCRYPT, pp. 553-572. 2010.

B. Applebaum, D. Cash, C. Peikert, and A. Sahai. Fast cryptographic primitives
and circular-secure encryption based on hard learning problems. In CRYPTO, pp.
595-618. 2009.

J. Alperin-Sheriff. Short signatures from homomorphic trapdoor functions. In PKC,
pp- 236-255. 2015.

D. Apon, X. Fan, and F. Liu. Fully-secure lattice-based IBE as compact as PKE. In
TACR Cryptology ePrint Archive. 2016:125, 2016.

D. Boneh and X. Boyen. Efficient selective-id secure identity-based encryption without
random oracles. In EUROCRYPT, pp. 223-238. 2004.

D. Boneh and X. Boyen. Secure identity based encryption without random oracles. In
CRYPTO, pp. 443-459. 2004.

D. Boneh, X. Boyen, and E. Goh. Hierarchical identity based encryption with constant
size ciphertext. In FEUROCRYPT, pp. 440-456. 2005.

D. Boneh and M. Franklin. Identity-based encryption from the weil pairing. In
CRYPTO, pp. 213-229. 2001.

D. Boneh, C. Gentry, S. Gorbunov, S. Halevi, V. Nikolaenko, G. Segev, V. Vaikun-
tanathan, and D. Vinayagamurthy. Fully key-homomorphic encryption, arithmetic
circuit ABE and compact garbled circuits. In EUROCRYPT, pp. 533-556. 2014.

D. Boneh, C. Gentry, and M. Hamburg. Space-efficient identity based encryption
without pairings. In FOCS, pp. 647-657. 2007.

D. Boneh, C. Gentry, and B. Waters. Collusion resistant broadcast encryption with
short ciphertexts and private keys. In CRYPTO, pp. 258-275. 2005.

D. Boneh and M. Hamburg. Generalized identity based and broadcast encryption
schemes. In ASIACRYPT, pp. 455-470. 2008.

S. Bai, A. Langlois, T. Lepoint, D. Stehlé, and R. Steinfeld. Improved security proofs
in lattice-based cryptography: using the rényi divergence rather than the statistical
distance. In ASIACRYPT, pp. 3—24. 2015.

X. Boyen. Lattice mixing and vanishing trapdoors: A framework for fully secure short
signatures and more. In PKC| pp. 499-517. 2010.

M. Bellare and T. Ristenpart. Simulation without the artificial abort: Simplified
proof and improved concrete security for Waters IBE scheme. In EUROCRYPT, pp.
407-424. 20009.

35



[CHKP10] D.=Cash, D. Hotheinz, E. Kiltz, and C. Peikert. Bonsai trees, or how to delegate a

(CCZ11]

[Coc01]

[CW13]

[DM14]

[DLP14]

[DM15]

[Gall0]

[Gen06]

[GLSY]

[GPVOS]

[HIKS10]

[JR13]

[LOS*10]

[LPR10]

[LPR13]

[LS15]

lattice basis. FUROCRYPT, pp. 523-552. 2010.

Y. Chen, L. Chen, and Z. Zhang. CCA Secure IB-KEM from computational bilinear
Diffie-Hellman in the standard model. In ICISC, pp. 275-301. 2011.

C. Cocks. An identity based encryption scheme based on quadratic residues. In
Cryptography and Coding, pp. 360-363. 2001.

J. Chen and H. Wee. Fully,(almost) tightly secure IBE and dual system groups. In
CRYPTO, pp. 435-460. 2013.

L. Ducas and D. Micciancio. Improved short lattice signatures in the standard model.
In CRYPTO, pp. 335-352. 2014.

L. Ducas, V. Lyubashevsky, and T. Prest. Efficient identity-based encryption over
NTRU lattices. In ASTACRYPT, pp. 22-41. 2014.

L. Ducas and D. Micciancio. Fhew: Bootstrapping homomorphic encryption in less
than a second. In EUROCRYPT, pp. 617-640. 2015.

D. Galindo. Chosen-ciphertext secure identity-based encryption from computational
bilinear Diffie-Hellman. In Pairing, pp. 445-464. 2010.

C. Gentry. Practical identity-based encryption without random oracles. In EURO-
CRYPT, pp. 445-464. 2006.

O. Goldreich and L. Levin. A hard-core predicate for all one-way functions. In STOC,
pp. 25-32. 1989.

C. Gentry, C. Peikert, and V. Vaikuntanathan. Trapdoors for hard lattices and new
cryptographic constructions. In STOC, pp. 197-206. 2008.

K. Haralambiev, T. Jager, E. Kiltz, and V. Shoup: Simple and efficient public-key
encryption from computational Diffie-Hellman in the standard model. In PKC, pp.
1-18. 2010.

C. Jutla and A. Roy. Shorter quasi-adaptive NIZK proofs for linear subspaces. In
ASIACRYPT, pp. 1-20. 2013.

A. Lewko, T. Okamoto, A. Sahai, K. Takashima, and B. Waters. Fully secure functional
encryption: Attribute-based encryption and (hierarchical) inner product encryption.
In EUROCRYPT, pp. 62-91. 2010.

V. Lyubashevsky, C. Peikert, and O. Regev. On ideal lattices and learning with errors
over rings. FUROCRYPT, pp. 1-23, 2010.

V. Lyubashevsky, C. Peikert, and O. Regev. A toolkit for ring-lwe cryptography. In
EUROCRYPT, pp. 35-54. 2013.

A. Langlois and D. Stehlé. Worst-case to average-case reductions for module lattices.
DES, 75(3):565-599, 2015.

36



[LW10]

[MP12]

[MRO4]

[NacO7]

[Peil0]

[Reg05]

[Sha85]

[SOK00]

[SRB12]

[SS11]

[SSTX09]

[Wat05]

[Wat09]

[Xagl3]

[Yam16]

A. Lewko and B. Waters. New techniques for dual system encryption and fully secure
HIBE with short ciphertexts. In T'CC, pp. 455-479. 2010.

D. Micciancio and C. Peikert. Trapdoors for lattices: Simpler, tighter, faster, smaller.

In EUROCRYPT, pp. 700-718. 2012.

D. Micciancio and O. Regev. Worst-case to average-case reductions based on gaussian
measures. In FOCS, pp. 372-381, 2004.

D. Naccache. Secure and practical identity-based encryption. In IET Information
Security, volume 1(2): pp.. 59-64, 2007.

C. Peikert. An efficient and parallel gaussian sampler for lattices. In CRYPTO, pp.
80-97. 2010.

O. Regev. On lattices, learning with errors, random linear codes, and cryptography.
In STOC, pp. 84-93. ACM Press, 2005.

A. Shamir. Identity-based cryptosystems and signature schemes. In CRYPTO, pp.
47-53. 1985.

R. Sakai, K. Ohgishi, and M. Kasahara. Cryptosystems based on pairings. In SCIS,
2000. (In Japanese).

K. Singh, C. Pandu Rangan, and A. K. Banerjee. Adaptively secure efficient Lattice
(H)IBE in standard model with short public parameters. In SPACE, pp.. 153-172,
2012.

D. Stehlé and R. Steinfeld. Making NTRU as secure as worst-case problems over ideal
lattices. In EUROCRYPT, pp. 27-47. 2011.

D. Stehlé, R. Steinfeld, K. Tanaka, and K. Xagawa. Efficient public key encryption
based on ideal lattices. In ASIACRYPT, pp. 617-635. 2009.

B. Waters. Efficient identity-based encryption without random oracles. In EURO-
CRYPT, pp. 114-127. 2005.

B. Waters. Dual system encryption: Realizing fully secure IBE and HIBE under simple
assumptions. In CRYPTO, pp. 619-636. 2009.

K. Xagawa. Improved (hierarchical) inner-product encryption from lattices. In PKC,
pp- 235-252. 2013.

S. Yamada. Adaptively secure identity-based encryption from lattices with asymptot-
ically shorter public parameters. In FUROCRYPT, pp. 32-62. 2016.

[YKHK10] S. Yamada, Y. Kawai, G. Hanaoka, and N. Kunihiro. Public key encryption schemes

[Z.CZ16]

from the (B)CDH assumption with better efficiency. IEICE Transactions 93-A(11),
pp. 1984-1993, 2010.

J. Zhang, Y. Chen, and Z. Zhang. Programmable hash functions from lattices: Short
signatures and IBEs with small key sizes. In CRYPTO. 2016. To appear.

37



A Supplementary Note on Ring Elements

Useful Formulas. In hope of making the paper more accessible, we provide some formulas
on ring elements when viewed as vectors/matrices over Z. Let R denote the polynomial ring
Z[X]/ (P (X)) for m a power of 2 and recall that we can view elements of R as Z" through the
coefficient embedding ¢(-) and as the subring of anti-circulant marices in Z"*™ through the ring
homomorphism rot(-). In addition, vectors are viewed in their row forms. All of the following
statement holds when we view the polynomial ring R, = Z[X]/(q, ®m(X)) as Z,.

First of all, for any element s € R, vectors a, e € R* and matrix R € RF*! recall that we have
the following:

o(s) € 2", oa) e 2%,
rot(s) € Z"*", rot(a) € Z""F, rot(R) € Z"*nt,
Then, we obtain the following formulas through simple calculation:
1. ¢(sa) = ¢(s)rot(a) € Z"*
2. ¢(ael) = p(a)rot(e’) € Z"
3. ¢(aR) = ¢(a)rot(R) € Z"
4. rot(aR) = rot(a)rot(R) € Z"*"*

Gaussian Sampling. The second formula above is mainly used to bridge the gap between the
Gaussian sampling algorithms for normal lattices and for ideal lattices (see Sec. 3.3 Lem. 5).
Suppose we wish to sample a short vector e € R* (from a certain distribution we discuss later)
such that ae’ = u, where a € R* and u € R. Note that this comes up during the KeyGen
procedure in our lattice-based construction. Applying the second formula in slightly a different

order, we obtain the following:

T
o) = slae”) = s(epror(a”) = (rot(a”) o(e)" )
& rot(ah)To(e)t = p(u)! e Ly

Note that in general rot(a) # rot(a’)T. Therefore, we only have to sample a vector e € Z"* from
the coset Aqf(u) (rot(a”)T) and map it back to its ring representation e = ¢~'(e) € R* to obtain

a short sample e such that ae’ = u. This can be done easily by using a basis rot(Ty) for the
lattice AL (rot(a™)T).
B Omitted Details/Proofs from Section 3

B.1 Proof of Lemma 1

Before proving Lemma 1 on noise rerandomization, we recall the following two lemmas. Note that
Lemma 17, the special case of the claim from [Reg05], is restated in order to make the comparison
between Lemma 16 more clear.

38



Lemma 16 ([Peil0], Special Case of Theorem 3.1). Let n be a positive integer and r be a positive
real satisfying r > w(y/logn). Then, if we choose x1 from the continuous Gaussian D) and then
choose X from the discrete Gaussian Dzn_x, », then x1 4 Xg is distributed statistically close to
the discrete Gaussian DZ", Vo

Lemma 17 ([Reg05], Special Case of Claim 3.9). Let n be a positive integer and let r a positive
real satisfying r > w(y/logn). Then, if we choose x1 from the continuous Gaussian DI and choose
Xo from the discrete Gaussian Dgn ., X1 + Xo is distributed statistically close to the continuous
Gaussian D’\Lﬁr.

Then, the proof of Lemma 1 is given as follows.
Proof. The algorithm samples c¢,d and f as follows:
1. sample c¢ from the continuous Gaussian distribution D",
2. sample d from the continuous Gaussian distribution D V2r(02T,—VTV)1/2)
3. sample f from the discrete Gaussian Dng( eVid) /3o

Observe the distribution of d is well-defined. The algorithm outputs the following,

b'=(b+x)+c)V+d+f=bV+(x+c)V+d+feZ.

TV
x’:=“noise term”

We analyse the noise term and show that it is distributed as in the statement. Let X' = (x+¢)V +
d + f. Observe that by Lemma 17, x + c is distributed as the continuous Gaussian distribution
D%r. Therefore, (x + ¢)V is distributed as the distribution D s yr. Since d is sampled from
the continuous Gaussian distribution D s, o5, _yryyi/2, it follows that y = (x+¢)V+dis
distributed as a spherical continuous Gaussian Df/im‘ Next, observe that since xV € Z¢, the two
distributions ngiy’ Vare and Dng( cVtd)y/2ro A€ equivalent by definition. Therefore, by Lemma
16, adding f chosen from the discrete Gaussian ng_(cv +d) Ve 1O, which we can do without
knowledge of the unknown value x, we can discretize y. Hence x' = y +f is distributed according
to the discrete Gaussian Dy ,,,, as in the above statement. O

B.2 Proof of Lemma 3

Proof. The first part of the lemma is taken from Lemma 2.3 of [SSTX09]. Therefore, we only
prove the latter part of the lemma, which is implicit in [SS11]. If x ¢ Ry, x € (t1) or = € (t2)
holds over R,. We assume that the former holds without loss of generality. Then, ¢ € (t1, ¢) holds
over R. Thus, N(z) = N((z)) > N({t1,q)) = ¢"/?, where N is the (field) norm. (See [SS11]
for the definition.) Then, by using the additive geometric mean it can be seen that ||o(z)|l2 =

Vi loi@)]? = Ve /I loi(@) P = v /N (z) > y/ng holds. Since [|lo(z)[l2 = v/nll¢(x)]l2,

the statement follows. O

B.3 Proof of Lemma 4

Proof. We first show the former part of the lemma. Let 1 # x5 € RI(; X1 be arbitrary elements in

[—p, p]% and set z = x1 — x5 € R];Xl. Then we have z € [—2p, 2p]%. Assume for some A € R];/Xk,
we have ha(x1) = ha(x2), i.e.,, ha(z) = 0. Since, 1 # 2, there exists j € [k] such that the

39



jth coefficient of x; and a3 are different. Then, by Lemma 3, since |[¢(2;)[]2 < 2pv/n < /4, zj
must be invertible. Therefore, a; = zj_l Zl £ % where a; € R’;l“ is the 7th column of A. The
probability of a random A € R’;/Xk satisfying this condition is exactly 1/¢™ = 1/|R,|¥. Hence
‘H is universal. We then show the latter part of the lemma. We observe that the case of £ =1
follows from the leftover hash lemma since the min-entropy of X is (1/(2p + 1))*" in this case.
The case of £ > 2 immediately follows from a standard hybrid argument. O

B.4 Correctness of TrapGen in Lemma 5

Proof. The proof follows by combining several Lemmas from [MP12] and our Lemma 2 and
Lemma 4. First for simplicity asssume k is even, i.e., k = 2k’ for some k¥’ € N, and assume that

k' = [log, q] for some positive integer b. We first show that a = [a’|g, — @'R] is distributed

uniformly at random over R* when a/ & R¥ and R & [—p, p]ngl. This follows from Lemma 4,

since we have
K ¢ \"_K{( q¢ \*_K[(1\*_¥
— [ — < — —— < — | = < — = [
2 ((2p-%1)k'> T2 ((ZP)k') -2 <2k'> < g1 = neglln);

when 1 < p < %\/q/in, k' > log » ¢ and k" is polynomial in n. Similar result holds for the case p = 1.
Note that in the case of p = 1, we define log; ¢ := logsy q. Next, by the property of g there exists a
publicly known basis Ty, € R* *¥ such that rot(Ty,) is a basis for AL (rot(g})”) (or equivallently
for At (rot(gs))) such that |[rot(Ty,)|lgs < Vb2 + 1. We also have s1(R) < O(p - Vnk') with all
but negligible probability from Lemma 2. Then using the fact that rot(RT)T (resp. rot(R))
is a gy-trapdoor for rot(a’)? (resp. rot(a)) and by combining the ring version of Theorem 4.1
and Lemma 5.3 from [MP12], we obtain a basis Ty such that |[rot(Ta)lles = O(bp - y/nlog,q).
Note that we obtain bases for both At (rot(a”)T) and At (rot(a)) from T, by properly rearanging
T,. O

B.5 Proof of Lemma 6

Before proving the lemma, we state the following lemma that provides us with a useful bound for
the singular value of a single element in R.

Lemma 18 ([DM14], Lemma 5). For any ring element a € R, we have s1(a) < ||¢(a)]1-
Then, the proof of Lemma 6 is given as follows.

Proof. We prove it by induction. The base case (the case of d = 1) is trivial. Therefore, let us
assume the hypothesis for d — 1 where d > 2. Then, we have

62 -1

< d—2
s1(Ry) < B& 4—ank(—gijff

) and PUbEV3|d_1(b2,...,bd) =aRy + Y2 Yagy
for efficiently computable Ry. Therefore, by the definition of PubEval;, we have

PubEvaly(bi, .. ., by)
= (aR1+y1gp) 'gb_l(PubEvaId_l(bg, cl bd))
aR; - g;l (PubEvaId_l(bg, ce bd)) + y1 - PubEvaly_1(bo, ..., by)
= aR; - g; ' (PubEvaly_i(bs,...,by)) +yi(aRo +y2 - Yags)
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= a(R;-g; "' (PubEvaly_1(bs,...,ba)) +y1Ro) + Y12 - Yago.
It can be seen that Eq.(12) holds by setting
R = R - ggl (PubEvaId_l(bg, ce ,bd)) + 41 Ry.

It is clear that it can be efficiently computable. Furthermore, we have

si(R) < si1(Ry)- s <g;1(PUbEV3|d—1(52, ey bd))) + 51(y1) - 51(Ro)
< B-bnk+ | ¢(a)|1 - s1(Ro)
52 —1
< Bbnk+6 <B6d2 + ank(H)>
54t —1
_ d—1
— BS +ank(75_ : )

The second inequality follows from Lemma 18 and the fact that s1(g; ' (u)) < bnk holds for any
u € RF. O
q

B.6 Proof of Lemma 7
Proof. We have

c1+ca—2 min{c;—1,5}

[¢p(uv)| = ||@ Z UiV X7

j=0 i=max{0,j+1—ca} 0o

min{c1—1,5}

E uivj,i

i=max{0,j+1—ca}
S min{cl, CQ}BlBQ

= max
Jj€[0,c14+c2—2]

where the last equation follows from [|¢(u)||cc < Bi, [|[¢(v)]|cc < B2, and min{c; — 1,5} + 1 —

max{0,j+1—co} <min{(c; —1)+1-0,j+1—(j+1—c2)} = min{c1, c2}.
O

B.7 Proof of Lemma 8

Proof. For ID = (ID*,IDy,...,IDg), we define Q(ID) as the event that A chooses ID* as its
challenge identity and it makes key extraction queries for ID1,...,IDg. We also define Replace as

the event that coin’ is set as coin’ < {0,1}. Then, we have

Pr[coin’ = coin] — ;'

= ZPr[Q(HD)] - Pr[coin’ = coin|Q(ID)] — % (66)
ID

= Z Pr[Q(ID)] - (Pr[coin’ = coin A\ —Replace|Q(ID)]
D
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+ Pr[coin’ = coin A Replace|Q(ID)] — 1) ‘ (67)

2
—= . 1 1
= %D;Pr[Q(JHD))] . (Pr[com = coin|Q(ID)] - v(ID) + 5 (1 —~(ID)) — 2) | (68)
= |3 y(D) - Pr{Q(ID)] - (Pr[&% = coin|Q(ID)] — ;)‘ (69)
D
> |3 Yuin - PH[QUID)] - <Pr[(5m — coin|Q(ID)] — ;)‘
ID
— : 1
- Z('y(]I]D)) — Ymin) - Pr[Q(ID)] - (Pr[com = coin|Q(ID)] — 2) | (70)
ID
> i |3 Pr[Q(ID)] (Pr[c’oﬁ — coin|Q(ID)] — ;)‘ _ w S PQ(D)]|  (71)
ID D
= “uin |Pr[coin = coin] — ;‘ - w (72)
= Vonin - € — Ymax — Ymin (73)

2

where the sum is taken over all possible ID (i.e., ID with Q(ID) > 0). In the above, Eq.(66)
follows by the law of total probability, Eq.(67) follows from the law of total probability and
> i Pr[Q(ID)] = 1, Eq.(68) follows from the fact that the probability of Replace is v(ID), when
conditioned on Q(ID) (regardless of the value of &%), Eq.(69) is trivial, Eq.(70) follows from the
triangle inequality, Eq.(71) holds since y(ID) < 7max and \Pr[al = coin|Q(ID)] — 1/2] < 1/2,
Eq.(72) follows again from ) ;; Pr[Q(ID)] = 1, and Eq.(73) is by the definition of e. O

C Correctness of the Decryption Algorithm in Sec 4

Here, we prove Lemma 10, which gives a sufficient condition for the correctness of the decryption
algorithm in our scheme in Sec. 4. Before proving Lemma 10, we prepare the following two
lemmas.

Lemma 19 ([MRO04], Lemma 4.4). For any n-dimensional lattice A, real € € (0,1) and s > n(A),
we have Pr[|x|| > sv/n| x <= Dy o /iogm)] < Ite . 9—n,

1—e¢

The following is an analogue of [ABB10], Lemma 12 where the error is instead chosen from
the discrete Gaussian.

Lemma 20 (Discrete Gaussian Error Bound). Let e be some vector in Z" and let x <= Dyzn o4
for some aq > w(y/logn). Then the quantity |ex”| treated as an integer in [0,...,q — 1] satisfies
lex”| < |le|l2aqw(v/Iogn) with all but negligible probability in n.

Proof. (of Lemma 20.) By [MP12], Lemma 2.8, each element of z; are J-subgaussian of pa-
rameter aq, where § > 0 is negligible in n. Then the random variable ex! is né-subgaussian
with parameter ||e|l2aq. Hence by the subgaussian distribution tail bound, we have Pr[|ex’| >
|le]|2cqw(+/log n)] < negl(n), which proves the lemma. O
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Then, the proof of Lemma 10 is given as follows.

Proof. When the Decrypt algorithm operates as specified for a valid encryption of message M €
{0,1}" C R, we have

olco — e1€”) = [16(M) + 9(w0) — d([a|a2])roi(e”),

error term

Hence, for the Decrypt algorithm to output M, we need to show that the error term does not exceed,
say /5. Since zo <& D%ﬂ’ﬁgq, the vector ¢(zg) is a subgaussian with parameter g, i.e., Dzn 4.
Therefore, by the standard subgaussian tail bound argument, |¢(z);| < agw(y/logn) with all but
negligible probability, where ¢(x¢); denotes the jth entry. Furthermore, since a1, 2 & (D%?ﬁg,)k ,

we have that ¢([x|z2]) & Dyank os- From the definition of the map rot, we have that each column
of rot(e”) € Z2"*" is of norm ||¢(e)||2. Hence, by Lemma 19, Lemma 20 and from the fact that

ORS Dz, ([rot(a™)T frot (HID)T)T]) o We have |p([z1]x2])rot(e");] < [|p(e)]2 - d'w(v/lognk) <
Vnka'ow(y/lognk) with all but negligible probability, where rot(e?); denotes the jth column.
Putting all the pieces together, we conclude that the jth entry of the error term is bounded

(¢(wo) — ¢([m1|mg])rot(eT))j < aqw(y/logn) + Vnka'ow(y/log nk),

with all but negligible probability. By assumption this is smaller than ¢/5 with overwhelming
probability. Hence, the error probability for the Decrypt algorithm is negligible. O

D Further Details on IBEs from Bilinear Maps

D.1 Multi-bit Variant

Let us try to extend our single-bit scheme in Sec. 5 to be a multi-bit scheme with message space
{0,1}*™ for some £3; € N. The most obvious way to achieve this is to just run the encryption
algorithm /s times. However, this naive method will make the ciphertext f3; times longer.
Another way would be to prepare £3; copies of ¢® and h® and put them into the master public
key. However, this approach will result in a scheme with master public key containing extra
O(2ypr) group elements. In this section, we show that it is possible to obtain a multi-bit scheme
with the same ciphertext-size as the single-bit scheme, by adding only O(y/f) group elements to
the master public key. This can be accomplished by incorporating our single bit scheme in Sec. 5
with the technique from [HJKS10, YKHK10].
For simplicity, we assume that £3; = (¢)? for some ¢ € N in the following.

Setup(1*) : On input 1%, it chooses an asymmetric bilinear group Gi,Gs,Gr with efficiently
computable map e : G; x Gy — G of prime order p = p(\). Let g and h be generator of Gy
and Gz respectively. It then picks wo, w1 1,..., w1, wo1,...,wop, 01,...0p0,B1,...,B8 &
Z,, and rand & {0, 1}C7]. Tt finally outputs

mpk = (g, Wo = g"° {Wi;j = "% }ippeizixis 19° Her, {9 }io1, rand)  and
msk = (h,{i}icje)s {Bitic), wo, w11, - - W1 g, W, -, Wa )

43



KeyGen(mpk, msk, ID) : It first computes H(ID) (defined as Eq.(48)) using msk and picks (%7 &
Zy for (i,7) € [¢'] x [¢]. It then computes

skip?) = (ALY = poudrtr AR | Q) = ) gyl )

for (i,7) € ['] x [¢']. Tt then outputs skip = {Sk%j)}(i,j)e[é’}x[f/]~

Encrypt(mpk, 1D, M) : To encrypt a message M = {0, 1}/ it picks s,t1,...,t; & Zy, and computes
—S8

Cr=g°, Co=W5- [[ Wy, Dj=g"- 11 Wi, | forje[l,4
jE[L,0] ie{i€[1,4|(i,j)eS(ID)}

It also computes e((g®)*, h%7) = e(g, h)**P and sets
K@) = GL(e(g, h)***%, rand)
for all (i,7) € [¢,£]. Tt then sets K = KLD|KGLD || ... [|[KEE) and Cp = K @ M. Finally, it
returns the ciphertext C' = (Cp, C1, Cy, {Dj}le).
Decrypt(mpk, skip, C) : To decrypt a ciphertext C = (Co,Cl,Cg,{Dj}gzl) using a private key
skip = ({AY9), A5, (BEDY_ Y yefeneier). 1t first computes

6(01;A§i7j)) . 6(02,Agivj)) . H e(Dj,B,(:’j)) = e(g, h)SOéi/Bj.
ke(1,4

for (i, 7) € [('|x[¢']. Then it sets K(»7) = GL(e(g, h)**Fi rand) and K = KD ||KG2D) || .. || KEL),
Finally, it retrieves the message by Cy @& K = M.

Correctness of the scheme can be checked similarly to the single-bit version in Sec. 5.

D.2 Security of the Multi-bit Variant

Security of the multi-bit scheme is reduced to the security of a certain variant of the single-bit
scheme. Concretely, we consider a variant of our single-bit scheme with the master public key
being changed to

mpk = (g, Wo = g0, [ h™ |, {W;; = 9“9 Y e | 1R Yoy | g%, B | {hvriv23 } ;i cinq | rand)

Namely, we add A", {h*?i};ciq, and {h"11%23 }(; sycixg to mpk. The rest of the scheme is un-
changed. We call the scheme “single bit scheme with redundant key”. We claim that the security
of this scheme can also be proven under the 3-CBDHE assumption with almost an identical proof
to that of Theorem 3. The only place where we need to change is Lemma 15. Here, we have to
simulate the above additional terms. In fact, this can easily be done using the problem instance
of the 3-CBDHE assumption, since we have

WO — (ha2)yohv?o’ RW2i = (RY)¥2i 2 pWLIV2G — (haQ)yl,iyz,j - (h®)¥1iW2,5 Y2501 | pBLi2,5
Summing up the above discussion, we have the following theorem.
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Theorem 4. The single-bit scheme with redundant key is adaptively secure under the 3-CBDHE
assumption.

Therefore, to prove the security of our multi-bit variant, it suffices to show the following.

Theorem 5. Assuming the single-bit scheme with redundant key is adaptively secure, so is the
multi-bit scheme.

Proof. Let A be a PPT adversary that breaks the adaptive security of the scheme. To prove the
theorem, we consider the following hybrid games for (4, j) € {(1,0)}U([¢'] x [¢]). For convenience,
we will denote (i,¢' + 1) := (i +1,1) and (¢,0) := (i — 1, ¢).

Game(™) : This is the real game except that the challenger encrypts a message
1,1 1,2 ij i,j+1 o
M I M MG g
where I\/Il(f’j) denotes the (i — 1)¢' 4 jth bit of My, for b € {0,1}.

It can be seen that Game(1:?) corresponds to the case of coin = 0 (Mg is always encrypted) and
Game!“*) corresponds to the case of coin = 1 (M; is always encrypted). We denote the event
that A outputs 1 in Game(™) be X (1), We have

1

1 — 1 —
Pr[coin = coin| — =| = ’2 Pr[coin = 1|coin = 1] + 3 Pr[coin = O|coin = 0] — ’

2 2

— ‘

1 — 1 —
3 Pr[coin = 1|coin = 1] — B Prlcoin = 1|coin = O]'

- % ‘Pr[X(l’O)] — Pr[x )]
1 o iy
= 3 > Pr[x D) - Pr[x ()]
(i.d) )< [2]
1 . -
< — (17]_1) _ (Zvj)
< 5 > |Px@IY - Prix ](.
(i.d) ) [0]

where the third equality follows from the definition of X (i3) and the fourth equation follows from
our definition Game(®?) = Game(i=1:¢), Therefore, to prove the theorem, it suffices to show that
| Pr[X (7 =D] — Pr[X ()]| is negligible for all (4,) € [¢'] x [¢].

Lemma 21. For anyi*, j* € [l'], there exists PPT adversary B whose advantage against the adap-
tive security of the single-bit scheme with redundant key is at least | Pr[X " =D] —Pr[X (:77)]| /2.

Proof. Suppose an adversary A that has non-negligible advantage in distinguishing Ga mel"7" 1)
and Game(" "), We use A to construct an adversary B3 against the variant of the single-bit scheme,
which proceeds as follows.

Setup. At the beginning of the game, B is given the master public key mpk’ = (g, Wy, Wi ager e
g%, hb, {4 }ici, {RV 129} jyelg = |q, rand) for the single bit scheme. Then, B picks &; & 7, for
i€ [\{i*} and B; & Z,, for j € [¢']\{;*} and sets

g = { g% for i e [¢]\{i*} oo {hﬁ} for j € [(1\{i*}

g% fori=1* hP  for j = j*
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Note that B implicitly sets a;x = o and 53* = f here. Finally, it gives the master public key of
the multi-bit scheme mpk = <g,wo,{Wu}l L Wa} oy (g2}, (B rand) to A B does
not give A0, {h*2};crp, and {h*123 }; e« to A and keeps them secret.

Phase 1 and Phase 2. When A makes a key extraction query for ID, B proceeds as follows.
We first observe that B can compute h®i for all (i,5) € ([¢'] x [('])\{(i*,5*)} as follows:

haiBi  for i #£ %, j £ j*
el = ¢ (he)% for i = i*, j # j* - (74)
(WP)% fori #i%, j = j*

For (i, 5) € ([¢]x[¢D\{(i*, %)}, B picks 1) & 7, and computes sk(®7) = (A7) A9 (Bt
as
)
i, 7 2 ¢
Ag ,J) hCW«BJ .| pwo H W14 W2 5 ’ Ag i,J) —h- r 3)’ {B( J) (hw2 k)r( 3) }k:1 )
(" 4")€5(ID)

These can be computed using h*°, h¥2¢, and h*1#"2.5'. To generate other parts of the private

key (i.e., skl(g g *)), B resort to its challenger. Namely, B makes key extraction query for ID and

obtains skip = (A1 = h#HTHID) = pairBix+rHUD) Ay — =7 {B) = hTw2k}¢ ). Then, it sets
sk(Z9") = (Ag@' = Ay, AU = Ay {BUD = B )

Finally, it returns the secret key skip = {skID } [ x[e-
Challenge Query. When A makes the challenge query for the challenge identity ID* and mes-
sages Mo, My € {0,1}», B proceeds as follows. It makes a challenge query for its challenger for
the identity ID* and messages (l\/l( ) Mgi*’j*)), where l\/ll(j*’j*) is the (* — 1)¢' + j*th bit of My.
Then, the challenge ciphertext

( Ch=MET) & GL(e(g, h)*? rand), C)=g°, Cp, {D/}, )
is given to B. B then computes K(:) = GL(e(Cy, h*iPi), rand) = GL(e(g, h)**i, rand) for (i, j) €
([E')<[¢D\{(5*, 5*)}. This is possible because h®%i for (i, j) # (i*, j*) can be efficiently computable
as we observed in Eq.(74). Finally, B sets Cy € {0,1}M as follows. In the following, C’(()i’j ) denotes
(i — 1)¢' + jth bit of Cp.

KGD) @ MG for (i < i)V (i = i* Aj < )
CéW) =< Ch for i =%, j = j*
K@) @MU for (i > %)V (i = i* A j > j¥)

Finally, B returns the challenge ciphertext (Co, C1, Ca, {D; }§:1) to B.

Guess. At last, A outputs coin. Then, B outputs coin’ = coin.

Analysis. It can be seen that the view of A corresponds to that in Game™ ") if coin = 0 and
Game(" ") if coin = 1. Therefore, B’s advantage is

— 1
Pr[coin = coin] — =

1
Pr[coin’ = coin] — =| =
2 2
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1 — 1 — 1
= ‘2 Pr[coin = 1|coin = 1] + 3 Pr[coin = 0|coin = 0] — 2'

1 — —

= 3 ‘Pr[coin = 1|coin = 1] — Pr[coin = 1|coin = O]‘
1 S S 3 ke ik

= 5 ’Pr[X(Z D] — pr[X 7))

as desired. This completes the proof of Lemma 21.

This completes the proof of Theorem 5.

E Proof of Theorem 1

Here, we prove Theorem 1. Note that the proof is obtained by the straightforward combination
of previous results (in particular, those of [LPR10] and [LS15]). However, to the best of our
knowledge, there are no papers explicitly proving the theorem. This section is included for the
purpose of completeness.

E.1 Gaussians over Ideal Lattices

We give a brief overview of Gaussians over ideal lattices and introduce the notations we will be
using. We refer the general definitions of rings and ideal lattices to the works of [LPR10, LPR13].
In what follows, (, is the primitive mth root of unity for m > 2, ®,,(X) is the mth cyclotomic
polynomial, K = Q((,) is the mth cyclotomic number field of degree n = p(m), R = Z[(p] =
Z[X]/(®m (X)) is the ring of integers of K’ , RV C K is the dual ring and Kg = K ®g R is the
field tensor product. Furthermore, the number field K has exactly n ring embeddings o; : K — C
that maps (,, to each of the complex roots of the cyclotomic polynomial ®,,(X). The canonical
embedding o : K — C" is then defined as o(a) — (0i(a))icz: -

The Space H. Recall that when working with K (or Kgr) under the canonical embedding o, it
is convenient to use the following subspace H C C",

H = {(xj)jezﬁn ’ Vj (S Z;(;w Tj=Tm—j € (C}

The space H is isomorphic as a real vector space to Kr via o. Furthermore, the space H is a R
vector space generated by the columns of the following basis matrix T,

1 |I iJ
T—- n/2 'n/Q :| c Cnxn’
\/i |:Jn/2 _ZIn/Q

where I is the identity matrix and J is the matrix with ones on the anti-diagonal. Let h; denote
the jth column of T. Then, for any a € K, there is a unique v = (v1,...,v,) € R™ such that
ola) =Tvl =Y je[n) Vb, where o denotes the canonical embedding.

Gaussians over H. For r > 0, the Gaussian function p, : H — (0,1] over H is defined as,
pr(x) = exp(—n||x||3/7?) for all x € H. By appropriately normalizing the Gaussian function p;,
we obtain the continuous spherical Gaussian distribution D, over H. We use the basis {h;}ep
to define the continuous elliptical Gaussian distribution as in [LPR10]. Let r = [rq,...,r,] € RY,
be a vector of positive real numbers such that r; = r,11_; for all j € [n]. Then a sample x from

" Note that in our main body, we view R as Z[X]/(X™ + 1) w.l.o.g .
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the elliptical Gaussian distribution D, over H is given by »_ jeln] v;h;, where each v; are chosen
independently from the one-dimensional Gaussian distribution D, over R. One can check that in
case all r; are the same, this distribution coincides with the above spherical Gaussian distribution,
since we have x; = T,,;1_; for x € H. In case we want to explicitly express the domain in which
the Gaussian distribution is defined over, we use a superscript to denote it, e.g., Df .

The discrete (spherical) Gaussian is defined similarly to the standard lattices in R™. Namely,
for a lattice in A C H, a vector u € H and a real » > 0, the discrete Gaussian distribution over
the coset A + u is defined as Dpyu,r(x) = pr(x)/pr(A+u) for all x € A+ u.

Gaussians over Kg. Using the canonical embedding o : Kg — H (which is an isomorphism),
we can consider a continuous Gaussian distribution DE® over Ky induced by DH. Recall we can
uniquely express any a € Kg as a R-linear combination of the power basis {(¢, ?’;01. Namely, if
we denote ¢ as the ordered power basis, then a = ¢(a)¢” for all a € Kg, where ¢ denotes the
coefficient embedding. Next, let A,, (or CRT),,) denote the matrix corresponding with evaluating
a polynomial at all the primitive mth root of unity, i.e., o(a) = Ayp(a)’ € H for all a € Kg.
Then, using this expression a sample a € Kg from DE? is given by #(a)¢T, where x € H is
sampled from the continuous Gaussian distribution DX and ¢(a) is set as A, 1xT. By definition,
we have DE*(a) = DH (o(a)). Furthermore, recalling the definition of D¥ | we can also view DE®
being induced by DX" = D,, x --- x D,,. Concretely, a sample a € Kg of DE® can also be
obtained by first sampling v € R™ from DX" and then setting a to satisfy ¢(a) = A ITvT.

Gaussians over Fractional Ideals [ in K. Recall that a fractional ideal I in K is a set such
that dI C R is an integral ideal for some d € R and that has a Z-basis U = {uy,...,u,} C K.
Therefore, under the canonical embedding o, the ideal yields a rank n lattice o(Z) in H having
basis {o(u1),...,0(u,)} C H. We call this lattice 0(Z) created by the fractional ideal Z as an
ideal lattice. As in the case of K, we can consider a discrete Gaussian distribution over the ideal
T. For a fractional ideal Z C K, element t € K, and real r > 0, the discrete Gaussian distribution
over Z +t is defined as Dzyy,(a) = Dy(1)10(1),r(0(a)) for all a € Z + 2.

Discretization over Ideal Lattices. Theorem 3.1 of [Peil(] holds for lattices in H. Therefore,
we can use it to discretize the contiunous Gaussian distribution DX® to the discrete Gaussian

distribution Dy, as follows. Note that 7¢(I) denotes the smoothing parameter for the ideal
lattice o (I).

Lemma 22. Let s, 51,52 be positive reals such that s> > s? + s3. Let I be a fractional ideal in
K and t an element in Kgr. Further assume that sy > ne(I) for some positive € < 1/2.Then, if
we choose az from the continuous Gaussian DgR over Kr and then choose ay from the discrete
Gaussian Diii—q,.s,, then a1+ ag is within statistical distance 8¢ of the discrete Gaussian Dy s.

Proof. The statement is a direct result of [Peil0], Theorem 3.1 by noticing the following facts:
DE®(a) = DH(5(a)) for all a € Kg, Dy, (a) = Dy (1)+o(t),s, (0(a)) for all a € I +t,t € Kg, and
that o(I) embeds as a lattice in H. O

E.2 Power of 2 Polynomial Rings

Here, we discuss the power of 2 polynomial rings and its properties. For the special case when m is
a power of 2, the mth cyclotomic polynomial is given as ®,,(X) = X" +1 where n = p(m) = m/2.
Therefore, R = Z[X]/(X™ 4 1). For this special case, all the columns of A, are orthogonal to
each other and we have Al = %A,*n, where AY is the conjugate transpose. In other words,

ﬁAm is a unitary matrix. Using the properties o(a) = A,¢(a)’ and ¢(bR) = ¢(b)rot(R) for

any element a € Kg, vector b € K and matrix R € Kf{t, we obtain the following facts:
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e llo(a)ll2 = vnllea)llz,

lo@Rllz _ @Rl _ [z rouR)]

e 51(R) = = —
B = e To@le — eciiior To@le — scoitioy Tzl

Recalling the definition of the continuous Gaussian distribution DX® and the fact that the space
H has matrix T as its basis, D,I,{]R can be described by the procedure of first sampling v & Dr
then outputting a = ¢(a)¢? where ¢(a) is set as f(fA* )TvT. Therefore, since \}Afn and T

are both unitary matrices, a sample from DX® is simply an element with its coefficients sampled
from DT\/”ET. Finally, for the special power of 2 polynomial ring, we have RY = %R.

E.3 Ring LWE on Number Fields

We start with recalling the definition of RLWE assumption on number fields (more precisely, on
Kpg), whose hardness is shown directly in previous works.

Definition 3 (RLWE on KRr). For integers n = n(\), k = k(n), a prime integer ¢ = q(n) > 2, a
family of error distribution ¥ = ¥(n) over Kg, and an PPT algorithm A, an advantage for the
RLWE problem RLWEn g U of A is defined as follows:

RLWE
Advy EP R | PHAx (1), ) 1] — PrAS (1,0, Ky q) - 1]

where s < R;/, x & W. The oracles Og and O, are specified as follows.
Os. : When called, it picks a & Ry, e <& x and returns (a,as/q +e).
Og : When called, it returns (a,v) & R, x Kr/R".

Both oracles can be called at most k times. If there is no bound on the number of calls, we denote
k = oco. In case U consists of a single distribution x we simply treat the set ¥ as a distribution

and write RLWEnK P ax and for this particular case A further receives as input the distribution x
RLWE"
used by the oracle. We say that RLWEnqu, assumption holds if Adv 4 whaw is negligible for

all PPT A.

In [LPRI10], it is shown that solving RLWEfﬂéo pp With prime p such that p = 1 mod m
and certain ¥ is as hard as quantumly approximating SIVP (or SVP) on ideal lattices in the
worst case. In the subsequent work [LS15], it is shown that the former can be further reduced to

RLWEZX= g With any ¢ and a certain ¥’. In what follows, ¥ <, denotes the family of all elliptical

n7007q7
Gaussian distributions DI{( * where each parameter r; < a. Furthermore, T4 is a certain family of
distribution that is parametrized by 8 € R. Since the precise definition is not necessary for our
purpose, we omit this and refer to [LPR10, LS15]. Then, we have the following results.

Lemma 23 ([LPR10], Theorem 3.6). Let f > 0 and let p > 2, p=1 mod m be a polynomially
bounded prime such that fp > w(\/logn). Then there is a pmbabilzstic polynomial-time quantum

reduction from O(y/n/B)-approzimate SIVP (or SVP) to RLWEn oo,

Lemma 24 ([LS15], From Lemma 4.22, 4.24, and 4.26). Let p,q > 2 be polynomially bounded
primes and o, B € (0,1) such that a > - max{1,p/q} - n®/*w (log n) and pfp > w(y/logn/n).
There exists a polynomial reduction from RLWEX® T to RLIWEX®

n,00,p, 1,00,q,¥ <o
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By combining the above Lemmas, we obtain the hardness of the RLWE with arbitrary modulus
q for a skewed Gaussian. In the next step (Lemma 27), we further reduce it to the RLWE with
spherical Gaussian. To prepare for the proof, we define Réniy Divergence (of order 2) and review
its properties following [LPR10, BLLT15].

Definition 4 (Rényi Divergence). Let us consider two density functions P,Q : R — RZ% where
P(x) = 0 whenever Q(x) = 0. We define the Rényi divergence RD(P||Q) as

P(x)*
re Q(%)

For Rényi Divergence, the following properties hold. For any distribution P and @, we have
RD(P||P) = 1 and RD(P||Q) > 1. Let us assume that P (resp. @) is a direct product of
independent distributions P; and P> (resp. (1 and ()2). Then, we have RD(P||Q) = RD(P; x
P||Q1 x Q2) = RD(P1[|Q1) - RD(P%[|Q2).

Lemma 25 ([LPR10], Claim 5.15). Let r1,...7, € RT and s1,...,s, € RT be such that for all i,
|si/Ti — 1] < y/logn/n. Then, there exists an polynomial frp : N — R such that RD(D,, X -+ X
Dy, ||Ds, x -+ x Ds,) = frp(n).

Lemma 26 (Implicit in [LPR10]). Let P and Q denote distributions with Supp(P) C Supp(Q).
Let A C Supp(Q) be any set. Then, we have Q(A) > P(A)?/RD(P|Q) where P(A) and Q(A)

are measure of A under P and Q, respectively.

RD(P||Q) = dx.

Here, we review the proof of [LPR10] that converts the error distribution from the skewed
Gaussian to the spherical Gaussian.

Lemma 27 (Adapted from [LPR10], Lemma 5.16). Let q be a polynomially bounded prime, k a
positive integer and o, 3 € (0,1). There exists a polynomial time reduction from RLWE?R

,OO,q,\IISD‘
to RLWEff’%q’X with x = D?R where & = a(nk/ 10g(nk))1/4.

Kr
n»OO,q,‘I’ga

from adversary A that solves RLWEf% 0x

with non-negligible advantage €(\). By assumption, there exists a constant ¢ € N such that
€(A) > 1/ for infinitely many A € N.
Reduction. B is equipped with an oracle O and its task is to distinguish whether O = O,/

Proof. We construct an adversary B against RLWE

or O = Og, where ' = DEr & V<. B proceeds as follows. It first obtains estimate pg for the
probability

po 1= Pr[A({(ai,Ui)}le) — 1|(ar,v1), ..., (ak, vk) & R, x Kr/RY]

by running A on N := 100A2**! fresh inputs. It then repeats the following M := 4\***! frp(nk)
times, where frp is the polynomial specified in Lemma 25.

e It picks random s’ & R/ and ¢},... ¢, & DfR. Then it obtains estimate pi(s', ¢}, ..., €})
for the probability

pi(s,el,. .. ,ez) = Pr[A({(a;,v; + a;s'/q + eé)}le) — 1|(a1,v1), ..., (ak, vk) & O]

by running A on N fresh inputs. This can be done by calling the oracle Nk times.
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If it happens that |pi(s',€],...,€}) — Po| > 1/4A° at any point during the loop, it outputs 1.
Otherwise it outputs 0.
Analysis. It is clear that B is a (probabilistic) polynomial time algorithm. It suffices to show
that B has overwhelming advantage when ¢ > 1/A°. We note that by the Hoeffding bound,
Ipo — Po| < 1/10X° and [pi(s', €], ... ,€}) —pi(s', €, ... e))| < 1/10A° for any (s', €], ..., €}) hold
except for probability e=V(1/ 10X9? - 2=A In the following, we assume that these always hold.
We first observe that if the oracle O = O, it is clear that both inputs to A follow the the uni-

form distribution over R, x Kg/R". Therefore, py = p1(s’, €}, ..., ¢}) holds for any (s, ¢],... €}).

Thus,

‘130—]31(3,76,17.--762)’ S ’po_p0|+|p0_p1(slvellv"‘7e;f)‘+’pl(s/ae/la"'ueij)_pl(slaella"'ae?c
< 1/10X° + 1/100° < 1/4)°.

Hence, B outputs 0 with all but negligible probability.

Next, let us consider the case where O = O, ,,. In this case, during the loop, an input to A is
of the form {(a;, a;(s+5')/q+ei+€)}5_| where e; & DE® and ¢} & D?R for i € [k]. Let us define
the vector r’ with coordinates r’? =¢£2 - rjz. We claim that the average of pi(s,€},...,€}) over
el,... e, chosen independently from Df,(]R (rather than D? B which is the actual distribution)
is at least 1/A¢ far from py. This can be seen by observing that the error terms e; + e} are
distributed as DE® + DfR = DE® and by our assumption on A. Let us define S as the set of
all tuples (s',€],...,€)) such that [pi(s',€],...,€e}) —po| > 1/2)\°. By the averaging argument,
we have that the measure of S over U(Ry) x (Dﬁ,(]R)k is at least 1/2A°. Now, let us consider the
measure of S over U(R,) x (D? )k which is the actual distribution. By the definition of DE®

and since 1 < £/4/€2 — 12 < ¢//€2 — a? < 1+ +/log(nk)/nk, we have
RD(U(Ry) x (Dy*)F|U(Ry) x (DE*)¥) = RD((DR*)¥|[(DE*)¥) = frp(nk)

by Lemma 25. Hence, by Lemma 26, we have that the measure of S over U(Ry) x (D?R)k is at

least 1/4X\* frp(nk). Therefore, B picks (s',¢€],...,¢}) in S at least once during the loop except
for probability (1 — 1/4X% frp(nk))™ < 27*. Furthermore, for (s, ¢, ...,¢e,) € S, we have that

)|

‘ﬁl(slaellv"'ae%)_ﬁd > ’pl(slaella"'ve;g)_p(ﬂ_|1§1(8/>e/17"'7€;g)_pl(slaella"'?e;c”_‘ﬁo_pd

> 1/2X° = 1/10\° — 1/10X° > 1/4X°
Therefore, B outputs 1 with all but negligible probability in this case. O

Finally, we discretize the error distribution and get rid of RY by scaling it appropriately. The
following RLWE,, 1. 4, is the problem we considered in the main body of our work (cf. Definition

1).

Lemma 28. Let m be a power of 2, n = p(m) = m/2, k be an integer, ¢ = 3 mod 8 be a
prime number, and & a positive real satisfying §& > w(y/logn/n)/q. There ezists a polynomial

time reduction from RLWETIf% X with x = D?R to RLIWE,, 1, 4, with x = D%‘:Leff/%qg.

Proof. To show the theorem, it suffices to show an efficient transformation 7" that takes {(a;, v;)}¥_, €

(Ry x Kr/ RY)* chosen from either Og or Oy as input and has the following properties.

o If (a;,v;) & Og for i € [K], the output of T is uniform over (R, x R,)*.
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o If (a;,v;) & O; for i € [k], the output of T is of the form {(a;, a;s" + €})}*_| where s’ & R,

/ r 8 coeff
and €] ..., e, < DZ",\/%qg‘

Given {(a;,v;)}s_,, T first discretizes v; € Kg/RY to o; € éRV /RY while preserving the
correct error distribution by adding samples d; chosen from D1 RV—u¢ to each v; where vg =
mod %RV. We show the validity of this procedure. The case qwhen the input to T is from Og
is trivial. Hence, we assume the input was from O, i.e., v; = a;s + ¢; for e; & Dg{R. For the

special case when m is a power of 2, we have ne(éRv) = w(y/logn/n)/q for some negligible € > 0.

Therefore, by the condition on £ and from Lemma 22, €; = e; +d; is distributed negligibly close to

the discrete Gaussian distribution D1 py VT when e; & D? R and d; & D RY—e; 6" Since e; = v}
q k) q (3

mod %Rv, this d; has the same distribution as the d; sampled in the above procedure. Therefore,
T outputs v; = a;s + & where &; & D1 RY /3¢ if the input is from O.
R,

Then, T sets v, = qn; in order to move into R. We can see that {v/}¥_, are uniformly
distributed over R, when the oracle is Og. This is because RY = %R, which holds whenever m
is a power of 2. When O = O, we have v, = a;ns + gne;. We can see that s’ := ns is uniformly
random over R,. We can also see that the distribution of gne; follows D R/ We complete the

: __ coeff :
proof by observing that for m a power of 2, we have D ROqne = DZn, WorPs which follows from
the fact that ¢(R) = Z™ and ||o(a)|| = /n|/¢(a)| for any a € Kr. Recall that DZ‘f’ff/ﬁqg is the

distribution of a € R where the coefficient vector of a is sampled from D, N
O
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