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Abstract

We put forward a new notion, function privacy, in identity-based encryption and, more gener-
ally, in functional encryption. Intuitively, our notion asks that decryption keys reveal essentially
no information on their corresponding identities, beyond the absolute minimum necessary. This
is motivated by the need for providing predicate privacy in public-key searchable encryption.
Formalizing such a notion, however, is not straightforward as given a decryption key it is always
possible to learn some information on its corresponding identity by testing whether it correctly
decrypts ciphertexts that are encrypted for specific identities.

In light of such an inherent difficulty, any meaningful notion of function privacy must be based
on the minimal assumption that, from the adversary’s point of view, identities that correspond to
its given decryption keys are sampled from somewhat unpredictable distributions. We show that
this assumption is in fact sufficient for obtaining a strong and realistic notion of function privacy.
Loosely speaking, our framework requires that a decryption key corresponding to an identity
sampled from any sufficiently unpredictable distribution is indistinguishable from a decryption
key corresponding to an independently and uniformly sampled identity.

Within our framework we develop an approach for designing function-private identity-based
encryption schemes, leading to constructions that are based on standard assumptions in bilinear
groups (DBDH, DLIN) and lattices (LWE). In addition to function privacy, our schemes are also
anonymous, and thus yield the first public-key searchable encryption schemes that are provably
keyword private: A search key sk,, enables to identify encryptions of an underlying keyword w,
while not revealing any additional information about w beyond the minimum necessary, as long
as the keyword w is sufficiently unpredictable.
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1 Introduction

Public-key searchable encryption is needed when a proxy is asked to route encrypted messages
based on their content. For example, consider a payment gateway that needs to route transactions
based on the transaction type. Transactions for benign items are routed for quick processing while
transactions for sensitive items are routed for special processing. Similarly, consider an email gateway
that routes emails based on the contents of the subject line. Urgent emails are routed to the user’s
mobile device, while less urgent mails are routed to the user’s desktop. When the data is encrypted
a simple design is to give such gateways full power to decrypt all ciphertexts, but this clearly exposes
more information than necessary.

A better solution, called public-key searchable encryption (introduced by Boneh, Di Crescenzo,
Ostrovsky and Persiano [BCO104]), is to give the gateway a trapdoor that enables it to learn
the information it needs and nothing else. In recent years many elegant public-key searchable
encryption systems have been developed [BCO104, GSW04, ABC*T08, BW07, SBCT07, KSWO08,
BSNS08, CKR*09, ABN10, AFV11] supporting a wide variety of search predicates.

Private searching. Beyond the standard notions of data privacy, it is often also necessary to
guarantee predicate privacy, i.e., to keep the specific search predicate hidden from the gateway. For
example, in the payment scenario it may be desirable to keep the list of sensitive items secret, and
in the email scenario users may not want to reveal the exact criteria they use to classify an email
as urgent. Consequently, we want the trapdoor given to the gateway to reveal as little as possible
about the search predicate.

While this question has been considered before [SWP00, OS07, BSW09, SSW09], it is often noted
that such a notion of privacy cannot be achieved in the public-key setting. For example, to test if
an email from “spouse” is considered urgent the gateway could simply use the public key to create
an email from the spouse and test if the trapdoor classifies it as urgent. More generally, the gateway
can encrypt messages of its choice and apply the trapdoor to the resulting ciphertexts, thereby
learning how the search functionality behaves on these messages. Hence, leaking some information
about the search predicate is unavoidable.

As a concrete example, consider the case of keyword searching [BCOT04]: A search key sk,
corresponds to a particular keyword w, and the search matches a ciphertext Enc(pk, m) if and only
if m = w. In this case, it may be possible to formalize and realize a notion of “private keyword
search” asking that a search key reveals no more information than what can be learned by invoking
the search algorithm.

Function-private IBE: A new notion of security. Motivated by the challenge of hiding the
search predicates in public-key searchable encryption, in this paper we introduce a new notion of
security, function privacy, for identity-based encryption.! The standard notion of security for anony-
mous IBE schemes (e.g., [BF03, BW06, Gen06, GPV08, ABB10, BKP*12]), asks that a ciphertext
¢ = Enc(pp, id, m) reveals essentially no information on the pair (id,m) as long as a secret key skjq
corresponding to the identity id is not explicitly provided (but secret keys corresponding to other
identities may be provided). Our notion of function privacy takes a step forward by asking that it

' As observed by Abdalla et al. [ABC'08], any anonymous IBE scheme can be used as a public-key searchable
encryption scheme by defining the search key sk, for a keyword w as the IBE secret key for the identity id = w. A
keyword w’ is encoded as ¢ = Enc(pp, w’, 0) and one tests if ¢ matches the keyword w by invoking the IBE decryption
algorithm on ¢ with the secret key sk,,. The IBE anonymity property ensures that ¢ reveals nothing else about the
payload w’. For this reason we focus on anonymous IBE schemes, although we note that our notion of function privacy
does not require anonymity.



should not be possible to learn any information, beyond the absolute minimum necessary, on the
identity id corresponding to a given secret key skjq.

Formalizing a realistic notion of function privacy, however, is not straightforward due to the
actual functionality of identity-based encryption. Specifically, assuming that an adversary who is
given a secret key skjg has some a-priori information that the corresponding identity id belongs
to a small set S of identities (e.g., S = {ido,id;}), then the adversary can fully recover id: The
adversary simply needs to encrypt a (possibly random) message m for each id’ € S, and then
run the decryption algorithm on the given secret key skjq and each of the resulting ciphertexts
¢ = Enc(pp,id’, m) to identify the one that decrypts correctly. In fact, as long as the adversary has
some a-priori information according to which the identity id is sampled from a distribution whose
min-entropy is at most logarithmic in the security parameter, there is a non-negligible probability
for a full recovery.

Our contributions. In light of the above inherent difficulty, any notion of function privacy for
IBE schemes would have to be based on the minimal assumption that, from the adversary’s point of
view, identities that correspond to its given secret keys are sampled from distributions with a certain
amount of min-entropy (which has to be at least super-logarithmic in the security parameter). Our
work shows that this necessary assumption is in fact sufficient for obtaining a strong and meaningful
indistinguishability-based notion of function privacy.

Our work formalizes this new notion of security (we note that we call it function privacy to
emphasize the fact that skiq hides the functionality that it provides). Loosely speaking, our basic
notion of function privacy requires that a secret key skijq, where id is sampled from any sufficiently
unpredictable (adversarially-chosen) distribution,? is indistinguishable from a secret key correspond-
ing to an independently and uniformly sampled identity. In addition, we also consider a stronger
notion of function privacy, to which we refer as enhanced function privacy. This enhanced notion
addresses the fact that in various applications (such as searching on encrypted data), an adversary
may obtain not only a secret key skjq, but also an encryption Enc(pp,id, m) of some message m.
Our notion of enhanced function privacy asks that even in such a scenario, it should not be possible
to learn any unnecessary information on the identity id.

We refer the reader to Section 3 for the formal definitions, and for descriptions of simple attacks
exemplifying that the anonymous IBE schemes presented in [BF03, GPV08, ABB10, KP11] do not
even satisfy our basic notion of function privacy.?

Within our framework we develop an approach for designing identity-based encryption schemes
that satisfy our notions of function private. Our approach leads to constructions that are based
on standard assumptions in bilinear groups (DBDH, DLIN) and lattices (LWE). In particular, our
schemes yield keyword searchable public-key encryption schemes that do not reveal the keywords: A
search key sk,, reveals nothing about its corresponding keyword w beyond the minimum necessary,
as long as the keyword w is chosen from a sufficiently unpredictable distribution.

2We emphasize that the distribution is allowed to depend on the public parameters of the scheme. This is in
contrast to the setting of deterministic public-key encryption (DPKE) [BBOO07], where similar inherent difficulties
arise when formalizing notions of security. Nevertheless, our notion is inspired by that of [BBOO07], and we refer the
reader to Section 3 for an elaborate discussion (in particular, we discuss a somewhat natural DPKE-based approach
for designing function-private IBE schemes which fails to satisfy our notion of security and only satisfies a weaker, less
realistic, one).

3We note that other anonymous IBE schemes, such as [Gen06, BW06, BKP™12] for which we were not able to find
such simple attacks, can always be assumed to be function private based on somewhat non-standard entropy-based
assumptions (such assumptions would essentially state that the schemes satisfy our definition). In this paper we are
interested in schemes whose function privacy can be based on standard assumptions (e.g., DBDH, DLIN, LWE).



The bigger picture: Functional encryption and obfuscation. Our notion of function privacy
for IBE naturally generalizes to functional encryption systems [BSW11, O’N10, BO12, GVW12,
AGV™13, GKP'13], where we obtain an additional security requirement on such systems. Here, a
functional secret key sk¢ corresponding to a function f enables to compute f(m) given an encryption
¢ = Encp(m). Functional encryption systems, however, need not be predicate private and sk may
leak unnecessary information about f. Intuitively, we say that a functional encryption system is
function private if such a functional secret key sky does not reveal information about f beyond
what is already known and what can be obtained by running the decryption algorithm on test
ciphertexts. This can be formalized within a suitable framework for program obfuscation (e.g.,
[Can97, BGIT12, LPS04, GK05, Wee05, CKVT10] and the references therein) by asking, for example,
that any adversary that receives a functional secret key sk; learns no more information than a
simulator that has oracle access to the function f.

In this setting, our identity-based encryption schemes provide function privacy for the class of
functions defined as
m if id = id*
1 otherwise

fiar(id, m) = {

where id* is sampled from an unpredictable distribution. A fascinating direction for future work is to
extend our results to more general classes of functions. We note that a different connection between
functional encryption and obfuscation was recently put forward by Goldwasser et al. [GKP113]
who showed that functional encryption implies a new notion of obfuscation called “token-based”
obfuscation.

Non-adaptive function privacy and deterministic encryption. The inherent difficulty dis-
cussed above in formalizing function privacy is somewhat similar to the one that arises in the con-
text of deterministic public-key encryption (DPKE), introduced by Bellare, Boldyreva, and O’Neill
[BBOO07| (see also [BFOT08a, BFO08b, BBNT09, BS11, FOR12, MPR*12, Weel2, RSV13]). In
that setting one would like to capture as-strong-as-possible notions of security that can be satisfied
by public-key encryption schemes whose encryption algorithms are deterministic. Similarly to our
setting, if an adversary has some a-priori information that a ciphertext ¢ = Enc,,(m) corresponds
to a plaintext m that is sampled from a low-entropy source (e.g., m € {mg, m1}), then the plaintext
can be fully recovered: The adversary simply needs to encrypt all “likely” plaintexts and to compare
each of the resulting ciphertexts to c. Therefore, any notion of security for DPKE has to be based on
the assumption that plaintexts are sampled from distributions with a certain amount of min-entropy
(which has to be at least super-logarithmic in the security parameter).

However, unlike in our setting, in the setting of DPKE it is also necessary to limit the dependency
of plaintexts on the public-key of the scheme.* In our setting, as the key-generation algorithm is
allowed to be randomized, such limitations are not inherent: we allow adversaries to specify identity
distributions in an adaptive manner after seeing the public parameters of the scheme.

This crucial difference between our setting and the setting of DPKE rules out, in particular,
the following natural approach for designing anonymous IBE schemes providing function privacy:
encapsulate all identities with a DPKE scheme, and then use any existing anonymous IBE scheme
treating the ciphertexts of the DPKE scheme as its identities. That is, for encrypting to identity id,
first encrypt id using a DPKE scheme and then treat the resulting ciphertext as an identity for an

“Intuitively, the reason is that plaintexts distributions that can depend on the public key can use any deterministic
encryption algorithm as a subliminal channel for leaking information on the plaintexts (consider, for example, sampling
a uniform plaintext m for which the most significant bit of ¢ = Encpr(m) agrees with that of m). We refer the reader
to [BBO07, RSV13] for an in-depth discussion.



anonymous IBE system. This approach clearly preserves the standard security of the underlying IBE
scheme. Moreover, as secret keys are now generated as sk., where ¢ = Enc,(id) is a deterministic
encryption of id, instead of as skjq, one could hope that skjq does not reveal any unnecessary
information on id as long as id is sufficiently unpredictable.

This approach, however, fails to satisfy our notion of function privacy and only satisfies a
weaker, “non-adaptive”, one.® Specifically, the notion of function privacy that is satisfied by such a
two-tier construction is that secret keys do not reveal any unnecessary information on their corre-
sponding identities as long as the identities are essentially independent of the public parameters of
the scheme. We formalize this non-adaptive notion in Section 3, and present a generic transforma-
tion satisfying it in Section 6 based on any IBE scheme. In fact, observing that the DPKE-based
construction described above never actually uses the decryption algorithm of the DPKE scheme, in
our generic transformation we show that above idea can be realized without using a DPKE scheme.
Instead, we only need to assume the existence of collision-resistant hash functions (and also use any
pairwise independent family of permutations). We refer the reader to Section 6 for more details.

1.1 Owur Approach: “Extract-Augment-Combine”

Our approach consists of three main steps: “extract”, “augment”, and “combine”. We begin with
a description of the main ideas underlying each step, and then provide an example using a concrete
IBE scheme.

Given any anonymous IBE scheme IT = (Setup, KeyGen, Enc, Dec), we use the exact same setup
algorithm Setup, and our first step is to modify its key-generation algorithm KeyGen as follows:
Instead of generating a secret key for an identity id, first apply a strong randomness extractor Ext

to id using a randomly chosen seed s, then generate a secret key skiq, for the identity ids aef Ext(id, s),
and output the pair (s,skjq,) as a secret for id in the new scheme. This steps clearly guarantees
function privacy: As long as the identity id is sampled from a sufficiently unpredictable distribution,®
the distribution (s,ids) is statistically close to uniform, and therefore the pair (s,skiq,) reveals no
information on the identity id.

This extraction step, however, may hurt the data privacy of the underlying scheme. For example,
since randomness extractors are highly non-injective by definition, an adversary that is given a secret
key (s,skiq,) may be able to find an identity id’ such that Ext(id, s) = Ext(id’, s). In this case, the
same secret key is valid for both id and id’, contradicting the data privacy of the resulting scheme.
Therefore, for overcoming this problem we make sure that the extractor is at least collision resistant:
although many collisions exist, a computationally-bounded adversary will not be able to find one.
This is somewhat natural to achieve in the random-oracle model [BR93], but significantly more
challenging in the standard model.

An even more challenging problem is that the extraction step hurts the decryption of the under-
lying scheme. Specifically, when encrypting a message m for an identity id, the encryption algorithm
does not know which seed s will be chosen (or was already chosen) when generating a secret key for
id. In other words, the correctness of the decryption algorithm Dec should hold for any choice of seed
s by the key-generation algorithm KeyGen, although s is not known to the encryption algorithm Enc.
One possibility, is to modify the encryption algorithm such that it outputs an encryption of m for
idg for all possible seeds s. This clearly fails, as the number of seeds is inherently super-polynomial
in the security parameter. We overcome this problem by augmenting ciphertexts of the underlying

5As discussed above, any DPKE becomes insecure once plaintext distributions (which here correspond to identity
distributions) are allowed to depend on the public key of the scheme.
5Note that the new scheme assumes a slightly larger identity space compared to the underlying scheme.



scheme with various additional pieces of information. These will enable the new decryption algo-
rithm to combine the pieces in a particular way for generating an encryption of m for the identity
ids for any given s, and then simply apply the underlying decryption algorithm using the specific
seed s chosen by the key-generation algorithm.”

Our approach introduces the following two main challenges that we overcome in each of our
constructions:

e Augmenting the ciphertexts of the underlying scheme with additional pieces of information
may hurt the data privacy of the underlying scheme.

e Combining the additional pieces of information for generating an encryption for ids for any
given s requires using an extractor Ext that exhibits a particular interplay with the underlying
encryption and decryption algorithms.

Our constructions in this paper are obtained by applying our “extract-augment-combine” ap-
proach to various known anonymous IBE schemes [BF03, GPV08, ABB10, KP11]. To do so, we
overcome the two main challenges mentioned above in ways that are “tailored” specifically to each
scheme. Using our approach we provide the following constructions (see also Table 1):

e In the random-oracle model [BR93] we give fully-secure constructions from pairings and lattices
by building upon the systems of Boneh and Franklin [BF03] (based on the DBDH assumption)
and of Gentry, Peikert and Vaikuntanathan [GPV08] (based on the LWE assumption).

e In the standard model we give selectively-secure constructions from pairings and lattices based
on the constructions of Agrawal, Boneh and Boyen [ABB10] (based on the LWE assumption)
and of Kurosawa and Phong [KP11] (based on the DLIN assumption), which we then generalize
to a fully-secure construction (based on the DLIN assumption®).

In all instances our constructions are based on the same complexity assumptions as the underlying
systems.

|

Scheme

|

Model

\ Data Privacy \

Function Privacy

DBDH (Section 4.1) | Random Oracle Full Statistical
LWEL (Section 4.2) | Random Oracle Full Statistical
DLIN1 (Section 5.1) Standard Selective Statistical + Non-adaptive enhanced
LWE2 (Section 5.2) Standard Selective Statistical
DLIN2 (Section 5.3) Standard Full Statistical + Enhanced
CRH (Section 6) Standard Full Non-adaptive statistical enhanced

Table 1: Our IBE schemes.

A concrete example. We conclude this section by exemplifying our approach using our DBDH-
based construction in the random-oracle model (we refer the reader to Section 4.1 for a more formal
description of the scheme and its proofs of data privacy and function privacy). The scheme is

obtained by applying our approach to the anonymous IBE scheme of Boneh and Franklin [BF03].

"In fact, in some of our schemes the decryption algorithm combines the pieces to generate an encryption of a related
message m’ from which m can be easily recovered (e.g., m’ = 2m).

8We note that a similar generalization can also be applied to our selectively-secure LWE-based scheme in the
standard model.



e The setup algorithm in the scheme of Boneh and Franklin samples o < Z;, and lets h = g,
where g is a generator of a group G of prime order p. The public parameters are g and h, and
the master secret key is a. Our scheme has exactly the same setup algorithm.

e The key-generation algorithm in the scheme of Boneh and Franklin computes a secret key for
an identity id as skijqg = H(id)%, where H is a random oracle mapping identities into the group
G. As discussed above our first step is to extract from id. First, we use a random oracle
mapping identities into G¢ for some £ > 1. Then, for H(id) = (hq,...,hs) € G, we sample
an extractor seed s = (s1,...,8¢) Zf), and output the secret key (s, (Ext(H (id), s)) where
we use the specific extractor Ext((hq,...,hs), (51,...,8¢)) = H§:1 hjj. Note that Ext is, in
particular, collision resistant based on the discrete logarithm assumption in the group G.

e An encryption of a message m for an identity id in the scheme of Boneh and Franklin is a
pair (co,c1), defined as ¢g = ¢" and ¢; = é(h, H(id))" - m. In our scheme, an encryption of
a message m for an identity id consists of £ + 1 components (cy,...,cg) defined as ¢y = ¢",
and ¢; = é(h, h;)" - m for every i € [¢], where H(id) = (h1,...,hy). This is exactly using the
encryption algorithm of Boneh and Franklin for separately encrypting m for each of the h;’s
while re-using the same randomness . The main technical challenge that is left is showing
that such augmented ciphertexts still provide data privacy (the reader is referred to Section
4.1.1 for the proof of data privacy).

e Our decryption algorithm on input a ciphertext ¢ = (co,...,cs), and a secret key skiyg =
(s1,...,8¢ 2), combines ci,...,cy by computing

[Ter = e, Ty mmvtoe = e(hid,) - mort+e,

where id; = Ext(H (id), s), as before. Note that the pair (co, Hle ¢;') is exactly an encryption
of the message m’ = m®17 5 for the identity ids in the scheme of Boneh and Franklin. This
allows to invoke the decryption algorithm of Boneh and Franklin for recovering m/, and then
to easily recover m (as the s;’s are given in the clear).

1.2 Related Work

Searchable encryption has been studied in both the symmetric settings [SWP00, CGK™11, SSW09]
and public-key settings [BCOT04, GSW04, ABC*08, BW07, SBCT07, KSW08, BSNS08, CKR*09,
AFV11]. Public-key searching on encrypted data now supports equality testing, disjunctions and
conjunctions, range queries, CNF/DNF formulas, and polynomial evaluation. These schemes, how-
ever, are not function private in that their secret searching keys reveal information about their corre-
sponding predicates. Indeed, until this work, predicate privacy seemed impossible in the public-key
settings.

The impossibility argument does not apply in the symmetric key settings where the encryptor and
decryptor have a shared secret key. In this setting the entity searching over ciphertexts does not have
the secret key and cannot (passively) test the searching key on ciphertexts of its choice. Indeed, in
the symmetric-key setting predicate privacy is possible and a general solution to private searching on
encrypted data was provided by Goldreich and Ostrovsky [GO96] in their construction of an oblivious
RAM. More efficient constructions are known for equality testing [SWP00, CM05, CGK*11, CK10,
vLSD*10, KPR12] and inner product testing [SSW09]. The latter enables CNF/DNF formulas,
polynomial evaluation, and exact thresholds.



A closely related problem called private stream searching asks for the complementary privacy
requirements: the data is available in the clear, but the search predicate must remain hidden.
Constructions in these settings support efficient equality testing [0S07, BSW09] and can be viewed
as a more expressive variant of private information retrieval.

1.3 Paper Organization

In Section 2 we introduce several standard definitions, computational assumptions, and tools. In
Section 3 we formally define our notion of function privacy for identity-based encryption. In Section 4
we present a fully-secure DBDH-based scheme and a fully-secure LWE-based scheme in the random-
oracle model. In Section 5 we present a selectively-secure DLIN-based scheme, a selectively-secure
LWE-based scheme, and a fully-secure DLIN-based scheme in the standard model. In Section 6 we
present a generic transformation that guarantees non-adaptive enhanced function privacy. Finally,
in Section 7 we discuss several extensions and open problems.

2 Preliminaries

Notation. For an integer n € N we denote by [n] the set {1,...,n}, and by U, the uniform
distribution over the set {0,1}". For a random variable X we denote by = < X the process of
sampling a value x according to the distribution of X. Similarly, for a finite set S we denote by
x < S the process of sampling a value x according to the uniform distribution over S. We denote
by x (and sometimes x) a vector (z1,...,%|x). We denote by X = (X1,..., Xr) a joint distribution
of T random variables, and by x = (x1,...,2z7) a sample drawn from X. For two bit-strings = and y
we denote by z||y their concatenation. A non-negative function f : N — R is negligible if it vanishes
faster than any inverse polynomial. For a real number z € R we define |z]| = |z + 1/2] (i.e., the
nearest integer to x). For a group G of order p with generator g and any X € Zy*™, we denote the
matrix whose (4, j)-th entry is (%) by g*.

2.1 Min-Entropy, Universal Hashing, and Randomness Extraction

The min-entropy of a random variable X is Hoo(X) = —log(max, Pr[X = z]). A k-source is a
random variable X with Hoo(X) > k. A (ky1, ..., kr)-source is a random variable X = (X,..., X7)
where each X is a k;-source. A (T, k)-block-source is a random variable X = (X1,..., X7) where for
every i € [T] and x1, ..., x;—1 it holds that X;|x, =z, x, ;=x, , is a k-source. The statistical distance
between two random variables X and Y over a finite domain Q is SD(X,Y) = $3° o | Pr[X = w]—
Pr[Y = w]|.

The following standard lemma states that conditioning on a random variable that obtains at
most 2Y values can reduce the min-entropy of any other random variable by essentially at most v.

Lemma 2.1 ([Vadl2, Lemma 6.30]). Let (Z,X) be any two jointly distributed random variables
such that |Supp(Z)| < 2. Then, for any € > 0 it holds that

Pr [ Ho(X|Z =2) > Hoo(X) —v —log(l/e)] > 1 —e.

227

Definition 2.2. A collection H of functions H : U — V is universal if for any x1,x9 € U such that

1 # xy it holds that

1
bt [H(z1) = H(z2)] = v



Lemma 2.3. Let H be a universal collection of functions H : U — V', and let X = (X1,..., X7) be
(T, k)-block-source where k > log|V| + 2log(1/e) + ©(1). Then, the distribution (Hy, H1(X1), ...,
Hrp, Hyp(X7)), where (Hy, ..., Hr) + HT, is €T-close to the uniform distribution over (H x V)T

Proof. We prove the lemma via an inductive claim showing that for every i € [T] the distributions
'Di = (Xl, N 7Xi—17Hi,Hi(Xi)7 NN ,HT, HT(XT)) and ’D; = (Xl, ceey Xi—hHi, Ui: e ,HT, UT) are
(T — i+ 1)-close, where (H;, ..., Hr) < HT ="' and (U;,...,Ur) are T —i+ 1 independent copies
of the uniform distribution over the set V. Starting with ¢ = T, the fact that X is a (7', k)-block-
source guarantees that Xo|x,=z,,. x; =27, is @ k-source for any z1,...,z7_;. An application of
the leftover hash lemma [HIL'99] implies that the distributions Dy = (X1, ..., X7_1, Hr, Hr(X71))
and D}, = (X1,...,Xp_1, Hr,Ur) are e-close.

Now assume that the inductive claim holds for some value i + 1 < T, and we show that it
holds also for 7. Again, the fact that X is a (7, k)-block-source guarantees that X;|x,—z,,... X, 1=2; 1
is a k-source for any x1,...,7;_1. An application of the leftover hash lemma [HIL"99] implies
that the distributions (X1,...,X;_1, H;, H;(X;)) and (Xy,...,X;—1, H;,U;) are e-close. In turn,
this implies that the distributions Z = (Xl, ey Xl',l, Hl’, Hz(XZ), Hi+1, Ui+1, PN ,HT, UT) and Dg =
(X1,...,Xi-1,H;,Uj, Hi11,Uiy1, ..., Hp,Ur) are also e-close. Note that

SD(D;, Z) < SD(D;+1,D;, ;) < e(T — i),
as applying the function H; to X; can only increase the statistical distance. Therefore,

SD(D;, D)) < SD(D;, Z) + SD(Z, D))
€T —1i)+e
(T —i+1).

VAN

Lemma 2.4. Let H be a universal collection of functions H : U — V', and let X = (X1,..., X7) be
(k1,...,kr)-source where k; > i-log |V |+ 3log(1/€) +O(1) for every i € [T]. Then, the distribution
(Hy, H1(X1),...,Hp, Hr(X7)), where (Hy, ..., Hy) < HT, is 2¢T-close to the uniform distribution
over (H x V)T.

Proof. We prove the lemma via an inductive claim showing that for every ¢ € [T] the distributions
D = (Hl, Hl(Xl), Ceey HT, HT(XT)) and Dl == (Hl,Hl(Xl), ceey Hz;l, Hifl(Xifl), HZ', Ui, ceey HT,
Ur) are 2¢(T — i + 1)-close, where (Hy,..., Hr) <+ HT, and (U;,...,Ur) are T — i+ 1 independent
copies of the uniform distribution over the set V.

Starting with ¢ = T, Lemma 2.1 guarantees that for any hi,...,hr_1 € H, with probability at
least 1 — € over the choice of (y1,...,yr—1) < (h1(X1),...,hr—1(X7r—-1)) it holds that

Hoo(X7|H1 = h1,y ..., Hr—1 = hr—1,hi(X1) = y1, ..., hr—1 (Xr-1) = yr-1)
>Hoo(X7|Hi =hi,...,Hr—1 = hp_1) — (T — 1) log|V| — log(1/¢)
= Hoo(X7) — (T — 1) log |[V] — log(1/€)
> kp — (T — 1) log|V] ~ log(1/¢
=log |V |+ 2log(1/e) + ©(1).

Therefore, the leftover hash lemma [HIL'99] implies that the two distributions D = (Hy, Hy(X1),
ey HT, HT(XT)) and DT = (Hl, Hl(Xl), ey HT—I, HT—l(XT—1)7 HT, UT) are 2¢-close.



Now assume that the inductive claim holds for some value 7 + 1 < T', and we show that it holds
also for 7. Again, Lemma 2.1 guarantees that for any hi,...,h;—1 € H, with probability at least
1 — € over the choice of (y1,...,yi—1) < (h1(X1),...,hi—1(X;—1)) it holds that

Hoo(Xi|Hy = h1,... . Hio1 = hi1,hi(X1) = y1, ..., hic1(Xim1) = yie1)
> Hoo(X;|Hy =h1,...,Hi-1 = hi—1) — (i — 1) log |V| — log(1/¢)
= Hoo(Xi) — (i — 1) log |V| — log(1/e)
> ki — (i —1)log |V] — log(1/e)
=log |[V| + 2log(1/e€) + O(1).

Therefore, the leftover hash lemma [HILT99] implies that the distributions (Hi, Hy(X31),..., H;,
Hz(Xz)) and (Hl, H1 (Xl), PN ,Hifl, Hz',l(Xifl),Hi, Uz) are 2e-close. In tU.I"Il, this implies that the
distributions Di+1 = (HI, Hl(X1>, ey Hz‘, Hz(Xz>7 HH_l, Ui+17 ceey HT, UT) and Dz = (HI, Hl(Xl),
cooyHi1,Hi—1(X;-1),H;,U;, ..., Hp,Ur) are also 2e-close. Therefore,

SD(D, Dz) < SD(D, D/L'Jr]_) + SD(DZ‘+1, Dz)
< 2¢(T — i) + 2¢
— 2(T —i+1).

We also recollect the extended leftover hash lemma (cf. [DORT08] and [ABB10, Lemma 13]) in
closely-related variants.

Lemma 2.5. Let m > (n—i—l)—i—“}%)ggq)‘) and let ¢ > 2 be prime. Then, for allv € Zj', the distribution

(A, AR, RTv) is statistically close to the distribution (A, B,RTv), where A < Zy*™, B ZZ}X’“,
and R Z;”Xk for k polynomial in X.

The extended leftover hash lemma also holds with R is drawn uniformly with entries in {—1,1}
(rather than Z,) at the expense of slightly larger m.

Lemma 2.6. Let m > (n+1)logg+w(log \) and let g > 2 be prime. Then for all vectors v € Zi, the
distribution (A, AR, RTv) is statistically close to the distribution (A, B,RTv), where A « Zy*™,
B« ZZXk, and R < {—1,1Y"*k for k polynomial in .

2.2 Identity-Based Encryption

An identity-based encryption (IBE) scheme [Sha84, BF03] is a quadruple II = (Setup, KeyGen,
Enc, Dec) of probabilistic polynomial-time algorithms. The setup algorithm, Setup, takes as input
the security parameter 1* and outputs the public parameters pp of the scheme together with a
corresponding master secret key msk. The encryption algorithm, Enc, takes as input the public
parameters pp, an identity id, and a message m, and outputs a ciphertext ¢ = Enc(pp,id, m). The
key-generation algorithm, KeyGen, takes as input the master secret key msk and an identity id, and
outputs a secret key skjq corresponding to id. The decryption algorithm, Dec, takes as input the
public parameters pp, a ciphertext ¢, and a secret key sk;q, and outputs either a message m or the
symbol L. For such a scheme we denote by ZD = {ZD)} xeny and M = { M} ren its identity space
and message space, respectively.



Functionality. In terms of functionality, we require that the decryption algorithm is correct with
all but a negligible probability. Specifically, for any security parameter A € N, for any identity
id € ID,, and for any message m € M, it holds that

Dec(pp, KeyGen(msk, id), Enc(pp,id,m)) = m

with probably at least 1 — () for a negligible function v(-), where the probability it taken over the
internal randomness of the algorithm Setup, KeyGen, Enc, and Dec.

Data privacy. We consider the standard notion of anonymity and message indistinguishability
under an adaptive chosen-identity chosen-plaintext attack (known as anon-IND-ID-CPA and abbre-
viated to DP in the rest of the paper). We also consider its “selective” variant that asks adversaries
to announce ahead of time the challenge identities (known as anon-IND-sID-CPA and abbreviated to
sDP in the rest of the paper).

Definition 2.7 (Data privacy — anon-IND-ID-CPA). An identity-based encryption scheme IT =
(Setup, KeyGen, Enc, Dec) over a identity space ZD = {ZD)}  en and a message space M = { M }ren
is data private if for any probabilistic polynomial-time adversary A, there exists a negligible function
v(A) such that

AdvRP, (N E

Pr[Exptip 4 (V) = 1] = Pr[Expthh o o) = 1]| < v,

where for each b € {0,1} and A € N the experiment Exptg’%ﬂ’ 4(A) is defined as follows:

(msk, pp) < Setup(1?).

((idg, m3), (idj, m?), state) < AKeyGen(msk) (1A by where idg, id} € ZDy and mf, mi € M.
c* « Enc(pp, id;, m;).

b« AKeyGen(msk,)(c* state), where b’ € {0,1}.

Denote by S the set of identities with which A queried KeyGen(msk, -).

If SN {idg,id]} = 0 then output ¥’, and otherwise output L.

AN o

Definition 2.8 (Selective data privacy — anon-IND-sID-CPA). An identity-based encryption scheme
IT = (Setup, KeyGen, Enc, Dec) over a identity space ZD = {ZID)} en and a message space M =
{M}ren is selective data private if for any probabilistic polynomial-time adversary A, there exists
a negligible function v(\) such that

def

AdviPR()) & Pr{Expti%)RH’ A = 1] - Pr[Exptng)Pﬂ, AN = 1} ‘ < (N,

where for each b € {0,1} and A € N the experiment Exptggp’m 4(A) is defined as follows:
(id§, id}, stater) < A(1%), where idj, id} € ZDj.

(msk, pp) < Setup(1?).

(mg, m], statey) < A(state), where m{, m} € M,.

c* « Enc(pp, id;, m;).

Y« AKeyGen(msk,)(c* states), where b € {0,1}.

Denote by S the set of identities with which A queried KeyGen(msk, -).

If SN {idg,id]} = 0 then output ¥’, and otherwise output L.

NSOt N
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2.3 Computational Assumptions in Bilinear Groups

Our constructions in bilinear groups are based on the following computational assumptions.

The decisional bilinear Diffie-Hellman assumption (DBDH). Let GroupGen be a probabilis-
tic polynomial-time algorithm that takes as input a security parameter 1%, and outputs (G, G, p, g,
¢) where G and Gt are groups of prime order p, G is generated by g, p is a A-bit prime num-
ber, and e : G x G — Gt is a non-degenerate efficiently computable bilinear map. The deci-
sional bilinear Diffie-Hellman assumption is that the distributions {(g, g%, g% g¢, é(g, g)“bc)}

a,b,c7

and {(g, g%, g%, g¢ é(g, g)d) }a bede g are computationally indistinguishable, where (G, Gr, p, g, €) <
b, de—15
GroupGen(1*).

The decisional linear assumption (DLIN). We rely on the matrix form of the decisional
linear assumption, which is implied by the decisional linear assumption, as shown by Boneh, Halevi,
Hamburg and Ostrovsky [BHHT08], and generalized by Naor and Segev [NS12]. Let GroupGen be a
probabilistic polynomial-time algorithm that takes as input a security parameter 1%, and outputs a
triplet (G, p, g) where G is a group of prime order p that is generated by g € G, and p is a A-bit prime
number. We denote by Rki(ZgXb ) the set of all axb matrices over Z, of rank i. The matrix form of the
decisional linear assumption is that for any integers a and b, and for any 2 < i < j7 < min{a, b} the
distributions {(G,p,g,gx)}XHRki(ngbMGN and {(G’p’«%gY)}YeRkj(Z;X”),/\eN are computationally
indistinguishable, where (G, p, g) < GroupGen(1*).

2.4 Lattices

Probability distributions. The Gaussian distribution with mean 0 and variance o2 is the dis-
tribution on R having a density function ﬁ -exp(—12/202).

For a € RT and (implicit) ¢ € Z, the distribution ¥, is defined to be the discretized Gaussian
distribution |¢X,] (mod ¢) where X, is a Gaussian with mean 0 and variance a?/2m reduced
modulo 1.

For a matrix S = (s1,...,8m) € Z];X’” of m vectors in ij, IS]] def max;e(m (||s:||) and S =
(S1,...,Sm) denotes the Gram-Schmidt orthogonalization of S.

Integer lattices. For ¢ prime, A € Zy*™ and u € Zj define

Ag(A) =

AHA)E fe € 2™ | Ae = 0(mod ¢)}

u def m
Aj(A) = {e€Z™|Ae=u(mod q)}.

{ee€ Zm‘Els € Z, where ATs = e(mod )}

For a lattice A, let the Discrete Gaussian distribution over a lattice Dj 4 denote the Gaussian
[[x—cl|?

distribution with probability mass ps c(x) def exp <—7r72> restricted to x € A.

[

Sampling algorithms. We state the following relevant facts about lattices (see, for example,
[ABB10] and references therein).

Lemma 2.9. Let ¢ > 2 and m > nlogq be parameters that are polynomial in the security parameter,
then:
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1. There is an efficient algorithm TrapGen that outputs a pair A and Ta € Z™*™ such _that
A s statistically close to uniform over Zy*™ and T is a basis for A;(A) satisfying ||S|| <
O(v/nlogq) and ||S|| < O(nlogq) with all but negligible probability.

2. For any my,mg € Z2° and any A € LZy=™,C € Zy=™2 there is an efficient algorithm
ExtendBasis given a basis T for Ay (B) produces a basis T for Ay (A|B|C) such that |IT|| =
ITs].

3. Pr[HXH > \/mo ‘ X DA};(A),J’C} < negl(n) for any c € R™.

4. For any u € Zy and any o > ||ﬁ” -w(v/logm), there is an efficient algorithm SamplePre that
returns x sampled statistically close to Dpu o . Additionally, the same algorithm SamplePre
efficiently samples (given T a ) from the distribution DAqL(A)J’C for any c € R™.

The learning with errors assumption (LWE). For a prime ¢, parameters m = m(\) and
n =n(A), and any = a(A) such that g > 24/n, it is hard for any polynomial time algorithm to dis-
tinguish between the distributions {(A, ATs + x)}AeZnXm S X T and {(A, b)}AeZnXm bz
The problem of distinguishing the two distributions descrlbed above is the LWE problem

Regev in [Reg05] showed that any efficient adversary that solves the LWE 0T problem can be
used to construct an efficient quantum algorithm for approximating SIVP and GapSVP in lattices
to within O(n /) factors. This is believed to be hard for appropriate polynomial choices of m(\)
and n(\).

The following lemma [ABB10, Lemma 12] is used to bound the error term in the statement of
the LWE assumption.

Lemma 2.10. Let e € Z™ be a vector and let x < V. . Then the quantity |xTe| treated as an
integer between [0,q — 1] satisfies:

IxTe| < |le]l2 - gaw(y/logm) + [[e]|2v/m /2

with an overwhelming probability in m.

2.5 Programmable Hash Functions

We describe the following family of hash functions introduced by Hofheinz and Kiltz [HK12] (hence-
forth denoted Huk). For every A € N, prime p = p(A) and a parameter n = n(\), define the family
(for implicit \) Hpk : {Hp : {0, 1}" = Zp},cpm as:

p

difl—ZxZ i (mod p) for z = (z1,...,7,) € {0,1}" and h = (h1,...,hy) € Zy.  (2.1)

For a parameter @Q = Q(\) that is poylnomial in A (which will refer to the number of queries when
the hash functions are used in proofs) we consider a sub-family of hash functions Hnk,g. To sample
Hj, + Huk g proceed as follows: set J = ©(Q?) and sample 7; ; for i € [n] and j € [J] uniformly and
independently from {—1,0,1}. Set h; = Zje[J] ni; to define the hash function Hy =1 —> 7" | hiz;
as in Equation (2.1). Such a hash function family is (1, Q)-programmable in the terminology of
Hofheinz and Kiltz which implies the following lemma (implicit in the proof of [HK12, Theorem 6]).

Lemma 2.11. For any polynomial Q@ = Q(X), polynomial n = n(X\), and any p = p(A), for any
(Q + 1)-tuple of inputs z*, M, ... 2@ € {0,1}", we have

Pr H(a:*)zO/\H(:r(l)) 750/\--~/\H(x(Q)) ;Ao} ZO[HK:@<Q;[/H)7
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where the probability is taken over the choice of H <+ Huk,q-

2.6 Two Simple Linear Algebra Facts

The following two simple facts are used in our proofs. For completeness we include their proofs,
although they are standard.

Lemma 2.12. Let n, m, and q be integers such that m > n and q is prime. Then the probability
that a uniformly chosen matriz A < Zy™™ has rank less than n is at most 2/qm L

Proof. We view A as a set of n uniformly and independently sampled vectors a; < Z;'. The
probability that A has rank less than m is bounded above by:

n—1 n—1 1 1 1 9
Zpr[ai+1 € Span(al’ T al)] - Z qm—i < qm—n+1 ’ (1 _ 1) < qm—n-I—l :
1=0 1=0

Lemma 2.13. Let m, n, k, and q be integers such that m > n and q is prime and let B € ngm be
a full-rank matriz. Then, for uniform S < ZZLX]“, BS s distributed uniformly over Z;‘Xk.

Proof. Let B be viewed as B = [by| - - | by,] for column vectors b; € Zj. As Rk(B) = n, there are
n columns that are linearly independent. Let B* € Zj*" denote the submatrix of these n linearly
independent columns. Consider fixing m —n rows of S corresponding to the remaining m—n columns
and only consider a n x m submatrix S* that correspond to B*. The matrix S* has column vectors
STy.--y8y € Zy.

Then BS = [B*s} +uy| ---| B*s} + u;| where uy,...,u; are arbitrary vectors that depend on
the values of the fixed rows. For any i € [k], as B* is full-rank, there is a bijection between vectors
s; and B*s]. As s} is distributed uniformly over Zy, so is B*s} and B*s} +u;. This in turn implies
that BS is distributed uniformly over all possible n x k matrices.

The above result holds true for every possible fixing of the m — n rows corresponding to the
columns not in B* and therefore holds true for the uniform distribution over these values as well. 1

3 Modeling Function Privacy for IBE

In this section we introduce our notions of function privacy for anonymous IBE schemes.? Recall
that the standard notion of security for anonymous IBE schemes, anon-IND-ID-CPA, asks that a
ciphertext ¢ = Enc(pp, id, m) reveals essentially no information on the pair (id, m) as long as a secret
key skjq corresponding to the identity id is not explicitly provided (but secret keys corresponding to
other identities may be provided). We refer to this notion of security as data privacy, and refer the
reader to Section 2.2 for the formal definition. As discussed in Section 1, we put forward two main
notions of function privacy: A basic notion that is formalized in Section 3.1, and an “enhanced”
notion that is formalized in Section 3.2. We then also formalize non-adaptive relaxations of these
two notions in Section 3.3.

Throughout this section we let T', k, and ki,...,kr be functions of the security parameter
A € N. In addition, we note that in the random-oracle model, all algorithms, adversaries, oracles,
and distributions are given access to the random oracle.

9We focus on anonymous IBE schemes as our motivating application is public-key searchable encryption, to which
anonymity is crucial [ABCT08].
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3.1 Function Privacy

Our basic notion of function privacy asks that it should not be possible to learn any information,
beyond the absolute minimum necessary, on the identity id corresponding to a given secret key
skig. Specifically, our notion considers adversaries that are given the public parameters of the
scheme, and can interact with a “real-or-random” function-privacy oracle RoRFP. This oracle takes as
input any adversarially-chosen distribution over vectors of identities, and outputs secret keys either
for identities sampled from the given distribution or for independently and uniformly distributed
identities!?. We allow adversaries to adaptively interact with the real-or-random oracle, for any
polynomial number of queries, as long as the distributions have a certain amount of min-entropy. At
the end of the interaction, we ask that adversaries have only a negligible probability of distinguishing
between the “real” and “random” modes of the oracle. The following definitions formally capture
our basic notion of function privacy.

Definition 3.1 (Real-or-random function-privacy oracle). The real-or-random function-privacy or-
acle RoR™ takes as input triplets of the form (mode, msk, ID), where mode € {real,rand}, msk is
a master secret key, and ID = (IDy,...,IDy) € ID" is a circuit representing a joint distribution
over ZDT. If mode = real then the oracle samples (idy,...,id7) < ID and if mode = rand then
the oracle samples (idy,...,idr) < ZDT uniformly. It then invokes the algorithm KeyGen(msk, )
on each of idy,...,idy and outputs a vector of secret keys (skiq,, .. ., skid; )

Definition 3.2 (Function-privacy adversary). Let X € {(T, k)-block, (k1,...,kr)}. An X-source
function-privacy adversary A is an algorithm that is given as input a pair (1)‘7 pp) and oracle access
to RoR™ (mode, msk, -) for some mode € {real, rand}, and to KeyGen(msk, -), and each of its queries
to RoR™P is an X-source.

Definition 3.3 (Function privacy). Let X € {(T,k)-block, (k1,...,kr)}. An identity-based en-
cryption scheme IT = (Setup, KeyGen, Enc, Dec) is X -source function private if for any probabilistic
polynomial-time X-source function-privacy adversary A, there exists a negligible function v(\) such
that

AdviP, () €

Pr[BxptiRln 4 (A) = 1] — Pr[Bxptid 4 (V) = 1) <00,

mode

where for each mode € {real,rand} and A € N the experiment Exptfg (] 4(A) is defined as follows:

1. (pp, msk) < Setup(1?).
9. b<_ARORFP(mode,msk,-),KeyGen(msk,-)(1)\7pp)_

3. Output b.

In addition, such a scheme is statistically X-source function private if the above holds for any
computationally-unbounded X-source enhanced function-privacy adversary making a polynomial
number of queries to the RoR™ oracle.

Multi-shot vs. single-shot adversaries. Note that Definition 3.3 considers adversaries that
query the function-privacy oracle for any polynomial number of times. In fact, as adversaries are
also given access to the key-generation oracle, this “multi-shot” definition is polynomially equivalent
to its “single-shot” variant in which adversaries query the real-or-random function-privacy oracle
RoRFP at most once. This is proved via a straightforward hybrid argument, where the hybrids
are constructed such that only one query is forwarded to the function-privacy oracle, and all other
queries are answered using the key-generation oracle.

10We note that the resulting notion of security is polynomially equivalent to the one obtained by using a “left-
or-right” oracle instead of a “real-or-random” oracle, as for example, in the case of semantic security for public-key
encryption schemes.
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Known schemes that are not function private. To exercise our notion of function privacy
we demonstrate that the anonymous IBE schemes of Boneh and Frankin [BF03], Gentry, Peikert
and Vaikuntanathan [GPVO08], Agrawal, Boneh and Boyen [ABB10], and Kurosawa and Phong
[KP11] are not function private. We present simple and efficient attacks showing that the schemes
[BF03, GPVO08] do not satisfy Definition 3.3, and note that almost identical attacks can be carried on
[ABB10, KP11]. As discussed in Section 1, other anonymous IBE schemes such as [Gen06, BW06]
for which we were not able to find such simple attacks, can always be assumed to be function private
based on somewhat non-standard entropy-based assumptions (such assumptions would essentially
state that the schemes satisfy our definition). In this paper we are interested in schemes whose
function privacy can be based on standard assumptions.

The Boneh-Franklin scheme uses a random oracle H : ZD — G and the secret key for id is
skiq = H(id)* where a < Z, is the master secret. The public parameters are g and h = g* for some
generator g of G. Consider an adversary that queries the real-or-random oracle with the circuit
of the distribution that samples a uniformly distributed id for which the most significant bit of
é(g®, H(id)) is 0. Clearly, this distribution has almost full entropy, and can be described by a circuit
of polynomial size given the public parameters.!! Then, given sk;q = H(id)* the adversary outputs
0 if the most significant bit of é(g, skiq) is 0 and outputs 1 otherwise. Since é(g,skiq) = é(g%, H(id))
it is easy to see that the adversary has advantage 1/2 in distinguishing the real mode from the rand
mode, thereby breaking function privacy. In Section 4.1 we present a modification of this scheme
which is function private.

In the scheme of Gentry, Peikert and Vaikuntanathan, the public parameters consist of a matrix
A « Zy*™ and the master secret key is a short basis for the lattice A;-(A). A secret key corre-
sponding to an identity id is a short vector e € Z™ such that Ae = H(id) € Z;, where H : ID — Zy
is a random oracle. Consider an adversary that queries the real-or-random oracle with the circuit of
the distribution that samples a uniformly distributed id for which the most significant bit of H (id) is
0. Then, given skjq = e the adversary outputs 0 if the most significant bit of Ae is 0 and outputs 1
otherwise. Since Ae = H (id) it is easy to see that the adversary has advantage 1/2 in distinguishing
the real mode from the rand mode, thereby breaking function privacy. In Section 4.2 we present a
modification of this scheme which is function private.

3.2 Enhanced Function Privacy

We now put forward a stronger notion of function privacy, to which we refer as enhanced function
privacy. Recall that our basic notion of function privacy asks that it should not be possible to
learn any information, beyond the absolute minimum necessary, on the identity id corresponding
to a given secret key sk;q. However, in various applications (such as searching on encrypted data),
an adversary may obtain not only a secret key sk;q, but also an encryption Enc(pp,id,m) of some
message m. Our notion of enhanced function privacy asks that even in such a scenario, it should
not be possible to learn any unnecessary information on the identity id.

It is easy to observe that not any function-private IBE scheme is also enhanced function private.
For example, given any function-private anonymous IBE scheme II consider the scheme II that is
obtained by modifying II’s encryption algorithm as follows: In order to encrypt a message m for
id, use II’s encryption algorithm for encrypting the pair (m,id) for id. The scheme II preserves the
function privacy and anonymity of II, but it is clearly not enhanced function private.

We formalize the notion of enhanced function privacy by considering adversaries that interact not
only with the key-generation and the real-or-random function-privacy oracles (as in Definition 3.3),

"' More specifically, rejection sampling can be used to obtain a sufficiently good approximation.
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but also with a function-privacy encryption oracle. This oracle, denoted Enc™", shares a state with
the real-or-random function-privacy oracle RoR™ and takes as inputs queries of the form (i,7,m)
where ¢ and j are integers, and m is a message. On input such a query, denote by (id; 1,...,id; )
the vector of identities that was sampled by the real-or-random function-privacy oracle RoR™" when
answering the adversary’s i*? real-or-random query.'? The function-privacy encryption oracle Enc?

then responds with ¢ < Enc(pp, id; ;, m).

Definition 3.4 (Enhanced function privacy). Let X € {(T,k)-block, (ki,...,kr)}. An identity-
based encryption scheme II = (Setup, KeyGen, Enc, Dec) is X-source enhanced function private if for
any probabilistic polynomial-time X-source function-privacy adversary A there exists a negligible
function v(\) such that

AdvEFR () &

Pr[Exptih .4 (V) = 1] — Pr[Exptin 1) = 1] | < v,
where for each mode € {real,rand} and A € N the experiment Exptgﬁgfm 4(A) is defined as follows:

1. (pp,msk) < Setup(1*).
2. b(_ARORFP(mode,msk,~,-),EncFP(pp,~,~,~),KeyGen(msk,-)(1

3. Output b.

A pp).

Multi-shot vs. single-shot adversaries. We note that Definition 3.4 is polynomially equivalent
to its “single-shot” variant in which adversaries query the real-or-random function-privacy oracle
RoRFP at most once (see the discussion following Definition 3.3). In this case the function-privacy
encryption oracle Enct® can be simplified to take as inputs queries of the form (j,m) instead of
queries of the form (7, j,m) (since only the case i = 1 is possible).

3.3 Non-Adaptive Function Privacy

We now put forward non-adaptive relaxations of our notions of functions privacy. These relaxations
ask that it should not be possible to learn any unnecessary information on the identity id corre-
sponding to a given secret key skiq, as long as id is not allowed to depend on the public parameters
of the IBE scheme. As discussed in Section 3.1, such a non-adaptive notion is inspired by the notions
of security for deterministic public-key encryption (DPKE) [BBOO07].

On one hand, this definition is weaker than those presented in Sections 3.1 and 3.2. However,
on the other, it may still suffice for various applications (see [BBO07]), and in Section 6 we show
that it can be obtained generically from any anonymous IBE scheme and any family of collision-
resistant hash functions (this is a more refined variant of the simple DPKE-based construction
described in Section 3.1). In fact, this generic construction satisfies the non-adaptive relaxation of
enhanced function privacy. For simplicity, in what follows we present the definition of non-adaptive
enhanced function privacy, and note that the non-enhanced definition follows easily by not providing
adversaries with access to the function-privacy encryption oracle Enc™.

Definition 3.5 (Non-adaptive enhanced function privacy). Let X € {(T, k)-block, (k1,...,kr)}. An
identity-based encryption scheme II = (Setup, KeyGen, Enc, Dec) is X -source non-adaptive enhanced
function private if for any probabilistic polynomial-time X-source function-privacy adversary A,
there exists a negligible function v(\) such that

Pr[EXPtF\Ie/il—EFP,H,A()‘) = 1} - Pr[EXptﬁR?EFP,H,A(A) = 1} ‘ <v(A),

121 the adversary made less than ¢ real-or-random queries then the function-privacy encryption oracle Enct® responds
with L.

AdvNAEFP () &
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where for each mode € {real,rand} and A € N the experiment Exptﬁz‘_jEFpﬂ,A(/\) is defined as follows:

. (ID,state) < A(17).

(pp, msk) < Setup(1?).

. (skidy, - -, skig,) < RoRFP (mode, msk, I D).

4. b+ AEn (Ppy-y).KeyGen(msk,) (state, (skid,, - - -, Skid,))-
5. Output b.

W N =

4 Function-Private Schemes in the Random-Oracle Model

4.1 A DBDH-Based Scheme

In this section we present an IBE scheme based on the DBDH assumption in the random-oracle
model. The scheme is based on the IBE of Boneh and Franklin [BF03] by applying our “extract-
augment-combine” approach, as discussed and exemplified in Section 1.1. The scheme is described
below, and its proofs of data privacy and function privacy are presented in Sections 4.1.1 and 4.1.2,
respectively.

The scheme. Let GroupGen be a probabilistic polynomial-time algorithm that takes as input a
security parameter 1%, and outputs (G,Gr,p, g,¢) where G and G are groups of prime order p, G
is generated by g, p is a A-bit prime number, and é : G x G — G is a non-degenerate efficiently
computable bilinear map. The scheme ZBEpgpy = (Setup, KeyGen, Enc, Dec) is parameterized by
the security parameter A € N. For any such A € N we denote by ZD, and M the identity space
and the message space, respectively.

e Setup: On input 1* the setup algorithm samples (G, G, p, g, €) < GroupGen(1*) and o + /s

and lets h = g% It outputs the public parameters pp = (H,g,h) and the master secret

key msk = a, where H : ZD) — G’ is a hash function (modeled as a random oracle) for
/> 21og |ZDy|+w(log )
= logp ’

e Key generation: On input the master secret key msk = « and a identity id € ZD,, the
key-generation algorithm computes H(id) = (h1, ..., h¢) and samples s1,...,s; < Zj. It then

A\ &
outputs the secret key skig = (sl, ooy S0y <H§:1 hjj) )

e Encryption: On input the public parameters pp = (H,g,h), an identity id € ZD,, and
a message m € Gr, the encryption algorithm computes H(id) = (hq,...,hy) and samples
7 < Zp. It then outputs the ciphertext ¢ = (co,...,cs), where ¢ = ¢" and ¢; = é(h, h;)" - m
for every i € [¢].

e Decryption: On input the public parameters pp = (H, g, h), a ciphertext ¢ = (cg, . .., c¢), and
a secret key sk = (s1,..., Sy, 2), the decryption algorithm computes d = (Hie[e] c;”) /é(co, 2),

and outputs m = dlsitetso) ™t
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Correctness. Consider a message m, an encryption (co, ..., ¢¢) of m under identity id, and a secret
key (s1,..., 8¢, 2) corresponding to id. Then, we have

Hie[[] Cfi . H €[e] é(h hi)r'si . mSi

d= =
o)
= Hle[@] elg®, hi)" cmSTtetse — Hie[@] é(g, ha)™ ™ Ly S1Htsy
¢ (9 licig b l) [Lieq €(g™, ha)™=
= mSttotse

Therefore, as long as s+ - -+s¢ # 0(mod p) (an event which occurs with probability 1—1/p over the
randomness of KeyGen), the message is indeed correctly reconstructed by computing dlsittse)”

Security. In Sections 4.1.1 and 4.1.2 we prove the following theorem:

Theorem 4.1. In the random-oracle model the scheme ZBEpppH is data private based on the DBDH
assumption, and is statistically function private for:

1. (T, k)-block-sources for any T = poly(A) and k > XA + w(log A).

2. (ki,...,kr)-sources for any T = poly(\) and (k1,...,kr) such that k; > i- A+ w(logA) for
every i € [T1.

4.1.1 Proof of Data Privacy

Lemma 4.2. The scheme IBEpppH s data private based on the DBDH assumption in the random-
oracle model.

Proof. Let A be a probabilistic polynomial time adversary. For each b € {0,1}, we consider

experiment Expt(()b) that is identical to Expt(Dbl)D TBEpspn. A 1L Definition 2.7. Then, for each i € [¢], we

define experiment Exptgb) (for 1 <14 < /) is identical to Expt, except in step (3) where the challenge
ciphertext c¢* is now (cg,u1,...,ui, ¢y q,...,c;) for independently and uniformly sampled elements
ui,...,u;. In particular, we note that in Exptéo) and Exptgl), ¢p is chosen uniformly from G (and

independent of (idj, mf) and (idj,m})) and the adversary’s view is independent of b. Therefore
Exptg)) = Exptél).

Claim 4.3. Based on the DBDH assumption, for any 0 <i < /{¢—1 and b € {0, 1}, it holds that
‘Pr [Exptgb)()\) ] Pr{Exthl(A) = 1} ‘ < negl(\).

Proof. Assume the contrary. Denote by Q7 and @z the number of secret key and random oracle
queries of a probabilistic polynomial time adversary A in experiment Expt§b) for j € {i,i+ 1} such
that

‘Pr{Exptgb)(/\) = 1} — Pr{Exptg?l(A) = 1} ‘ > €(N),

for some non-negligible €(\). We construct an algorithm 5 that solves the DBDH problem with
advantage at least ¢ = ¢/e(Qr + 1). The algorithm B is given (9,9, = 9%, g» = ¢°, 9c = g¢,v) and
interacts with A as follows:
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e Setup: Algorithm B sets up pp = (g, ga)-

e H-queries: Algorithm B maintains a list of tuples L = (id;, h;, atj,v;) for j € {1,...,Qn}
where h; = (hgj), e héj)> is a vector of elements in G and a; = (agj) ...,a(j)) is a vector
of Z, elements. For each query id € ZD, B responds as follows:

1. If id = id; € L already for some id;, algorithm B returns H(id) = h;.
2. Otherwise, B generates a random coin ~y; such that Pr[y; = 0] =1/(Qr + 1).

3. Algorithm B picks a random aj € 7.
j (4)
If Vi = 0, B computes hgi)l — gy go‘izH

j )
If Vi = L, B computes hE]Jr)l — gaiil

(4)
) — 4% for

Algorithm B sets the rest of the components of the h; vector as follows: héj =g
¢e[f\{i+1}.
4. Algorithm B adds the tuple (idj, h;, o, ;) to the list L at position j.
e Secret key queries: When A issues a query for identity id € ZD, algorithm B responds as
follows:
1. Algorithm B computes H (id) as above to obtain (w, h, a, 7). If v = 0, algorithm B aborts
and outputs a uniform bit.

2. Else, we have v = 1 and therefore h; = g* for each i € [n]. Algorithm B chooses random
values si,...,8¢ < Zp, computes z = [[, g5, and outputs skiq = (s1,...,5¢ 2).
Observe that g, = g* and z is well-formed for the public parameters pp.

e Challenge: When A outputs two identities and two messages (idg, m{) and (id}, m}) on which
to be challenged, B does the following:
1. Depending on the bit b, it computes H (id;) = h as above and retrieves (id;, h, at,y) from
table L. If v = 1, the algorithm B aborts and outputs a uniform bit.
2. If ¥ = 0, it proceeds to set ¢y = g, and (c},...,c;) = (u1,...,u;) to uniform and
independently chosen elements in G. Next, it sets ¢j, | = v - €(ga, gc)***' - my. Finally,
it sets cz t0 €(ga, ge)™¢ - my, for i +2 < ¢ < L.

3. It returns ¢* = (c{, ¢}, ..., c;) as the challenge ciphertext.

e Output: At the end of the experiment on receiving the bit b’ as output, the adversary B
outputs the bit v’

It is easy to see from the construction that in the challenge phase, if B is given a DBDH tuple,
ie., v=¢é(g,g)%, then

)abc acoy+1 )c(b+a¢+1) ok

cii1=¢(9,9)"-€(9,9) -my =€(g9% g my

c
= (ga’g(b+ai+1)> ' mg =é (ga’ hi-l-l)c : mZ

is well-formed and therefore, the challenge (cj,c], ..., c;) is identically distributed to the challenge

in Exptgb). If B is given a random tuple, i.e., v is uniform over G, then in addition to cj,...,c;, we

have ¢, , is also distributed uniformly over Gt and thus, (cg,cj,...,c}) is identically distributed to
the challenge in Exptg_)l.

To complete the proof, it suffices to bound the probability of B aborting the simulation (denoted
by Abort). We define two events: Abortt the event that B aborts in one of the secret key queries,

and Abortc the event that B aborts during the challenge phase.
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Without loss of generality, we assume that A does not ask for the secret key of the same identity
twice. The probability that a secret key query causes B to abort is 1/(Q7 + 1). To see this, note
that -; is independent of A’s view and B only aborts when v; = 0. As A makes at most Qr secret
key queries, the probability that B does not abort as a result of all secret key queries is at least
(1—1/(Qr +1))9T > 1/e. Thus, Pr[Abortt] <1 —1/e.

The algorithm B will abort during the challenge phase if A is able to produce id; with the
property that v = 1 for that corresponding entry in L. Since A cannot query for a secret key of idy,
~v is set independently of A’s view. With probability Pr[y = 0] = 1/(Qr + 1), algorithm B does not
abort and therefore, Pr[Abortc] <1 —1/(Qr + 1).

The two events Abortc and Abortt are independent because A cannot ask for secret key queries
corresponding to id;. Thus the probability of abort is at most 1 — Pr [AbortT A Aborth <1-
1/e(Qr +1).

Therefore, the advantage of B (where the probability is taken over choices of uniform a,b,c < G
and v < Gr) is:

Pr [B (g,g“,gb,gc,é(g,g)““) = 1] - Pr [B (gvga’gbvgc’”) - 1} ‘

1
Pr [B (g, g%, ¢° ¢, é(g,g)abc> =1 ‘ Abort} - Pr[Abort] + 5 Pr[Abort]

/
€ =

- (Pr [B‘ (g,g“,gb,gc,v) -1 ‘ Abort} . Pr[Abort] + % : Pr[Abort])’

Pr[Expti” (4) = 1| Abort| - Pr[Abort] — Pr[Expt!), (4) = 1| Abort| - Pr[Abort] |
)

= ‘Pr[Exptgb) (A) = 1] - Pr[Abort| — Pr [Exptz(»i)l(fl) = 1} -Pr[m’

= Qr 1)

as required. The derivation uses the fact that the abort condition is independent of the view of
the adversary. To see this, we can consider an identical simulation without an embedded DBDH
challenge that does not abort until the entire interaction is done with the adversary, then chooses
bits 7; and decides to abort aposteriori. The two simulations are identical as far as the adversary is
concerned. |

To conclude the proof of Lemma 4.2, we compute:

AdvZie o a(N) =

0 1
Pr{Expt(D;7IBg7A(A) = 1} —Pr [Expt(D%’IBg,A(A) = 1} ’

= ‘Pr{ExptéO) (A) = 1} - Pr{Expt(()l)(.A) = 1] ‘ (4.1)
<y
i=1

i

Pr[ExptEO_)1 (A) = 1] - Pr[Expt(O) (A) = 1} ’

+ zej ‘Pr[Exptﬁ?l (A) = 1} - Pr[Exptg”(A) _ 1] ‘

i=1
+ |Pr [Exptéo) (A) = 1} - Pr[Exptgl)(A) = 1} ‘ (4.2)
<20e(Qr+1)-€+0 (4.3)
< negl(A), (4.4)
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where (4.1) follows from the definition of the experiments, (4.2) follows from the triangle inequality,
(4.3) follows from Claim 4.3, and (4.4) follows from the hardness of DBDH and the fact that Qr is
polynomial in n. |

4.1.2 Proof of Function Privacy
Lemma 4.4. The scheme ZBEpgpH is statistically function private in the random-oracle model for:
1. (T, k)-block-sources for any T = poly(\) and k > X+ w(log A).

2. (ki,...,kr)-sources for any T = poly(\) and (k1,...,kr) such that k; > i- A+ w(log\) for
every i € [T1.

Proof. Let X € {(T, k)-block, (ki,...,kr)}, and let A be a computationally unbounded X-source
function-privacy adversary that makes a polynomial number Qror = @Qror(A) of queries to the
RoRFP oracle. We prove that the distribution of A’s view in the experiment Expt,r:eSEIBgDBDm 4 1s
statistically close to the distribution of A’s view in the experiment Expt,r:aﬁ‘}BgDBDm 4 (we refer the
reader to Definition 3.3 for the descriptions of these experiments). We denote these two distributions
by View,es and View,,,q, respectively.

We first observe that since the hash function H : ZDy — G is modeled as a random oracle, we
can restrict ourselves to the above distributions conditioned on the event in which H is injective on

the identity space ZD,. Indeed, since G is a group of order p where p is a A\-bit prime number, our
choice of ¢ = (()\) > 21& |ID1*‘+“’(10g A) implies that

ogp
ID,?
Pr[H is injective on ZD,] > 1 — | e)“
H p
— 1 _ 2—w(log)\)'

Assuming that H is injective guarantees that for any X-source ID = (IDy,...,IDr) over (IDy)"

it holds that H(ID) def (H(IDy),...,H(ID7)) is an X-source over (G)”. From this point on

we fix a function H which is injective over ZD,, and show that the two distributions View,e, and
View,anq are statistically close for any such function H.

Next, as the adversary A is computationally unbounded, we assume without loss of generality
that A public parameters in our scheme uniquely determine the master secret key msk = «, such
queries can be internally simulated by .A. Moreover, as discussed in Section 3.1, it suffices to focus
on adversaries A that query the RoRFF oracle exactly once. From this point on we fix the value of
a € Zy, chosen by the setup algorithm, and show that the two distributions View,ey and Viewyang
are statistically close for any such a.

Denote by ID = (IDy,...,I1Dr) the random variable corresponding to the X-source with which
A queries the RoR™ oracle. Having already fixed H and «, we can assume that

¢ )4
. S1,5 ST, j
VieWmode = 81»1""’8175’Hh17j] e 3T,1a---75T7£7HhT7jJ
j=1 j=1

for mode € {real,rand}, where (idy,...,idy) « (IDi,...,ID7p) for mode = real, (idy,...,idy) is
uniformly distributed over (ZD))? for mode = rand, H(id;) = (hj1,...,his) for every i € [T], and
Sij < Ly for every i € [T] and j € [(]. For mode € {real,rand} we prove that the distribution
VieWmode is statistically-close to uniform.
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Note that the collection of functions { fs,, s, : G! — G}sy,....s0ez, defined by fq, s, (h1,..., he) =

H§:1 h;j is universal. This enables us to directly apply Lemma 2.3 (in case I D is a (T, k)-block-
source) and Lemma 2.4 (in case I D is a (ki,..., kr)-source), implying that the statistical distance
between View,es and the uniform distribution is negligible in A. The same clearly holds also for
View,ang, as the uniform distribution over (ZDy)” is, in particular, a (T, k)-block-source and a
(ki,...,kp)-source. 1

4.2 An LWE-Based Scheme

In this section we present an IBE scheme based on the LWE assumption in the random-oracle model.
The scheme is based the IBE scheme of Gentry, Peikert, and Vaikuntanathan [GPV08] by applying
our “extract-augment-combine” approach described in Section 1.1. In what follows, before formally
describing our scheme, we discuss the main challenges in applying our approach to the IBE scheme
of Gentry et al. (we refer to their scheme as the GPV scheme).

In the GPV scheme, the public parameters consist of a matrix A < Zy*™ and the master secret
key is a short basis Ta for the lattice Aj(A). A secret key corresponding to an identity id is a
short vector e € Z™ such that Ae = H(id) € Z;. Thus, a natural application of our “extract” step
for generating a secret key corresponding to an identity id, would be to view H(id) as a matrix over
ZZ}XZ7 sample a uniform vector s € Zg, and output a short vector e such that Ae = H(id)-s € L. As
long as the matrix H (id) — H (id") is of full rank for all identities id and id’, the map H (id) — H (id)-s
is a collection of universal functions over the choice of uniform s € Zé. Therefore, in particular, such
a short vector e reveals essentially no information on id so long as id is sufficiently unpredictable.

The main difficulty, however, is to guarantee the correctness of decryption in the “augment” and
“combine” steps. In the GPV scheme, ciphertexts are decrypted by computing an inner-product
with the vector e, while carefully making sure (during encryption) that the added noise term (which
guarantees data privacy) does not overwhelm the rest of the ciphertext. Applying a similar idea in
our scheme runs into trouble because the entries of the vector s are not small and the therefore the
noise term grows too large.

We overcome this difficulty by augmenting the public parameters with matrices By,..., By
(where d is chosen such that ¢ is a d-bit prime) that allow us to compute inner products with
low-norm vectors over Zg that correspond to the bit representation of a uniform s. Using such
low-norm vectors ensures that the noise terms do not overwhelm the message, and our “combine”

step then produces an encryption of m- (Zz‘e[d] IIsil 1) 13 By choosing our parameters appropriately,

we can guarantee that this remains an encryption of the original m and thus enables decryption.
We note that the idea of representing s as its bit-vectors is inspired by that of Agrawal, Freeman,
and Vaikuntanathan [AFV11].

The scheme. The scheme ZBE w1 = (Setup, KeyGen, Enc, Dec) is parameterized by the security
parameter A € N. Let ZD, denote the identity space. The scheme additionally has lattice parameters
m,n and ¢, a parameter ¢ € N related to randomness extraction, and d € N such that ¢ is a d-bit
prime.

e Setup: On input 1* the setup algorithm picks parameters m,n,q and « as stated in the
formulation of the LWE 4T, assumption (see Section 2.4). The algorithm samples A < Zy*™
with a trapdoor Tp € Z™*™ for AqL(A) by using the algorithm TrapGen (as described in
Section 2.4). In addition, it samples By,..., By « ZZXZ and a hash function H : ZD) — Zg’xe

3Here || - ||1 denotes the £1-norm of a vector.
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(modeled as a random oracle). It outputs the public parameters pp = (A,By,...,By) and
the master secret key msk = Ta.

o Key generation: On input the public parameters pp and an identity id € ZD, the algorithm
samples s Zg and parses H(id) as a matrix H € ngg. It represents s = .1y 211 .,

(mod ¢) where the s;’s are vectors over {0,1}¢. Running algorithm SamplePre with the lattice
trapdoor Tp it samples e € Z™ such that Ae = (Hs—i— ZZG B; sl> (mod ¢q). It outputs
skig = (s,e) € Zf; X Z™.

e Encryption: On input the the public parameters pp, an identity id € ZD), and a message
m € {0, 1}, the algorithm samples r <- Z7 and computes H(id) = H € ZZ”. Next, it chooses

— —
(low-norm) error vectors x, < \I’ZL and xq,...,Xq ¢ VY,. Let 1 denote the all-ones vector
over Zf}. It outputs

. . i—1 T q m 2N\d
Enc(pp,id, m) = (ATr+x0,{(2 ‘H+B;)'r+x;+m- 5 1}ie[d]> € Z x (Z4)“.

e Decryption: On input the public parameters pp, a ciphertext (co, cq,...,cq), and a secret key
(s, e), the algorithm represents s = 3,y 2° ~l.s; (mod q) and outputs () if |(cle— > icld) Ci'Si)
(mod ¢)| < {5 and 1 otherwise.

Parameter selection. For the scheme, n is polynomial in the security parameter A, and we set

m=n-w(logn), ¢ = m25 . w(y/Iogn), a = m2W(1 = and £ > n + 2log |ZD)\\Tolggqn+w(log)\)
Correctness. Consider a ciphertext (co,...,cq) and the corresponding secret key (s, e) generated

by running algorithms for encryption and secret key generation for the same identity. To see cor-
rectness of the decryption algorithm, observe that Z‘e[d] cTs; = Z‘e[d] r’ (22_1 -H+B; + XiT) s; +

Zze[d] m- o bg -1Ts; which equals rT (Hs + Z 4 Bi sl) plus error term Zze[d] X;Ts; plus message

term m - 51 (Zie[d} 17 S7;>. Note that e is constructed such that coTe = rTAe 4 x,Te and rTAe

cancels the corresponding term with rT from earlier. To bound the error terms, we have that with
overwhelming probability

xoTe = > xiTsi | < (Vin/2 + qaw(Viogm)) | llello + 3 lsil (4.5)

i€[d]
< (Vim/2 + gaw(vlogm) ) (Vin - dym + v/m - | Ta| - w(y/logm))  (4.6)
<VvVm(1/2+1)- (md+m1'5) w(y/logm) (4.7)
< O(m?) < ¢*/°. (4.8)

Equation (4.5) follows from Lemma 2.10, Equation (4.6) follows from the bound on ||e||2 in Lemma
2.9, Equation (4.7) follows from the quality of || T4l from Lemma 2.9, and Equation (4.8) follows
from collecting terms and observing that d = logq.

1. If m = 0, the message term is 0 and from Equation (4.8), Dec successfully decrypts the message.
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2. If m = 1, then the message term 57 - <Zi€[d} ”SZH1> where || - |1 denotes the ¢; norm of a

vector. Observe that for a majority of the lower-order bits of s «+ Zg, the corresponding
vectors s; are drawn uniformly from {0, 1}*. Applying a standard Chernoff bound implies that
Pr[||si||1 < ¢/2 — I'] is negligible in n for any I' > w(logn)v/£. Thus, setting I' = 3¢/10 and ob-
serving that this bound holds for at least d/2 of the s;’s implies that the term 57 (Eie[d] IE H1>

is bounded below by ¢/5 with overwhelming probability. Therefore, Dec successfully decrypts
the message with overwhelming probability.

Security. In Sections 4.2.1 and 4.2.2 we prove the following theorem:

Theorem 4.5. In the random-oracle model the scheme ZBE we1 ts data private based on the LWE
assumption, and is statistically function private for:

1. (T, k)-block-sources for any T = poly(\) and k > nlogq+ w(log ).

2. (ki,...,kr)-sources for any T = poly(\) and (ki,...,kr) such that k; > i - nlogq + w(log )
for every i € [T].

Proof overview. The function privacy of the scheme follows quite naturally from our “extract”
step, as discussed in Section 1.1. The proof of data privacy is inspired by the proof of the GPV
scheme [GPV08], extended to deal with the extraction and bit-representation issues discussed above.
Briefly, the proof of the GPV scheme uses the fact that to answer a key-generation query, without
actually knowing a short basis for AqL(A), it is possible to construct an appropriate short vector e
by programming the random oracle at H (id).

We use a similar approach that is adapted to deal with the augmented ciphertext that includes
additional information using the public parameters By,...,Bg4. To do so, we consider a larger
LWE challenge (A|H;|--- |Hg) and we construct the augmented public parameters By,..., By
appropriately for a programmed output H* of the random oracle on the challenge identity id*
(specifically, we set B; = H; —2¢~1 . H*). This allows us to map the LWE challenge vector to either
a well-formed ciphertext or a random ciphertext.

4.2.1 Proof of Data Privacy

Lemma 4.6. The scheme ZBE we1 is data private based on the LWE assumption in the random-
oracle model.

Proof. Let A be a probabilistic polynomial time adversary. Experiment Expt, is identical to
EXpt(Doll,IBSLWB, 4 in Definition 2.7. Experiment Expt; is identical to Expt, except in step (3). The
challenger replaces a well-constructed challenge ciphertext with independently and uniformly sam-
pled (up,uy, ..., uq) < Zg* x (Zé)d. Experiment Expt, is identical to EXpt(DlF)’,IBSDum,A in Definition
2.7. Now we can state the following claim.

Claim 4.7. Based on the LWE assumption, it holds that |Pr[Expty(A) = 1] — Pr[Expt;(A) = 1]| <
negl(\).

Proof. Denote by Q7 and @y the number of secret key and random oracle queries of a probabilistic
polynomial time adversary A in experiment Expt, and Expt; such that

[Pr{Expty(A) = 1] — Pr[Expty (A) = 1]| > (A,
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for some non-negligible €(A). We construct an algorithm B that solves the LWE problem with
advantage at least ¢ = ¢/(Qg + 1). The algorithm B is given (E,f) € ZZX(de) X Z((Ide) and
interacts with A to decide whether f comes from the uniform distribution or from the distribution
ETs+ x for s < Zj and x «+ @ZHM. In the proof that follows we assume without loss of generality
that all Qy random oracle queries are distinct. The algorithm B chooses a random integer i* €
[1, Q] and proceeds as follows:

e Setup: The algorithm B parses the matrix E as d + 1 matrices (A |Hy|---[Hg) € Z*™ x
(ngg)d. Next, it chooses a random H* € ZQXZ and sets B; = H; — 2i~! . H*. Tt publishes
pp = (A,By,...,Bg).

As the matrix E is drawn uniformly from ZZ’X(de), the public parameters are distributed

uniformly as in the real scheme.

e H-queries: The algorithm B maintains a list of tuples L = (id;, H;,s;, ;) (for j € [Qn]) to
answer hash queries. Here H; € ZZXK and s € Zf). For each distinct query id € ZD, algorithm
B responds as follows:

1. If id is the i*-th query, add (id;, H*, x, x), where x denotes any junk/random value.

2. Otherwise, to create entry j, B samples a discrete Gaussian vector €; <= Dgm /. Next,
it samples uniform s; Zf; (split into bit-vectors {sl(-j )}ie[d]) and solves for H; € ZQXE
such that Hjs; = Ae; — > ey Bisgj) (mod q).

3. The algorithm B adds the tuple (id;, H;,s;, e;) to the list L and returns H;.

We need to argue that the random oracle output H; sampled above is distributed as in the
real scheme. To see that, we skip ahead to the proof of function privacy (see Section 4.2.2).
We show that in the real scheme for random s < Zf; and random H € ZZXZ, Hs (and
therefore Hs + Zz‘e[d] B;s;) is statistically close to a uniform vector v € Zj. Additionally,
from [GPV08, Corollary 5.4], with overwhelming probability over the choice of A, for e «
Dym  jm, the syndrome Ae (mod g) is statistically close to uniform over Zy. Now, we look
at two distributions Dyea = (s, H, Hs + Zie[d] B;s;) and Dsjm = (s,H;,v). Observe that s is
distributed identically in both distributions, and v is statistically close to Hs. Therefore, it
suffices to show that we can sample H; uniformly from Z’q”é conditioned on Hj;s = v. This
is easily done by observing that the rows of H; can be sampled independently and uniformly
over the (¢ — 1)-dimensional subspace derived from the above constraint.

e Secret key queries: When A issues a query for skjq, the algorithm B responds as follows
(without loss of generality we can assume that id was one of the H-queries):

1. If id = id;=, then abort, algorithm B aborts and outputs a uniform bit.

2. Otherwise, algorithm B finds entry j in L such that id = id; and return skig = (s;, ;).
Along the lines of the proof in [GPV08, Lemma 5.2], the distribution of e; in Dy (which is
ej < Dzm s conditioned on Ae; = Hjs; + 3,y Bisi (mod q)) is statistically close to the
distribution of e; in Dye, (output by the algorithm SamplePre). Also note that s; is sampled
identically in both distributions.

e Challenge: Eventually A returns two tuples of identities and messages (idg, mg) and (idy, my)
on which to be challenged, and B does the following:

1. It computes H(idg) = H as above. If this is not the i¢*-th entry query to the random
oracle, B aborts and outputs a uniform bit.
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2. If B does not abort, observe that H(idg) = H*. The algorithm B parses f from the LWE
challenge as (fo, f1,...,fs) € Z7' x (Zg)d and outputs (fo,f1 + mo5g-1,...,f5 +mog5-1)
as the challenge ciphertext.

e Output: If A at the end of the simulation outputs a bit b, B outputs the same bit b.

It is easy to see from the construction that in the challenge phase, if B is given an LWE instance,

. Ld
ie., f=ETr+ x for some random r € Zj and error term x < @Zﬂ_ , then

_ T =1 g AT ) 4
(fg,fl,...7fd)_<Ar+X17{(2 H'+Bi)r+x;+mo- 50 l}ie[d])’

(where x = (X0, X15---5Xq)) is a well-formed ciphertext corresponding to idg and therefore, the
challenge is distributed as in Expt,.

Also, in a rather straightforward manner, if B is given a random tuple, i.e., f is uniformly chosen
from Z’q"“d, then the challenge ciphertext (fy,f1,...,f;) is identically distributed to the challenge
in Expt;.

Thus, to complete the proof of Claim 4.7, it suffices to bound the probability of B aborting the
simulation. It follows in a straightforward manner that the probability that B does not abort during
the simulation is at least 1/(Qg + 1) if the view of the adversary is independent of i*. To see this,
consider an identical game where B does not choose an index i* and hence does not embed the LWE
challenge. Such a game can can answer all hash and secret key queries correctly. It is easy to see
that as far as the adversary is concerned, the two simulations are identical (so long as it does not
abort). Therefore, the index i* is hidden perfectly from the adversary A.

Finally, note that as the challenge ciphertext is distributed correctly in each of Expt,, b € {0,1},
the advantage of B is identical to that of A conditioned on B not aborting. As the view of A is
independent of the abort condition, this completes the proof.

Claim 4.8. Based on the LWE assumption, it holds that |Pr[Expt;(\) = 1] — Pr[Expty(N\) = 1]| <
negl(\).

The proof of the above claim is identical to the proof of Claim 4.7 except that the challenger
uses (idy,mp) to embed the LWE challenge. To complete the proof of the theorem,

AdV%EELWEl ,A(A)

0 1
Pr [Expt(Dg),IBgLWEl,A()\) = 1] - PI' [EXpt(DIgyIBgLWEl,-A(A) - 1:| ’

— [Pr[Expto(\) = 1] — PrlExpty(A) = 1]
= |Pr[Expty(A) = 1] — Pr[Expt; () = 1]| + |Pr[Expt;(N) = 1] — Pr[Expty(N) = 1]
< negl(A), (from Claims 4.7 and 4.8)
as required. |

4.2.2 Proof of Function Privacy

Lemma 4.9. The scheme TBE w1 is statistically function private in the random-oracle model for:

1. (T, k)-block-sources for any T = poly(\) and k > nlogq+ w(logA).
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2. (k1,...,kr)-sources for any T = poly(\) and (ki1,...,kr) such that k; > i-nlogq + w(log\)
for every i € [T).

Proof. Let X € {(T, k)-block, (ki,...,kr)}, and let A be a computationally unbounded X-source
function-privacy adversary that makes a polynomial number Qror = @Qror(A) oOf queries to the
RoRFP oracle. We prove that the distribution of A’s view in the experiment EXPt?S!IBSLWEL 4 is
statistically close to the distribution of A’s view in the experiment Expt,r:aadIBgLWEh 4 (we refer the
reader to Definition 3.3 for the descriptions of these experiments). We denote these two distributions
by View,es and View,,,q, respectively.

We first observe that since the hash function H : ZD), — ZZ“ is modeled a a random oracle,
we can restrict ourselves to the above distributions conditioned on the event in which for any two
distinct identities id;,ida € ZD) the matrix H (id;) — H(id2) is of rank n. Specifically, we show that
this event (denote FullRankDiff) occurs with an overwhelming probability over the uniform choice
of the function H. Indeed, for a uniformly sampled matrix A <€ ZZ}XZ Lemma 2.12 states that

Pr[Rk(A) = n] > 1 — 2/¢*~"*+1. Therefore, our choice of £ > n + 2log |ID*‘Tégin+w(log A) implies that

IZD,|% -2
qé—n-i-l

Pr(Fidy # idz : rank(H (id1) — H(id2)) < n]

IN

< 27w(log )\)‘

The event FullRankDiff guarantees, in particular, that H is injective on the identity space. Thus,

for any X-source ID = (IDy, ..., I1Dy) over (IDy)7 it holds that H(ID) % (H(ID,),..., H(ID7))
is an X-source over (Z;‘XK)T. In addition, the event FullRankDiff implies that the collection of
functions {fs : Z;‘Xf — ZZ}}Sezg defined by fs(A) = As is universal over the set {H(id) : id €
IDy}.1

From this point on we fix a function H such that the event FullRankDiff occurs. In addition, we
also fix the public parameters pp, and the master secret key msk, of the scheme, and show that the
two distributions View,e, and View,,ng are statistically close for any such H, pp, and msk. Next, as
the adversary A is computationally unbounded, we assume without loss of generality that A does
not query the KeyGen(msk, -) oracle. In addition, as discussed in Section 3.1, we can assume that
A queries the RoRFP oracle exactly once.

Denote by ID = (IDy,...,1Dr) the random variable corresponding to the X-source with which
A queries the RoR™ oracle. Having already fixed H, pp, and msk, we can assume that

Viewmode = ((Sl, H1S1) goeey (ST, HTST))

for mode € {real,rand}, where (idy,...,idy) « (IDi,...,ID7) for mode = real, (idy,...,idr) is
uniformly distributed over (ZDy)? for mode = rand, H; = H(id;) for every i € [T], and s; Zf; for
every i € [T]. For mode € {real,rand} we prove that the distribution Viewmode is statistically-close
to uniform.

As discussed above, (H(IDy),...,H(IDr)) is an X-source, and the collection of functions { fs :
ZZ}XZ — ZZ}Sezg defined by fs(A) = As is universal over the set {H(id) : id € ZD,}. This enables
us to directly apply Lemma 2.3 (in case ID is a (T, k)-block-source) and Lemma 2.4 (in case ID
is a (k1,...,kr)-source), implying that the statistical distance between View,e, and the uniform
distribution is negligible in A. The same clearly holds also for View,a,q, as the uniform distribution
over (ZDy)T is, in particular, a (T, k)-block-source and a (ki, ..., kr)-source. 1

MFor any distinct id; and idz, the fact that the matrix H(id;) — H(id2) is of rank n implies that the kernel of
H(id1) — H(id2) is of dimension £ — n. Therefore, PrSHZg [H(id1)s = H(id2)s] = (.

¢ F
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5 Function-Private Schemes in the Standard Model

5.1 A Selectively-Secure DLIN-Based Scheme

In this section we present an IBE scheme based on the DLIN assumption in the standard model.
For emphasizing the main ideas underlying our approach, we present here a selectively data private
scheme, and refer the reader to Section 5.3 for its extension to full data privacy. The scheme is based
on the DLIN-based IBE of Kurosawa and Phong [KP11], which is an adaptation of the LWE-based
IBE of Agrawal, Boneh and Boyen [ABB10] to bilinear groups. The scheme is obtained by applying
our “extract-augment-combine” approach, as discussed in Section 1.1. The scheme is described
below, and its proofs of data privacy and function privacy are presented in Sections 5.1.1 and 5.1.2,
respectively.

The scheme. Let GroupGen be a probabilistic polynomial-time algorithm that takes as input a
security parameter 1%, and outputs (G, Gr,p, g, é) where G and G are groups of prime order p, G
is generated by g, p is a A-bit prime number, and é : G x G — G is a non-degenerate efficiently
computable bilinear map. The scheme ZBEp N1 = (Setup, KeyGen, Enc, Dec) is parameterized by
the security parameter A € N. For any such A € N, the scheme has parameters m > 3 and ¢ > 2,
identity space ZD) = Zf), and message space My = Gr.

e Setup: On input 1* the setup algorithm samples (G, Gr,p, g, é) < GroupGen(11), Ag, Ay, ...,
A)B + ngm, and u ZIQJ. It outputs pp = (g,gAO,gAl, B B,g“) and msk =
(A(); A17 s 7A€7 u)

e Key generation: On input the master secret key msk and an identity id = (idy, .. .,id,) € Zf;,
the algorithm samples s1,..., s, < Z, and computes

Fid,(s1,....50) = [Ao0 ZSiAi + Zsi'idi B| € 7)™,

i€[(] i€[¢)

Then, it samples v < ng such that Fig (.. s, -V =u (mod p) and sets z = gV € G*™. It
outputs skiq = (s1,...,¢,2).

e Encryption: On input the public parameters pp, an identity id = (idy,...,id,) € Zf;, and
a message m € Gr, the algorithm samples r ZIQJ. It sets ¢} = gt Ao e GIxXm, c] =
grTAHIdiB] ¢ Glxm for a1l § € [€], cor1 = é(g,9)" *-m € Gr, and outputs (co,c1,...,Cp, crp1)
S G(€+1)m X Gr.

e Decryption: On input a ciphertext ¢ = (cg, ¢y, ..., ¢ cry1) and a secret key sk = (s1, ..., sy,
z), the decryption algorithm outputs
-1

m=cy é [ o :| l
= 1- i
* Hie[(] Cf ’ |

Correctness. Note that

d" = |c] H (ch)”| = ng[AO‘Zz‘em sifit(Sicpg s:idi)B] _ gF Fidionsg) |

1€[f]

the term é(g, g)*™™ which recovers m correctly.
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Security. In Sections 5.1.1 and 5.1.2 we prove the following theorem:

Theorem 5.1. The scheme ZBEp N1 @s selectively data private based on the DLIN assumption, and
is function private for:

1. (T, k)-block-sources for any T = poly(\) and k > X+ w(log A).

2. (k1,...,kr)-sources for any T = poly(X) and (ki,...,kr) such that k; > i- X+ w(log\) for
every i € [T).

Proof overview. The function privacy of the scheme follows quite naturally from our “extract”
step, as discussed in Section 1.1. To prove selective data privacy under the DLIN assumption, given
the challenge identity id*, we set up the public parameters {gAi}iew], B, and ¢" such that the
matrix Gigs e [(Zie{f] SiAi> + (Zie[é] S idi) B} is equipped with a ‘punctured’ trapdoor. This
trapdoor allows us to sample a vector such that Fiqs - v = u whenever Gjqs contains a non-zero
scalar multiple of B. This occurs whenever } ;¢ si(id; — idj) # 0. Thus, with all but a negligible
probability, we can simulate the adversary’s key-generation queries with specially chosen matrices
as above.

To embed the DLIN challenge, the first two rows of the DLIN challenge is used to constitute
the public parameter g4°. The third row is either linearly dependent on the first two rows or
chosen uniformly at random and independently. This third row of the challenge is embedded into
the augmented challenge ciphertext that is either well-formed or uniform and independent of the
adversary’s view depending on the DLIN challenge. This is done by choosing secret matrices R}
and having A; = AgR! — idB. This generalizes the ideas of [ABB10, KP11] to fit our “extract-
augment-combine” approach and provide function privacy.

5.1.1 Proof of (Selective) Data Privacy

Lemma 5.2. The scheme ZBEpy N1 is selectively-secure data private based on the DLIN assumption
in the standard model.

Proof. Let A be a probabilistic polynomial-time adversary. We consider a series of experiments that
interacts with the adversary as follows. Experiment Expt, is identical to Exptg(l)D)Pvl—BgDLINl, 4 in Defi-
nition 2.8. Experiment Expt; is identical to Expt, except in step (3). The experiment replaces a well-
constructed challenge ciphertext with independently and uniformly sampled (cg, c1, ..., ¢, cop1)
GUHD™ » Grp. Experiment Expty is identical to Exptng)P,IBgoum,A in Definition 2.8. Now we can
state the following claim.

Claim 5.3. Based on the DLIN assumption, it holds that |Pr[Expty(A) = 1] — Pr[Expt;(A) = 1]| <
negl(\).

Proof. Consider a probabilistic polynomial time adversary A in experiment Expt; for j € {0,1}
such that
|Pr[Expty(A\) = 1] — Pr[Expt; () = 1]| > €(A),

for some non-negligible €(\). We construct an algorithm B that given a DLIN challenge (g, gA)
where A « Z3>*™, algorithm B simulates the distinguisher A to output 0 if Rk(A) = 2 and 1 if
Rk(A) = 3 with non-negligible advantage €'(\) > €(\) — negl(\).
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o Key generation: Given two challenge identities (id;,id}) from the adversary A, the algo-
rithm B sets id* = id}, parsed as (id},...,id}). Next, given the DLIN challenge (g, g*), B sets
up pp as follows. Ay is the first two rows of A. Algorithm B samples a full-rank B « Zf,xm
and R « Z;*™ for i € [{]. Tt sets

A; = AgR; —id!B.

Observe that g can be computed from ¢g#° given R}, id;, and B. Finally, B chooses a random

v* Zf,m and sets u = [AO ‘ Zie[ﬁ] AORI} v* e Zg. Observe that g can be computed from
gA0 and R}.

e Secret key queries: On query id = (idy,...,id,), it samples random s1, ..., sy < Z,. Let
6= Z Si(idi — ldj)
i€[f]

If § = 0, B aborts and outputs a uniform bit. Otherwise, it chooses random w < Z7* and a
random x in Z;" such that
0Bx = —-Agw +u.

It is easy to compute g% given ¢?, g%, and B.

Let
v = [ W (Zz’em S@R?) X ] . (5.1)

X

It is easy to compute gV given {s;};ci, R}, g%, and g*. Observe that:

Fid,(sh...,sz)'vz Ay ZSiAi + Zsiidi B|v

L i€[(] icll]
= [Ao| [ D_siAoRy | — [ D sild] | B+ [ sidi | B| v
L i€l €[l il
= [Ao| Ao Z sR | +6B| | ¥V~ (Zie[ﬂ SiRz‘> X ]
1€[¢] X

=Agw — Ay ZsiR;k X+ Ag ZsiRz‘ X+ dBx=u.
i€l i€[f]

To answer the secret key query, B outputs (s1,...,5¢,2 = g").

e Challenge query: On query id* = (idj,...,id}), given the message m, the algorithm B
proceeds as follows. Let [-yT—] € Zzl,xm denote the third row of A. The challenge encryption
is constructed as follows:

()T, (@), (€))Tsciyn) = (97,07 ™, g R (g, )BT | e ¥R )
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We argue that the public parameters are distributed statistically close to the real distribution.
We note that the matrices R} for ¢ € [¢] are used to construct the public parameters, answer secret
key queries, and construct the challenge ciphertext. Below we show how the secret key queries are
distributed identically to the real scheme, and therefore independent of R;. Next, form the extended
leftover hash lemma (cf. Lemma 2.5) by setting k = ¢m we observe that the two distributions

(Ao, Ao~ [Ri|- | Ry, [Ri| [ Ri]'y) and (Ao, [Au| | Ac] [RI|- | Ri]Ty)

are statistically close, where Al for ¢ € [¢] are matrices chosen independently and uniformly from
ijxm. Observe that the third component is the challenge ciphertext. Thus, even given the (spe-
cially constructed) challenge ciphertext, the second component is statistically close to uniform
matrices over Z2*™. Subtracting [id{B|---|id;B] still keeps it uniform. Thus, the parameters
(A, {Ai}icn B) are distributed statistically close to the correpsonding parameters in the real dis-
tribution.

Next, we argue that the answers to secret key queries are distributed correctly. If the simluation
doesn’t abort, observe that si,..., s, are distributed as in the real scheme. We show that v (and
hence z) is distributed identically to the real scheme. Observe that v in the real scheme satisfies
Fid,(s1,..s)vV = 1 (mod ¢). Therefore v is chosen from a subspace of dimension 2m — 2 from the
constraints of the above equation. In the simulation, I.D is chosen uniformly from Z;" and x comes
from a subspace of dimension m — 2 from the constraints in equation (5.1). Therefore, v comes from
a subspace of dimension m + (m — 2) = 2m — 2 as required.

And finally, we argue that if Rk(A) = 2, then the challenge ciphertext is well-formed and if
Rk(A) = 3, then the challenge ciphertext is distributed uniformly over GUHD™ » Gr and indepen-
dently of A’s view.

e Case 1: Rk(A) = 2. We have that yT = rTAg for some r € Z2. Therefore, we have the

following:
gVl =g
gyTR;‘ — ngAOR;k _ ng[AH—ide} for i € [E]
é(g,9) | Eie v RV é(g, g)rT[AO | Yicig AoRT]v _ é(g, g)rTu.
2

Note that r is distributed uniformly in Z2 by definition. Thus, the ciphertext is well-formed.

p

e Case 2: Rk(A) = 3. We have that y is uniform in Z;* and independent of Ag. We consider
A’s view and argue that the challenge ciphertext is distributed uniformly over (G™)*! x Gr
and independent of A’s view. It suffices to argue the distribution of the ciphertext in an
information-theoretic sense (against a computationally unbounded adversary). A’s view in the
simulation comprises the public parameters (Ao, A1, ..., Ay, B,u) and the challenge ciphertext
(cs,c”f, N YR +1). As A is unbounded, the secret key queries do not reveal any extra
information and can be simulated by an unbounded adversary itself. Let U = AoR}. First
note that as y is uniform over Z,, so is cj. Observe that for every i € [¢], and for every possible
ci = g4 where d} € Z,' the number of solutions R} such that

A R — AR} | _ | U

yT i yTR} d;T
is the same. Thus, even given U (which can be computed from A;, B, and id*) as R} is
chosen uniformly from Z;"*™ each c; is distributed uniformly over G™ for every i € [/].
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Next, observe that v* has min-entropy 2mlog p and given u, from Lemma 2.1 with probability
at least 1 — e over choices of u, v* still has min-entropy (2m — 2)logp — log(1/¢€) for any
negligible ¢ = €(\). Next, we consider dy;1 = {yT‘ > el d;‘T} v* which can be written as
fTv* for a uniformly distributed vector f in Z'. As dyi; is of length logp bits, the vector
v* has sufficient min-entropy (more precisely, at least logp + w(log \) bits) so that f when
applied extracts from it. Therefore, we have (fT,fTv*) ~ (f7,r) where f is uniform in ng
and 7 is uniform in Z,. This implies, in particular, that the last component of the ciphertext,
é(g,g)%+1 -my, is distributed uniformly over Gr.

To complete the proof of Claim 5.3, it suffices to bound the probability of B aborting during the

simulation. The probability that B aborts during the simulation is the probability of the following

event: given fixed values Aidy, ..., Aidy € Z,, over random choices of s; < Z,, 0 oo Eie[e] s;-Aid; =

0 (mod p). This is exactly 1/p as we can fix all s; except s, and observe that there is exactly one
choice of sy such that § = 0.
Therefore, the advantage of B is:

¢ =|Pr[B ((9,9™)Ire(a)=2) = 1] — Pr[B ((g9.9™)|r(a)=3) = 1]|

Pr[B ((g,9™)|re(a)=2) = 1|Abort] - Pr[ Abort | + % - Pr[Abort]

— <Pr [B ((g,gA)|Rk(A):3) =1 ‘ AbortJ -Pr[Abort] + % 'Pr[Abort]>‘

= |Pr[Expty(A) =1 ‘Abort] - Pr[Abort| — Pr[Expt; (\) = 1 | Abort| - Pr[Abort||
= |Pr[Expty(A) = 1] — Pr[Expty = 1| Abort] - Pr[Abort]

— (Pr[Expt;(\) = 1] — Pr[Expt;(\) = 1| Abort] - Pr[Abort])|
= |(Pr[Expty(A) = 1] — Pr[Expt;(N\) = 1]) — (Pr[Exptg(N\) = 1| Abort] - Pr[Abort]

— Pr[Expt;(\) = 1| Abort] - Pr[Abort])|

> [Pr{Expty(A) = 1] — Pr(Expt, () = 1]

— Pr[Abort] - |[Pr[Expty(A) = 1|Abort] — Pr[Expt; (A) = 1| Abort]|
>e—1/p.

Under the DLIN assumption, € is negligible, which implies that e is negligible completing the proof
of Claim 5.3. 1

Claim 5.4. Based on the DLIN assumption, |Pr[Expt;(\) = 1] — Pr[Expty(A\) = 1]| < negl(A).

The proof of Claim 5.4 is identical to the proof of Claim 5.3. With the above two claims, we
now proceed to prove Lemma 5.2.

AdvsIDBIZDUNl A ()\)

= ‘Pr I:Expt-g%)RIBSDLINLA()\) = 1} —Pr I:Exptng)P7IB€DLIN17A()\) = 1} ‘

= |Pr[Expto(A) = 1] — Pr[Expty(A) = 1]

= |Pr[Expty(A\) = 1] — Pr[Expt;(A) = 1]| + |Pr[Expt;(A) = 1] — Pr[Expty(A\) = 1]

< negl(\), (from Claims 5.3 and 5.4)

as required. ]
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5.1.2 Proof of Function Privacy
Lemma 5.5. The scheme IBEpL N1 18 statistically function private for:
1. (T, k)-block-sources for any T = poly(\) and k > X+ w(log A).

2. (ki,...,kp)-sources for any T = poly(\) and (k1,...,kr) such that k; > i- A+ w(log\) for
every i € [T1.

Proof. Let X € {(T,k)-block, (ki,...,kr)}, and let A be a computationally unbounded X-source
function-privacy adversary that makes a polynomial number @ = Q(X) of queries to the RoRFP
oracle. We prove that the distribution of A’s view in the experiment ExptrFeSfIBEDUNh 4 is statistically
close to the distribution of A’s view in the experiment EXpt?Fr’l,dZBEDum, 4 (we refer the reader to
Definition 3.3 for the descriptions of these experiments). We denote these two distributions by
View,eal and View,ang, respectively.

As the adversary A is computationally unbounded, we assume without loss of generality that A
does not query the KeyGen(msk, -) oracle. Indeed, as the public parameters in our scheme uniquely
determine the secret key, such queries can be internally simulated by .A. Moreover, as discussed in
Section 3.1, it suffices to focus on adversaries A that query the RoRFP oracle exactly once. From
this point on we fix the public parameters pp chosen by the setup algorithm, and show that the two
distributions View,., and View,,nq are statistically close for any such pp.

Denote by ID = (IDy,...,IDy) the random variable corresponding to the X-source with
which A queries the RoR™” oracle. As A is computationally unbounded, and having fixed the public
parameters, we can in fact assume that

¢ ¢

VieWmode = 51,15+, 51,0 E sij-idyg |, | ST, c s 8T E st - idr
Jj=1 j=1

for mode € {real,rand}, where (idy,...,idr) < (IDy,...,IDr) for mode = real, (idy,...,idr) is
uniformly distributed over (ZDy)T for mode = rand, id; = (id; 1,...,id;s) € Zf) for every i € [T],
and s; j < Zj, for every i € [T] and j € [(]. For mode € {real,rand} we prove that the distribution
Viewmode is statistically-close to uniform.

Note that the collection of functions {fs, . s, : Zf) = Lplsy,...seez, defined by fs, ¢ (idy, ..., idy)

= Z§:1 s; - id; is universal. This enables us to directly apply Lemma 2.3 (in case ID is a (T, k)-
block-source) and Lemma 2.4 (in case ID is a (ki,...,kr)-source), implying that the statistical
distance between View,e; and the uniform distribution is negligible in A\. The same clearly holds
also for View,ang, as the uniform distribution over (ZDy)7 is, in particular, a (T, k)-block-source and
a (ki,...,kr)-source. |

5.2 A Selectively-Secure LWE-Based Scheme

In this section we present an IBE scheme based on the LWE assumption in the standard model.
For emphasizing the main ideas underlying our approach, we present here a selectively data private
scheme (as in Section 5.1), and note that it can be extended to a fully data private one using
essentially the same approach as in Section 5.3. The scheme is based on the LWE-based IBE of
Agrawal, Boneh and Boyen [ABB10] (referred to as the ABB scheme) by applying our “extract-
augment-combine” approach, as discussed in Section 1.1.

Specifically, in the ABB scheme, identities are mapped to matrices, and secret keys are short
vectors in the corresponding lattice. In our construction, we use a larger identity space (vectors
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of ABB identities), and we use elements in Z, to extract identities. As in the scheme ZBE& w1
presented in Section 4.2, we use the bit-splitting approach to ensure that the amount of noise that
is added in the “combine” step will allow correct decryption.

However, unlike the scheme ZBEp|y1 described in Section 5.1, this scheme additionally requires
parallel repetition. The field size ¢ in lattice-based constructions is allowed to be a small polynomial
in the security parameter, which in our case may lead to a non-negligible probability of one secret
key being able to decrypt ciphertexts encrypted for other identities. To fix this, one approach is
to make ¢ super-polynomial, but this will require a seemingly stronger LWE assumption. Instead,
we do a parallel repetition of © copies of the ciphertext, which are “bound together” using a public
lattice. The scheme is described below, and its proofs of data privacy and function privacy are
presented in Sections 5.2.1 and 5.2.2, respectively.

The scheme. The scheme ZBE we2 = (Setup, KeyGen, Enc, Dec) is parameterized by the security
parameter A € N, by lattice parameters m,n and ¢, a parameter £ € N for randomness extraction,
and a parameter u € N such that ¢* is super-polynomial in A. We let ZD = Zfl denote the identity
space, and let d € N be an integer such that ¢ is a d-bit prime.

e Setup: The algorithm Setup on input 1*, samples Ay, {Ai7j»k}(i kel x [l x[d] , B« Zy*™ with
a trapdoor T a € Z™*™ for the lattice AqL(AO) using the algorithm TrapGen, and u < Zj. It

outputs pp = (Ay, {Aivjvk}(i,j,k)e[é]><[;¢]><[d] ,B,u) and msk = Tx.

e Key generation: On input the master secret key msk and a identity id = (idy,...,idy) € Zg,

the algorithm KeyGen chooses a vector s € Zg“ of fp elements s11,..., 8¢,  Zg represented
as bits s; ;1 where s; ; = Zke[d] si k21 for all i € [€],j € [u], and computes Fiqs defined as

def .
Fias = |Ao E SikAi1k T § si1id; | B
i€[d] i€[{]
ke(d]

... Z Si,u,kAi,,u,k + Z Si,#idi B| e ZZXm(IH-l)' (5'2)
i€[e] 1€l
keld]

Using the algorithm ExtendBasis and the trapdoor T, it constructs a basis Ty for the lattice

A(JI- (Fiqs) and uses Ty in algorithm SamplePre to sample a vector e € ZT(“H) such that

Fias-e=u (mod ¢). It publishes skijq = (s, e).

e Encryption: On input the public parameters pp, identity id = (idy,...,id;) € Zf;, and a
message m € {0, 1}, the algorithm samples r < Zy, xo U and Rk} kel x[ux[d €
{=1,1}™*"™ and computes x; ;, = Rijx"Xo € Zy'. Finally, it samples £ < U, and outputs

(co, {ciyjkYic.jelul kel Copdr1) =

k—1; T
<A0Tr +x00 { [Aie+ 2B 1+ xi,j,k}iem .

uTr+ & +m- g) € (Zmat) 7,
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e Decryption: On input the public parameters pp, a ciphertext (co,c1,1,1,--.,Ceuds Coud+1) €
(Z;”)(K“d“) X Zq and a secret key (s,e), the algorithm Dec splits s = (s1,1,...,5¢,) into bits
such that s;j = >t i Sijk - 2k=1 for all (i,7) € [£] x [u). It outputs 0O if

e’ |co E 8i1,kCi,1 k| " E SipukCipk | — Coud+1 (mod q) | < q/4,
i€[¢] i€[e]
keld] keld]

and 1 otherwise.

Parameter selection. For the scheme, for n polynomial in the security parameter A, we let
m =n-Q(logn), ¢ = m*° -w(/logn), p=w(logn), a = 1/(m? -w(/logn)), u = w(1) and £ = w(p).

Correctness. We show that if e is well-formed then by combining the ciphertext components c; ; i
with s; ;1 as in the test algorithm, we can recover cg,q41 with error-terms and the message (encoded
in the most significant bit) left over. In the second half of the proof of correctness, we show that
a simple Lemma suffices to bound the error term away from ¢/4 and therefore show correctness of
the test algorithm.

e’ |co E E Si1kCilk| - E E 84,0,k Ci,uk

€[] ke[d] €[] ke[d]

1. T
=eT- [AgTr+x0| D D sitk [Ai,l,k + 2 11diB} T+ Si1kX 1k

i€[l) keld]
k—1: T
D siak [Ai,d,k +2 1diB} r+ SidkXidk
i€[l] keld]
=el- |Ag'r Z Z Si 1 kA1 kT + Z 54,11d;BTr
i€[l] keld] 1€l
DD siarAiart+ Y siaidiBTr| +eT | xg D SiikXigk
i€[l] keld] i€[] i€[l],ke(d)

JE[H]
=eT -Figs'r+e’x

=u'r+eTy,

where x = [XO {Zz‘e[f] keld) Si7j7kxijk} : J and Fiqs is as defined in Equation (5.2). Observe
’ el

that excluding the message 4m, the ciphertext component cgu441 is exactly uTr + ¢, The term
uTr cancels, and to prove correctness, we need to show that the noise term (eTx — &) is low-norm.

Observe that x; ;= RijxTxo and let e = [eg|e1 | ---| e, ], then we can re-write the noise term as
T
eo + Z sijkRijre; | xo—¢&-
i€l],j€[p]
keld]
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Observing that |le|2 < m-w(y/Iogm) (as in Section 4.2), we can now apply the following lemma
to bound the size of the error term.

Lemma 5.6 ([ABB10, Lemma 15]). For parameters m,n € N, let R be a k x m matriz chosen
uniformly at random from {—1,1}¥*™_ Then, for all v € Z™, Pr[|Rv|2 > 12Vk+m - ||v|2] <
—(k+m)
e .

As the s; ;s are binary, we have

€ + Z Z Z sijkRijre; || < (1 + 12£ud\/%> -m = O(Ludm?3/?).

i€[f] je[u] keld] 2

Therefore, applying Lemma 2.10, the noise term is bounded by

(\/5/2 + qaw(y/log m)) -O(tpdm'?) < q/10,
(from our choice of parameters) which completes the proof of correctness.

Extension to multi-bit encryption. We note that as in the lattice-based IBE schemes of
[GPVO08, ABB10], it is possible to encrypt N bits simultaneously at the expense of N — 1 addi-
tional Zy vectors in the public parameters, and N — 1 additional Z, elements in the ciphertexts in
our scheme. We refer the reader to [ABB10, Section 6.5] for more details.

Security. In Sections 5.2.1 and 5.2.2 we prove the following theorem:

Theorem 5.7. In the standard model the scheme IBE we» is selectively-secure data private based
on the LWE assumption, and is statistically functional private for:

1. (T, k)-block-sources for any T = poly(A) and k > p - Qlog \) + w(log A).

2. (ki,...,kr)-sources for any T = poly(\) and (ki, ..., kr) such that k; > ip-Q(log A) +w(log \)
for every i € [T].

5.2.1 Proof of (Selective) Data Privacy

Lemma 5.8. The scheme ZBE we» is selectively-secure data private based on the LWE assumption
in the standard model.

Proof. Let A be a probabilistic polynomial time adversary. We consider a series of experiments
that interact with the adversary. Experiment Expt, is identical to EXpti(l)D)P,IBSLwa, 4 in Definition 2.7.
Experiment Expt; is identical to Expt, except in step (3). The challenger replaces a well-constructed
challenge ciphertext with independently and uniformly sampled (uo, (Wi ik Yiel,jelu) kel umdﬂ) —
(Z?)(Zﬂd“) X Zq. Experiment Expt, is identical to EXptgllD)P,IBEDLINl, 4 in Definition 2.7. Now we can
state the following claim.

Claim 5.9. Based on the LWE assumption, it holds that |Pr[Expty(A) = 1] — Pr[Expt;(A) = 1]| <
negl(\).
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Proof. Denote by Q7 the number of secret key queries of the probabilistic polynomial-time adver-
sary A in experiment Expt, and Expt; such that

|Pr[Expty(A) = 1] — Pr[Expt; (A) = 1]| > €(N),

for some non-negligible €(\). We construct an algorithm B that solves the LWE problem with
advantage € (\) > €(\) — negl(\). The algorithm B is given (E, f) € ZZX(mH) x Z"t! and interacts
with A to decide whether f comes from the uniform distribution or from the distribution ETs + x
for s «— Zy and x «+ @Z—H as follows.

e Setup: The algorithm B parses the matrix E as (Ag|u) € Zg*™ x Z;. It samples a random
matrix B < Zy*™ with trapdoor T using algorithm TrapGen. It receives the challenge iden-
tities id and id] from the selective-security adversary A and sets id* = id; which is encoded
as (idj,...,id;) € Zg . It chooses random matrices {Ry jx }ic[g), jeu)kelg € {—1,1}™*™ and
computes A; ;; = AgRyj — 2571 -id;B. It publishes pp = (Ao, {A;jx el el keld> B> 0)-

e Key generation: On input id = (idy,...,idy) € Zg the algorithm B first samples a random

vector s € Zg“ of i elements s11,...,8p, < Z¢ and computes
o= sia(id; —id}), ..., 6= siu(id; —id]).
i€l i€[l]

If for all j € [u], 0; = 0, abort the simulation and output a uniform bit b’ < {0,1}. Otherwise,
let j* be an index such that d;« # 0. Consider the matrix

F' = A Z Z Sij* kA ek + Z s j+id; | B

L i€[l] ke[d] i€[¢]
= AO A Z Z Si,j*,kRi,j*,k — Z Z SZ'J*’kail . ld;|< B+ Z SZ‘J‘*idZ‘ B
i€ll] keld] i€ll] keld] i€l

= AO A Z Z Si,j*,kRi,j*,k — Z Si,j* (ldl — ld;k) B

i€[¢] keld] i€[¢)

L R* 5y i

We use ExtendBasis to compute a trapdoor Ty for the lattice AqL(F’) given trapdoor Ty for
lattice Aql (B). This requires ¢+ # 0 and low-norm R* (which follows from the fact that
R, j« . are {—1,1} matrices, and s; j, € {0,1}). Given a trapdoor for AqL(F’), we can use
ExtendBasis once again, in a straightforward manner to sample a short vector e € Z;n(“ +1)
such that Fiqs-e = u (mod ¢) (where Fiq s is as defined in Eq (5.2)). It outputs the secret

key (s, e).

e Challenge: Eventually A requests the challenge ciphertext corresponding to (idg, mg) or
(id}, m]) for the adversary’s choice of m§ and m] upon which B does the following. First, it
sets m = mg and parses f = [f] | f1]T € Z]" x Z, from the LWE challenge. Next, for all i € [¢],
j € [u] and k € [d], B computes c;;ir = Rijx"o, c¢j = fo, and Couat1 = 1+ dm. Tt outputs

the challenge ciphertext (cg, {<; i ktagmeaxiux(dy c;f#d+1>.
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e Output: If A at the end of the simulation outputs a bit b guessing Expt,, B outputs the same
bit b.

It is easy to see from the construction that in the challenge phase, if B is given an LWE instance,
Le., f = ETr + x, for some random r € Z; and low-norm error term x <« EZLH, then

* * * q
(et {€i ik} Couarr) = (Agr + X0 {[AoRijk]'T + Rijk"™X0}icin jepyre W+ €+ Qm)

]
= <A5r + Xo { [Am’,k + 2 1id; Bi] r+ Xw’u’ﬁ} wirh et gm>

i€lf.gelul keld]”
(where x = [xo" |€]" € Z' x Zg) is a well-formed ciphertext corresponding to idj and mg and
therefore, the challenge is distributed as in Expt,.

Next, we need to argue that if f is random in Z;”H, then the challenge ciphertext is distributed
as in Expty. This requires the use of the leftover hash lemma (cf. [DORT08]) as in [ABB10].

The challenge ciphertext is distributed as (fo, RTf,, fi + %m) for R = [{Ri,j,k}iem,je[u],ke[d}] €

{£1}mmud) - Note that f, is uniform over Zq independent of the rest of the components, and
can therefore be ignored as f; + gm is distributed correctly. A direct application of the leftover
hash lemma (cf. Lemma 2.6) with (AoT|fy) as the hash function implies that AgR (from the
public parameters) and f{Tfo (from the ciphertext) are statistically close to uniform and independent
quantities (given Ag and fy). Therefore, the simulation simulates a ciphertext that is statistically
close to the real distribution.

Additionally, in both simulations, it follows once again from the application of the leftover hash
lemma that pp generated by B is statistically close to the real distribution.

Thus, to complete the proof of Claim 5.9, it suffices to bound the probability of B aborting the
simulation. Recollect that B aborts depending on the values of §;’s defind earlier. As calculated in
a similar case in Section 5.1, the probability that any particular §; = 0 is 1/q. As s; ;’s are chosen
uniformly and independently at random, for all i # j, §; and J; are independent events. Therefore,
the probability that B aborts is 1/¢*.

As argued in the proof of Lemma 5.2, we can calculate that €' is at least € — 1/¢*. Based on
the LWE assumption, € is negligible, and with our choice of parameters for u, € is also negligible
thereby completing the proof. |

Claim 5.10. Based on the LWE assumption, it holds that |Pr[Expt;(A) = 1] — Pr[Expty(A) = 1]| <
negl(A).

The proof of the above claim is identical to the proof of Claim 5.9 except in the simulation, we
use id] when simulating Expt,. To complete the proof of the theorem,

AdvZie 4(N)

— [Pr[Exptn zise 4 (V) = 1] = Pr[Exptl e 4 () = 1|

— [Pr(Expty(A) = 1] — PrlExpty() = 1]

= |Pr[Expty(A) = 1] — Pr[Expt; (A) = 1]| + [Pr[Expt;(X) = 1] — Pr[Expty(A) = 1]]

< negl(A), (from Claims 5.9 and 5.10)

as required. |
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5.2.2 Proof of Function Privacy

Lemma 5.11. The scheme ZBE we» is statistically function private for:
1. (T, k)-block-sources for any T = poly(\) and k > p - Q(log \) + w(log A).

2. (ki,...,kr)-sources for any T' = poly(\) and (ki, ..., kr) such that k; > ip-Q(log A) +w(log \)
for every i € [T].

Proof. Let X € {(T,k)-block, (ki,...,kr)}, and let A be a computationally unbounded X-source
function-privacy adversary that makes a polynomial number Qror = @Qror(A) of queries to the
RoRP oracle. We prove that the distribution of A’s view in the experiment Expt,@eS!IBgLWE% 4 1s
statistically close to the distribution of A’s view in the experiment Expt,r:a|§‘7dZBgLWE27 4 (we refer the
reader to Definition 3.3 for the descriptions of these experiments). We denote these two distributions
by View,es and View,s,q, respectively.

The collection of functions {gs,, . s, : Zg — Lg}sy,...spez, defined by gs s, (id1,...,idy) =
Zie[e] s;id; is universal. Observe that trapdoor generation uses u independent universal functions
g1, - .-, gy defined as above. Thus, we define a collection of functions

def . . . .
i {fsl yeerStop : Zgﬂ — Zg} as ‘]051,17._,752,H (ldl, . ,ldg) = E Si711di, ey E Si,usi,uldi (53)
1€[{] i€[¢]

which is also universal.

We fix the public parameters, pp, and master secret key, msk, of the scheme, and show that
the two distributions View,e, and View,,,q are statistically close for any such pp and msk. As the
adversary A is computationally unbounded, we assume without loss of generality that A does not
query the KeyGen(msk,-) oracle. In addition, as discussed in Section 3.1, we can assume that A
queries the RoRFP oracle exactly once.

Denote by ID = (ID(l), ey ID(T)) the random variable corresponding to the X-source with
which A queries the RoR™? oracle. Having already fixed pp and msk, observing that B and A;jr’s
are fixed for any keyword id(® <— D it suffices to consider the view of the adversary

Viewnade = | (s, s 5 sWia® | (0 ol 3 sDig®
icll] i€[(]

T T). (T (T). (T

3571), 3§1)’ 51)1d() e 31M7-- 82#,23 )d()

€[l i€[¢]

for mode € {real,rand}, where (id(l)7 . .,id(T)) — (ID(I),...,ID(T)) for mode = real, (id(l),...,
id(T)) is uniformly distributed over (ZDy)? for mode = rand, s% < Zg for every i € [T] and
(j, k) € [€] x [p]. For mode € {real,rand} we prove that the distribution Viewmode is statistically-
close to uniform.

We know that (I DWW T D(T)) is an X-source, and the collection of functions F (defined in
Equation (5.3) is universal. This enables us to directly apply Lemma 2.3 (in case ID is a (T, k)-

block-source) and Lemma 2.4 (in case ID is a (kq,...,kr)-source), implying that the statistical

39



distance between View,e, and the uniform distribution is negligible in A. The same clearly holds
also for View,ang, as the uniform distribution over (ZDy)7 is, in particular, a (T, k)-block-source and
a (ki,...,kr)-source. 1

5.3 A Fully-Secure DLIN-Based Scheme

In this section we present an IBE scheme based on the DLIN assumption in the standard model.
The scheme is a fully secure variant of the one described in Section 5.1. The scheme is described
below, and its proofs of data privacy and function privacy are presented in Sections 5.3.1 and 5.3.2,
respectively.

The scheme. Let GroupGen be a probabilistic polynomial-time algorithm that takes as input a
security parameter 1%, and outputs (G, Gr,p, g,¢é) where G and Gt are groups of prime order p, G
is generated by g, p is a A-bit prime number, and é : G x G — G is a non-degenerate efficiently
computable bilinear map. The scheme ZBEp N2 = (Setup, KeyGen, Enc, Dec) is parameterized by
the security parameter A € N. For any such A € N, the scheme has parameters m > 3, n = w(log \),
identity space ZD) = {0, 1}", and message space M = Gr.

e Setup: On input 1* the setup algorithm Setup samples (G, G, p, g, €) < GroupGen(1*). Next,
the algorithm samples Ag, B, {Aj}je[n} +— szm and u + ZZ. It outputs the master secret
key msk = (AQ, B, {A}em u) and the public parameters pp = (gAO, B, {g% }je[n},g“).

e Key generation: On input a master secret key msk and identity id = (idy, ..., id,) € {0, 1}™.
Next, it samples S «+ Z;”XQ and computes

Fias = |Ao|BS + Zidﬂ'AJ S GZIQ)X(WH-Q)
JEn]

It samples uniformly at random a vector v € ZZLH such that Figs - v = u (mod p) and sets
z = g¥ € G™2. Tt outputs skig = (S, z).

e Encryption: On input the public parameters pp, an identity id = (idy,...,id,) € {0,1}",
def .

-m € G7 and outputs

and a message m € G, the algorithm samples r + ZIQ). It computes D(id)

rTAp ¢ Glxm7 C-{ _ ng[BJrD(id)] e Glxm )rTu

sets ¢f =g ,and co = é(g,9

(CQ,Cl,CQ) e G*™ x Gr.

e Decryption: On input a ciphertext (co,cy,c2) € G*™ x Gt and a secret key skig = (S,z) €
ZZ”Q x G™*2, the algorithm outputs

Correctness. Consider the vector

r"Fiq,s

aT = [cf|(cN)%] = ¢ [A0|BS+ (e 14544)8] _

We have é(d, z) = é(g, g)" F1asV = é(g, g)*' V. Therefore, dividing c2 by é(d, z) eliminates the term
é(g, g)*™™ which recovers m correctly.
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Security. In Sections 5.3.1 and 5.3.2 we prove the following theorem:

Theorem 5.12. The scheme TBEpL N2 1S data private based on the DLIN assumption, and is sta-
tistically function private for:

1. (T, k)-block-sources for any T = poly(\) and k > 4logp + w(log A).

2. (k1,...,kr)-sources for any T = poly(\) and (ki,...,kr) such that k; > 4ilog p+w(log \) for
every i € [T).

5.3.1 Proof of Data Privacy

Lemma 5.13. The scheme ZBEp N2 is data private based on the DLIN assumption in the standard
model.

Proof. Let A be a probabilistic polynomial time adversary for the scheme ZBEp| n2. We denote
by id™®,...,id@ (bits of which are denoted idg-i) for j € [n]) the @ secret key queries generated by
the adversary A. The challenge identities are denoted <id*(0), id*(l)). We define a (non-negligible)
function of the security parameter o = a(A) € [0, 1] to denote a lower bound of the probability of
a particular event relating to the simulation (see the description of Expt, and Lemma 5.14 below).
We consider the following experiments for each b € {0, 1}.

e Experiment Expt[()b) is identical to Expt(Dbl)D TBEpima A &S 11 Definition 2.7.

e Experiment Exptgb) is obtained from Expt((]b) by outputting the output of Exptéb) with proba-
bility o and a random bit with probability 1 — a (denoted by Abort).

e Experiment Exptgb) is obtained from Expt(()b) by introducing an “artificial” abort event indepen-
dent of the adversary’s view. We use the programmable family of hash functions introduced
by Hofheinz and Kiltz [HK12] denoted Hnk g (see Section 2.5). At the end of Exptgb), we
sample a hash function H < Hpk,g. When Exptgb) receives the guess b from A, it does the
following:

1. Abort check: For each query id® for i € [Q], let S € Z;”XQ denote the uniform matrix
chosen during secret key generation. The challenger checks the following conditions:
(a) For each i € [Q), if H (id®) -BS® ¢ 22** is full-rank.
(b) For bit b€ {0,1}, H (id*(b)) = 0.
If either (or both) these conditions are not satisfied, the experiment outputs a random
bit instead of b'. Let « denote the probability over choices of the hash function H (for
any particular set of distinct queries (id*(b), idV, ..., id(Q))) that both conditions above
are true. Lemma 5.14 derives a bound for a.

2. Artificial abort: Following the approach of Cash et al. [CHK"10] (generalizing that of
Waters [Wat05]) approximate o(®) = Pr [M‘ (id*(b), id®, ... 7id(Q)ﬂ by sampling suf-
ficiently many independent hash functions. For any polynomial S = S()), Hoeffding’s

inequality yields that with [AS/«a| samples, we can obtain an approximation 8" > o of
0® such that:
1

o (5.4)

2

o® — é(b)‘ > %} <
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for security parameter A\. The challenger samples a random bit b e {0,1} such that
Pr [l; = 1} =1—0a/6® € [0,1]. If b = 1 then the adversary outputs a random bit
(artificial abort). Else, it outputs the bit b’ from the challenger.

e Experiment Exptz(,)b) is obtained from Exptg’) by replacing the challenge ciphertext with uniform

(co,c1,¢2) < G?>™ x Gr that is sampled independently of the view of A.

Observe that the bit b is only used in the challenge phase and in experiments Exptgo) and Exptgl)

the challenge phase is independent of the bit b. Additionally, whenever experiments Exptéo) and
Exptgl) abort, they output a uniform bit. From this, we conclude that Exptéo) = Expti())l). We will
argue through a series of claims that ‘Pr [Expt(()o)(/\) = 1} — Pr[Exptél)()\) = 1” is negligible, thus

completing the proof. First we derive a bound for a.

Lemma 5.14. For distinct (Q+1)-tuple of queries id*, id®, ..., id@ ¢ {0,1}™ define the following
events:

e Eventy (secret key queries) is the event in which for eachi € [Q], H (id(i)) -BSY is a full-rank
matrix in ZI%XQ.

e Eventc (challenge query) is the event in which H (id*) = 0.

Then, for every distinct (Q+1)-tuple of queries id*,idM ... id@), and any set of full rank By, . .
B, we have:
2Q 1
Pr[Eventt A Eventc| > a = <1 — > -0 () ,
[Eventr | p Qvn
where the probability is taken over choices of H € Hux and uniformly distributed matrices S® e
72 fori € [Q).

)

Proof. We defer the proof to the end of the section for readability. |

Next, we derive a series of claims relating the experiments described above.

Claim 5.15. It holds that

‘Pr[Exptgo)()\) = 1] —Pr [Exptgl)()\) = 1} ‘ =a- ‘Pr [Exptéo)()\) = 1} - Pr[Expt(()l)()\) = 1} ‘
Proof. For each b € {0, 1}, Pr[Exptg’)(A) = 1} =a- Pr[Exptgb)()\) = 1} + 3(1— ). |

Claim 5.16. For each b € {0,1} and for any polynomial S = S(\), it holds that

’Pr[Exptg’)()\) - 1] - Pr[Expt§b>(A) - 1” < % + 2%

Proof. Let Abortgb) and Abortgb) denote the events in which experiments Expt;b) and Exptgb) abort
respectively. Then,
o _ .Y

Pr [W(f’)] = and Pr {m&b)} = o®. =a- @.

42



Equation (5.4) implies that with probability at least 1 — 27 it holds that

o

< 550 <

50 — o®

o®

‘Pr [mﬁb)} —Pr [mg”)} ‘ _ (5.5)

a
5

As Equation (5.4) holds for any tuple (id*(b), id®, ... ,id(Q)> with probability at least 1 —27*, we
obtain that the statistical distance between the outputs of the experiments Exptgb) and Exptgb) is at

most a/S + 27 1

As a corollary, using the triangle inequality, we get

Corollary 5.17. For any polynomial S = S(X), it holds that

Pr[Exptgo)(A) - 1] - Pr[Expt§1)(A) - 1} ‘

<o (2 1)y
=25

To analyze experiments Exptgb) and Exptgb), we need a computational assumption.

Pr[Exptg‘”(A) - 1] - Pr[Exth)(A) - 1} ‘ .

Claim 5.18. Based on DLIN assumption, for each b € {0,1}, it holds that
‘Pr[Exptg))(}\) = 1} - Pr[Exptgb)()\) = 1} ‘ < negl(A).

Proof. Given a DLIN challenge (g, gA) where A + ngm, algorithm B simulates a distinguisher
A between experiments Exptgb) and Exptgb) to output 0 if Rk(A) =2 and 1 if Rk(A) = 3.

e Key generation: Given the DLIN challenge (g, g®), B sets up pp as follows. Ay is the first
two rows of A. B chooses random B < Z2*™ and R} < Zy*™ for j € [n]. Next, it chooses a
hash function H < Mk g which define elements h; € Z,, for j € [n] in the following manner:
H(:) = Hp,,...h,) () (see Section 2.5). Using these values, the algorithm sets matrices

A; = AoR; - h;B. (5.6)
Observe that g™ can be computed from g4 given R, hj, and B. Finally, B chooses a random

v* le,m and sets u = [Ao ‘ >
g™ and Rj. It publishes parameters pp = (gAO, B, {g% }ieln]s q%)

j€n] AORﬂ v e ZZ%. Observe that g can be computed from

e Secret key queries: On query id = (idy,...,1id,) € {0,1}", the algorithm samples a uniform

matrix S + Z7*2. Let A g (id)-BS € Z2* If A is not full-rank, B aborts and outputs a

random bit. Otherwise, it chooses random w < Z;' and a random vector x in Z;' such that
Ax = —Agw + u.
It is easy to compute ¢* given g2, g%, and A. Let
as €[ Y iR s
Jj€ln]

43



The secret key component v is set as follows.

VZ{W‘R?d’S'X]. (5.7)

X

It is easy to compute g¥ given S, {R;‘ }je[n}» g%, and g*. Observe that:
Fias v=|A¢BS+ | ) idA;|S|v
Jjeln]

= |Ag[BS+ () id; (AgR; — h;B) | S| v
Jj€n]

= |Ag|Ag- [ ) id;R}S | + H(id) - BS| v
J€ln]

[Ao|AoRigs + A [

w—Rjgg-x
X

=u.
To answer the secret key query, B outputs skiq = (S, g").

e Challenge query: On challenge query <id*(0), mS) and (id*(l),m’{) the algorithm B proceeds

as follows. Tt sets id* = id*® and m* = m} depending on the bit b. If H(id*) # 0, abort
and output a uniform bit. Otherwise, let [-yT—] € Zzljxm denote the third row of A. Let

R & > id;fR;-‘. The challenge encryption is constructed by B as follows:

JE€n]
((e5)T, (D)7, e5) = (977, ¥ ™™ (g, )TV TRV ).

e Output: The simulator B receives b’ from A and proceeds as follows. It first does the abort
check and artificial abort as in experiment Exptgb) and outputs either b’ or a random bit.
We argue next that the adversary’s view in the simulation is statistically close to its view in the
real scheme.

(a) Public parameters: We argue that the public parameters are distributed statistically close to
the real distribution. We note that the matrices R} for j € [n] are used to construct the public
parameters, answer secret key queries, and construct the challenge ciphertext. Below we show
how the secret key queries are distributed identically to the real scheme, so they are independent
of R}. Next, from the extended leftover hash lemma (cf. Lemma 2.5) setting k = nm, we observe
that the two distributions

(Ao, Ao+ [RY|- | Ri] RG] | RAJTY) and (Ao, [Au| -+ Au] IR R3]y

are statistically close under our choice of parameters,'> where 11]- for j € [n] are matrices
chosen independently and uniformly from ngm. Observe that the challenge ciphertext is a

w(log )

S Recollect that we require m > 3 + oz D

and as p is a A-bit prime, setting m > 3 suffices for sufficiently large \.
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deterministic function of the third component. Thus, even given the (specially constructed)
challenge ciphertext, the second component is statistically close to uniform matrices over Z2*™.
The public parameters are simply the matrices in the second component with [h;B] - | h,B]

added to them. And finally, consider u = [Ao‘ Zje[n] AORﬂ v*. As v is sampled uniformly

from ng and with overwhelming probability, |Ag ‘ > €] AOR; is full-rank, in the simulation,

u is distributed identically to its distribution in the real scheme. Thus, we conclude that the
distribution of parameters (A, {A;}iem) B, u) is statistically close to the real distribution.

Secret keys: Next, we argue that the answers to secret key queries are distributed correctly.
If the simluation doesn’t abort, observe that S is distributed as in the real scheme. We show
that v (and hence z) is distributed identically to the real scheme. Observe that v in the real
scheme satisfies Fiq g - v = u (mod ¢). Therefore v is chosen from a subspace of dimension m
from the constraints of the above equation. In the simulation, w is chosen uniformly from Z;
and x is uniquely determined by the constraints in equation (5.7). Therefore, v comes from a
subspace of dimension m as required.

Challenge ciphertext: And finally, we argue that if Rk(A) = 2, then the challenge ciphertext
is well-formed and if Rk(A) = 3, then the challenge ciphertext is distributed statistically close
to uniform over G>™ x Gt and independently of A’s view.

e Case 1, Rk(A) = 2: We have that yT = rTAg for some r € ZIQ,. Therefore, we have the

following: ¢¥" = g™ 4o,
gV 'R = grTAORT é(g, g IRV
= ng [ZJ'E[n] Aoid;Rﬂ = é(g, g)rT [AO ‘ ZJE[H] AOR;]V*
_ ng [, e id] A;+B—H(id)B] _ é(g,g)rTu‘
— gT[B+D(id)

Note that r is distributed uniformly in Zg by definition. Thus, the ciphertext is well-formed.

e Case 2, Rk(A) = 3: We have that y is uniform in Z,' and independent of Ag. We consider
A’s view and argue that the challenge ciphertext is distributed uniformly over (G™)?™ x G
and independent of A’s view. It suffices to argue the distribution of the ciphertext in an
information-theoretic sense (against a computationally unbounded adversary). A’s view in
the simulation comprises the public parameters (Ag, Aq,...,A,,B,u) and the challenge
ciphertext ((cj), (c]),c5). As Ais unbounded, the secret key queries do not reveal any extra
information and can be simulated by an unbounded adversary itself. Let U;‘f = AoRj. First
note that as y is uniform over Z,, so is cf. Observe that for every j € [n] and for every
possible dj € Z;" the number of solutions R} such that

Ao | g | MRy U
yT J y'R} it
is the same. Thus, even given U7 (which can be computed from A;, B) as Rj is chosen

uniformly from Z;"*™ each d} is distributed uniformly over G™ for every j € [n]. As p is
prime, for any id*, > €] id;R; and hence cj is uniform.
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This

Next, observe that v* has min-entropy 2m log p and given u, from Lemma 2.1 with proba-
bility at least 1 — € over choices of u, v* still has min-entropy (2m — 2)logp — log (1/¢) for

every negligible € = ¢(\). Next, we consider dy = [yT

> jein] d’]'fT] v* which can be written
as fTv* for a uniformly distributed vector f in Z;'. As dy is of length log p bits, the vector
v* has sufficient min-entropy (more precisely, at least log p + w(log A) bits) so that f acts
as an ‘inner-product’ extractor when applied to it. Therefore, we have (f7,fTv*) ~ (f7,r)
where f is uniform in ng and r is uniform in Z,. This implies, in particular, that the last
component of the ciphertext, é(g, )% - m* is distributed uniformly over Gr.

concludes the proof that the challenge ciphertext ((c)T, (¢})T,¢}) is distributed uniformly

over G2™ x Gr.

To complete the proof of Claim 5.18, observe that the hash function H is independent of the view
of the adversary as the public parameters are distributed statistically close to the real distribution.
Additionally, the challenger B aborts only in the following cases:

1. If on input a secret key query for id, for matrices S sampled in the secret key query, the matrix

A

= H(id) - BS is not full rank. In this case, the challenger cannot simulate a secret key.

2. If for the challenge identity id*, H(id") # 0. In this case, the challenger ciphertext cannot be

Ccon

structed from R’]'f’s alone.

3. The artificial abort bit b is set to true.

Each of the three cases above are identical to the abort conditions in Expt;b) (and hence, Expt(b)).

3

Thus, B simulates an experiment statistically close to Expt, if the DLIN challenge matrix A is of
rank 2 and an experiment statistically close to Expts if the DLIN challenge matrix A is of rank 3
which completes the proof of Claim 5.18. 1

With

Lemma 5.

Claims 5.15 and 5.18, and Corollary 5.17 derived above, we can complete the proof of
13.

- Pr[

-Jrd

o 3
oo 3

(1
<2

As o
polynomi
5.13.

EXptyp zse, (V) = 1} - Pr[EXpt(DlF)’,ZBS,A()‘) = 1} ’
Expt(o)()\) = 1} —Pr [Exptél)()\) = 1} ’
& ‘Pr[Expt(O)()\) - 1] - Pr[Exptgl)(A) - 1} ‘ (Claim 5.15)
o 2)\> +—-|Pr Exptg )(/\) = 1} Pr[Expt(l)()\) = 1” (Cor. 5.17)
- 12A> +— Pr Exptg () = 1} - Pr[Exptgl)()\) - 1] ( + negl()\)) (Claim 5.18)

g + 042)‘> + — (0 + negl()\))

is at least 1/P(\) for some fized polynomial P()) and the above result holds for every
al S = S(\), the advantage of A remains negligible which completes the proof of Lemma
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Proof of Lemma 5.14. Fix a tuple of queries id*,id, ... id(®) € {0,1} and full rank B € ngm.
We let Good denote the event

Good & {H(id*) —OAH (id<1>) LOA---ANH (id<Q>) ” 0}

over the choice of H < Hpk . For brevity, let S = {S(j ) }]. Q] denote all the choices of the matrices.
We have,

Pr[Eventt A Eventc] > Pr[Eventt A Eventc|Good] - Pr[Good|
S s

> Pr [Eventt|Good] - (ank) (5.8)

)

where Equation (5.8) follows from the definition of ank (see Section 2.5) and the fact that the
event Good implies the event Eventc. Thus, it suffices to lower bound the probability of the event
Event|Good-

To do so, fix any H such that Good occurs. This implies, in particular, that H (id(i)) = 0 for
all i € [Q].

Consider a particular ¢. From Lemma 2.13 we have that if S is distributed uniformly over Z;”XQ
matrices then for any fixed full-rank B € ngm, BS is also distributed uniformly over szz matrices.
As H (id(i)) # 0 and B is of full rank, then the matrix H (id(i)) -BS® is uniformly distributed in
Z]%XQ over uniform choices of S®). Therefore, the probability that H (id(i)) -BS® is of full rank is the
probability that a uniform matrix is at least 1 — 2/p (from Lemma 2.12). A straightforward union
bound implies that Pr[Eventt|Good] is at least 1 — 2Q)/p. As this is true for every H (conditioned
on Good), substituting in Equation (5.8), we get

2
Pr [Eventt A Eventc| > <1 — Q) - (ank)
HS p

— @ L rom 10080101
> <1 ) )@ (Qﬁ) (f Lemma 2.11)

as required.

5.3.2 Proof of Function Privacy

Lemma 5.19. The scheme ZBEpLng s statistically function private for:
1. (T, k)-block-sources for any T = poly(\) and k > 4logp + w(log A).

2. (k1,...,kp)-sources for any T = poly(\) and (ki,...,kr) such that k; > 4ilogp+w(log \) for
every i € [T].

Proof. Let X € {(T, k)-block, (k1,...,kr)}, and let A be a computationally unbounded X-source
function-privacy adversary that makes a polynomial number Q@ = Q()) of queries to the RoRF"
oracle. We prove that the distribution of A’s view in the experiment Expt,r:ESfIBgDUN ,.A Is statistically
close to the distribution of A’s view in the experiment Expt,r_—a,?ijBgDUN% 4 (we refer the reader to
Definition 3.3 for the descriptions of these experiments). We denote these two distributions by
VieW,ea and View,ang, respectively.
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Let A denote all the matrices Aj € 2™ for j € [n]. We define the function family

as [V (d) € | Y ig;A; | s. (5.9)
Jj€ln]

def A n
F {fé ) {0,117 = ngz}swxz
P

We argue that such a function family is universal with an overwhelmingly high probability over the
choice of A;’s. We start off with the following lemma.

Claim 5.20. Let LowRank denote the event (over the choices of 1&) that there is a not-all-zero sum
of Ay, ..., A, with coefficients in {—1,0,1} that is of rank less than 2. Then we have

23"

m—1"

Pr [LowRank] <

2Xm
Aj(—Zp

(5.10)

Proof. Fix ai,...,a, € {—1,0,1} such that not all o; = 0. Observe that over choices of A;,
> €] a;A; is uniformly distributed over ngm. Therefore, applying Lemma 2.12, we have that

Pr [Rk (Zje[n] ajAj) < 2} < 2/p™~L. A straightforward union bound over all choices of a;’s gives
us that

Pr|3aq,...,an € {—1,0,1} such that Rk Z ajAj | <2 <3"-
j€lmn]

pm—l'

Claim 5.21. With all but a negligible probability over the choice of A, the function family F defined
in Equation (5.9) is universal.

Proof. In Claim 5.20 we showed that the event LowRank occurs with only a negligible probability.
Thus, it suffices to show that for any fixing of the A;’s such that LowRank does not occur, the
function family F is universal. From this point on we fix the A;’s such that LowRank does not
occur. We need to prove that for any two distinct identities id,id’ € {0,1}" it holds that

L (5.11)

Pr > (id; —idj)A; | S=0] <
p

mx2
S<Zy jem]

As id # id’ there exists an index j* € [n] such that id;« # idj.. The fact that the event LowRank
s (idy — id;»)Aj) is of rank 2, and therefore
the matrix V - S is uniformly distributed (according to Lemma 2.13) Therefore,

does not occur, guarantees that the matrix V def (Z

Pr id: —id))A; | S=0| < Pr [VS=0
S%Z;"XQ Z( ! J) ! o SeZ;"XQ[ ]
J€[]
< Pr [U=0]
U«z2%?
1

SEJ

as required. |
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Thus, the function family in Equation (5.9) is universal conditioned on the event LowRank. Now,
as before, we fix the public parameters pp and the master secret key msk of the scheme to show that
the two distributions View,e, and View,,nq are statistically close for any such pp and msk. Next, as
the adversary A is computationally unbounded, we assume without loss of generality that A does
not query the KeyGen(msk, -) oracle. In addition, as discussed in Section 3.1, we can assume that
A queries the RoR™P oracle exactly once.

Denote by ID = (ID(l), e 7ID(T)) the random variable corresponding to the X-source with
which A queries the RoRFP oracle. Having already fixed pp and msk, observing that B;’s are
independent of the identity id, we can assume that

Viewmode = [ SV, [ 3 idMA; | s, . s@ [ S id"A; | 8D
JEN] JEn]

_ (S(l),fsm (id(l)) 7‘_'7S(T)7fS<T) (id(T)>>

for mode € {real,rand}, where (id®,...,id®)) < (IDW, ..., ID™)) for mode = real, (id™,...,
id(T)) is uniformly distributed over (ZDy)” for mode = rand, S « 22 for every i € [T). For
mode € {real,rand} we prove that the distribution Viewmoge is statistically-close to uniform.

We know that (I DL T D(T)) is an X-source, and the collection of functions defined in
Equation (5.10) is universal. This enables us to directly apply Lemma 2.3 (in case ID is a (T, k)-
block-source) and Lemma 2.4 (in case ID is a (ki,...,kr)-source) with the function family F,
implying that the statistical distance between View,es and the uniform distribution is negligible in
A. The same clearly holds also for View,and, as the uniform distribution over (IDA)T is, in particular,
a (T, k)-block-source and a (ki, . .., kr)-source. From our choice of parameters, LowRank occurs with
negligible probability which concludes the proof. |

5.4 Enhanced Function Privacy of the Fully-Secure DLIN-Based Scheme

In this section we prove the following theorem:

Theorem 5.22. The scheme IZBEp N2 s enhanced function private for (T, k)-block-sources for any
constant T and k > 4logp + w(log ).

Proof outline. To prove the enhanced function privacy of the scheme ZBEpLno we consider
the following hybrids. In the first hybrid, the oracles RoR™" and EncfP are as in Definition 3.4
with mode = real. In the second hybrid, the oracle Enc™® is modified to output ciphertexts that
are generated uniformly at random and independent of id, subject to decrypting correctly for the
corresponding key skiq generated by RoRFP. To show that the two hybrids are computationally
indistinguishable, we follow the proof of data privacy (see Section 5.3.1) where a DLIN challenge is
embedded to produce either well-formed or ill-formed ciphertexts.

A statistical argument nearly identical to the proof of function privacy of the scheme (see Section
5.3.2) shows that the view of the adversary in the second hybrid is statistically close to the view of
the adversary in a third hybrid where ciphertexts remain ill-formed, but RoRF” outputs secret keys
with mode = rand. Finally, as in moving from the first hybrid to the second hybrid, we consider
a fourth hybrid indistinguishable (under the DLIN assumption) from the third one in which the
oracles RoR™ and EncfP are as in Definition 3.4 with mode = rand.
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Proof of Theorem 5.22. Let A be a probabilistic polynomial-time (7, k)-block-source enhanced
function-privacy adversary. As discussed in Section 3.2, we can assume that A queries the RoRP
oracle exactly once'®. We prove that the distribution of A’s view in the experiment EXptIrESI?IID,IBSDL.m, A

is statistically close to the distribution of A’s view in the experiment Expt,rf,?nggDUNL 4 (we refer the
reader to Definition 3.4 for the descriptions of these experiments). We denote these two distributions
by View,es and View,s,q, respectively.

Denote by id®, ..., id(™) the T identities sampled from either the adversary’s query I D or sam-
pled uniformly from ZDT by RoR™’. From now on we assume that these are T" distinct identities
(note that since I D is a block source then this occurs with all but a negligible probability), Addi-
tionally, let idT+1) .. idT*Q) denote the Q queries generated by A to the oracle KeyGen(msk, ).

Let a = a(\) € [0,1] be a non-negligible function of the security parameter that will be de-

termined later on (see the description of Expt;j ) and Lemma 5.14). We consider the following
experiments for each j € [T7.

e Experiment Expt[()l) is identical to EXptIrEGI?IID,IBsoum,A as in Definition 3.4.

e Experiment Exptgl) is obtained from Expt(()l) by outputting the output of Expt(()l) with proba-
bility o and a random bit with probability 1 — « (denoted by Abort).

e Experiment Exptg) is obtained from Expt(()l) by introducing an “artificial” abort event indepen-

dent of the adversary’s view. We use the programmable family of hash functions introduced
by Hotheinz and Kiltz [HK12] denoted Huk g+1 (see Section 2.5). At the end of Exptél), we

sample a hash function H < Hpk g+7. When Exptél) receives the guess 0’ from A, it does the
following:

1. Abort check: For each query id® for i € [Q], let S®) Z?XQ denote the uniform matrix

chosen during secret key generation. The challenger checks the following conditions:

(a) For each i € [Q + T|\{1}, if H (id®) - BS® € Z2*2 is full-rank.

(b) H (id*(1)> ~0.

If either (or both) these conditions are not satisfied, the experiment outputs a random bit
instead of b'. Let o denote the probability over choices of the hash function H (for any
particular set of distinct queries (id(l),id@), ceey id(Q+T))) that both conditions above
are true. Recollect that Lemma 5.14 derives a bound for «.

2. Artificial abort: Following the approach of Cash et al. [CHK"10] (generalizing that of
Waters [Wat05]) approximate o) = Pr [M‘ (id(l),id@), . ,id(QJFT))} by sampling
sufficiently many independent hash functions. For any polynomial S = S(\), Hoeffding’s
inequality yields that with [AS/a] samples, we can obtain an approximation o) > « of
o) such that:

o -0 5] <3

727)\1

(5.12)

for security parameter A\. The challenger samples a random bit b€ {0,1} such that
Pr [E: 1} =1-a/oM € [0,1]. If b = 1 then the adversary outputs a random bit
(artificial abort). Else, it outputs the bit 4" from the challenger.

16Given that A queries the RoRF” oracle exactly once, recall that Enc™™ now takes as input queries of the form (j, m)
for j € [T], and outputs an encryption of m under the identity id;, where (id1,...,idr) is the vector of identities that
was sampled by the real-or-random function-privacy oracle RoR™.
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e Experiment Exptgl) is obtained from Exptg) as follows. Let (S(l), z1) denote sk;4(1), and replace

the outputs of the oracle EncF” on query (1, m) with uniform (cg, ¢, c2) < G*>™ x G sampled
independent of the view of A subject to
| -1
A Co
m=cy-é [ s } z1
ct |

We refer to these ciphertexts as ill-formed ciphertexts as they are generated independently of
id® and depend only on sk;q)

e For 2 < j <T, experiment Expt(()j ) is identical to Exptéj -1,

e For 2 < j < T, experiments Exptgj ) through Exptgj) are derived starting from Expt(()j ) in a

manner identical to how experiments Exptgl) through Exptgl) are derived above, starting from
Expt(()l). The abort check and artificial aborts concentrate on id") in place of id™).

Additionally, we define the corresponding experiments E?Etéj), e EAxEt;]) that are derived start-

ing from Expt?ﬁ‘S’IBgDUN% 4 (see Definition 3.4). Also, let Pi(] ) and Pi(J )" denote respectively the

probabilities Pr [EXptZ(-j) = 1} and Pr [Efx;tgj) = 1] . It immediately follows that forall 1 < j < T —1,

PED _ P and B — B0 (513)
—~ (T
Observe that in ExptéT) and Expté ), the adversary’s view comprises secret keys skiq, ;. .., skid,

and ill-formed ciphertexts that are independent of the identities. Following the proof of Lemma
5.19, it holds that the distributions

(pp, msk, sk;ya), - - -, skig) (5.14)

are statistically close where the identities are sampled as in mode real and rand respectively. The
—~(T
experiments ExptéT) and Expté ) have identical abort conditions and the rest of the adversary’s view

in each of these experiment is a function of the distribution in Equation (5.14). Thus, it holds that

‘Rfﬁiﬂn‘gn%um. (5.15)

In what follows, we show that ‘Pél) — ﬁél)‘ is negligible (following the lines of the proof of

Lemma 5.13). Additionally, we require a lower bound for « for which we can apply Lemma 5.14 (as
in the proof of Lemma 5.13 with @ + T — 1 instead of Q).

Observe that experiments Exptéj ), Exptgj ), and Exptgj ) only involve the artificial abort and the
programmable hash function family. Therefore, following the proofs of Claims 5.15 and 5.16 and

Corollary 5.17, we can state the following corresponding claim and corollary.

Claim 5.23. It holds that B B
‘ﬂm—ﬂﬂ:QW%m—%ﬂ.

Claim 5.24. For any polynomial S = S(X), for every j € [T, it holds that

e R ]
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Next, we state the following claim that analyzes the experiments Exptgj ) and Exptéj ). The
structure of the DLIN assumption allows us to use the simulation in the proof of Claim 5.18 with some

small modifications to simulate the adversary’s view in the enhanced function privacy experiment.

An identical argument holds for the experiments E/;p?t;]) and E)Z;;tg).

Claim 5.25. Based on the DLIN assumption, it holds that
)PQW - P?fj)‘ < negl(\) and (152(” - 15351')‘ < negl(\).
Proof. We fix j for the rest of the proof. As stated above, we only consider experiments Exptgj )

and Exptgj ) and note that an identical proof works for I§5t;j) and E)Z[;téj).

For simplicity, in the proof we focus on adversaries A that query the Enc® oracle only once.
Let idy,...,idy be the T identities sampled from ID (recall that these identities are assumed to
be distinct since ID is a block source'®). Given a DLIN challenge (g, gA) where A ngm, we
construct an algorithm B that simulates a distinguisher A between experiments Exptéj ) and Exptgj )
to output 0 if Rk(A) = 2 and 1 if Rk(A) = 3. Let A denote the first two rows of A.

17

e Key generation: The key generation algorithm sets up matrices Ay, B, and A; for i € [n]
as in the proof of Claim 5.18 (see Equation (5.6)). Additionally, the algorithm samples SU) «

Z7? and a random v; < Z7""? and sets (implicitly) u = [AO‘ 2ieln] AoRISY)| v, € Z2.

The public parameters are setup such that if H(id;) = 0, then
sk = (S(j),gvj) (5.16)

is a valid secret key for the identity id;. Observe that g" can be computed given g™ and
matrices R.

e Secret key queries: Secret key queries on identities {idp1,...,idr1g} are answered iden-
tically (including the abort condition) to secret key queries in the proof of Claim 5.18. Ad-
ditionally, B runs the secret key algorithm on queries {idi,...,idr}\{id;}. The secret key
skiq; is constructed during key generation (see Equation (5.16)). In the rest of the proof, for
all i € [Q + T we let (S(i), zi) denote secret keys skig, -

e Encryption oracle query: On input (i,m), the algorithm considers the following cases:

1. ¢ < j. The algorithm outputs ill-formed ciphertexts as follows: it samples uniform
(co,c1,¢2) < G?>™ x Gt independently of the view of A subject to

‘ -1
. Co
m=cy-e€e cs(i) y Zj

! |

2. i > j. The algorithm outputs well-formed ciphertexts by running Enc(pp, id;, m).

"Tn fact, it is easily observed that the DLIN challenge can be embedded as the output of any particular Enc™® query,
and therefore a straightforward hybrid argument across the Enc™® queries can be applied to the proof to extend it to
multiple EncfP queries.

18We note that the assumption that the 7" identities are distinct does not allow us to consider (k1,...,kr)-source
adversaries in this setting. Indeed, it is easy to observe that the scheme is not enhanced function private for (k1, ..., kr)-
sources.
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3. i = j. Recollect that it suffices to consider a single Enc™" oracle query. In this case,
the algorithm B embeds the DLIN challenge. If H(id;) # 0, the algorithm aborts and

output a uniform bit. Otherwise, let [-yT—] € Z}Dxm denote the third row of A. Let

R+ & Zie[n] id;R}. The encryption is constructed by B as follows:

* * * . *Q(1)].v
((CO)Ta (Cl)Tac§) = <gyT79yTR 76(979)[yT‘YTR s ] Vi m*) .

e Output: The simulator B receives b’ from A and proceeds as follows. It first does the abort
check and artificial abort as in experiment Exptg ) and outputs either ¥ or a random bit.

To complete the proof of Claim 5.25 it suffices to show the following;:
(a) The public parameters pp are distributed as in the real scheme.

b) The secret key queries on identities (skjq,,-- -, skia are distributed as in the real scheme.
1 T4Q
(¢) As in the experiments Exptgj ) and Expt:())j ), the ciphertexts output by EncF are ill-formed for
identities 1,...7 — 1 and well-formed for identities j +1,...,T.

(d) The DLIN challenge: If Rk(A) = 2, then the output of Enc™" (pp, j, m) is a well-formed ciphertext
as in Exptg). If Rk(A) = 3, then the output of Enc'F (pp, j, m) is an ill-formed ciphertext as in

()

Expts”’.

To show item (a) consider the adversary’s view that depends on the matrices R} for i € [n]. For
simplicity, we consider the following components.'?

i€[n]

The last three components correspond to u in the public key and the secret key skiq, = (S(j ), Vj). In
an argument identical to the one that secret keys are distributed correctly in the proof of Claim 5.18
(see item (b) in the corresponding part of the proof) the distribution of (u,skiq;) in the simulation
above is identical to the distribution of (u,skjq;) in the real scheme. Therefore, the distributions
of u and skjq; are independent of the matrices R;’s used as the simulation trapdoor by B. To
show (a), it suffices to show that the following components out of Equation (5.17) are distributed
appropriately:
(Ao, Ao - [Ri| | R [Ri] | RL)TY).

This follows, applying the extended Leftover Hash Lemma (cf. Lemma 2.5) along the lines of the
proof of the corresponding item (a) in Claim 5.18.

Items (b) and (d) follow from arguments identical to those used in the proof of Claim 5.18 (see
items (b) and (c) in the corresponding part of the proof). Note that for showing item (c), whenever
1 # j, the ciphertexts output by Enc™® are generated honestly as in experiments Exptgj ) and Exptgj ),
The simulation of these ciphertexts, even given pp, do not depend on the DLIN challenge and are
always honest. Therefore (c) follows immediately.

Finally, as in the proof of Claim 5.18, we can complete the rest of the proof observing that
the abort condition is identical to the abort conditions in Exptéj ) (and hence in Exptgj ) ). Thus, B

simulates an experiment that is distributed statistically close to the experiment Exptg ) if the DLIN

19The argument showing that the public parameters are distributed correctly is statistical; therefore it suffices to
discard the exponentation.
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challenge matrix A is of rank 2 and Exptgj ) if the DLIN challenge matrix A is of rank 3 which
completes the proof of Claim 5.25. |
We complete the proof of Theorem 5.22 as follows.

Advng‘DUNQ,A()\)
— [Pr[ExptiEEb zse 4 (N) = 1] — Pr[ExptE% e 4 (V) = 1|

Pr [Exptél)()\) = 1} —Pr [E?Stél)()\) = 1]

1 (1
= [PV - BV

1 1 L 1pm _ -

<92.( = . _

<2 <S + —~ 2/\) + - ‘PZ P, ‘ (Claims 5.23 and 5.24)
1 1 1 (1) _ ) i

<9. 4+ __— —. — . .

=2 (S+a-2/\> T (‘P?’ Fs ‘” neglw) (Claim 5.25)
1 1 1 2) _ 52 -

<92.(0 = . — . .

<9 <s . 2A> v (‘Po B ‘ n negl(A)) (Equation (5.13))

Applying the same argument to |Pé2) — §0(2)\ implies

AdvEgEDLINLA()\)

1 1 1 1 1 1 (3)  3(3)
<9. (4 - —. B T, —. — )
=2 <S+a-2’\>+a (2 <S+a-2>‘>+a (’PO 10 ’+neg1(/\)>+negl()\)

If we let T' denote the sum (1 Ja+1/a?4---+1/ aT), recursively applying the argument and
collecting terms implies

1 1 1 T (T
AQVE a0 <20 (4 0 ) + T el + [0 = BT

1 1 1
<9or- (= 4 —— . - . . (9.
<or <S + o 2)\> + T negl(\) + o7 negl(\) (from Eq. (5.15))

As « is at least 1/P()\) for some fized polynomial P()) (applying Lemma 5.14 with Q + T — 1
instead of @), the above result holds for every polynomial S = S()), and T is a constant, the
advantage of A is therefore negligible. This completes the proof of Theorem 5.22. 1

6 Non-Adaptive Enhanced Function Privacy via Collision Resistance

In this section we present a generic method for transforming any IBE scheme into a non-adaptive
enhanced function-private IBE scheme. Given an IBE scheme with an identity space ZD, the new
scheme uses a slightly larger identity space ZD’, and a mapping from ZD' to ZD which enables
to use the key-generation, encryption, and decryption algorithms of the underlying scheme. The
mapping uses a pairwise independent permutation 7 over ZD’, and a collision-resistant function
h :ID' — ID, and maps any id’ € ZD' to h(m(id’)) € ID. The descriptions of m and h are provided
as part of the public parameters of the new scheme.

Such a transformation clearly preserves the data privacy of the underlying scheme due to the fact
that the mapping how : ZD' — ID is collision resistant. In addition, in terms of function privacy, the
crooked leftover hash lemma [DS05, BFOO8b] guarantees that when sampling (id}, . . ., id’) from any
(T, k)-block-source ID’, for k > log |ZD| + w(log \), the distribution of (h(w(id})), ..., h(x(id7))) is
statistically-close to being independent of I.D'.
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The scheme. Let ZBE = (Setup, KeyGen, Enc, Dec) be a anon-IND-ID-CPA secure identity-based
encryption scheme with an identity space ZD = {ZID)} en and a message space M = { M }ren.
Given an identity space ZD' = {ID)}xen, let H = {Hx} ren be family of collision-resistant functions
h : ID\ — ID,, and let IT = {II\} ey be a pairwise-independent collection of permutations m over
ID. We construct an IBE scheme TBERH — (Setup’, KeyGen’, Enc’, Dec’) with an identity space
ID' and message space M as follows.

e Setup: On input 1* the setup algorithm Setup’ first samples (pp, msk) < Setup(1*). Next,
it samples a permutation w < II) and a collision-resistant function h < H,. It outputs
pp’ = (pp, 7, h) and sets msk’ = msk.

e Key generation: On input the master secret key msk’ and an identity id’ € ZD), the
key-generation algorithm KeyGen’ computes id = h(w(id’)) € ZD,, and outputs a secret key
skiy < KeyGen (msk,id)).

e Encryption: On input the public parameters pp’ = (pp, h, ), an identity id’ € ZD}, and
a message m € My, the encryption algorithm computes id = h(r(id")) € ZD) and outputs
¢ < Enc(pp,id, m).

e Decryption: On input the public parameters pp’ = (pp, h, ), a ciphertext ¢, and a secret
key sk, the decryption algorithm outputs Dec (pp, ¢, sk).

Theorem 6.1. The scheme TBERY is non-adaptive statistical enhanced function private for (T, k)-
block-sources, for any T = poly(\) and k > log |ID,| + w(logA). In addition, assuming that H
is a family of collision-resistant functions, the scheme IBERH preserves the data privacy of the
underlying scheme TBE.

Proof. We begin by proving the function privacy of the scheme, and then prove its data privacy.

Non-adaptive enhanced function privacy. Let A be a computationally unbounded (7', k)-
block-source function-privacy adversary. We prove that the distribution of A’s view in the exper-
iment Expt;\IeZ'_EFP recrn 4 18 statistically close to the distribution of A’s view in the experiment

EXptﬁR?EFP,IBgCRH, 4 (we refer the reader to Definition 3.5 for the descriptions of these experiments).
We denote these two distributions by View,es and View,s,q, respectively.

As the adversary A is computationally unbounded, we assume without loss of generality that
A does not query the KeyGen'(msk’, -) oracle. Additionally, we include in the adversary’s view not
only skgd,l, . 7Sk§d’T from the RoR™" oracle but even h(r(id})),..., h(w(id})). Therefore, given pp’

and msk’, A can simulate the output of the Enc'" oracle on messages of his choice. Thus, it suffices
to show that the distributions (pp’, msk’, h(w(id})),. .., h(m(id})) where the identities are sampled
as in mode real and mode rand, respectively, are statistically close in the two experiments (all other
components in the adversary’s view are randomized functions of the distribution above and therefore
cannot increase the statistical distance). This follows directly from the crooked leftover hash lemma
[DS05, BFOO8b].

Data privacy. The proof of data privacy of ZBERH from the data privacy of the underlying
scheme ZBE is rather straightforward. We only give a brief outline of the proof here and note that
the details are fairly straightforward.

Given a challenger for the data privacy security game (see Definitions 2.7 and 2.8) we can easily
simulate a challenger for the data privacy security game with ZBERH as follows: We first sample h
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and 7 as in the scheme and use pp generated by the ZBE challenger to construct pp’ = (pp, h, 7).
Upon KeyGen' query id’, the simulator computes id = h(w(id’)) and forwards it to the ZBE key-
generation oracle to receive skg g = skia. When A issues a challenge query, the simulator forwards
the challenge query after applying h(7(-)) to identities in the challenge. If h(7w(id*)) collides with a
previous id’ query, the simulator aborts. Finally, the simulator outputs the bit b that the ZBERH
challenger outputs.

We claim that if the simulator does not abort, then it faithfully simulates a Z5 challenger for
the corresponding data privacy security game. Thus, an adversary breaking the data privacy of the
scheme breaks the data privacy of the underlying scheme with the same advantage. The probability
of the simulator aborting against computationally bounded adversaries is negligible from the collision
resistance of the hash function family. |

gCRH

7 Extensions and Open Problems

Our framework for function privacy yields a variety of extensions and open problems, both conceptual
ones regarding our new notions, and technical ones regarding our specific approach and its resulting
constructions. We now discuss several such extensions and open problems.

Chosen-ciphertext security. In terms of data privacy, in this paper we considered the standard
notion of anonymity and message indistinguishability under an adaptive chosen-identity chosen-
plaintext attack (known as anon-IND-ID-CPA). A natural extension of our results is to guarantee
data privacy even against chosen-ciphertext attacks (known as anon-IND-ID-CCA). We note that our
IBE schemes can be extended, using standard techniques, into two-level hierarchical IBE schemes
that are anon-IND-ID-CPA-secure and their first level is function private. Then, by applying the
generic transformation of Boneh, Canetti, Halevi and Katz [BCH"07], any such scheme can be used
to construct an IBE scheme that is anon-IND-ID-CCA-secure and function private.

Applying our approach to other IBE schemes. In Section 3 we presented simple attacks
exemplifying that the anonymous IBE schemes presented in [BF03, GPV08, ABB10, KP11] are
not function private. Nevertheless, we were able to rely on these schemes for designing new ones
that are function private using our “extract-augment-combine” approach. For other anonymous
IBE schemes, such as [Gen06, BW06, BKP*12], we were not able to find attacks against their
function privacy. An interesting open problem is to explore whether these schemes can be modified
(possibly by applying our “extract-augment-combine” approach) to be function private based on
standard assumptions. More generally, a natural open problem is to identify a specific property
of identity-based encryption schemes that make them amenable to our “extract-augment-combine”
approach.

Extension to other classes of functions. As discussed in Section 1, in the general setting of
functional encryption our schemes provide function privacy for the class of functions f;4« defined
as fig=(id,m) = m if id = id*, and fij4«(id,m) = L otherwise. A fascinating open problem is
to construct schemes that are function private for other classes of functions. A possible starting
point is to consider function privacy for other, rather simple, functionalities, such as inner-product
testing [KSWOS].

Robustness of our schemes. As pointed out by Abdalla, Bellare, and Neven [ABN10], when
using an anonymous IBE scheme as a public-key searchable encryption scheme [BCOT04, ABCT08],
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it is often desirable to use a “robust” IBE scheme: It should be difficult to produce a ciphertext
that is valid for more than one identity. We note that our schemes do not satisfy such a notion of
robustness. However, Abdalla et al. showed two generic transformations that transform any given
IBE scheme into a robust one. In particular, these transformations can be applied to each of our
schemes to make them robust (these transformations do not change the decryption keys, and thus
function privacy is preserved). We leave it as an open problem to directly design function-private
IBE schemes that are robust.
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