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Abstract: We propose a simple method for passive preparation of decoy states in quantum key
distribution with coherent light. It involves linear optics together with a photo-detector. The
performance is comparable to the active decoy schemes.
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1. Introduction

Decoy states have been proven to be a very useful method for significantly enhancing the performance of quantum
key distribution (QKD) systems with practical signals. In this approach, the sender (Alice) varies, independently
and at random, the mean photon number of each signal state she sends to the receiver (Bob) by employing different
intensity settings [1-3]. This is typically performed by using a variable optical attenuator together with a random
number generator. The eavesdropper (Eve) does not know a priori the mean photon number of each signal state sent
by Alice. This means that her eavesdropping strategy can only depend on the photon number of these signals, but
not on the particular intensity setting used to generate them. From the measurement results corresponding to
different intensity settings, the legitimate users can obtain a better estimation of the behavior of the quantum
channel. This translates into an enhancement of the achievable secret key rate and distance. This technique has been
implemented in several recent experiments, and can give a key generation rate of linear behavior with the
transmission efficiency of the channel, similar to the key rate expected from a single photon source.  

While active modulation of the intensity of the pulses suffices to perform decoy state QKD in principle, in
practice passive preparation might be desirable in some scenarios. For instance, in those setups operating at high
transmission rates. Known passive methods usually rely on the use of a parametric down-conversion source
together with a photo-detector [4-6]. Here we show that coherent states can also be used for the same purpose, i.e.,
one does not need to employ a non-linear optics network preparing entangled states [7]. The main idea is rather
simple, although it is counterintuitive. When two phase randomized coherent states interfere at a beam splitter (BS),
the photon number statistics of the outcome signals are classically correlated. This effect contrasts with the one
coming from the interference of two pure coherent states with fixed phase relation at a BS, where the photon
number statistics of the output states is just the product of two Poissonian distributions. Then, by measuring one of
the two outcome signals, the conditional photon number distribution of the other signal varies depending on the
result obtained. This measurement can be performed, for instance, with a simple threshold photon detector [7]. Most
importantly, in the asymptotic limit of an infinite long experiment, it turns out that the secret key rate provided by
such a passive scheme is similar to the one delivered by an active decoy state setup with infinity decoy settings [7].
This technique can also be used with heralded single-photon sources showing non-Poissonian photon number
statistics [8-10].

2. Passive decoy state QKD setup

The basic setup is illustrated in Fig. 1 (Case A). Suppose two phase randomized weak coherent pulses (WCPs) of
mean photon number µ1 and µ2 , respectively, interfere at a BS of transmittance t . The joint probability

p n , m of having n photons in mode a and m photons in mode b is given by 

p n , m= ν
nm e−ν

n!m!
1

2π∫0
2π

γn1−γ m dθ , (1)
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where ν=µ1µ2 , γ=[ µ1tµ21−t ξ cosθ ]/ν and ξ=2 µ1µ2 1−t  t . 

Fig. 1. (Case A) Basic setup of a passive decoy state QKD scheme with WCPs; a and b represent the two output modes. (Case B) Lower bound
on the secret key rate in logarithmic scale for the passive setup illustrated in Case A with two intensity settings. The transmittance of the BS is
t=1/2. We consider two possible scenarios: (1) a perfect threshold photon detector, and (2) a threshold photon detector with a detection efficiency
of 12 % and a dark count rate equal to 3.2x10-7 [16]. Both cases provide approximately the same final key rate and they cannot be distinguished
with the resolution of this figure (dashed line). The solid line represents a lower bound on the secret key rate for an active asymptotic decoy state
system [2]. (Case C)  Basic scheme of a passive decoy state QKD system with strong coherent light. The mean photon number of the input
signals is quite high; for instance, around 108 photons. t1 and t2 represent, respectively, the transmittances of the two BSs, and a,b, and c denote
output modes. (Case D) Lower bound on the secret key rate for the passive setup illustrated in Case C with two intensity settings. We consider
two situations: (1) We impose t1=1/2 and we optimize the parameter t2 (dashed line), and (2) we optimize both t1 and t2.

By measuring the outcome signal in mode b , then the conditional photon number statistics in mode a
vary depending on the result obtained. For instance, if Alice uses a threshold photon detector, then she can only
obtain two possible results: click and no click. We consider that Alice and Bob treat these two events separately, and
they distill secret key from both of them. We use the secret key rate formula provided in [11,12],

Rmax {Rc ,0}max {Rnc ,0}, (2)
where Rc ( Rnc ) denotes the secret key rate associated to the click (no click) events. It is given by  

Rcq {−Qc f Ec H Ec  p1cY1[1−H e1] p0c Y0} , (3)
and similarly for Rnc . The parameter q is the efficiency of the protocol ( q=1 /2 for the standard
Bennett-Brassard 1984 protocol [13], and q≈1 for its efficient version [14]), Qc is the overall gain of the
signals, Ec represents the overall quantum bit error rate (QBER), f Ec is the error correction efficiency
[typically f Ec ≥1 with Shannon limit f Ec=1 ], Yn denotes the yield of an n-photon signal, i.e.,
the conditional probability of a detection event on Bob's side given that Alice transmits an n-photon state, e1 is
the single photon error rate, and H x is the binary Shannon entropy function.

To apply the secret key rate formula given by Eq. (3) one needs to estimate a lower bound on Y1 and Y0
together with an upper bound on e1 . For that, we follow the procedure proposed in [15]. Note, however, that
many other estimation techniques are also available, like, for instance, linear programming tools. For simulation
purposes we consider the channel model used in [2,15]. This model reproduces a normal behavior of the quantum
channel, i.e., in the absence of eavesdropping. It allows us to calculate the observed experimental parameters
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Qc , Ec , Qnc , and Enc . 
The resulting lower bound on the secret key rate is illustrated in Fig. 1 (Case B). The experimental parameters

are the ones reported in [16]. We assume that q=1 , f Ec= f Enc =1.22 , and t=1 /2 , i.e., we
consider a simple 50:50 BS. Fig. 1 (Case B) includes as well the case of an active asymptotic decoy state QKD
system [2]. The cutoff points where the secret key rate drops down to zero are l≈128 km (passive setup with
two intensity settings) and l≈147 km (active asymptotic setup). One could reduce this gap further by using a
passive scheme with more intensity settings. For instance, Alice may employ a photon number resolving detector
instead of a simple threshold photon detector, or use more threshold detectors in combination with BSs [10]. From
these results we see that the performance of the passive scheme is comparable to the active one, thus showing the
practical interest of the passive setup. 

This idea can also be applied to other practical scenarios with different signals and detectors like, for example,
those based on strong coherent pulses in conjunction with a regular photo-detector. The basic setup is illustrated in
Fig. 1 (Case C). This scheme presents two main differences with respect to the passive system analyzed above. In
particular, the mean photon number of the input signal states is now very high; for instance, around 108 photons.
This fact allows Alice to use a simple regular photo-detector to measure the pulses in mode b , instead of a single
photon detector. Moreover, it has an extra BS of transmittance t2 to attenuate the signal states in mode a and
bring them to the QKD regimen. The resulting secret key rate is illustrated in Fig. 1 (Case D) [10]. We study two
different situations: (1) We impose t1=1 /2 and we optimize the parameter t2 , and (2) we optimize both
parameters. The cutoff point where the secret key rate drops down to zero is l≈132 km in both scenarios. This
better result arises from the different form of the photon number distributions of the signals in mode a . 
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