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1. Introduction

Quantum Key Distribution (QKD) offers the promise of unprecedented security levels for secure communication, as
the protocols themselves can be proven to be secure against adversaries with unlimited computation power. QKD is
naturally a point-to-point technology with a limited distance due to technological limitations. For a review see [1].
Thanks to reconfigurable optical paths and related ideas it can be extended easily turned into a multi-user
application, and by introduction of trusted nodes (trusted repeater network), it can be developed into a scalable
secure network [2,3]. In future, with the development of quantum repeater technology, the trust assumption into the
connecting nodes will be eliminated and we obtain a fully operational quantum network. Even today, with the
trusted repeater networks, QKD becomes attractive for user operated networks, while the fully quantum networks
would be interesting in a service provider scenario. The advance of QKD technology led already to an ETSI Industry
Specification Group [4], aiming at certification procedures for QKD and also for standardization of interfaces and
operation conditions.

The clear advantage of QKD is the provable security of its key distribution protocols. These security proofs can
be derived also for optical implementations using standard components such as threshold photo-detectors and laser
pulses. However, these security proofs rely on a generic modeling of these devices. By definition, a device always
deviates from a model, and we have to learn how to deal with this. In this talk | will outline first how security proofs
work within quantum optical models for devices, and then will address the security of actual implementations.

2. Optical Implementations

For fiber optical communication, the most widespread implementations of QKD use a phase encoding [5,6], where
specific settings of relative phase between two subsequent laser pulses encode the signal information, which is then
read out in an interferometric configuration, so that constructive or destructive interference in time slots indicate the
signal value. Detection is usually done with some photo-detectors in the avalanche regime (threshold detectors)
which are sensitive to single photons.

The set-up is usually designed in such a way that for a single photon source the system would implement
exactly the ideal QKD protocol. However, typically we use attenuated laser pulses as signal sources and also the
detectors are actually sensitive to modes, not only single photons, so that we have to worry also about adversaries
that insert signals comprised of many photons into the detector.

So what about the security of these systems? Over time, security proofs based on abstract qubits (quantum
mechanical two-level systems) emerged [7,8] and now became easy to use [9]. But, as we said, our systems operate
with optical modes, which correspond to infinite dimensional Hilbert spaces. Fortunately, we have two basic tools
that connect our practical optical implementations to these qubit based proofs:

a) Source: tagging

Tagging [10,11] is a valuable method when dealing with sources that emit statistical mixtures of the desired single
photon signal, vacuum signals, and also multi-photon signals. Multi-photon signals might give away part or the
complete information about the relative phase of pulses, and moreover, they would require larger dimensional
Hilbert spaces to describe them. Tagging now simply means that we simply pretend that the source gives the
complete information about the encoded information for all multi-photon signals to Eve. Therefore, we are left with
the ideal single photon states as qubits, and then having vacuum and multi-photon signals which we now can
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describe classically, as in both cases an adversary is supposed to know exactly which state he/she gets, either a
information-free vacuum state, or the full classical information about the encoded information for multi-photon
states. It turns out, that as long we can verify that at least some single-photon signals contributed to the detected
signals in a worst case scenario, we can still do QKD.

b) Receiver: Squashing
On the receiver side, we tend to talk about threshold detectors as single-photon detectors, but that refers to the fact
that a single photon suffices to trigger the event. What is does not mean is that indeed only single photons trigger it.
Even if we use ideal single photon sources on the sending side, an adversary might employ an eavesdropping attack
which results in multi-photon signals entering the receiver’s device. In actual implementations we already notice
that in the fact that with some probability actually more than one detector in the receiver is triggered. A real protocol
must define what to do with these events. It turns out that we cannot simply discard these events, but have to keep a
record of it. Otherwise, a simple intercept/resend attack can break the QKD implementation in extreme cases.
To avoid this situation, we can make use of squashing models of detection devices [12,13]. These squashing models
are thought set-ups that allow us to think about the detection process as a two-step (see Fig. 1):
i) in a first step, the incoming light modes are mapped into a qubit signal space corresponding to a single
photon (squashing map),
ii) in a second step, the idealized original measurement is performed on that single photon (target
measurement).
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Fig 1. Diagram of full optical measurement and Though-Setup involving a Squashing Map and an idealized target measurement.
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Whenever an actual detection device allows this though-setup description, we can start our security analysis with our
signal after the first step, so that we can assume without loss of generality that indeed single photons impinge on the
detection device.

Two things are important:
For this to work, the detection device to be considered must include the post-processing of data in such a
way that the equivalence to a single-photon detection is at all possible. In the case of two detectors monitoring
the outputs of an interferometer, this means that we have to declare what the post-processing does to double
clicks. In our cases, it turns out that the earlier proposed method [14,15] to assign double clicks randomly as a
single click of one of the detectors is a good strategy.
Secondly, the squashing model of detection are context independent, that means, the decomposition into the
two steps works independently of the application, and has therefore consequences beyond QKD [16].
In our analysis we found that typical receivers for the BB84 protocol indeed possess a description in the squashing
model with the right double click assignment.Combining these tools with the technique of decoy states [17-19], we
obtain a secret key rate which scales linearly in the transmission efficiency of the quantum channel.

In interferometric schemes, one uses often a Mach-Zehnder set-up [5,6]. Here in one of the paths a phase shifter
is inserted so that one can set the phase of the emerging two pulses. The additional loss in the phase shifter leads to a
signal amplitude which differs for the first and the second pulse. Note that this changes the structure of the signal
states even for the single photon contributions. We do not notice in the usual experiments, as the receiver has also a
phase shifter with the same insertion loss, which compensates the amplitudes of the interfering pulses. However, the
security proof has to be adapted to this situation, and we will show the result.
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3. Difference between protocols and implementations

As pointed out before, it is important to remember that there is the difference between a protocol based on quantum
optical models of devices and the actual implementation. I will give a quick review over the work of several groups
[20-22] around the world with the most important attacks that are directed at this deviation between models and
devices. Also, | will present the view what the implications for secure QKD are. Clearly, any implementation needs
to contain sufficient elements to verify basic model assumptions while running the device.

4. Conclusion

Quantum Key Distribution is an active field which offers the opportunity for research on fundamental question
about what the enabling power of quantum mechanics, but which also offers room to utilize and to drive optical
communication engineering capabilities [23]. In doing so, one has to be careful to maintain the proper conditions for
the security to be claimed.
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