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Abstract: The difficulty of distributed system security and reliability testing lies in the lack of dynamic assessment in the
system brittleness. Therefore, a new concept called brittle relative entropy is proposed to measure the system brittleness, and
assessment methods are given. The brittle relative entropy can dynamically measure the relative distance between the current
probability distribution and the collapse distribution, which can effectively assess the current state of the system and analyse
the probabilistic risk of brittleness. The simulation results show that the brittle relative entropy can be used to measure the
brittle characteristics of the system. When the brittle relative entropy is closer to the brittle distribution system, the brittle
relative entropy is smaller.

Keywords: brittle relative entropy; distributed systems; brittle conditions relative entropy; non-negative; convex function

.

=

RIPPASTHEZR, BAT B R A AR LRI T 5o 0 28 G 5 I

A AN AR )iz A R ) A R Ge 4
{1 5 2 R AT AATDR 90 A AR G 2 A PE Al S
PR EOR H st 19w, AEVF 2 KM A R G0 (WM
el SOPFSL 2 Al A BT ), T ORAIE IR 55 5
R,y SO R GUHEAT SN A SCRROWE ST T A
e JEE AT R 23 A 328 G 1A M 0 I 2%, R DAAT R
WA A 199 248 SE 318 - 22 i W 2% s 73 AHL Ak 5 5 ik I
T 2% B M, 0T 19 2 v L e ) Ak B O
BOAT I8 0 T A E SR (10 0 A SR S (il
2 VUEE Tk A SR, D 7 AR B R,
G A AR, AR AR G AT I R AR BE S INE . S
BRI214E T — Bl A& 10 2 4 F G BN BRI BE i b

Ui BEA: 2013-10-14; {&[E HER: 2014-04-14.

EE£WMB: EER L RE AL S H (Z192011B001).

PERT 2 AR R, AL Z A AE T o0 T R 4™
R R PEAL

RGO AT R0 - 28 8 2 1) Th RE 1) AN i
SERAEAF A RGN NE )8 H 2™ . 42— RS
e, R4 R R S e L I AT AT R GE 1A
(RIS A 5K S, XM A 3 AN 5K IR R R A fife
PEAT 0. HEtE BRI 2T SO AL L AR ARE T R, 3
A PERE™ F AL, LLE T AR DD RE it KBRS0
BR[3IWT ST 1 H A0 AR5 (0 ANt 2 P AN L 4 2R 11 e 7
P 2 775 1 R 2 e ) ok 2R 490 1 (0 M 23 XIS 5 2%, O
58 SUSEPERT RIS 28 Ge etk 1R KU n LA E H 50 #,
EIFBCA 4 RARI N HIVE L. SRR (414 4 52 X0 23 A

EZ I WIRA1978-), 2, YHI, J 4k, MERIARRGEVITT; BheEa(1969—), 5, £, LA )i, NG

TR ISR



186

* e 30 &

PR, € ST 1 ARG A MG R 1B A0 e 1k kT i A

&, IR ARG R IR B M VE N ] T E 2 R G

PERETT R, (EX TR AL T R G0 T HAth 1 R &4
?;ﬂﬁﬁ/xﬁbuu%ﬁ Iheﬁt[S]uE ?%?IEUE’JH?

gl E?E’JHFTEH%%EI;E&\Hf‘féﬁa%%iﬁﬁﬂﬂfﬁﬁEiﬁﬁﬁ
&, 6T DA SUIRBE S R B0A 34T BARE R (1 2y
#r.

RN R e AU T B, DR B A 2 g o<
O AT 1) (R 225 k. AR R R AT DO I 25 224 iy
{100 R 5 A FIEIN AR (R M 490 A, 8 i e 2 4> B AL
T3 A Z AV FR 22 SCRRTO VAR e A X9 1A 5 /A X 2
VB, R N FH T (A R v i SR T, PR 49 L
YT AR UM A 70 A SCRR[7TIWEIE T R 48 AE £ 5
TR ZR G, AR AR A 7 R 4 AR AL, TR IR
AL AR A A7 DU IR 190 208 2 15 A7 A 5 1 00, 1 ]
ARSI R TR ) LU RS 552 (R 40 A1 SCHR[81A
P A9 BEAR AT IA T U, (2R 25 Y T B 0
F8 T3, ATRS AR 23 # o EA .

gk LTk, BUA I RGNt Uil B L REXS
C2 R ENEE K1 R GEEAT E B, Sz 0 Hofl 1
ARGUPRZS VAL, ARG AT AT (1 T F A S mAs
DVE, 7T LR LTINS 2% R GEMEMEWT 78 ok PP A
PEIEPE R T RGN AL T R A B, S
18, AR R GENER (W sk, 51
AR ARG TR S5 AN R RO BE S, DR i R R
A I8 B VAL 5 3. 0 A AR G LA AR, e
PEALRH R T AR I 2 RGN TE, I HLRE 5l
Mo 2 TR 23 5 AR G0 5t I R 0 Al PO B

) I ETFE T 57

FH SCHR[31AT 40, R AEREAR S ] b, R G n
ANAREHMT = {1, L, -, 1,}, S0 I RAEMAER
H Qi TEFHAF L VER N RLE RGH B IR A g,
og%\lw%Eﬁmeﬁﬂh $ON R(qi, Qi),

W R GERIMETERT H = ZR i, Qi) RAHIMETER 2

INESE I %) R 2 Lﬁﬁﬁmmzﬂ& A IR ARG
HIFZ T RGN, TRAZRMNKRESFHRSR
KA TR RS DR, %0 &R e e RIS X T A AT
%ﬁ%@ﬂ o e AN IR B SCRR(4-517] &1, an 2R — A

T ARG X E TN RS, AT R%
Y FPRE I EP RO Dy <j<n)5TRSA

X B MV ) — 5 H, = ip(g’;) P (%),
=

k .
;Pb(i’;) xn Py (L), itk

k
:#‘D‘\‘ c = — Cg cg,\'A/\/
WEh N H ;p();)mp(x%) WF 2% X

e eSS SL Rk Hy =

FE, TRE Y R4 e R R 54
HxY =w,H, + wpHp + w.H,.

ARG LR R R 1 R G2 R PR R,
RS RGUH O 73 A KT R GE R R .
BARMEYER H MR RS Hx Y 72l gs th 1
ARG TE KRB R GEZ 18] et XU AF, (28
W NEVERS H 32 I PE I R Hx Y (K345 A 2 75
Rl gis Qi M P(y; /X)) BER AT FUHELR, Bl 2 gk
ANFAFECT R GUA A IR R B A (HAER
QFLEI’JJJTJiﬁazEP FEAE AN IIBER I A 5 R GEUR
Tt R 320 A AN [), SRS Wiy 28 98 OB 8, (AR
%Hﬁﬁkﬁﬁ%ﬂﬂf‘fﬂ%?kﬁm?’]ﬁﬁ’l

2 HRARSGMETEA X
2.1 et E X

R RGNS TR, M R Gk At
J&, N OGE At T RGO AR e MR Ak SE
br RGAEB TR e — B AR, w5
i 1 16 AR AT A T R A S T R GRS X
B W R EDHIW Rt AT B P I — T R e
DA, D)5 5 |\ B (R & R0 7 okt S R geas ATk
G 1 1) AR Ak AR B MR kU 15 Sk, 2R
2 ANBE ML A5 2 8] RS PR R L. 1 I K A X 08 P R
SINEARRGE, & SUMEPEAH .

EX 1 HpHgoilRa i nfifiRg kK
AR AN, p(a) AT q(a) 73 T3 7 2 i oAl
555 R ESURT 3R G0 A I 1t 0 A (PRG35 58 ek 48, UG
PRk

> pla)

zeX

EX2 fEESRGT, E?%éﬁXﬁiHﬁF,
SET R Y WA, WA PR

Pl ()e(3))
()

D(pllq) = 1)

>l Zp( ) tog @
o(3)
st p (L) Mg (L) AR M I AR
fh KON ZRGE KL 573 AT R S R85 52 e 2
EFE1 Dplg) >0, HHMHp(a) = g(a) M,
)AL
WEH "X = {z:p(x) >0} 4 p(x) FISCHELE,
JUES)
- . p(z) _
D(pllg) = g}; p(x)log @)
Z p(x )log < log Z % =
zeX’ zeX’
log Z ) < log Z =logl=0. U
zeX' z€X
EHE2  D(pllg) KT (p,q) ZrhHon



551 3 AR AR R RMARRT IR A A K A G 49 5L 187

WEB o< A <1, A
D(Ap1 + (1 = Np2||Agr + (1 = N)gz) =
> (i) + (1= A)pa()) %

reX
Ap1 () + (
Aqi(z) + (

log

AD(p1llq1) + (1 = A)D(p2llg2),
HULASHIE D(p|lq) 5T (p, ) &MY, O
FEEB 3 HUAHBT I 0 O, 5
ARG A TR B EE, IF 8 p Al g 73 5l A BES 1E
S R
UE A
D(p(zn, Tns1) (T, Tny1)) =
D(p(zn)lla(@n)) + D(p(znt1|zn) lg(@nrilzn)) =
(P(@n+1)l|q(@nr1))+
(
(
(

o o

(P(wn|zns1) lg(zn]Tnr1))-
~ D(p(zpg1len)|q(Tngi|rn)) =0,
o D(p(an)llg(zy)) =

D(p(znt1)lla(@nt1)) + (P(znlzni1)llg(zn]Tng1)).
SR A AR () R S, B
D(p(xn|xn+1)||q(37n|xn+1)) =20,
Ft EA
D(p(zn)llg(zn)) = D(p(zn+1)llg(zn+1))-

H b o], 7R S R BHEREE R G, 2 M E A
TF) 16 B 12 it s ) 388 o g ik /).

g LRTIR, e SCURUE SC2 np g, i A X
FH DA 5 A R Ge I8 AT RS, M2k AH % 4% 14995
DA IR 57 R Gt oAb 7+ RE R e E I . e
FE 1~ 2 B3 AT, AR T AR AR
I3 A R T A K (PR A7, RIAR B 4 Hi IR A 5
RAREMIIE S, BT SRR 0 it sh &2,
AR 2 sl 24k 1. nT LUAR I ARy p R B R 40
HEEATIE DL, FHDAVEAL 2% R G Y HT a1 TR,
22 HEtEAX ST A E

HORARGEMEER H = R(qi, Q:), Wit R4

1=1
IS ARSIV R an T
Step 1: M4l 24 1l LK 70 A7 ps V8 5501 1 A X 6.

7O ER G A M I TR R A g, DU AR 2
@gﬁ\fﬁpiﬂ‘ﬁi N 221 1 WG AR 68 4 D(pllq) =
S pile) log BTN, i F 1B AR 6
i=1 ¢
L e PG

P F LR, M AR A LR, R A
WEAEAE YRE P RERAER DG, HAb
FFRGE P AT e MG AE D R R A A 2 2 A1
RYMEEZ S A AR RN, MEPEAN 80 2 9 2 A1 R S
M2 o3 A ASTA) I, WG PR AR K 2%, JFBil A6 2 A R
B R, MEtEARRT R gk

Step 2: R4 Step 1 H I 1 55 25 B4k H e 1 AH XF
0 R B /MEL. HOEBE 2 VTN, M ARG R AN, 5L
i ZR 4 (] (P E AR R AT ™ e Bk, B RS2
[) P A2 AP XS 08 A A o /ML, 3K 10 B BPAE 2R 45 1) J 35t
SHEHPETRERAENNE, 24T REZ B Mtk
AR A — 8 o %, BIANGE DUMEPE AR X6 2 15 A %
KFIWr ¥ R G2 RAMNE, 4+ R G R A T,
it P A R AR5 1 3] fz /ML

Step 3: M4 O & ZE M 7 R A MR, S5
AL Rt # 3l , AK of X RGN
L RBEREE, W 2 AN R 402 1) 1 i 11 A X640 i e 1]
PR k. RGP R R R NS, B
T REPIVIIRS 5 R ARV T R IW6
REAR, TEA R ISAT T, B I R HER,
2T RGEWKE T 3 Eam ARG, BT RE%
A RA G, W] DUAR I RGP AH GH ARG 15 Hf R) 364 1 s
TRE L, BB AT A B 7 R 4B, 8 FAEH
TR 55, B kT R GB A 3 i, BIAR Bin e Pk AR
5 0] AT R 48 R A a1 AT A
3 fiEKIE

PAoy A 2R 48 0 9, K F SCHR 101 9T B2 AL 1) S
R WA 75 5K 56 1 I e AF R 05 T S S 000 £ T e
SCHRI10TI 45 th T 45230 T S5 B MR 20 43 A1 (R Rz I g 92
ORI 25 e, F 8 b 2 Fh g I 2 I R OC &R, R s
I AT DA T v v ()20 B, 3 A DI 2R R AN [
TE A A TR, A% 05 A8 V510 4 R A R S B /ML
1 DoS 5 28 Y (¥ £ 4t &5 R vl 49, SE bk AE R Dl
¢ = 0.27, KrUMESh p; = 0.31. dc #1 nl 40, etk
AERF IR B AT A Ak, i B 1 AT BU T A G A X 6
AL R T2 H o BE 2 WA, G PR AR I E A Y ek
vk, 1R DUE Y, YR p; B2 0.3 I, Sk A
PIRAEL B/ ). Bt A A DA 6 b5 SIZ B S i MR 26 26 B PR AN
0T 8 o1, A A T 40 At B 2 3K i e m] DA
Jifi 1k AFR 905 1R AR A1 25 AT DA I R 0 A2 B S IR
o J5 PRSI B 23 A 5 R0 W 4 A7 2 TR) PR AR R 25, BTG
AR5 AT DA K A7 S5t 2R 48 1100 e e DRz . ) FH o 1 A
S0 ] DA S B o3, FERR B MG AEDOH6 1R ek
Wt BT 23 A1 5 52 B 2 A 2 [RA7AE B /M, BT LLUIE




188 F Ll

LA AR 96 B TSR W R G A LR

0.4}
% 03}
g 02t
;t‘%
0.1}
0 . . .
03 0.5 0.7 0.9
ok
B 1 A ESEE SRR —MEN 5%

R 40 SRR L] 2 15 1) IR0 8 S5 o 6 00 g v R A
71, LA Probe S 28 Ay 9, SR 22 Bl 7 v, Ak
T3 3EAS TR B, JEME 2R 20 A B AN TR (). TR
S5 W T AN RS W0 T VA D R 1) A TR M 2R A, DA
S AR T VR AN RAS DU 0. A ST 72 IR G 1 1)
£, I LA I 45 Fok 2 B e AR R T R gk
SE PRI 2. AR Probe e S R 1R Hicdl 45 R, RS Alk
FAHH pr = 0.65, ps = 0.16, p3 = 0.64, py = 0.86,
ps = 0.68, IR ANF K p; A8, vHEMEPEADN . sl 2
AL, AR IR R p; (V53 Hh 1 e P AR R (A K
(X, FEME R p; (E FH /N K ik R A, i 1 AR X5
{EHEAR BN B SA HAEAE B/ IME. b mT BUSGIF, 4
K 2 B 7000 R GEHEAT R I I, G AAE R 465 11 38 1
AR AT IEPEAFCHREL IR /N ) LS it HE 2 i R 4
BATIRGE T O 24 HE PEARRHRS A B B/ ME I, RS
A FARREIRA, REREME IR, etk
AR BRI, 38 I R GEAb T A AR e R A

16
©
T 12t
.1;::2
z
o8y
=
4 . . .
0.2 0.4 0.6 0.8 1.0
B2 EHEEMESEHES RN S e 5%
4 4 »

et 2 A ARG —Fh AT s ok, & LU E
S DK 2R A0 0K B e AR AR I MG R XU, A S S
A RO I R P 25 AP A X A SR 28 408 11 R 2 IR
DLRE R, FT LA 5 AR 48 2 i 3 A 5 AR G0 A i 15t 0 A1
ZTA) ARAFR B . 280 A U 2R 48 W 4 S R AL ok 4
T, IR T B4R PR R AR RT RS (R K /N BLR e 124
70 AT 5 S o AT 2 TRl 22 . e v AE R ROk, 2
IS0 N o DT 4 N 4 A 5 2 e R R
(AR AL, T DU AT 30 28 i M 0 AR 28 4 i e A T
oL

* _ # 30 %
2 % 3k (References)
[1] Philip C H, Yuen S H, Gray Chan. Scalable real-time

(2]

(4]

(5]

(6]

(7]

(8]

(9]

(10]

(11]

monitoring for distributed applications[J]. IEEE Trans on
Parallel and Distributed Systems, 2012, 23(12): 2330-
2337.

Akshay Dabholkar, Abhishek Dubey, Aniruddha Gokhale,
et al. Reliable distributed real-time and embedded systems
through safe middleware adaptation[C]. The 31st Int
Symposium on Reliable Distributed Systems. Irvine: IEEE
Computer Society, 2012: 362-371.

R, i, AREE N R VERS 10 R S TERE ST
H LA 5 R, 2004, 23(9): 16-18.

(Li Q, Jin H Z, Lin D M. Brittleness analysis based on
the brittleness entropy[J]. Techniques of Automation and
Applications, 2004, 23(9): 16-18.)

FH, B, SR A2 2% A G0 It e B0 R
FUI. RE L, 2003, 21(4): 1-5.

(Wei Q, Jin H Z, Guo J. Research on the collapse
of complex system based on brittle reason[J]. Systems
Engineering, 2003, 21(4): 1-5.)

Fob, e, AR, 5 B THETER B R R AV R
48 TR, 2004, 19(3): 326-328.

(Wei Q, Jin HZ, Guo J, et al. Research on complex system
based on brittleness[J]. J of Systems Engineering, 2004,
19(3): 326-328.)

Suyan He. A weighted relative entropy method for
2011
Information and Control Engineering(ICEICE). Wuhan:
2001: 130-133.
Altyeb  Altaher,
Thuraisingham, et al. On-line anomaly detection based on
relative entropy[C]. The 4th IEEE Int Conf on Broadband
Network and Multimedia Technology(IC-BNMT). Beijing:
IEEE Press, 2011: 33-36.

Ahmadi-Javid A. An information-theoretic approach to
2011 IEEE
Int Symposium on Information Theory Proceedings.
St.Petersburg: IEEE Press, 2011: 2125-2127.

Tommas M Cover, Joy A Thomas. 1 & i&F:mE[M]. b5t
HUBR oMb AR AL, 2005: 9-25.

Joy A Thomas.
information theory[M]. Beijing: China Machine Press,
2005: 9-25.)

Zhang Y L, Han Z G, Ren J X. A network anomaly
detection method based on relative entropy theory[C]. The

forecasting demand[C]. Int Conf on Electric

Sureswaran Ramadass, Bhavani

constructing coherent risk measures[C].

(Tommas M Cover, Elements of

2nd Int Symposium on Electronic Commerce and Security.
Nanchang: IEEE Press, 2009: 231-235.
Mahoney V M. A machine learning approach to detecting
attacks by identifying anomalies in network traffic[D].
Melbourne: Florida Instrtute of Technology, 2003: 101-
120.

(UESREE: 12 HF)



