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Privacy preserving algorithm based on 

trajectory location and shape similarity 

WANG Chao, YANG Jing, ZHANG Jian-pei 

(College of Computer Science and Technology, Harbin Engineering University, Harbin 150001, China) 

Abstract: In order to reduce the privacy disclosure risks when trajectory data is released, a variety of trajectories ano-

nymity methods were proposed. However, while calculating similarity of trajectories, the existing methods ignore the 

impact that the shape factor of trajectory has on similarity of trajectories, and therefore the produced set of trajectory ano-

nymity has a lower utility. To solve this problem, a trajectory similarity measure model was presented, considered not 

only the time and space elements of the trajectory, but also the shape factor of trajectory. It is computable in polynomial 

time, and can calculate the distance of trajectories not defined over the same time span. On this basis, a greedy clustering 

and data mask based trajectory anonymization algorithm was presented, which maximized the trajectory similarity in the 

clusters, and formed data "mask" which is formed by fully accurate true original locations information to meet the trajec-

tory k-anonymity. Finally, experimental results on a synthetic data set and a real-life data set were presented; our method 

offer better utility and cost less time than comparable previous proposals in the literature. 

Key words: spatio-tempporal trajectory data; publication of trajectory data; greedy clustering; data mask; trajectory ano-

nymization 
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Begin 

1)  initialize(maxradius);// ¼ ö � º �

maxradius�½v5� 

      �ßû>¯°� 0.5%�¾6F¿�¹Ï 

2)  Repeat   

3)   Q=Φ;//Q^_"#a@ô�ßà 

4)   trash =Φ;//YZ�"#ßà 

5)   pivots =Φ;//"#a@ô1»�ßà 

6)   active=GT;//Ê�"#ßà1�"#5

activeÛÀ 

7)   T

p

5"#ßà GT1�Á�"#/ 

8)   while active ≠Φ && |active|�k  do 

9)     T

p

=arg max

t�active

 d(T

p

,t); 

10)    C

p

={T

p

}∪ {k−1�yT

p

ìí|Â�"#� 

            d%-ßà GT\Q1} 

11)    If max

t�Cp

 d(T

p 

,t) b maxradius  then 

12)      active = active\C

p

; 

13)      Q=Q∪ C

p

; 

14)      pivots = pivots∪ T

p

; 

15)    Else  

16)      active = active\T

p

; 

17)    End if 

18)  End while 

19)  For T∈GT\Q  do 

20)    T

p

=arg min

T ' �pivots 

d(T ',T) 

21)    If d(T,T

p

)b maxradius then 

22)      C

p

=C

p

∪ {T}; 

23)    Else 

24)      trash=trash∪ {T}    

25)    End If 

26)  End For 

27) increase(maxradius); // Ã ? Ä é º �

maxradius, ~NÄé 0.5Å 

28) until | take care,rash| bMax-Trash; 

29) Return Q 

End 
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Ä¦ 1�§�OP�óôÄ¦�¢ÌÍ<=§

­I"# 5óôa@ô�1»"#�~§�<=

�1»"#��ìíð§�1»"#|Æ�"#�

Ç§�<C�1»"#�a�"#ßà�Á�"

#(7~9 A)7lÔ�-~�1»"#!K5ìí|Â

� k−1j"#��º�9��a@ô�Ú4§�¼

: k j"#�a@ô�10 A��|ÔÈV�"#-

�B7yìí�|Â�1»ßàW-�a@ôß

à1�19~22A�7 

·��JÄ¦-óô�A1�Äé���R´

j��tóô¯°º����±�maxradius�11~14

A�21~22A�7º�maxradius½v5��ßû>¯

°� 0.5%�¾6FÁ 5��±�7{º�F1»

"#Ú4a@ô.��"#��Z active ô�t�

"#º�É 51»"#�·�Ê6F 5"#a

@ô1�4*�15~16 A�7{|ÔÈV�"#º�

�éÏ��"#a@ô.�¢¨�¿ÀYZ�23~24

A�7Q�JNË`�A()|�&'�"#���

9max-trash�28A��6FÌaº� maxradius��

�27A���y§�àÍ�óôT�7 

5�,óô�T�øùÎO�"# k-ÐÑ�

®�-óô()K��}¡÷�()LTà�S�

óôßàëS"#�.�!� �Ê>?�Î#�

	y£¤"#qr�ú��d%âü�e�"#�

��6O×7��}¡÷�Ä¦���BÏQÄ¦

2W_7 

�� 2   Data Mask 

¹ÏK"#a@ôßà Q={C

1

,C

2

,`,C

m

}�.

�±� Rt�/�±� Rs�"#a@ô1»�ßà

pivots 

¹ãKÐÑ"#a@ôßà Q

*

 

Begin 

1)  For each cluster CuQ  do//"#a@ôß 

à1���§�a@ô 

2)    Ê�"#a@ô C1�"#�"#�5

activeÛÀ 

3)    T

c

5a@ô C1�"#1»� 

4)    For triples l=(t

l

, x

l

, y

l

)∈T

c

d% l5 active

ÛÀ do 

5)      U={l}; 

6)      For T∈C% T≠T

c

  do 

7)        ÐÑ T ëÛÀ5 active�øùy�

 lìí|¦�� l'�%øùK 

' ' '

2 2

,0 ( ) ( )

l l l

l l l

t t Rt x x y y Rs− − + −� � �  

8)         If fg�� l'&- then 

9)           U=U∪ {l'}; 

10)        Else  

11)          YZ� l�dÒyÇ 4BÓÔ

ÕA 

12)      End If 

13)      End For 

14)      If |U|Ök  then 

15)        v¶ #ßà U 1×�"#��

� !.� 

          //� �Ê>?�LØ #�.�

LØ #; 

16)        Ê�ßà U ë��	ÛÀ5

unactive; 

17)      Else 

18)        YZ� l�dÒyÇ 4BÓÔÕA 

19)    End If 

20)    End for 

21)    YZa@ôC1W;ÛÀ5 active�"

#� 

22)  End For 

23)  Return Q

*

 

End 

Ä¦ 2Tàóô()!��}¡÷�()�-

óôÔÚ4�"#a@ôßà"#5øù"# k-Ð

Ñ�"#a@ôßà7¢ÌÍ<Ca@ôßà1�

��§�"#a@ô�d-�1�"#�Ê�5

activeÛÀ�1~2A��lÔ<Ca@ô1�1»"

#�dF�¼:�"#�5ñò���a@ô���

"#1<=y�ìí|Â�"#��d%øù§��

.�!/�R´�4~13A��Q��Ñy k−1�fg

�"#�(14A)�gS���}¡÷�()� #

"#�ë�.�!� �Ü�dÙÚÛÀ5 unactive

�15~16A���g�¿À-"#�YZ�10~11A�

17~18A�21A�7 

6.2  ��	
��
�� 

-yã��Ä¦�ñòð�BCÄ¦�.�

�Û×7sÁÇ 5 £1ây�"#ìí> 5±

o�b5-��ß§����V�"#ìí>m

ÂÄ§N7 

Ä¦ 1�§�OPÄ¦�5�ÜÝ|��ú��
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6�!kq�ÕA�ÕAN�5 O(m)�~§NÕA

�Ä¦.�ä5 O(N

2

)�N ^_"#ßà1"#�

��7 

Ä¦ 2 �-Ä¦ 1 �ñòð�Õ2Ä¦ 1 Ý

Þ�(N/k)�"#a@ô@A� �"#�Á�Þ

ä5 O(n)�29~�"#��!k-�� k−1j

"#1ÐÑ2N�ÐÑ"#��ß<�"#�,

; O((k−1)n)�bc�Ä¦ 2 �.��Ûä5

O((k−1)n

2

)7 

bc�§à��VÄ¦á�.��Ûä5

O(m)O(N

2

)+O(N/k)O((k−1)n

2

)=O(mN

2

)+O(Nn

2

),|�

���V�OPÄ¦mÕA§N�c.Ä¦�.�

�Ûä5 O(N

2

)+O(Nn

2

)7 

2P Josep a-cd[18]âã�Ä¦�âã�

GC-DM Ä¦-ÂÄ"#LÖ×.éÏ�"#�Ú

ÛbÜ���èé��ûä�"#��LÖ×�·

�.��Ûä!õÄ¦L{�âB�Ë�JÄ¦�

ú���ýSB�T�yã�;ã�äþ7 

7  ������ 

�� 1  sÁ."# S ����kl�M9õ

öÉÊ"# T

s

�mno
�øù SbT

s

�

1 2

, , ,

S

λ λ λ�

�."# S�pS"#��29��§�"# T

i

�

."# S1�"#� λãË-"# T

i

�ÐÑ"# T

i

*

1�Ò�5 

*

1/ ,

Pr( ) ,

0,

s i

i

P k T T

T Sλ λ
<





∈ ∈ =







� ������

�	
��
���

��

 (9) 

��  S� Data MaskÄ¦6Fåy�Q� T

s

! T

i

º-»§�"#a@ô1�nº6�2 T

s

!

T

i

1 � " # � @ A R # �  � b c

*

Pr( ) 0

i

T Sλ λ∈ ∈ = 7 

Á²� Data Mask Ä¦ÐÑ� Ô�"#

* * *

1 2

, , ,

k

T T T� �óß-»§�"#a@ôßà1�º

'§à×�sÁ T

s

=T

1

7S� Data MaskÄ¦6Få

y�29��� i(1bibk)�j(1bjb|S|)�Q�"#

� λ

j

�YZ�

*

Pr( ) 0

j i j

T Sλ λ∈ ∈ = /�g�

*

Pr( ) 1/

j i j

T S P kλ λ∈ ∈ = < 7f�b5�"#a@

ôßà1�"#- #"#��.ßº�æç�

"#�5�� #�$�� �Ê�Ü!.��»

. #�bc P<1/k7èðWX�6F�yét 1

�ê��7 

�� 1  Data MaskÄ¦�Ë�"# k-ÐÑ 

��  8ét 1 6o�2��."# SbT

i

�

-"#a@ôßà T

1

*

,T

2

*

,` ,T

k

*

1� S 45

T

1

*

,T

2

*

,`,T

k

*

."#�Ò�La�d�89 1/k�t

29."# S����º�F�� 1/k �Ò���

"# T

i

�"# T

i

*

�õö"#����î 6�Data 

MaskÄ¦�Ë�"# k-ÐÑ7 

8  ������� 

-�ýSB�,O� 2���ß2Ä¦�6O

×@ABC7 

1) à4��ß7,O Brinkhoff "#Þ4ëÞ

4� 1 000jà4"#�,¼:ìíîïðñX�

46 906�� 7 

2) ����ß7,O§�òßóôíõö÷X

�ãøù��"# 5J�ý�����ß

[20]

�²

��ú� ��y 2 393j"#>?��1~j"

#Á�¼: 74.9�� 7,O���ß�ûü-9

¢¼:è���"#>?�$%f�"#>?��

���7 

�ý�ý�þ�5KIntel(R) Core(TM)2 Quad 

CPU Q8 400 @2.66 GHz 2.67 GHz, 2.00 GBë&�

� ­¬5Microsoft Windows 7�Ä¦�-Matlab 

R2012aV�Ë7 

8.1  ��������� 

æçy�ýT��6ÉË×�-Þ4à4"#

��� Brinkhoff"#Þ4ë�º��eQVK6�

��23ô�3��S23ô/~�.��Þ4 10

���23! 1��S23/, 100�.��/�

�+ä 250/}probability�5 1 0007fJÁ Þ4

�¼: 46 906�� � 1 000jà4"#�|Þ�

"#¼: 100�� >?�~j"#Á�¼: 46.9

�� 7 

5�¥�âã�Ä¦(GC-DM)�6O×@A

Pá��Ë�cd[18]âã�Ä¦(MDAV)�d2Ä

¦
�6O×@A�BC7 

8.1.1  GC-DM�������� 

|�k�ÉÊn�-â]ù��qr£¤�

ñòð�|��"#���6O×7"#���6

O×O"#��>?&'�I��M��>?&'

p��"#���6O×p8�q5rl7 

Ç 2 £1âã�"#6O×ä�Ê��5�
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�����>?&'�!k<=àÍ� Ω7,O

�  #WÝÞ�>?&'�|���ÂÖ��

Â Ω7C Rs�space threshold�5 10

9

�Rt�time 

threshold�5 100.�k�Î�V�  #>?&

'�|�� 5 Ω�C�7�ýT�Q> 2!>

3W_7 

 

� 2  MDAV��� k�������� !"#�$%� 

 

� 3  GC-DM��� k�������� !"#�$%� 

8> 2!> 36o��  #ÝÞ�>?&'�

|��vw k��Äé��Pá��·� k- 40~60

5�Cy|��7bc�-¥>1|���  #>

?&' 5Ω�C��tΩ=1.267 5e

6

7�ý1 RtC

100�Rs C 10

9

��5��£.�±�!/�±�ù

���º�89±��8 4	��>?&'7 

> 4 ¡X� GC-DM Ä¦- Rs=100 000�

maxradius (óô|�¯°)=178.95�Max-Trash(óô

|�YZ"#��)=10 .�v k �! Rt Î��>

?&'Î���7 

> 5 ¡X� GC-DM Ä¦- Rs=100 000�

maxradius=178.95�Rt=100.�v k�! Max-Trash

Î��>?&'Î���7 

 

� 4  GC-DM��� k�& Rt���� !"# 

 

� 5  GC-DM��� k�& Max-Trash���� !"# 

> 6¡X�GC-DMÄ¦-Rs=100 000�Rt=100, 

Max-Trash=10.�v k�! maxradiusÎ��>?

&'Î���7 

 

� 6  GC-DM��� k�& maxradius���� !"# 

S��
> 4~> 66F�Ë�{ Rt, Max-Trash, 

maxradius§�.�vw k��Äé�>?&'-Ä

é�f�b5 k�Äé�,OOPóôÄ¦Ú4"

#a@ôF
,O��}¡÷�()Ú4� a@

ô.�!k¼:èI�"#>?!� >?�bc
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�YZèI�"#!� � 4á��>?&'/

{ k�§�.�vw Rt, Max-Trash, maxradius�Ä

é�>?&'ñJ£HºÎ�f�b5 RtºÎ.�

"#�.��Be�Páß1/$ Max-Trash !

maxradius �kNO9"#óô©��25Ô� 

a@ô�Ú4|}Pá87WF�{ Rs Cá��

.�L29º� k, Rt, Max-Trash! maxradius2�

ýT��|}á87 

8.1.2  	
��
 

5�BCJÄ¦�6O×��FV 3�¥¡�

M�KYZ�"#���P[/YZ�� >?�

P[/á�>?&'7�1�á�>?&'¼�Y

Z"#!� ���>?&'F
�  #��

�>?&'7 

> 7 !> 8 B�¡X� 2 �Ä¦- Rt=100�

maxradius=178.95�Max-Trash=10.�MDAVÄ¦!

GC-DMÄ¦- k�! RsÎ�VYZ"#�P[7 

 

� 7  MDAV��� k�& Rs���+,	
�-. 

 

� 8  GC-DM��� k�& Rs���+,	
�-. 

S��
> 7 !> 8 6F�Ë�{ k �§�

.�vw Rs �Äé�"#YZP[� 100%�


VÅ�·�VÅ�+ä�B���lÔ RsC�-

10

4

��.��ö*+VÅ�¿yÀÂ 0%�lÔ

ÓÔÄé Rs�"#YZP[ñJ£HºÎ7ÝÞ

fg�Î����b5- RsC�á8.�S��

�}¡÷�()º�Ú4øù±�j��� a

@ô�º�@A�  #� ��YZ�"#�

�u���
�YZpS"#/{ RsÄé
 10

4

��.�89/�±�ù���S���}¡÷�

()��Ú4§����� a@ô�YZ�"

#���ö�8/vw RsÓÔÄé�YZ�"#

��*+���
5 0�z�-c Rs±�V�U

�W;�"#�;� éÏy� a@ô1�W

FYZ�"#����7 

> 9!> 10B�¡X� 2�Ä¦- Rt=100�

maxradius=178.95�Max-Trash=10 .�MDAV Ä

¦! GC-DMÄ¦- k�! RsÎ�VYZ� �

P[7 

 

� 9  MDAV��� k�& Rs���+,���-. 

 

� 10  GC-DM��� k�& Rs���+,���-. 

S��
> 9 !> 10 6F�Ë�{ k �§�

.�vw Rs�Äé�YZ� �P[� 100%�ö

�
�8�·��8�+ä�B���- kC�á
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�.�
£H 100%ºÎ/{ RsÄé
ÀÂ 10

4

.�

YZ� �P[�ö�8�-Äé Rs
 10

4

.�Y

Z� �P[ºÉ�8�tÄé Rs ¾ºÉÚÎ7

5WFÝÞfg�Î����b5- Rs C�á8

.�S���}¡÷�()º�Ú4øù±�j�

�� a@ô�º�@A�  #� ��YZ�

� ��u���
YZpS� /vw Rs �Ä

é�{/�±�ù��.�S���}¡÷�()

��Ú4§����� a@ô�YZ�� ��

�ö�8/{/�±�Äéy§�Aä.�/�±

�2� a@ôºÉÝÞR´�YZ�� ��ñ

J£HºÎ7 

{ Rs C�á8.�vw k ��Äé�YZ

� �P[-Äé�·+äPá���d%ÀÂ

100%�f�b5- RsC�á8.�S���}¡

÷�()u�Ú4øù±�j��� a@ô�

m;- k �á8.��6�Ú4� a@ô�k

�á�.�º�Ú4øù/�±�j��� a

@ô/{ Rs C�á�.�vw k ��Äé�Y

Z� �P[¾-Äé�%Äé+äá�7b5

{ Rs ù��.�/�±�2� a@ô�Þ4

R´u8�vw k��Äé�� a@ôÚ4�

A1æç�"#��pI� 4YZ�� ��

pI7 

S�> 9 !> 10 �2Pº��Ë�29»g

� k�! Rs��GC-DMÄ¦ÝÞ�YZ� P[

k89 MDAV Ä¦�t GC-DM Ä¦kP MDAV

Ä¦ÝÞè8�>?&'�èü�6O×7b5

GC-DM Ä¦,O�"#ìíä�Ê�».æç�

"#�� ìí!ÚÛìí���èé��ûM�

2 �"#5��ìí�$%,O�OPóô(),

"#a@ôëS"#LÖ×è��ô�"#LÖ×

è8�5Ô,O��}¡÷�()Ú4� a@ô

.�YZ�� ����7 

>11!>12B�¡X�-Rt=100�maxradius= 

178.95�Max-Trash=10 .�MDAV Ä¦! GC-DM

Ä¦- k�! RsÎ�V�>?&'7 

S��
> 11!> 126F�Ë�{ k�§�

.�vw Rs Äé�>?&'�
�8�·�8�

+ä�B���- k �á�.�
ºÎ/{ Rs Ä

é
ÀÂ 10

4

.�>?&'�ö�8�-Äé Rs


10

4

.�>?&'ºÉ�8�t,Äé Rs¾ºÉÚ

Î7ÝÞfg�Î����b5- RsC�á8.�

S���}¡÷�()º�Ú4øù±�j���

 a@ô�º�@A�  #��YZ�� !"

#��u���
�YZpS� !"#��/v

w Rs Äé�{/�±�ù��.�S���}¡

÷�()�Ú4§����� a@ô�YZ��

 ���ö�8�>?&'v5��/{/�±�

Äéy§�Aä.�/�±�2� a@ôº-Ý

ÞR´�YZ�� ��ñJ£HºÎ�>?&'

¾£HºÎ7 

 

� 11  MDAV��� k�& Rs���� !"# 

 

� 12  GC-DM��� k�& Rs���� !"# 

{ Rs �á8.�vw k �Äé�>?&'Ä

é�·+äPá���b5- Rs �á8.�S�

��}¡÷�()u�Ú4øù±�j��� a

@ô�m;- kCá8�.��6�Ú4� a@

ô�k Cá��.�º�Ú4øù/�±�j��

� a@ô� 4��>?&'/{ Rs�á�.�

vw k�Äé�>?&'¾-Äé�d%+äá�7

b5{ Rs ù��.�/�±�2� a@ô�Þ

4R´u8�vw k��Äé�� a@ôÚ4�

A1æç�"#��pI� 4YZ�� ��p
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S�> 11 !> 12 �2P�Ë�29»g� k

�! Rs ��GC-DM Ä¦ÝÞ�>?&'89

MDAV Ä¦�t GC-DM Ä¦P MDAV Ä¦ÝÞ

èü�6O×7b5 GC-DM Ä¦,O�"#ìí

ä�Ê�».æç�"#�� ìí!ÚÛìí�

��èé��ûM� 2�"#5��ìí�$%,

O�OPóô(),"#a@ôëS"#LÖ×

è��ô�"#LÖ×è8�5Ô,O��}¡÷�

()Ú4� a@ô.�YZ�� �����b

cÝÞá8�>?&'7 

S�FðBC6o�- Rt, Max-Trash !

maxradius ��.�Rs -ÀÂ 10

4

.�>?&'6C

y|8�7$vw k�Äé�>?&'�§¿Äé7 

8.1.3  �����
 

>13!>14B�¡X�-Rt=100�maxradius= 

178.95�Max-Trash=10 .�MDAV Ä¦! GC-DM

Ä¦- k�! RsÎ�V�ÕA.�7 

 

� 13  MDAV��� k�& Rs����/012 

 

� 14  GC-DM��� k�& Rs����/012 

S��
> 13!> 146F�Ë�»g��ýj

�V�GC-DMÄ¦PMDAVÄ¦��è��ÕA.

����- kC�Äé.�ÕAú���Ë�5�¸7

f�k�b5vw k��Äé�øù kÐÑ!k�"

#Äé� 4Ã?N��ÅÆ�ÕA.���7 

8.2  ��������� 

,O�ãøù��ß
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8¬­�c�$4�~�

c��¼:§�ãøù- 2008 5!! 6!� GPS
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�Ê�²ä!"ä�7l$�ãøù-§�!ë��
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 5! 26$

12:04f§#�"#>?|I�-� 5��ßà7
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8.2.1  	
��
 

KÇ 7£�ýL»�5���á�>?&'�

!k<=§�àÍ� Ω�C Rs=10

12

�Rt=100 000

.�k �Î�V�  #>?&'�|�� 5 Ω

�C�7�ýT�Q> 15!> 16W_7 

 

� 15  MDAV��� k�������� !"#�$%� 
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