
2015� 1� Journal on Communications January 2015 

2015019-1 

� 36�� 1� �  �  �  � Vol.36  No. 1 

���������	
������� 

��

1,2

����

1,2

���

1,2

��	


1,2

���

1,2

���

1,2

 

(1. ���	
� ����������� �� 710049� 

2. ���	
� ����������� !��� �� 710049) 

���������	
�����������������������	�� !"#$%&�'(

��)*	+,	�-.��/0 CESIL, 12�3456��67�8��,	 49	�:;/0<=>?@

ABCDEFGHI���JK�,	LM@ABNOHICPQRS�TUV�HICWXYZ[\M]

^C8_`abcdPeRfgOh�ijk`abl�`abm�Z[\�_nbopq;`ab��

h�����:̂ C�,	rs�t CESIL/0'(������JK�,	:�uv CESIL/0�S�wx

yz{|q(FFT)	��#}!%,	&~6���3��:T�Y�8u���ahCESIL��G����

�����#�-.��/0CESIL'(�@�,	\����%�,�&~J����38�����

�����u�����: 

����-.��P����PTUVP`abP�	
� 

�	
���TP309                            �����A   

Research on algorithms of data encryption scheme that 

supports homomorphic arithmetical operations 

YANG Pan

1,2

, GUI Xiao-lin

1,2

, YAO Jing

1,2

, LIN Jian-cai

1,2

, TIAN Feng

1,2

, ZHANG Xue-jun

1,2

 

(1. School of Electronics and Information Engineering, Xi’an Jiaotong University, Xi’an 710049, China; 

2. Shaanxi Province Key Laboratory of Computer Network, Xi’an Jiaotong University, Xi’an 710049, China) 

Abstract: An efficient homomorphic encryption scheme called CESIL was proposed to meet the requirements of operat-

ing on encrypted data when protecting users’ privacy in computing services. CESIL included key generation algorithm, 

encryption algorithm, decryption algorithm and calculation algorithm. In CESIL, a polynomial coefficient vector ring was 

established by defining addition and multiplication using polynomial ring; by using ideal lattice, the vector ring was parti-

tioned into many residue classes to produce a quotient ring and its representative set; the plaintext was encrypted by map-

ping it to a representative and replacing the representative with another element in the same residue class. The features of 

operations in quotient ring ensured CESIL operate on encrypted data. Furthermore, the fast Fourier transform (FFT) algo-

rithm was used to increase the efficiency and decrease the length of key. Theoretical analysis and experimental results 

show that CESIL is semantically secure, and can do addition and multiplication operations on encrypted data homomor-

phically in a specific scope. Comparing to some existing homomorphic encryption schemes, the CESIL runs efficiently, 

and has shorter length in key and ciphertext. Thus, the CESIL fits the practical applications better.  
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 W34î�7)Aï�ð�34è�7)�ñ

ò�ε
2

� eÔóíôõ� 
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n
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r r

r

r

p p p

p pp

ϕ ϕ δ δ δ

−

− −
   = ◊ ◊ ◊

  

◊ ◊



   

◊=

t t t� �� � �
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n
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n
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Z t|� P(B)����kl CESIL� ��*�9
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4  CESIL ����� 

4.1  ��������	
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n
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n

, 
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n n×
Z �t�

n

Z �¶

* 1 T
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i
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*

i
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*
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º i�� 
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*
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n
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n
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{ } ( )T,0, ,max 0 NN= =t � �Xkl7)�$%

&'[0, N)��56o��PQT8 2�ÐXkl 

 ( )*

1 2N<B  (6) 

�Z7)YZëi[0, N)��� �û����

56o�N������ 

¨\G©�� CESIL� "�-ÓT$%&'
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n

)∩Z ��# BÐ��{(6)��%&'

B

n

Z ��g���¶� C
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=
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t

∪

� 

4.2  ��������	
� CESIL 

CESIL� �å��y¸¹�tu�7)�e£

����O(n

2

)�e£�þ�O(n

3

)����7)���

�:;���
���(FFT)vô÷ CESIL� � 

4.2.1  ������ 

:;����*�)¸¹�ª¸¹�ß'��

�� O(n

3

)�Ü:; FFT)*�� ( log )O n n ß'

�����)iÀS¸¹�ª¸¹

[20]

� 

.}ÀS¸¹ B=cycle(b)�!ª¸¹ B

−1

¡�

ÀS¸¹�¶� B

−1

=cycle(b

−1

)�� 

 ( )( )1

1

( )ifft fft

−− =b b  (7) 

!"�

1−
v �F+,.tu v� g�I�−1���

ifft� fft�ª���ß'���¡� ( log )O n n � 

�¬�ÀS¸¹���#ß�WÐ¬�!Á�

b�¿ÄPQ{(7)�)ª��- fft(b)�!g�I�

0��¸¹�ª¸¹�Õ��ÐX��¬���t

u��Á�� 

4.2.2  ��	
��� 

�ÇÈ A�V� ( )cycle⊗ =b r b r�Üj"PQ

�{ð{(4)�)x�tu�9*����#�

2

( )O n �̀ al$� ( )cycle b rB ( ) ( )cycle cycleb r �Á

��ÜÄ$%B 2gÀS¸¹�9*��:; FFT

)*� ( log )O n n ß'�����)

[20]

���� ⊗b r

��F�� 

 ( )( )( )( ) ( )ifft fft fft=⊗ bb r r  (8) 

!"� ×u v�F+,Ctu u� v�5&'��I

�9� 

�:;{(8)÷Å�%�9*7)��¥��

��(�ß�#��tu�9*¡�:;{(8)÷

Å�)�(÷�øü��}�#¬����å(�

c´#WÐ�#�Á� b)������;Á�

b�*�# B�æÜ§�#&'íí+,�WÐ O(n)
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4.3  ���� 

µ}\�+d�r«Ói CESIL��� �

)*ã©� 

4.3.1  ����� Gen 

�#¬�)* Gen(n, N)-.�# b � b
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�n

ÌTÔtu�·��n /í��)���/��)

*¡/mn��¥�n ¡fTÔ$%�~í���
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n
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n
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2)    DE¬�%������ ng�I=�

�0 b 

3)    b_ fft=fft(b); 

4)    IF  b_ fft1 0�I 

5)      CONTINUE; 

6)    

1 1

( )ifft

− −=b b_fft ; 

7)    len ←

1−
b ; 

8)  }WHILE(len >= 1 / (2N)) 

º 7)ør/��)

*

B �ÜÝ B �ÀS¸¹

ß�

*

B ¡�ÀS¸¹�22�����3���

* =B  

1−
b � 

4.3.2  ���� Enc 

��)* Enc(b, p);�# b��$% p�-.

��%� n·�tu� 

�� 2  ��)* Enc(b, p) 

����# b, %��$% p 

���n·�tu c 

1)  FOR (i = 0; i < n; i++){ 

2)    c[i] ← ((q >> i) & 0x01); 

3)  } //c[i]Õ4 p5÷6�F�º i& 

4)  DE¬������� n ·�tu r�2

r!=0; 

5)  c ← c + b ⊗ r 

��78�tu�c´²9\B;�0v¶

È5÷6� �&�:;&7)������º

5)ø�PQ{(8)�)� 
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, c);�# b� b

−1
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−1

, c) 

����# b, b

−1

, �% c 

���%�� p 

1)  c ← c – b ⊗  b

−1 ⊗ c  ;  

2)  p ← 0; 

3)  FOR (i = 0; i < n; i++){ 

4)    p ← p + c[i]2

i

; 

5)  }//:; c[i]:� p  

Âc7)��%(�i�tu��T�{0,1}

n

"���(��û§;&7)�]�bc�� φ
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4.3.4  ���� Cal 
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2
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p
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p
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2
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2
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1

� c

2
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n
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⊗  
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2

��ÇÈ A�V�c=(cycle(c

1
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−1

c

2
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1
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2

�
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�� 4  7))* Cal(c

1

, c
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p
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1

� c

2
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1)  IF o

p

 == E+F 

2)    c ← c

1

 + c

2

 

3)  IF o

p

 == E−F 

4)    c ← c

1

 + (−c

2

) 

5)  IF o

p

 == E×F 

6)    c ← c

1

⊗ c

2

 

7)  IF o

p

 ==E/F{ 

8)    c ← c

2

 −1

 ⊗  c

1

 

9)    IF c∉ n

Z //��A 

10)        c ← NULL 

11)  } 
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5.2  ��� 

5.2.1  ����� 

1) �#¬�)*��¬��#c´"�¬� n

·tu b �ß'���� O(n)��

1−
b �ß'��

�� ( log )O n n ��)

1−
b ����� O(n)�¨\

G©��#¬�)*�ß'���� ( log )O n n � 
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3) ( � ) * � � ( � c ´ " � � )
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1
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2

c �

1 2
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s µ )�n � CESIL � CESVMC "�F�#

�·��� URSA� Paillier"�F~#

kn

p ���

�5÷6&���ö¿ n��F�5�] n/í�
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¨¨í}!H� ����)�ìó� 

�£ 4 �V�3 g� ��)*��#_��

�ìÜ°�USRA� pe(�������D¬

n�pí�CESIL�CESVMC���ß'#�p��

CESIL� �$%78�tuß§;&7)���

��w�} CESVMC� � 



 �  �  �  � � 36� 

2015019-10 

 

� 4  ���������� 
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