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Abstract: An attacking scheme was proposed against the permutation-based multi-polynomial scheme proposed by Guo,
et al for pair-wise key establishment in wireless sensor networks. Attacks on polynomials were carried out by construct-
ing a black-box to integrally solve the set of polynomials rather than a single polynomial. The results show that this
scheme can break the symmetric polynomials and make the permutation of polynomials lose its function. The proven

theorems and instance analysis indicate that the scheme proposed by Guo, ef al can’t frustrate the large-scale node capture

attack and can’t break the tolerance threshold of polynomials. Therefore , the scheme is insecure.
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il PMP J S BEHE T A 2 ik, Bk
FEomt +1MFRT N, F=1{454,62,316, 507,19,
321, 313,85,123,272,359,91,476,14,317,203} , Bl
IEPEF B 5 ID, =40 .
HaRQ6) KK E(x), FFrTER N
E,(x)=1
E (x) =142+ 694x +132x7 + 240x°
E, (x) = 678 +254x +978x” + 690x° +
399x* +828x° +12x°
E,(x)=934+801x +599x” +48x" + 604x* +794x° +
389x° +138x" +697x* +451x°
E,(x) =882+ 666x+935x” +307x’ +172x* +17x° +
502x° +275x" +489x" +321x° +
479x" +246x" +377x"
E;(x)=339+742x+527x> +937x" +35x* +
362x"+51x° +746x" +67x° +805x" +493x" +
326x" +68x" +256x" +445x" +401x"
(33)
Q7)) A E3)IE T2 I O(x, y) N
O(x,y) = V' E,(x) = y'E,(x) + y'E, (x) -
V' E{(x) + YE, (x) — E5(x) (34)
XF B4 R A i T AT A T 45 20(35)
O(x, y) =[y — (40 +328x + 400x* + 607x*)]
[y — (462 + 546x +100x” + 590x°)]
[y — (760 +927x +872x% +226x°)]
[y — (495 +856x +793x* +965x°)]
[y—(379+31x+958x" +643x°)] (35)

BBEZ T ()~ ()~ /() f,(x)~ fi(x)
RN
£(x)=40+328x+400x" + 607x’
£, (x) =462 +546x +100x> +590x°
Fi(x) =760 +927x +872x% +226x°
£,(x) =495 +856x + 793x” + 965x’
f:(x) =379+ 31x+958x” + 643x° (36)

W B ID, Bt % R A Gy =

(e g &) e gy TR A
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Gy, =0, /5,0, [0, f(x), [5()} - (37)

IR R S T ZRA M 2 mUE A
{400, £,(0), f5(x), £,(x), £ (%)} HAFEAET RUID, B
15 AN—70 3 IR A i 2 IiUE A A,
& X2 AT A Guo S5 PMP 5 8 B

7 ZERIE

AT WSNHRI5E T 8L 70 R 22 T e 35 41
ERIT AT T A, IR T MBI R %
J A I R A g — AN E I T
s, IR AT R i, AR e Sk 22 1K
G 1 A SEIINTELP 2 T R A, A 22 o
FNGFAE 22 DA o 2k e E T o SCrhad i e BRIE
BF RTS8 23 B 10 g o) 4 10 1R 36 T R (R B
ZHE e AATYHEEAT T A, R T AE 2 K
N 5] P BERS AR Guo SFH2H 1K PMP 7%, ik
BR8NP R AE R . Rk, PMP J7
AN BBV BT PRl R AE S 2 Tk
MR ZTTI, —AZEN AT %,

Bk
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