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Abstract: Identity-based signcryption was a cryptography scheme with low computation cost and simple key manage-
ment, which was suitable to guarantee the confidentiality and authentication of information. Zhang, et al proposed an ef-
ficient identity-based signcryption scheme, and provided security provement in the random oracle model. Through analy-
sis, it was found out that Zhang’s signcryption scheme was imperfect. To avoid the defect, a new identity-based signcryp-

tion scheme was proposed, whose security was proved in the random orcale model. Both the theoretical analysis and the

experimental results show that proposed scheme is efficient and suitable for practical application.
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BT UBS, A5 Z 3R BA W R

20

18
16

L& 1IBS

20
18
16
14
12

& 10
b

I 48/ms

&~ O ™

)

(=)

V'@ S 1IBS
B2 e T

6 ZERiE

BERSSCRR[1 7147 AE OB B, ASCPR Y T — A
BEREET B IRy %6 IFAERENLIIUS B R X
BT AT TUEW] . BE B AL 06 07 5
W, AR IR SRR L, G R
DRAUE K (K R AR -

S K

[1] ZHENG Y. Digital signcryption or how to achieve cost (signature &
encryption) cost (signature)+ cost (encryption)[A]. Advances in Cryp-
tology—CRYPTO'97[C]. Springer, 1997.165-179.

[2] LI J, ZHAO J, ZHANG Y. Certificateless online/offline signcryption
scheme[J]. Security and Communication Networks, 2014,8(11):1979-1990.

[3] LIZH,FANK, LI H. Efficient multiple signcryption scheme based on

2015271-5



511

KT N EET S

T o B B ok

* 179«

(3]

(6]

(7]

(8]

(9]

(10]

[11]

[12]

[13]

[14]

[15]

[16]

(17]

(18]

[19]

[20]

[21]

two hard problems[J]. Journal of Beijing University of Posts and Tel-
ecommunications, 2013, 36(6):23-26.

SHAMIR A. Identity-based cryptosystems and signature schemes[A].
Proceedings of CRYPTO 84[C]. 1985.47-53.

ANAND D, KHEMCHANDANI V, SHARMA R K. Identity-based
cryptography techniques and applications (a review)[A]. International
Conference on Computational Intelligence & Communication Net-
works[C]. IEEE, 2013.343-348.

PHANEENDRA H D. Identity-based cryptography and comparison
with traditional public key encryption: a survey[J]. International Jour-
nal of Computer Science & Information Technology, 2014,5(4):5521.
MALONE-LEE J. Identity-based signcryption[A]. Proceedings of
Public Key Cryptography-PKC 2005[C]. 2005.362-379.

KHAN F L M K. A survey of identity-based signcryption[J]. IETE
Technical Review, 2014, 28(3): 265-272.

TRAKBE, TGRS, AT SO A 2 TR 7 S A T RSt (1],
L2230, 2011, 39(12): 2713-2720.

ZHANG Q P, YE D F. Cryptanalysis and improvement of an iden-
tity-based multi-signcryption scheme[J]. Acta Electronica Sinica, 2011,
39(12): 2713-2720.

LIBERT B, QUISQUATER J. A new identity based signcryption
scheme from pairings[A]. IEEE Information Theory Workshop[C].
2003.155-158.

REDDY D N K C. Signcryption scheme for identity-based cryptosys-
tems[J]. Mathematics of Computation, 2003, 48.

CHOW S S, YIU S M, HUI LC et al. Efficient forward and provably
secure ID-based signcryption scheme with public verifiability and
public ciphertext authenticity[A]. Information Security and Cryptol-
ogy-ICISC 2003[C]. 2004.352-369.

CHEN L, MALONE-LEE J. Improved identity-based signcryption[A].
Public Key Cryptography-PKC 2005[C]. 2005.362-379.

YU P, LF GH, GANG L. An efficient identity-based signcryption
schemel[J]. Chinese Journal of Computers, 2006, 9: 018.

ZHANG M W, YANG B, ZHOU M, et al. Analysis and improvement
of two signeryption schemes[J]. Journal of Electronics and Informa-
tion Technology, 2010, 32(7): 1731-1736.

JIANHONG Z. Security analysis of two signcryption schemes([J].
Journal of Southeast University (Natural Science Edition). 2007: S1.
KRGk, KRR, R, 4%, T ad hoc M4 AR AE IHTRE W
HE). WAEER, 2010, 31(3): 19-24.

ZHANG C R, ZHANG Y Q, LI F G. New signcryption algorithm for
secure communication of ad hoc networks[J]. Journal on communica-
tions. 2010, 31(3): 19-24.

BORYT, HRARZA, MEE. P T B O IR T S ). AR
2006, 34(2): 263-266.

HUANG X Y, ZHANG F T, WU W. An identity-based ring signcryp-
tion schemel[J]. Acta Electronica Sinica, 2006, 34(2): 263-266.
TR R, R — AN A FFISIE R T R I D A AT RSO ).
72431, 2006, 34(1): 177-179

ZHANG C R, XIAO G Z. Cryptanalysis and improvement of a sign-
cryption scheme with public verifiability[J]. Acta Electronica Sinica,
2006, 34(1): 177-179.

YU G MA X, SHEN Y, ef al. Provable secure identity based general-
ized signcryption scheme[J]. Theoretical Computer Science, 2010,
411(40): 3614-3624.

KUSHWAH P, LAL S. An efficient identity based generalized sign-

[22]

cryption scheme[J]. Theoretical Computer Science, 2011, 412(45):
6382-6389.

LI F, KHAN M K, ALGHATHBAR K, et al. Identity-based on-
line/offline signcryption for low power devices[J]. Journal of Network
and Computer Applications, 2012, 35(1): 340-347.

ZHAO X, WANG X. An efficient identity-based signcryption from
lattice[J]. International Journal of Security and Its Applications, 2014,
8(2):363-371.

BONEH D, FRANKLIN M. Identity-based encryption from the Weil
pairing[J]. SITAM Journal on Computing, 2003, 32(3): 586-615.

LYNN B. The pairing-based cryptography (PBC) library[EB/OL].
http://crypto.stanford.edu/pbe. 2012.

EEEIIT:

o X ¥o D

KF (1984-) , 5, WARELAN, K
WSR2, BRI T 0 4% 224,

#HIRF (1964-) , L, MEHZ AN,
PRSP . LS, FET
RSl o W A -

MRE BAfE4E£] (1981-) , T, Wik
BN, USRIz AR,
TEWGTT IR G 4. &M%,

E-mail: chenjing@whu.edu.cn.

= (1983-) , W, IWERZAN, &
ST AT TR, 5T 7 17 it
PR

AR (1964-) , 5, THBEXA, 5 EBAREHARE N

S SR AR, BT S R AR

Exz® (19912 , 5, WHbAEE AN, EOFEm g,

LERTTUT ) N 4 2 4

2015271-6



