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Abstract: Against the new security threats brought by the network virtualization technology, the concepts of trust rela-

tionship and trust degree were introduced into the virtual network resource allocation phase. Security issues in the net-

work virtualization environment were quantitative analyzed. A mathematical model of the secure virtual network embed-

ding problem was modeled in order to reduce the cost. The local and global importance of network nodes were consid-

ered in the mapping phase. The network nodes were ranked by TOPSIS method, and a trust-aware virtual network em-

bedding heuristic algorithm was proposed. Simulation results show that the proposed algorithm performs better in accep-

tance ratio, revenue and resource utilization. 

Key words: network virtualization; virtual network embedding; security; trust 

 

1  �� 

�����

[1,2]

���	
��������

�������������� !"#$%&'(

)�����*+,-./012��34567/

089:;���<='����>?@AB�CD

EFB5�BGHI'J��KLK��MN5OO

HPQ/0����RBS5TUQ���VWJE

>X>YJ5Z[\]Q��^_�`abL�

“c�”de

[3]

5f�gh�ijk�^_HIQ��

lm5noQijk�^_

[4]

�pq5
����

rstpu GENI !

[5]

vwxyBQ������

��z{5|.}��~)a��Q������05

���������Qg���de5uBG���

���5����3�����������/0

��3�����!

[6]

������������

�"�J���JE� J5��������O�

�FBE^_���5��g���"#E���F

 �����¡¢ag���£¤� 

����¥¦

[7]

§��������rs��

�de5	¨�����a�Z©ª«u��©ª¬

���®E¯°±²/012������`5

����r2015-01-15q����r2015-05-21 

�����stuvw�xy z{|}51075395~qst��������}�863���~xy z{|}2013AA040604~q

���uvw�xy z{|}2015JM6340~ 

Foundation Items: The National Natural Science Foundation of China (51075395); The National High Technology Research and De-

velopment Program of China (863 Program) (2013AA040604); The Natural Science Foundation of Shaanxi Province (2015JM6340) 

doi:10.11959/j.issn.1000-436x.2015272 



� 11 � ������	
����������� �181� 

 

v�³Q´�µ�wx�¶5f·-QO¸rs�

|.����¥¦	 NP ¹de

[8]

5�º»¼}&

t½+�¾¿Lde�ÀÁ\5pqO?±�r

sÂÃ�HP����¥¦[S�pÄ5uHP

12��ÅÆ

[9]

�ÇÈ¥¦ÉÊ

[10,11]

E¼Ë

[12,13]

�

lÌ12��ÍÎÏÐ

[14]

!5f:jÑ^½k

Ò

[9,13]

ÓÔBÕÑ^½kÒ

[10,14]

Ö×ØÙÀÁ

\�������¥¦kÒÚÛ»*ÄÜ

[15]

>±

�ÝÞ

[10]

EoÞ

[16,17]

�ßa½

[11~17]

E±à½

[18,19]

�

áâ

[11~17]

Eãâ

[20,21]

!äå� 

�Qy����æ.ç}�����5èlé

ê���5BG}������±²�`aëëZ

ìí����î5ï�Ãð����¥¦}ñZ�

í��òå�12����4�óu5����a

�®�Ã¥¦}ñZ�íôõö�òåE÷ø

ùòå�12®4�z{54ú����¥¦k

Ò}¥¦�`aÏû:��a�üZ®ý���

>é5þ����FB¡¢a����î���

®>¼��¥¦�»>é�12®45<�12

®�L��+5��®���L	
5·{>

¼������MN�a� 

��5Ê�ðé���Eé����L���

���±²a5}����¥¦�`a�Q��©

ª5���Q��®�12®3��é��

�5ð®��é��§���©ª5f���8

95H���8.é����������¥¦k

Ò«TA-SVNE, trust-aware secure virtual network 

embedding algorithm¬5>���P[��Z>é�

î������î±²12���TA-SVNEkÒ

�� ���±!"Òa��a#J�$Ø�a

#JE®%&���¼'5ÔB(Ø2)*+

Ò

[22]

TOPSIS(technique for order preference by simi-

larity to an ideal solution)5 ®·-&,J-Ã�

*+5f}¥¦�`að.�-Ã���®¥¦

�.�-Ã�12®45*+ÔB/k À0°1

Ò2·-¯°¥¦5�ÇÈ����¥¦ÉÊ5H

P¥¦[S�TA-SVNE kÒ��ð��®¥¦

�345>éÃî�12®45l6Q����

���J� 

2  ��������	 

2.1  ���� 

�����}78���~)4��Q��

�05$%}67�/012��3469&'(

)�����5OOHPQ���VWJ5:*+

���Qg������ñ;�<5�����¡

¢a���de>�±��
 3�

[23]

� 

1) 12Â"����"�/0��12Â"

®Í=������"®�Y25f}MN!ò

Cí«SLA, service level agreement¬
�5HI�

�5��"4,-�MNEFBÀ>��12Â"

4�?@A�B���5�12Â"C���f�

DEBGX#+55>�����"Y2FGHI�

�"�éê«u��CD¬�^oJK��«sniffing 

attack¬LM�NO����4�ôõ±P5<��

"���|12Â"Y25QÒ·-÷R� 

2) ��"��12Â"�DE��"��RB

12Â"�ST5UV����`a�©ª5·{

��12Â"fÖW5X#XY��+5��">

^o DoS«denial of service¬��5�Zx�"½

»[12Â"¶�O¸�\]éêE^_éê5

`õ12Â"4a_�>B��5��12���

��bc{de5f���MN�î� 

3) ��"3�����}�����¡¢

a5»*����3�gh4�� 5:|.�

���4���"®67�*�/0@A��5

DE��">��^oã��"i°��«side 

channel attack¬�LW*�12Â"45f��"

�éê� 

pq��89:;HIj��»*0k��

���HI��lm�\]4ú��de5u��

�6E�lmn��÷oDE�����ö�!�

�pq÷or�éê�LW�:����s;�"

k�.tu5��ÉÊ�Pvw�"k|.���

¡¢a��ñZoÞJ�()J�xyJ�±àJ

!ì®5����zö½�“�o÷R”s;QÒè

lBGéê���� 

é����. �{´a�|�����5�

���jk"�85B�\]�}±à�()�%

}�O����¡¢
ãP~3�^����6

7�C§+5�;3�é������de

[24]

�}

�����¡¢a5é�>í��}�+����

��;«��®Ó12®¬>�>�����

>é��HI5ü��MN���é�

[25]

5é��

	¨�����;3��é�`��Ê����é

��§�����¥¦��õ5>�y�����

2015272-2 



�182� �  �  �  � � 36 � 

 

��±²E�������®�é���_x5

ZR.ð��®¥¦Lé��P�/012

®34534�����î�>é�î5�{TU

�����¡¢���J5f}�í`�4���

����x����5� 4ú 3���de5}

����¥¦�`a���u
 3�©ª� 

1) ��"®�¥¦�5é��12Â"4� 

2) 12Â"��Î5é����"®� 

3) �Z�é����"®�¼¥¦}*

�12Â"4� 

®��é�ñZÂ�J�� �JE7�J

!ì®�é�����	�'tu��`5�ÂÃ

8.®� $é���n¡é���é��¢�

�£!5��é����kkÒ×L��¤5®

A ® B�é��¥} 0~13��¥¦O5<§

® A ® B¦é�5ð��® A¥¦�12

®B4���J�¦P�}����¥¦�`a5

Ê�ð®��é������®�é���

îEé��!ò��'®�é��!ò¦P5¨

©��a5f® 5�öé�55��J�¦

P� .��®5é���î¨©5 12®

E69.*�12®4�5f��®�>é

�Ãî5é���î¦P5¨©��® ª�¡¢

���JÃî¦P� .12®5é���î¨©

5 �Î���®�>é�Ãî5é���î¦

P5¨©5 �Î���®���JÃî¦P� 

8.4ú«¬5×�u
 3}����¥¦

�`a�34�8.é�����©ª� 

1) 12®�é��!ò»¼È.¥¦}5

4���®�é���î� 

2) ��®�é��!ò»¼È.5¥¦1

2®�é���î� 

3) ��®�é���î»¼P.¥¦}*

�12®45f��®�é��!ò� 

2.2  ���� 

1) 12�� 

12��yB�XQ[® G

s

=(N

s

, L

s

)¨©55

a N

s

E L

s

±å¨©12®E¯°�ß�� .

12® n

s

∈N

s

5B CPU���®¯°Eé��

¨©5,J5cpu(n

s

)¨©®�>B CPU ��5

loc(n

s

)¨©®��2¯°5B±²³Ä(x

s

, y

s

)¨

©5trd(n

s

)E trl(n

s

)±å¨©®�é���îEé

��!ò� .12¯° l

s

∈L

s

5�´¨©5,J5

b(l

s

)¨©¯°�>B�´���µüZ12���

Q¡°1ß�� P

s

5< � p∈P

s

55>B�´�

� b(p)�°14¶¯°�À·>B�´� 

2) �����î 

í� t+�L¸������î�VNR(t)=(G

v

, 

t, t

d

)55a t

d

¨©����}12��4��9+

�5�XQ[® G

v

=(N

v

, L

v

)¨©����¹º5N

v

E L

v

±å¨©��®E��¯°�ß��

cpu(n

v

)�trd(n

v

)E trl(n

v

)±å¨©��® n

v

∈N

v

� CPU ���î�é���îEé��!ò5

loc(n

v

)¨©��®��2¯°�î5D(n

v

)¨©�

�®>��¥¦L» ¯°�î�À¼» �

b(l

v

)¨©��¯° l

v

∈L

v

��´���î� 

3) ������¥¦ 

������¥¦de>�½ú�}34�

����î����îE���î�A
5�

G

v

L G

s

�¾® G

sub 

s

�¥¦��55>�·�¿±�

®¥¦E¯°¥¦ 2'ÀÁ�u® 1ü©��'

������¥¦�©ó5(x, y, z)±å�¨®

«12®Ó��®¬� CPU ���î�é�

�!òEé���î5Â4�ôÃ�¨12¯°�

>B�´��Ó��¯°��´�î�® 1(b)½ú

Q������¥¦��'>-"Ä5�����

î�®¥¦"Ä�{a→B, b→A, c→F}5̄ °¥¦

"Ä�{(a, b)→(B, A), (a, c)→(B, F)}� 

 

� 1  �������� 

2.3  	
�� 

}����¥¦�`a5/012���}É

ÊÀ·�qH
5¥¦Å¸&������î5�

2015272-3 



� 11 � ������	
����������� �183� 

 

HP12��89:;HIj���RBSEÅ

Æ���5Ê�ð12��¥¦ÅÆ�¥¦ÉÊE

�����î$�S§�¥¦pÄ� 

1) 12��¥¦ÅÆE¥¦ÉÊ 

�����î VNR(t)}�+��¥¦ÅÆí

�� 

v v v

v v

( ( )) (1 ( )) ( ) ( )

uv

uv

n N l L

R VNR t trd n cpu n b l

∈ ∈

= + +
∑ ∑

 (1) 

½(1)¨§�����î�¥¦ÅÆ�5��

�îÆE5<��®�é���î¦P5��Å

Æ¦O5¥¦ÆÅÆ�¦O� 

VNR(t)}�+��¥¦ÉÊí�� 

 

v v s s

v

s s v

( ( )) (1 ( )) ( )

n N n N

C VNR t x trl n cpu n

∈ ∈

= + +
∑ ∑

 ( )
v suv ij

uv

ij uv

l L l L

f b l

∈ ∈
∑∑

 (2)

 

5a5x

v 

s

∈{0,1}¨©��® n

v

�12® n

s

3�

�¥¦��5Ç��® n

v

¥¦L12® n

s

45

È x

v 

s

=15ÉÈ x

v 

s

=05f

 uv 

ij

∈{0,1}¨©��¯° l

uv

�

12¯° l

ij

3��¥¦��5Ç��¯° l

uv

¥¦L

12¯° l

ij

45È f

 uv 

ij

=15ÉÈ f

 uv 

ij

=0�½(2)¨§5

�����î�¥¦ÉÊ�12��±²Ê��

�����ÆE5<12®�é��!ò¦P5

��ÉÊ¦P5¥¦ÉÊ�¦O� 

2) �����î$�S 

�����î$�Sí��}�í+�¾É

Ë¥¦������îô�ÆL¸������

îôp3Ì5u½(3)ü©� 

 

success

accept

lim

T

VNR

VNR

δ
→∞

=  (3) 

5a5VNR

success

E VNR±å¨©� t=0+�L t=T

+�¥¦ÉË������î'ôEÆL¸��

����î�'ô�½(3)¨§5�����î$�

S¦P5}�í+�¾¥¦ÉË������î'

ô¦&5Æ¥¦ÅÆ�¦P� 

3  ��������	
���� 

Ê�À·�����¥¦ÉÊ�pÄ5�

34�����î���E���î�©ª5ð

����¥¦de���Í��ôÎJ�Ï�

Ð«MILP, mixed integer linear program¬5ñ;�

`u
� 

pÄÑô 

( )
v s v s

(1 )i ( ) ( )m n

i j uv ij

i uv

j j i ij uv

n N n N l L l L

trl cpx n n f bu l

∈ ∈ ∈ ∈

++
∑ ∑ ∑∑

 (4)

 

©ªA 

v s

,

i j

n N n N∀ ∈ ∀ ∈ 5y 

 ( ) ( )

i

j i j

x cpu n cpu n�  (5) 

 ), ( )) (( ( )

i

j i j i

x n ldis loc oc n D n�  (6) 

 

sij

l L∀ ∈ 5y ( ) ( )

uv v

uv

ij uv ij

l L

f b l b l

∈
∑

�  (7) 

 

s v

,

j uv

n N l L∀ ∈ ∀ ∈ 5y 

 

s s

1, 1

1, 1

0,

ji ij

u

j

uv uv v

ji ij j

l L l L

x

f f x

∈ ∈

=


− = − =






∑ ∑

��

 (8) 

v s

,

i j

n N n N∀ ∈ ∀ ∈ 5y 

 

( )

( ) ( )

( ) ( )

( ) min ( )

k j

i

j i j

i

j j i

i

j i k

n n

x trd n trl n

x trd n trl n

x trd n trl n

Ω∈















�

�

�

 (9) 

 

sj

n N∀ ∈ 5y

v

1

j

i

j

n N

x

∈
∑

�  (10) 

 

vi

n N∀ ∈ 5y

s

1

j

i

j

n N

x

∈

=
∑

 (11) 

 

v s

,

i j

n N n N∀ ∈ ∀ ∈ 5y {0,1}

i

j

x ∈  (12) 

 

v s

,

uv ij

l L l L∀ ∈ ∀ ∈ 5y {0,1}

uv

ij

f ∈  (13) 

½(5)�®� CPU ��©ª5¨©��®

� CPU���î»¼O.12®�>B CPU�

�5½(6)¨©®¥¦�¯°©ª5dis(loc(n

i

), 

loc(n

j

))¨©��® n

i

E/0® n

j

3��Ò½»

 5½(7)E½(8)±å�¯°��´��©ªEÓ�

J©ª5½(9)¨©8.®é���3���©ª5

Ω(n

j

)¨©12® n

j

4v�Î���®ß�5½

(10)èl*�����¾�»*®»¼¥¦}�

*�12®45½(11)èl�'��®�¼¥¦

}�'12®45½(12)E½(13)�Ô¸â©ª� 

4  ��TOPSIS������	
���� 

pq5O?±����¥¦kÒ�®-Ã

J*+"ÒÂÃ�®���¼'�ÄÜ5ïÂ

Ã��®%&�>B CPU ���îE5Õ$

¯°>B�´���îÓ*+�� 2 ��£§�

�ÖÄÜ

[7~9]

��ä"ÒÂÃ9} 2 'de×�	

|.}®-ÃJ*++þ��5¹º,J5>¼

2015272-4 



�184� �  �  �  � � 36 � 

 

��gh4�Õ� 2'��®�¥¦��».¼

�/012®45�{y��¯°�¥¦�öØ

¹5<ÙÉ¯°���ÚÛv±	�ä"ÒÜ�

®%&��EÕ$¯°���*+ÄÜ5���Q

®�Ý?-ÃJ5{þ��®��Ý-ÃJ5

»¼�kÐ¸®�-Ã`�� 

 ���±!"Ò�ÂÃÞ)	/®�-Ã

J!Ö.ßàJ2�} ����Ö"Òa5®

�-ÃJ�ºB5a#J¨Ä�Ð¸5�'®¦

$Ø���a#55¦-Ã�¤B���a#J¨

ÄZ��$Ø��áô�ìâ[¸!5��¨Ä�

»*ã��äQá'®}��a�-Ã`�

[26]

�

Ê��� ���®a#��í�5B�å¥

®}12��E����a�-Ã`�� 

4.1  ������� 

|.®a#J¨Ä�í�»*5®-ÃJ

��Öæç�»*5Ê�� ����¥¦de5

 üyB�è'®a#J¨Ä-gí�5fð

®���¼'�§�®�-ÃJ�Ö¨Ä� 

�	 1  «�a#J¬��®�Ó�üZÕ$

¯°��´3E5u½(14)ü©� 

 

( )

( ) ( )

i

i

l L n

DC n b l

∈

=
∑

 (14) 

5a5L(n

i

)¨©® n

i

�Õ$¯°ß�5Ç n

i

��

�®5È b(l)¨©��¯° l ��´�îvÇ n

i

�12®5È b(l)¨©12¯° l �>B�´�

®��a#Jå¥Q5Ý?-ÃJ5�a#J¦

O5®�5f®� $�é¼'¦U5}��

a¯°¦-Ã� 

�	 2  �

��

�$Ø�a#J¬�®

i

n

L��a5

f®�» 3E�éô5u½(15)ü©� 

 

( )

1

( )

j

i

ij

n n

CC n

d

ψ∈

=
∑

 (15) 

5a5d

ij

¨©® n

i

� n

j

3��À0°1�êô5

<� i=j+5d

ij

=0�Ç n

i

���®5Èψ(n)=N

v

�

Ç n

i

�12®5Èψ(n)¨©v¥¦12®�ß

�5<�·-ëì¥¦+5|.ψ(n)�í5�+î

ψ(n)=N

s

�®�$Ø�a#Jå¥Q5�Ý-Ã

J�Ç n

i

���®5È$Ø�a#J¦O5®

ï¦$Ø�����a#¯°5®ï¦-ÃvÇ

n

i

�12®5È$Ø�a#J¦O5®Lv¥

¦12®�» ¦·5F¦Áð�ñ§¥¦12

®5��5y��®¥¦}� ßa�òâ5

ó0��¯°¥¦�» 5ô�´��5ÇÈ�

���¥¦ÉÊ5ü�®�¦-Ã� 

�	 3  «��¼'¬B®� CPU��¨©5

u½(16)ü©� 

 

( ) ( )

i i

RA n cpu n=
 (16) 

5a5Ç n

i

���®5È cpu(n

i

)¨©®� CPU

���îvÇ n

i

�12®5È cpu(n

i

)¨©®�

>B CPU ���®���¼'	5%&�¼'

�¾� .��® n

i

5®���¼'¥¦O5

5¥¦ï¦Ø¹5õ>¼�12®��»4{�

�¥¦ö÷5���ø�®�ö-Ã5�Áð·

-¥¦v .12® n

i

5®���¼'¥¦O5

>B��¦&5>HP����¥¦ÉËS5®

��ö-Ã� 

4.2  MNRTOP 
� 

4ú 3'®-ÃJ¨Ä±å�Ý?Ó�Ýã

�±!Q®}��a�-Ã`�5:}����

a5Ü���'¨Ä�ù®}��a�-Ã�

.�úk���5Êû���¨Ä5H���8

.TOPSIS�&,J®-ÃJ*+"Ò(MNRTOP, 

multi-factor node ranking based on TOPSIS)� 

TOPSIS 	��&,J]p"Ò5�üõZY

'�Ö ��&',J�2)pÄ�$Ø`�·

-*+�Ê�ð����Ó12��a�=�'

®§��'"Ä5ð®-ÃJ�&'�Ö¨Äý

§¶"Ä�,J5þ�®-ÃJ��Öï���

�'&,J]pde

[26]

� 

MNRTOP6±� 6'¿�� 

� 1  ����aZ N'®5='®Z

M '-ÃJ�Ö¨Ä5µ� i '®�� j '�Ö

¨Ä¥� x

ij

5È-ÃJ]p��� 

 

11 1

1

M

N M

N NM

x x

x x

×

 

 =
 

 

 

X

L

M O M

L

 (17) 

� 2  |.¶¨Ä¸�E¨ÄÁ��W[

»*5�	.Ì.5 ¶¨Ä�ëìôõ
Q¸

�ÄÜ��25×LÄÜ�]p��

N M×′
X 5u

½(18)ü©�5a5 .�[J¨Ä5ï¨Ä¥

¦O¦�5

1

1

1

min

max min

ij kj

k N

ij

kj kj

k N

k N

x x

x

x x

−
′ =

−
� �

� �

� �

v .Í[J¨

2015272-5 



� 11 � ������	
����������� �185� 

 

Ä5

1

1

1

max

max min

kj ij

k N

ij

kj kj

k N

k N

x x

x

x x

−
′ =

−
� �

� �

� �

� 

 

11 1

1

M

N M

N NM

x x

x x

×

′ ′
 

 ′ =
 

 ′ ′
 

X

�

� � �

�

 (18) 

�� 3  µ� j '�Ö¨Ä�X-� (

j

jω =  

1,2, ,�

1

,0 1, 1)

M

j j

j

M ω ω
=

=
∑

� � 5ÈöXÄÜ�]p

��u½(19)ü©55a

ij j ij

x xω′′ ′= � 

 

11 1

1

 

M

N M

N NM

x x

x x

×

′′ ′′
 

 ′′ =
 

 ′′ ′′
 

X

�

� � �

�

 (19) 

�� 4  µÀ2)�]p"Ä� A

+

EÀ��]

p"Ä� A

−
5È 

 

1 2

'' '' ''

1 2

1 1 1

{ , , , }

{max m, , ,ax max }

M

i i iM

i N i N i N

A x x x

x x x

+ + + +=
= �

�

� � � � � �

 

(20) 

 

1 2

'' '' ''

1 2

1 1 1

{ , , , }

{min m, , ,in min }

M

i i iM

i N i N i N

A x x x

x x x

− − −− =
= �

�

� � � � � �

 

(21)

 

�� 5  jk='"ÄLÀ2)�"Ä A

+

EÀ

��"Ä A

−
�Ò½» 5ï 

 

'' 2

1

( )

M

i ij j

j

D x x

+ +

=

= −
∑

 (22) 

 

'' 2

1

( )

M

i ij j

j

D x x

− −

=

= −
∑

 (23) 

�� 6  jk¶"Ä»2)"Ä�$Ø`�

C

i

5u½(24)ü©5fÚÛ C

i

 ®·--Ã�*

+�C

i

¦O5È®}��a�-ÃJ¦P� 

 

i

i

i i

D

C

D D

−

+ −
=

+
 (24) 

5  TA-SVNE ���� 

|.������¥¦� MILP �Ð	 NP

¹de5Ê:jQ TA-SVNE Ñ^½kÒ �

de·-î\�TA-SVNEkÒ±�8.MNRTOP

�®¥¦E8. k À0°1Ò�¯°¥¦ 2 '

ÀÁ� 

5.1  ���� 

Ê�ñB®��a#J�$Ø�a#JE�

�¼'§�5-ÃJ�Ö,J5ÔB MNRTOP "

Ò ����E12��a�®·--Ã�*

+5f8.�*+æç·-®¥¦5y.�-Ã

���®¼¥¦L12��a.�-Ã�1

2®4�®¥¦kÒ�Â�`ukÒ 1ü©� 

�� 1  TA-SVNE�®¥¦ 

��×G

s

, VNR(t) 

1) for =�'��® n

v

∈N

v 

do 

2)      jk n

v

� DC(n

v

)�CC(n

v

)E RA(n

v

) 

3) end for 

4) ÔB MNRTOP"Ò  n

v

∈N

v

*+5fð*

+æç9�¯¨ VirtualNodeLista 

5)  for VirtualNodeLista�=�'��®n

v

  

do 

6)      )� n

v

��ñ¥¦®ß�Θ(n

v

) 

7)      if Θ(n

v

)�í then 

8)          return NODE_MAPPING_FAILED 

9)      else 

10)         for Θ(n

v

)a�=�'�ñ®n

s 

do 

11)              jk n

s

� DC(n

s

)�CC(n

s

)

E RA(n

s

)55a RA(n

s

)ÚÛ½(25)jk 

12)         end for 

13)         ÔB MNRTOP "Ò Θ(n

v

)a�

�ñ®·-*+5ð n

v

 

¥¦�-Ã�ÀP��

ñ®45fð¥¦æç9� NodeMappingLista 

14)     end if 

15) end for 

�� NodeMappingList 

|½(2)>�5Ç12®�é��!ò¦

P5È¥¦ÉÊ¦P���5}®¥¦�`a5

}34���îE���î�qH
5��®

F¥¦�é��!ò.È�12®45�ÇÈ

��ÉÊ���5 12®���¼'
u


I·� 

 . n

v

∈N

v

5�ðÚÛ CPU��©ª½(5)�

®¯°©ª½(6)E��©ª½(9)ñ�5�ñ12

¥¦®ß�Θ(n

v

)� . n

s

∈Θ(n

v

)55��¼'í

�u
 

 

s

( ) ( )

s s

( ) ( ) ,

v

trd n trl n

RA n cpu n e trd trl

−= �  (25) 

½(25)¨§5Ç��®�é���î��ñ

12¥¦®�é��!ò�»¦·5È��ñ1

2®���¼'¦U5Çð��®¥¦��

®45>ÇÈ¥¦��ÉÊ���5�®�ö-

Ã5FÁð�ñ�¥¦12®� 

5.2  	
�� 

¯°¥¦	¨}34�´��©ª�A
5

2015272-6 



�186� �  �  �  � � 36 � 

 

ð��¯°¥¦L12��a�Q¡°14�|.

»*��¯°¥¦�12��a�»*°13�

>¼9}�*¯°5��°1�*+��12¯°

ZY��´��5y�´���îP���¯°¥

¦�öØ¹5õ>¼|.12��¯°�´��»

4{��¥¦ö÷���5}¯°¥¦ÀÁ5FÁ

ðñ��´���îP���¯°·-¥¦�}�

8945ÔB kÀ0°1"Ò

[27]

5}12��a�

¿34�´�î� 2 '�¥¦��®3��� k

0°15fð��¯°¥¦��°14�kÒ 2�

¯°¥¦kÒ�Â�`� 

�� 2  TA-SVNE�¯°¥¦ 

��×G

s

, VNR(t), NodeMappingList 

1) ÚÛ�´�î�OL·�+  l

uv

∈L

v

*+5

fð*+æç9�¯¨ VirtualLinkLista 

2) for VirtualLinkLista�=���¯° l

uv 

do 

3)      ÔB kÀ0°1Òjk��® n

u

E

n

v

�¥¦12®3�� kÀ0°15fðæç

9� PathLista 

4)      for k=1

 

& k ��MAX_K

 

do 

5)           if b(PathList(k))� b(l

uv

) then 

6)               ð l

uv

¥¦�� k 0°1

PathList(k)45fð¥¦æç9� LinkMappingLista 

7)                break 

8)           else 

9)               k = k+1 
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15) end for 

��×LinkMappingList 

6  ������� 

�Q�6kÒ�Z[J5Ê  TA-SVNE k

ÒE3qrsaH��kÒ·- Ì����5f

������î$�S�12��¥¦ÅÆ�¥¦

ÉÊ�ÅÆÉÊÌE,-+�!"k«¬ TA-SVNE

kÒ�J¼� 

6.1  ��� 

��a12��E�����îÏyB

GT-ITM ¹º�É� ��12��!" 100 '

®5®��¯°Ó$�S� 0.55��.�'a

! ISP����12®� CPU��E12¯°�

�´��ÏM�[50,100]�Ï#±à55¯° x� y

³ÄÏM�[0,100]�Ï#±à������î$"

�É55L¸�`M�+�áÕ� 1005L¸'ô

%&� 5�'(±à�='�����î��9+

�M�%&� 1 000'+�áÕ�¨ô±à5��

®�ôpM�[2,10]�Ï#±à5®��Ó$�

S� 0.5�='��®� CPU���îE¯°�

´���îÏM�[0,50]�Ï#±à55¯° x� y

³ÄÏM�[0,50]�Ï#±à5<û:üZ��®

�¯°» ©ª¸ D W¤¸ 50���5��®

E12®�é���îEé��!òÏM�[0,1]

�Ï#±à5kÀ0°1kÒa� k:°� 55½(19)

a 3�®-ÃJ�Ö¨Ä�X-Ï:°�

1

3

��

'��,-+�:í� 50 000'+�á¯5Æ6!

" 2 500'�����î5�ø¼y���,-·

�Ì.)í�*Þ�|.�����î$"�É5

�+æ$"�£ ��æç �,o5����6

·- 10 -5fW��æç�FÏ¥§�À>��

æç� 

Ê�·-Q 4 �kÒ�Ì.�TA-SVNE k

ÒE NTA-SVNE kÒ�Ê�H��kÒ�

TA-SVNE kÒ�12®��¼'-Ã��Ö

,JÔB½(25)jk�NTA-SVNEkÒÔB½(16)

jk12®��¼'-Ã��Ö,J5®¥

¦�`aþ����ÉÊ�£5��n.

TA-SVNE kÒ¼ÉZ[ÇÈ¥¦ÉÊ�BL1 k

Ò	8. D-ViNE¥¦kÒ

[11]

5f}®¥¦�

`aö�Q��©ª½(9)5¥¦ÅÆEÉÊ�õ

½(1)E½(2)·-Q�FHI�BL2

[8]

kÒ}®

¥¦ÀÁÔB/0pq5}®*++Ü��%

& CPU ��E5Õ$¯°�´��5¯°¥¦

ÔB kÀ0°1Ò�*+�	.Ì.5}®¥

¦+gTQ��©ª� 

6.2  ������ 

Ê������î$�S�12��¥¦

ÅÆ�¥¦ÉÊ�ÅÆÉÊÌE,-+�§�k

Ò�J¼�Ö¨Ä5  TA-SVNE�NTA-SVNE�

BL1E BL2kÒ·-J¼±!�® 2~® 6E¨ 1

±å¨© 4 �kÒ}4ú 5 'J¼�Ö¨Ä
�

��æç� 

2015272-7 



� 11� ������	
����������� �187� 

 

 

� 2  ��������� 

 

� 3  ������ ! 

 

� 4  ������"# 

 

� 5  ������ !"#$ 

 

� 6  ���������%�	&'�(�)*+�,- 

1) �����î$�S 

® 2� 4�kÒ������î$�S$+�

�Ô�12��® 2a>�ý�5|.ëì+Á1

2��>B��.�3454 �kÒ������

î$�Sý.P�$5���6¿7Ë5$�S6

8
Ç5} 7 500'+�á¯�5$�S9.)í�

TA-SVNEE NTA-SVNEkÒ������î$�

SÌ.$Ø5±å)í} 83%E 81%:;5Ì BL1

kÒ«© 70%¬E BL2«© 65%¬HPQ 11%~18%�

ÂÃ<�}. TA-SVNEENTA-SVNEkÒ}®

¥¦�`a��Q®�Ý?E�Ý-ÃJ5ð�

�®ßa¥¦L CPU ��EÕ$¯°�´��

.�34�/012®45y��¯°¥¦�

=>ÉË5fó0Q¯°¥¦» 5ÇÈQ¥¦

ÉÊ5y12��Z�&���$�g����

î5�{HPQ���î$�S�{} BL1 E

BL2 kÒ¥¦�`aþ��®¹º,J5y

®¥¦E¯°¥¦�C�J.�5ÇÈQ���

�¥¦�ÉËS� 

2) 12��¥¦ÅÆ�ÉÊEÅÆÉÊÌ 

® 3� 4�kÒ�12��¥¦ÅÆ$+��

Ô�125|® 3>� TA-SVNEE NTA-SVNEk

Ò�¥¦ÅÆÌ.$Ø5ÌkÒ BL1 E BL2 P�

© 19%~41%�® 4 � 4 �kÒ�12��¥¦É

Ê$+��Ô�125|® 4>� NTA-SVNEkÒ

�¥¦ÉÊÀP5TA-SVNE kÒ§ßÇÈQ¥¦

ÉÊ«© 9%¬5BL2kÒÀÈ�® 5� 4�kÒ�

12��¥¦ÅÆÉÊÌ$+��Ô�125|®

5>� TA-SVNEkÒ�ÅÆÉÊÌÀP«© 85%¬5

ÌkÒ NTA-SVNE«© 75%¬�BL1«© 73%¬E

BL2«© 69%¬P� 10%~16%5>? TA-SVNEk

Ò�¥¦[SÀP�ÂÃ<�	} TA-SVNE kÒ

2015272-8 



�188� .  �  /  0 � 361 

 

�®¥¦�`a5}34��©ª�qH
ð�

�®Áð¥¦}é��!ò.È�12®

45�{ÇÈQ¥¦��ÉÊ5*+��Q®

��Ý¹º,J5y®¥¦�òâ.�ßa5

ÇÈQ��¯°¥¦�ÉÊ5HPQ���î$

�S5y}�*+�¾¥¦ÉË������î

Ì5f 2 �kÒ&5·{¥¦ÅÆ.P�{

NTA-SVNEkÒ}®¥¦�`aþ����É

Ê�£5y�;¥¦ÉÊ.P�BL1E BL2kÒ

������î$�S.È5�{¥¦ÅÆEÉ

Ê.5f 2 'kÒÈ5:|.� 2 �kÒ}®

¥¦�`aþ����ÉÊ�£5<®¥¦E

¯°¥¦�C�J.�5y¯°¥¦ÉÊ.P5

��5¥¦ÅÆÉÊÌ.È� 

3) ,-+� 

¨ 1� 4�kÒ�����î�FÏ¥¦î\

+���¨ 1 >ý�5� BL1 �Ì5TA-SVNE�

NTA-SVNE E BL2 �����¥¦ü�+�ÇÈ

Q© 40%~48%�ÂÃ<�	 TA-SVNE�NTA-SVNE

E BL2 ÔBÑ^½kÒî\5+�tu�·5{

BL1 kÒÔB(@��î\����¥¦� MILP

�Ð5+�tu�P5<$de���TA{B¨

ôTö� 

� 1 ������ 

�� 2345/s 

TA-SVNE 1.36 

NTA-SVNE 1.33 

BL1 2.25 

BL2 1.18 

 

4) »*äÐ��� �����î$�S�

	
 

4úrsC-}D[4Ì.»*kÒ3��

J¼¨Ä5{þ��»*äÐ�����î kÒ

J¼�	
�}��a5»*äÐ�����î�

���î9}õO�»*�Z��� ��JÃî

õP5uEF���G¾jN��4H-!5{Z

��� ��JÃî.È���5Ê�rsQ}»

*é���î������î
 4�kÒ�¥¦É

ËS�Ô�5��IkÒ�J-[S�}��a5

ð����a®�é���îEé��!òÏ

:°}[x,1]�Ï#±à5x ���®�é���

îE!ò±àò��
µ5ï® 6a� x³ÄÔ¸�

$5 x�TO5�����î����î68TO�

��a5f��¡¢KôlÌ»Ô�|® 6>�5

$5����®�é���îEé��!ò6

8TO54 �kÒ������î$�Sý68Ç

È5<� x�0.3+5$�S�
Ç��§ßö�5

: TA-SVNE kÒ�¥¦$�S
Ç��ÀL5

NTA-SVNE-35BL1E BL2kÒ
Ç��À��

�<§ TA-SVNE kÒ�J-[S.P5<�

0.3�x�0.6+5TA-SVNEkÒ�ÁM��§ß� 

7  �	
 

�������|.}��~)a��Q�

��05��Qg���£¤�Ê�� ��de5

ðé���Eé����L����¥¦a5¸�

±!Q�������de5f���895)�

Q������¥¦� MILP �Ð5H�Q

TA-SVNE¥¦kÒ��QHP¥¦[S5TA-SVNE

kÒ}®¥¦�`a�� ���a#�2¬5

��a#J�$Ø�a#J����¼'§�®

�-Ã�,J5ÔB TOPSIS "Ò ®·-&,

J-Ã�*+5f}¥¦�`að-Ã���®

¥¦}.�-Ã�12®45*+ÔB kÀ0°

1Ò·-¯°¥¦���æç¨§5TA-SVNEkÒ

}�����î$�S�¥¦ÅÆE,-+�!"

kñZ�íÁM5fñN.P�¥¦[S�:�k

Ò���Q®��é���5»4�F ���

��¡¢a�&���£¤�
�¿�}OP�r

s�����¡¢a��de�8945Q_kÒ

�������¥¦�`a�&���©ªA� 

����� 

[1] KHAN A, ZUGENMAIER A, JURCA D, et al. Network virtualization: 

a hypervisor for the Internet?[J]. IEEE Communications Magazine, 

2012, 50(1): 136-143. 

[2] WANG A, IYER M, DUTTA R, et al. Network virtualization: tech-

nologies, perspectives, and frontiers[J]. Journal of Lightwave Tech-

nology, 2013, 31(4): 523-537. 

[3] ANDERSON T, PETERSON L, SHENKER S, et al. Overcoming the 

Internet impasse through virtualization[J]. Computer, 2005, 38(4): 

34-41. 

[4] BARI M, BOUTABA R, ESTEVES R, et al. Data center network 

virtualization: a survey [J]. IEEE Communications Surveys and Tuto-

rials, 2013, 15(2): 909-928. 

[5] BERMAN M, CHASE J S, LANDWEBER L, et al. GENI: a federated 

testbed for innovative network experiments[J]. Computer Networks, 

2014, 61: 5-23. 

2015272-9 



� 11� ������	
����������� �189� 

 

[6] NATARAJAN S, WOLF T. Security issues in network virtualization 

for the future Internet[A]. Proceedings of the IEEE ICNC[C]. Maui, 

HI, 2012: 537-543. 

[7] FISCHER A, BOTERO J F, BECK M T, et al. Virtual network embed-

ding: a survey[J]. IEEE Communications Surveys & Tutorials, 2013, 

15(4): 1888-1906. 

[8] YU M L, YI Y, REXFORD J, et al. Rethinking virtual network em-

bedding: substrate support for path splitting and migration[J]. ACM 

SIGCOMM Computer Communication Review, 2008, 38(2): 17-29. 

[9] HSU W H, SHIEH Y P. Virtual network mapping algorithm in the 

cloud infrastructure[J]. Journal of Network and Computer Applications, 

2013, 36(6): 1724-1734. 

[10] FAJJARI I, AITSAADI N, PIÓRO M, et al. A new virtual network 

static embedding strategy within the Cloud’s private backbone net-

work[J]. Computer Networks, 2014, 62: 69-88. 

[11] CHOWDHURY N M M K, RAHMAN M R, BOUTABA R. Virtual 

network embedding with coordinated node and link mapping[A]. Pro-

ceedings of the IEEE INFOCOM[C]. Rio de Janeiro, 2009. 783-791. 

[12] SU S, ZHANG Z, LIU A X, et al. Energy-aware virtual network em-

bedding[J]. IEEE/ACM Transactions on Networking, 2014, 22(5): 

1607-1620. 

[13] BOTERO J F, HESSELBACH X. Greener networking in a network 

virtualization environment[J]. Computer Networks, 2013, 57(9): 

2021-2039. 

[14] 677, 89:, ;<, �. =>?@AB-�CDEF����

���[J]. G@H�I/0, 2013, 35(7): 1753-1759. 

HUANG B B, LIN R H, PENG K, et al. Load-balancing based on par-

ticle swarm optimization in virtual network mapping[J]. Journal of 

Electronics & Information Technology, 2013, 35(7): 1753-1759. 

[15] JK, LMN, OP, �. ������QRSTUV[J]. .�/

0, 2011, 32(10): 143-151. 

CHENG X, ZHANG Z B, SU S, et al. Survey of virtual network em-

bedding problem[J]. Journal on Communications, 2011, 32(10): 

143-151. 

[16] WX, YZ[, \]^. ����-_`abcde��ST[J]. 

.�/0, 2011, 32(7): 64-70. 

LUO J, XU Y Y, LI R F. Dynamical resource allocation algorithm re-

search in network virtualization[J]. Journal on Communications, 2011, 

32(7): 64-70. 

[17] SUN G, YU H, ANAND V, et al. A cost efficient framework and algo-

rithm for embedding dynamic virtual network requests[J]. Future 

Generation Computer Systems, 2013, 29(5): 1265-1277. 

[18] HOUIDI I, LOUATI W, ZEGHLACHE D, et al. Adaptive virtual 

network provisioning[A]. Proceedings of the second ACM SIGCOMM 

workshop on Virtualized infrastructure systems and architectures[C]. 

New York, 2010. 41-48. 

[19] fgh, ijk, Jlm, �. dnopq_=>rs�����

���[J]. .�/0, 2014, 35(12): 62-69. 

JIANG Y M, LAN J L, CHENG D N, et al. Virtual network embed-

ding algorithm based on negotiation in distributed environment[J]. 

Journal on Communications, 2014, 35(12): 62-69. 

[20] HOUIDI I, LOUATI W, AMEUR W B, et al. Virtual network provi-

sioning across multiple substrate networks[J]. Computer Networks, 

2011, 55(4): 1011-1023. 

 

[21] SHEN M, XU K, YANG K, et al. Towards efficient virtual network 

embedding across multiple network domains[A]. Proceedings of the 

IEEE IWQoS[C]. Hong Kong, 2014. 61-70. 

[22] LAI Y J, LIU T Y, HWANG C L. Topsis for MODM[J]. European 

Journal of Operational Research, 1994, 76(3): 486-500. 

[23] FISCHER A, MEER H D. Position paper: secure virtual network 

embedding[J]. Praxis der Information sverarbeitung und Kommunika-

tion, 2011, 34(4): 190-193. 

[24] tu, vwx, yz9. �	
��{|}~`a����[J]. �

��/0, 2009, 32(8): 1668-1675. 

WANG Y, DAI G P, HOU Y R. Dynamic methods of trust-aware composite 

service selection[J]. Chinese Journal of Computer, 32(8): 1668-1675. 

[25] ��, ���, ���, �. �pq�}~�	
����`a)

�&��[J]. .�/0, 2014, 35(11): 39-49. 

CAO J, ZENG G S, JIANG H W, et al. Trust-aware dynamic level 

scheduling algorithm in cloud environment[J]. Journal on Communi-

cations, 2014, 35(11): 39-49. 

 

�	
�� 

 

 

 

 

 

 

 

 

���1987-��������	�


����������������

����� !"#��$% 

���������1963-��&�'

(()	�
����*+����

,-��������./012���

� � � � � �  ! " # � � $ %

E-mail:jingchen0803@163.com% 

����1985-������34	�

9454356�-��������789

:���������$% 

����1987-����;<=>	�


���������������.

/012��% 

2015272-10 


