
2015� 11� Journal on Communications November 2015 

2015273-1 

� 36�� 11� �  �  �  � Vol.36  No. 11 

��������	
��
����	� 

���������	�
����
� 

���	
��
�� ����� �� 450004� 

�  ������	
��
���
�������������
�������� 3��� �!"#$

%&——'(!)#$*!"+,#$-.!)/0#$�1��!"#$%&2345����
�����

��67�89�� 3�:;�
�������7	 3<��=#>?@A#BC�DEFGH�867I	

90%-J�K�ILM�I	 6%-@�NOPQR67����9 

��������S��67S��67S!"#$ 

��	
��TP393.08                       �
����A 

Towards session identification using principal 

behavior for multi-party secure protocol 

ZHU Yu-na, HAN Ji-hong, YUAN Lin, CHEN Han-tuo, FAN Yu-dan 

(The Third College, PLA Information Engineering University, Zhengzhou 450004, China) 

Abstract: Aiming at the problem of session identification for muti-party secure protocol, three characters were presented, 

i.e., neighboring-host-behavior(NHB), host-role-behavior(HRB) and principal-message-behavior (PMB), to explore the 

correlation among multiple flows employed in a same session. Then a session identification approach was proposed using 

these features. Finally, the approach was evaluated on three classical multi-party secure protocols in three scenes. The 

experimental results indicate the identification precision is above 90%, and the false negatives rate and false positives rate 

are below 6%.  
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