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Towards session identification using principal 

behavior for multi-party secure protocol 

ZHU Yu-na, HAN Ji-hong, YUAN Lin, CHEN Han-tuo, FAN Yu-dan 

(The Third College, PLA Information Engineering University, Zhengzhou 450004, China) 

Abstract: Aiming at the problem of session identification for muti-party secure protocol, three characters were presented, 

i.e., neighboring-host-behavior(NHB), host-role-behavior(HRB) and principal-message-behavior (PMB), to explore the 

correlation among multiple flows employed in a same session. Then a session identification approach was proposed using 

these features. Finally, the approach was evaluated on three classical multi-party secure protocols in three scenes. The 

experimental results indicate the identification precision is above 90%, and the false negatives rate and false positives rate 

are below 6%.  

Key words: security protocol; protocol identification; session identification; principal behavior 

 

1  �� 

��������	
���������

���������������� ����!

"#$%&'�()*+&',��!"-./(

01	23456789:;<=>?@A/(�

BCD�;EFG?!"��HD�/($IJ

�KLMN�-.OPQ8R!"��S-?KL

FG$����QT2UVWX8YZ�!"��

��[*	\��]^+_`��!"=>Qa

bcd?-.=>ef8 

���gh1	Sijklmn IP�nop�q

? IP�q?op�rst��uvw?xEyz

[1]

8

{|}~ A�}~ B[*���� A�B����Q

ifrs��mA�B� B�Au?xEyz|7+�

���Y� 1��8 

 

� 1  ����� 

� A� BSIe��	��rs�� A�Be

��irs��mA�B� B�Au?xEyz|7

+����Y� 2��8 

����gh���R�e�?f����

��I���B���f��������e�?

�����2015-03-16������2015-05-11 

��	
�������	
����61309018� 

Foundation Item: The National Natural Science Foundation of China (61309018) 

doi:10.11959/j.issn.1000-436x.2015273 



� 11� 	
���������������������  191  

 

�	xE8���R�Fq���!"���&+

��!"��� �!"��8���!"��¡

¢�_}~ A�}~ B£¤��¥�A��¦IP�

§+op¨©�R B ?��/(�y[*��8�

TCP��A� Be��� TCPª«¬� UDP��

A«�

B

r®xE��� A� Be�?���¯�

9° B� A$�¯±²��[*³/8́ µ�¶·

¸¹�����f�����BC$fº TCPª«

�fº UDP ���Q�+ 2 ºn»�§�¼��

��i?���8 

 

� 2  ��!�� 

� �!"��¡¢�f�����&½$ º

���Q�¾YKerberos��8¿�!"��ÀÁ1

	¦ÂÃ£#©?ÄÅ�$Kerberos��5ÆÇ*Q�

ÈÉ$D�����5¾Ã£Ç*?·¸8 

4	�����Ê}3gË������Ì

(?/(t��8Í�����?xE+ÎEF

G�$����?ÏÐ±���&'xEFG�Ñ

�ÒÓ����8¡!"��ÔÕ(;<=>��

�xEBCD�;EFG�ÖÊ����xE×Ø

ÒÓ��8���!"��¡¢�ÙÚ����Ì

(?/(t��ÛÜ�Ñ�&'BC$fº TCPª

«�Ý UDP ���Q?������8�&½$

 º�? �!"����¡¢�4	�Ê�Þ

�|ßà�?xE1	-J-á�ÖÊÒÓ �

!"������8¾Y�{|$âº¥�ãp

×�É$ n� KerberosÃ£���Y� 3��8

4	�Ê

[2]

�ä��âº�+ Kerberos ��Û

Ü�åÖÊ�|ßæº�Q?xEç�if�

Kerberos����8 

 

� 3  "#$%&'(���� 

è�éfêë�ÀE2Åcd �!"���

���êë�ìvç�if���?�e�?-J

Äí�ÒÓ������8ÀE}3îï	ð1)

ñòó �!"���� 3 ºô£õ?}ö*+

Äí——÷«}~*+mNHB, neighboring-host- 

behavioru�}~øù*+mHRB, host-role-behavioru

äú}öûü*+m PMB, principal-message-   

behavioru¬2)Ï���}ö*+ÄíñòS/?Ä

í��ý�¬3)ìòó ��������Ê�Ã

��5þþ�ó��Ê?	\#8 

2  ���� 

����g����?ÏÐ�����g��

��?������Ý?/(���/(�	K

	
28�������� QoS,P¡¢��	

�3�������������?Kº���Ù

Ú����ÛÜÑ�8¡��������!"#

$%���()*+&',��!"P¡¢��

����[f������������ä��

��������������1	2345678 

���!"����¡¢�����BC$ 2

ºn»�§�¼����i?���Q�ÙÚ��

��ÛÜ�Ñ�&'������8¹��4	!

"�����Ê[*��8 

4	�Ê

[3]

}3B�Ï�op?�Ê�Ï�

DPI ?�Ê�Ï����Äí?�Ê89:��&

 op=>?@AÌ(�Ï�op?�����Ê

�!"(8Ï� DPI?���Ê

[4,5]

}3#(��$

$%ú;&�'()[*ÎE��?Ä#���*

+Äí, [¡��!"��ÛÜ�å�Û�ÊÖ

Ê-���*+�"X;?·¸8 

+./éfêë�01ìòóÏ����Äí

?���Ê8Wright ,

[6]

�KL���X;=>[

*&'��23Î���Ä|?���&lD4�

&l�5¥�äú�5��,��Äí�6X;

7³8Si��?���1	S8��Äí�´µ

9G��xE����Äí�ä����8¿�i

f��?��ÄíÃ:;<f=�Ú3Õ(>?@

A?�Ê�^���´µ�Û���ÊD0B
~

CDE�Ê82005F�Zuev

[7]

,G�ìòóÏ�H

I>Ü?JKLMN�Ê�ågO���IP+

67%8Moore ,

[8]

$µÏÐ±Õ(Ï�-J?QR

�STÊ���\IUVìÂ�5� 90%ä±89

2015273-2 



 192  )  *  +  , � 36- 

 

°�Ï����Äí?���Ê6�-W�^+c

dXÅ

[9~11]

8å�Û�ÊPYZ�º�?��ÛÜ

����	YZ�e�?-J#8Wang ,

[12]

è�

&½õ/(á��Ì(&t~��[£\]���

R1ö&½õ/(�yS-?�	S-J�8��Ê

}3è� P2P���̂ {_fº}~PÇ*fº/(

�y��"(� �!"������êë8 

`±�a�¿�4	�Ê�	b&YZ&½$

 ºS-�Q? �!"������� �!"

������êëc	b./8 

3  ��	
��������� 

$��d*��Q����R�e�Ú3[*

�ü�I8�}~ A�}~ B+��? 2º�R�8

A� B£®�ü�B$«e�fg?FG°[*³

/8ÀE� B[*³/`�A� B£®FG?��

h+fº�I�i����iQ?�	FGh+f

ºûü8 

fºûü�ÞBC$fº� ºFG&lQ8

�jk?��FG&l[*-���� TCP/IP ö

á�l�9�mnFG&loQ?�ftGp×

Ø��xE*+[*2l�kvûüFG8 

!"����Õ(¹aqkl3� 

 (protocol ID, STime,{ip, role}, {message}) 

OQ�protocol ID+��?!"�� ID¬STime+

����rs¥�¬{ip, role}+�R����?�

	}~ IPäú}~�/øù?tu�OQ}~�v

w?øù�ä+£¤Ý�³/Ý�Ý��QN¬

{message}+���?ûütu��fºûüÕ(x

klm£®Ý�«eÝ�ûüy¨u3��OQ£

®Ý�«eÝÕ((ip, port)3��ûüy¨3��

ûü+����Q?yæ��I8 

_`��>õB� Client/ServermC/Su>õ�

Browser/ServermB/Su>õ� Peer to PeermP2Pu

>õ,8OQ�OPìzÝm¾YOPCu�ä_

{h|op¬()m¾Y|)ouÔD0¿á�9

~h|op����i��Q()?opg�i

?8´µD F·¸¹�fº��/f���8}

F·¸¹�()~_{h|op�fº�Q�ÞÉ

$ ���8 

ÀE2Åcd �!"��fº��/f�

��?·¸�&'if���?}ö*+Äí�Ã

GµÒÓ������8 

4  ��������� 

$��5Æd*Q�¿���R����F

äúûüQC	?O�ÏÀ�ü�fË�f�

��8!"��Õ(;<=>�éà�üD0B

C$;EQ8¿�ÖÊ�ûü[*.;��Þk

�HX;?×Ø�́ µ�Þ����ûü×Ø�

|��8 

+µ�ÀE� ���if���?}ö*+

ò£�ñò 3ºô£õ?*+Äí——÷«}~*

+mNHBu�}öøù*+mHRBuäú}öûü

*+mPMBu8¹�[*��a8 

4.1  ������ 

�� �!"��¡¢�ç�if�����

? º�e��¶É$Si?}~8+���a�

ñò¹a|78 

÷«}~�ð{|� f

1

=(SrcIP

1

, SrcPort

1

, DstIP

1

, 

DstPort

1

, transport protocol)�� f

2

=(SrcIP

2

, SrcPort

2

, 

DstIP

2

, DstPort

2

, transport protocol)�Y2

1

{ ,SrcIP  

1 2 2

} { , }DstIP SrcIP DstIP∩ ≠ ∅�Ô� f

1

� f

2

+÷«}

~�8 

÷«}~*+Äíð ���f����É$

���8{| ���f���&½$ n º�{f

1

, 

f

2,

�, f

n

}Q��wfº��$��Q0�}É$fº

�ROl^÷«}~�8 

¹���Äí[*�a8$f�����Q�

��R�e�?�I*+Õ(�?�õ[*��8

OQ��R�}~Õ(�?�Å3���R�e�

?�Õ(�?�3�8+���a�2 ºSi}~

e�?�(f\�3�8 

$x�!"��Q�����R�+ A�B�S8

x������l	 3L�Y� 4(a)~� 4(c)��8

¿����$x�!"��?f���Q��i�

e�0É$Si}~�wf�RO÷«}~�tu

BC���?�	�8 

_���R�FqD� 3¥��º�R�}~

Rfº� º}~Sª�^���lQ�É$��

�8¹�Õ(²�Ê[*�Î8{|��Q A

i

�

A

j

l^����O���lY� 4(d)��8��Ú

3�^â�wP�¡ A

i

� A

j

�	RO�}ö[*�

I�~ÖÊ�O�}öf¤54��qË�´µ�

���Q��Þò4����wfº�0É$÷«

}~�8 

2015273-3 



� 11� 	
���������������������  193  

 

       

(a) .�������/0 1      (b) .�������/0 2 

      

(c) .�������/0 3         (d) ��12�3� 34 

56789$��/0 

� 4  ��������/0 

Gµ�$�|âºûü+ �!"��ÛÜ°�

ä�ûü�ç� f

1

?n}~�q?}~ IP+QN�

��R f

1

1	Si��ÛÜ?÷«}~�?tu8

� �!"��¡¢�$�tuQ�}É$fº�

f

2

R f

1

ç�if��8i��$ f

2

?÷«}~�tu

�}É$� f

3

R f

2

ç�if��8¿µ�ä�� f

1

�

f

2

� f

3

ç�if��8¿����É$������

÷«}~�tu�ä�����?�	�8 

4.2  ������ 

���RÝ}~�����������?ø

ùm£¤Ý�³/Ý���QNuRO�}~[*

�I�Ã��ûü?e£���g$R���fg

?}ö[*�I8 

}~øù*+Äíð$��f���Q�vw

�iøù?}~g�|?8øùSi�O�/?}

~~Si8 

Gµ�ñò¹a�ë8OQ�ë 2g�ë 1?

 ¡�ë8 

� ���ûü p

i

� p

j

¡¢�� p

i

�p

j

?£®

��«e�}~&�+ A

i

�B

i

�A

j

�B

j

�}~�/

øù&�+

i

A

role �

i

B

role �

j

A

role �

j

B

role 8 

	
 1  � p

i

� p

j

ç�if���� =role roleα β�

{ }

i i

A B

role role roleα ∈ � � { }

j j

A B

role role roleβ ∈ � �Ôv

wøù roleα?}~�vwøù roleβ?}~~Si8 

	
 2  � =role roleα β� { }

i i

A B

role role roleα ∈ � �

{ }

j j

A B

role role roleβ ∈ � �̂ vwøù roleα?}~�v

wøù roleβ?}~�i�Ô p

i

� p

j

�ç�if�

��8 

}~vw?øù�i�d*?e£*+�i8

� ���ûü p

i

��ä¢Gûü?�����|

�R��?}~ A

i

�B

i

�}~�/?øù

i

A

role �

i

B

role �[¡�}~vw?øùò£���R�}~

øùS-?ûü8 

4.3  ����� 

}öûü*+Äíð �!"��f���Q�

`°�I�i?ûüe�É$1	S-#?£)8 

ä����+¾���}öÚ3��gR��

�fg?}ö[*�I�´µ�$��?_�Q�

+¤¥¦§�e£?ûüQ0É$1	S-#?£

)�éà£)Þ+«e�/£®���ä��ûü�

n8+�a�Äí�ÀEñò¹a|78 

ý¨£)ð�!"��ûü[*.'¥�Y2

f)ª©£�yzgª4��&«?mY¬À¨�

��®�h�£)�}öË��9~F�;EF

G,u�Ô��)£�yz+ý¨£)8 

¯° f: v�t3��fº¯� v¯°+� t8 

$��Q�ä[*X;�±��²z�[*O�

¯°m¾Y���Q³¶ò49~F?X´ 1¯°u8 

��FGð��Q1	��#?FG�¾Y9

~F�¥�µ8 

xES-#ð� 2 ºûü p

1

� p

2

¡¢�{|

p

1

BCý¨£) f

1

(m)�p

2

BCý¨£) f

2

(m)8�

f

1

(m)� f

2

(m)0+�if��FG m [*¯°��

?FG�Ô� p

1

� p

2

É$S-#��+ p

1

Rp

2

�f

1

(m)

� f

2

(m)+ûüS-�8 

$!"��Q�ûüS-��¶+1	��#

?9~F�~�Þ+S-?;E,8¿�!"��

Õ(;<=>�ûü*+�Þ+ÎE�;E�ÝÎ

;E?¶u8$if���Q�ûüS-É$ä¹

3L·¸8 

1) ÎES-ðf

1

(m)� f

2

(m)0+ÎEý¨£)8

 F·¸¹ f

1

(m)=f

2

(m)=m¬}F·¸ ¹�

f

1

(m)≠f

2

(m)�¾Y�f

1

(m)=m�f

2

(m)=m+18 

2) Î;ES-ðf

1

(m)+ÎEý¨£)�f

2

(m)

+;Eý¨£)��·¸¹ f

1

(m)≠f

2

(m)8 

3) ;ES-ðf

1

(m)+;Eý¨£)�f

2

(m)+;

Eý¨£)� F·¸¹�f

1

(m)≠f

2

(m)¬}F·¸

¹�f

1

(m)= f

2

(m)m¾Y�Ottway-Rees��Q�}ö

$«e�BC;E?ûü°��·f}ö£®BC

2015273-4 



�194� �  �  �  � � 36 � 

 

�;E?·fûüu8 

$!"��Q���FG m¿��âº�R�

¸^�9°��R�£®BC m ?ûü�OQ m

�Þ+ÎEFG�~�Þ$X;�õQò48¢G

!"��?FG¹Ô�+¤¥ mHº»�¼���

?!"#�$��°©d*��Q mf½$X;�

õQò48´µ!"��QûüS-ÏÀ0+Î;

ES-�Ý;ES-8 

� f

1

(m)= f

2

(m)�����ûü*+×ØÑ��

|xES-#8� f

1

(m)≠f

2

(m)�¿�ÖÊ.;��

Q?;EFG�´µ�Þ��ûü*+×Ø��û

üS-#8+./éfêë�ÀE�$ 5.3 �ñò

}öûüS-#?���Ê8 

5  ��������	
 

À�Ï�y 4�?��}ö*+Äí�ñòS

/?Äí���Ê8 

��Si¾{?ûü1	S8?��Äí�

¿*×ØÄí8¿�!"��BCD�;E�ü�

RÍ�����ST�¿*×ØÄíÀÁ+Â}8

$����?ÏÐ±��¢GûüD4,��Äí

[f��|ûü�/��?yæ��I�i8 

5.1  ���������� 

$�|âºûü p

i

+ �!"��ÛÜ°��

�R�ûü p

i

�ç� f

i

1	Si��ÛÜ?÷«}

~�?tu89°$÷«}~�tuQ[f��|

R f

i

ç�if���?�8 

¿�!"��¦ÂÃ£#©?ÄÅ�$ f

i

?÷

«}~�tuQ��ÞÉ$��? �Ã£��8 

¾Y�$ ���É$��QN}~ T?·¸

¹�}~$rsFGe`�¶R T?h|op��

ª«�Y� 5��8 

 

� 5  	
�������� 

¢Gxkl#Ã

[2,13,14]

�Rif}~h|op

Sª? º�ç�ifÛÜ���´µR TSª?

 º�I+÷«}~��Ã^1	Si��ÛÜ8

é º��Þ+��?Ã£���~�Þç�if

���8 

¿�����Ä|���if��Si¾{?

ûü1	S8?��ÄímYûüD4���,u

�ûü×ØÄímÄíÀu8��i¾{?ûü¡

¢�ûü×ØÄí�ûü��Äí~�Si8Y�

6��8 

 

� 6  ������ 

�÷«}~�QûüÄí[*TÁ�Äí�

i�Ôç����i¾{?ûü¬ÄíS8�Ôç

���Si¾{ûü�É$Ã£��8 

{|if���Q p

i

�ç� f

i

R p

j

�ç� f

j

+÷

«}~�8$ f

i

?÷«}~�tuQ��PÉ$fº

y jº¾{ûü

1

j

p �Ô

1

j

p R

i

p ç�if����

1

j

p

�ç�R

i

f ~ç�f���¬�É$ ºy jº¾{

ûü

1 2

, ,

n

j j j

p p p� �ÔÉ$Ã£���Ú3[f�@|

R

i

p ç�if���?

k

j

p m1 k n� � u8 

5.2  ���������� 

� ���y i ºûü p

i

�y j ºûü p

j

�¢

Gûü?�����|�R��?}~�}~�

/?øù8� p

i

£®�}~+ A

i

�øù+

i

A

role ¬

«e�}~+ B

i

�øù+

i

B

role 8¿�ë 1���$

f���Q�Siøù�/?}~Si8�� A

i

�

B

i

øù�|y j º¾{ûü�/?}~�øù�£

®Ý}~�+ A

j

�øù�+

j

A

role ¬«eÝ}~�+

B

j

�øù�+

j

B

role 89°R p

j

�/?}~�øù[

*TÁ8¿�ë 2���� p

j

�/?}~�øùR

j

A �

j

B �

j

A

role �

j

B

role �f=¥�Ô p

j

R p

i

�ç�

if���8�f=�ÔÚ3[f�[*@|8 

5.3  ��������� 

¿ 4.3����¿�ÖÊ.;��?;EFG�

´µ�Þ��ûü*+×Ø��}~ûü*+Ä

2015273-5 



� 11 � ������	
��������������� �195� 

 

í8+µÀE��ûüS-#R��}~�I*+

e�?-á��¡���ûüe�?S-#Ä�+

����?�I*+8 

{|if���Q p

i

� p

j

1	S-#mj>iu�

p

i

BC f

1

(m)�/?��FGmm +��FGu�p

j

BC f

2

(m)�/?��FG8 

� p

i

?£®Ý�«eÝ&�+}~ A

i

�A

i+1

¬

p

j

m1 k n� � u?£®Ý�«eÝ&�+}~ A

j

�

A

j+1

8}~ A

i+1

$«eBC f

1

(m)?ûü p

i

°�þ�

p

i

g¡Åu����8OQ�_ f

1

(m)+;EFG¥�

A

i+1

Ú3� f

1

(m)[*.;�kvOQ?FG m8�

p

i

Åu�����A

i+1

[*³/��·f}~ A

i+2

£®y i+1\ûü p

i+1

89°�ReS8�}~ A

i+2

�·f}~ A

i+3

£®y i+1 \ûü p

i+2

¬�¬}~

A

j

�·f}~ A

j+1

£®y j\ûü p

j

8 

¢G!"��?_�¹Ô�°©d*��Q�

�FG mf½$X;�õQò4�f

2

(m)�¶+;E

�õ8� A

j

¡¢�Ù	 A

j

«e�BCm?ûü�

A

j

Æ�ä£®BC f

2

(m)?ûü8 

�5ð$��d*��Q��}~ A�}~ B

£®ûü�Ô� A� Be�g�5?8 

�51	rÇ#��}~ A� Be��5�B

� Ce��5�Ô A� Ce�~g�5?8 

$ÒÓ������Q�¢GûüÄí�l�

���Þ?ûüyz

1 2

{ , , , }

n

p p p p= � 8$ p yz

Q�¢G

1

, , ,

i i j

p p p+ � �|�ºûü?£®Ý}~

�«eÝ}~8� p

i

� p

j

1	S-#�Ô

i

A� A

j

e�g�5?8 

´µ�� pyz��� A

i

� A

j

e�g¡�58

���5�Ô p

i

� p

j

�1	S-#��ç�if�

��8��5�[f�@| p

i

� p

j

g¡ç�if�

��8 

6  ��������	
�� 

�uy 5�?}ö*+Äí��ý��À�ñ

ò�����Ê�OÈÉY� 7��8 

6.1  ����� 

WiresharkÊ]×Ëfº LuaÌ¢d*ÍÎ�

Ãìzfáz LuaÏÀÐF«p8Ï� LuaÏÀ

�äÑÒ Wireshark Ó]�54�������

xE.'�~�äkv Wireshark ìz?R��

S-?�ümYxEjk¥��£®�� IP�o

p,�üu8 

$ Wireshark jkxE°�Ï� Lua ÏÀkv

xEýsFG��xE[*2l���ûüFG�

ÃGµ��2l°? flow389°�ûü[*��

��8_ûü��+ ���ÛÜ¥m¾Y Kerberos

��u�¿���Si¾{?ûüÄíS8�[f

���+��?yæ\ûü8 

��ûü+��yfºûü p

1

�� p

1

l�÷«

}~��Ã$b����3QWXfº�?���

ÉÔ�� ID���rs¥���ûü£®Ý�«e

Ý? IP�port�øùäúûüy¨8�ûüÕ���

[f�,b°©ûü8 

6.2  ���	 

_ p

j

��+��y jºm 2j�

u

ûü¥�+

�| p

j

�ç?���d*Y¹�i8 

Step1  $b����3Q��� p

j

�ç�m�

Ý²��u?O�xEg¡]³É$8�É$��

�ûüÃ�S/?��������ü¬��É$�

Ä� Step28 

Step2  ¢G¥y-á�| p

j

�ç��8$b

����3Q�����y 1j − º¾{ûü?Fq

1

n 8�

1

1n = �p

j

R 1j − º¾{ûüç�if��

 

� 7  �������	
���� 

2015273-6 



�196� �  �  �  � � 36 � 

 

�8�

1

1n > �Ä� Step 38 

Step3  l�÷«}~��¢G NHB�| p

j

�

ç��8 

¿ 4.1 �����x�!"���ÙÚ���

yfºûü

1

p �ç���÷«}~�tuÑ�8�

 �!"���GÖ¢G

1

p ��÷«}~�3¬�

°©ûü

i

p ���g¡É$ä

i

p n}~m�q?}

~u+QN?÷«}~�tu8��É$���

i

p

?÷«}~�tu8ÀE�R

i

p �ç�

i

f 1	Si

�� ID?÷«}~�tu�+

i

p

NH 8 

9°@| p

j

ç�÷«}~�tu

i

p

NH ?Fq

2

n 8�

2

1n = �Ô p

j

R

i

p ç�if���8�

2

1n > �

Ä� Step 48 

Step4  ¢G PMB � HRB �| p

j

�ç��8

� p

j

�ç? º÷«}~�tu9�[*-�8�

y tºm

2

1 t n� � u÷«}~�tu+

i

t

p

NH 8 

�

i

p £®Ý�«6Ý}~+ A�S�}~�/

øù&�+

A

role �

s

role 8¢G A� S?øù*+

�|y jº¾{ûü?}~úøù�ÃR p

j

�/?

}~úøù[*TÁ8 

1) ��Ý�f=�Ô�¹f÷«}~�tu[

*-�8 

2) ��Ýf=�¢G PMB�| p

j

�ç��8

�if���Q p

j

Ry lºûü p

l

1	S-#

ml<ju�¢G�I*+�� p

j

Ry lº¾{ûü

p

l

?S-#�Ñ�� p

l

R p

j

?£®Ý}~e�g

¡�58���5�Ô�¹f÷«}~�tu[

*-�8 

3) ��5�¢G

i

t

p

NH Q°©ûü[*@|8

��ä�|R

i

p ç�if���?y 'i ¾{?û

üm 'i j> u�$

i

t

p

NH Q[f��|y jº¾{ûü

?Fq

3

n 8 

×�

3

1n = �Ô p

j

R�

i

p ç�if���8 

Ø�

3

1n > �Ô
i

t

p

NH QÉ$Ã£���¢G 6.3

�[f�[*��8 

Step5  �����S-ûü"p���Ô��

]����3�Õ����3�÷«}~�38�

����ûüyzÉÔ�]����3Q�Ã��

���Õ����3ÙÚ¬i¥$÷«}~�3Q

ÙÚS-�8�����l�Õ�^�Û©�jk

?°©FG&l[*-�����S-ûü"p

��8 

6.3  ��������	
����� 

�

i

t

p

NH Qy jº¾{ûü+

1

j

p �

2

j

p ���

m

j

p 8

¿�

1

j

p �

2

j

p ���

m

j

p �ç�R

i

p �ç�+÷«}

~��´µ

1

j

p �

2

j

p ���

m

j

p K�?}~tuf|

�ÝBC}~ A�ÝBC}~ S8¡

1

j

p �

2

j

p ���

m

j

p ����øùÅu¢G

i

p �|?øù8& 2 L

·¸ÜÝ8 

1) 

1

j

p �

2

j

p ���

m

j

p �/?}~É$fºSi

}~ A�Ý S�^�}~$

1

j

p �

2

j

p ���

m

j

p Qv

w?øùSi8 

¿

1

j

p �

2

j

p ���

m

j

p �ä�|�RÃ£��?

}~8��	�RÃ£��^ç�{ },A S ?}~¡

¢�$d*Oøù��Q�OS/?�I*+-�

if��Q�´µ¿�}~?øù*+��ä�|

R���S-?ûü�}~�[¡�|R p

i

ç�i

f���?ûü8 

¾Y�{|}~ Si¥�R 2º�� A�B�S

� C�D�S82ºSi}~e�?�(f\�3��

O���lY� 8��8 

� 8(a)QAS?÷«}~�+{ }, , ,AB SB SC SD

8

{| SB� SDQi¥É$y jº¾{ûü�TÁ�

ûü?������ä�|}~ S �RóÃ£�

�8}~ { },A A S∈ ^�	�RÃ£��8� A?ø

ù*+ò£�$ { }, , ,AB SB SC SD QR ASª?�

AB R AS ç�if�����()tu+

{ }, ,A B S 8´µ SB� ASç�if��8i���

8(c)���lQ�~�äÞ&�i��8 

     

(a) ���� 1                 (b) ���� 2 

 

(c) ���� 3 

� 8  �� S�	
� 2���������� 

2015273-7 



� 11� ��������������� !"��#$�% &197& 

 

� 8(b)Q AS?÷«}~�+{ }, ,SB SC SD

�

Ö

ÊÞ&�i��8¿�D F!"��q?g¼�

°©rs��?!"#�´µ�R��if��?

}~f½[*°©��8¿µ�ä�}~°©rs

*+ò£��|ç�if���?��}~tu8 

2) 

1

j

p �

2

j

p ���

m

j

p �/?}~tuÉ$ 2

ºSi}~ A� S�^ A� S$

1

j

p �

2

j

p ���

m

j

p

Qvw?øùSi8 

¾Y�{|}~ A� Si¥�R 2º�� A�

B� S� A�C� S�Ã^ 2ºSi}~e�?�

(f\�3��O���lY� 9��8 

      

(a) ���� 1                 (b) ���� 2 

 

(c) ���� 3 

� 9  �� A'S�	
� 2���������� 

$� 9(a)Q�2 º AS�&��+

1

AS �

2

AS 8

SB?÷«}~�+{ }
1 2

, , ,AS AS AB SC

8 

{|

1

AS �

2

AS Qi¥É$y jº¾{ûü�T

Á�ûü?£®����ä�|}~ A� S�RÃ

£��8}~ { },B B S∈ ^�	�RÃ£��8� B

?øù*+ò£�${ }
1 2

, , ,AS AS AB SC QR BSª

?� ABR SBç�if���8 

+[f��|

1

AS �

2

AS Qßfº� SBç�

if����d*¹a�i8 

Step1  ¿���f½BCßà�³/��¢G

1

AS �

2

AS Q°©ûü[*��8¾Y�{|â¥

á AB� SB]d* kºûü�k j> �¢Gøù A?

*+� 1k + ¾{ûüç� AS89°¢G

1

AS �

2

AS

�5?ûü[*@|8 

Step2  �

1

AS �

2

AS QSi��¾{?ûüâ

gi¥ò4�é¥ÖÊ¢G°©ûü����8¿

�}~ãÖ³/Ö�5ä?ûü�¢GÖ[Öòý

Ô����8 

¢GûüÄí� SB� SCQûü1	S8?Ä

í8�âf¥áB� S£®y k¾{ûü�9°C�

S£®y k¾{ûü�S«e�ûü°[*³/��

A£®y 1k + ¾{ûü8ÀE�+ S�ãÖ³/ B

£®?ûü8�jk?2º¿S³/? 1k + ¾{ûü�
�y 1 º 1k + ¾{ûüR SB@|+ç�if��

�8é�ÞÉ$f|åæ�$&½õ��Q�Ö£®

xE�f|Ö�5�é�$ä°çhQ[f�ã�8 

$� 9(b)�� 9(c)���lQ�����ýÔ

R� 9(a)S8�ÀE�![*�Î8 

7  ������� 

Kerberos��gfL@A/(?�����ì

zófL1	ÁÂ!"#?()Áè���én

êê��?~�8Ban-YahalommBYu���

Needham-SchroedermNSuëì;&��ç�³í

ÏÐ!"�������yx�&£��?��ë

ì;&Ã54I��8+îï!"�������

Ê?	\#�ÀEðvé 3º³í? �!"��

[*5þ��23Î��Ê1	ÁÂ?����8 

7.1  ��������� 

Kerberos FGt�BY FGtäú NS FGt0

¿5þñò��ó¸8�ºFGtBCä¹3L�	ð

1)Ç*�º��¬2)if¥�Ç* º���^�R

��?}~�i¬3)if¥�Ç* ºÃ*��8 

ä Kerberos ��+¾�O5þôõY� 10 �

�8Windows Server 2003Q? Active Directoryö÷

Kerberos V5���5þñ$ Windows �ôõQÇ

* Kerberos�l� 2º�i���º�QBCfº

�OPC�2øÍ�|)o�2ø/(�yOPC8 

 

� 10  Kerberos���� 

2015273-8 



�198� �  �  	  
 � 36� 

 

Kerberos����� AS� TGS�a+�i?

OPC8$5ÆÇ*Q�ä1gfº KerberosOP

C×�i?���pÅ8ÀE� Kerberos��h+

x���[*&'8 

¿� Kerberos��	�i?çh>õ�¡fº

��?����B� 6\ûü�y 6\+�ðûü�

�L·¸¹��Fqg��?8ÀE��>õ¹

Kerberos��[*&'8 

BY��� NSëì;&��5þQ���ùú

�lReÛ8�l� 2º4Üò����ºò��

×BC 1 øOPC�4 ø|)o}~�¿ò��O

PCvw��yx�85þñÕ( Spi2Javaç1&

�¸^ BY ��� NS ��?/(�y�Ã$Kº

}~±Ç*8 

5þFGY3 1��8 

� 1 ����� 

�� �� ��� �� 

���� 400 2 400 

���� 400 2 400 

Kerberos�� 

���� 400 2 400 

���� 400 1 200 

���� 400 1 200 

BY�� 

���� 400 1 200 

 ���� 400 1 600 

NS��� �� ���� 400 1 600 

 ���� 400 1 600 

 

�FGt�ºûüË�O�ç?����|�

�Ï¹ Groudtruth89°�FGt#(ÀEìò?

����TÊ[*�û8 

$FGü-�()�+�� BY���NSëì

;&��äú Kerberos��` 4\ûü�_��Õ

(ý|op¥�Õ(op����¬_��Õ(�

�op¥�þ�¿*×ØÄí�FG&lD4Äí

gTÁ�|?��Äí�ÀEÕ(é 2ºÄí��

��8Kerberos ��y 5�6 \ûü AP-REQ �

AP-REP Ô}3Õ(¿*×ØÄí[*��8é 2

\ûüg¿|)oêê/(OPCó¸?�O×Ø

BC$/(OPCûüQ8¾Y|)oêê IIS O

PC?WWWOP�Ô AP-REQ� AP-REP�ç�

��+ HTTP��8$À5þñjk? Kerberos�

�Q�Kerberos �� GSS-APImgeneric security 

service application program interfaceu54�AP-REQ

� AP-REPûüQBCÄ|£ÅÀ�OQ�GSS-API 

OIDm��Ë�u+ý|w¦2b 06 01 05 05 02©�

Kerberos V5 OID+¦2a 86 48 86 f7 12 01 02 02 02©�

¡ AP-REQûüÛÜw+¦0e©�AP-REPûüÛÜ

w+¦0f©8��i?/(���ÀEÕ(-.£, 

�BCé 2ºûü?xE��+Kerberos��ûü8 

7.2  ���	 

ÀEÕ(Y¹#ÞhË���TÊ?��Þ

�[*îï8��ÀQ�Fq+ N�� F�ç��

+ S8N

1

3�� F�ç�� SH����?�ÀF�

N

2

3�� F �ç�� S �	���?�ÀF�N

2

3�� F�ç�� S�	H��?�ÀF�N

3

3�

� F�ç�� SH��+: S?�ÀF8����

I=

1

N

N

��xI=

2

N

N

�åxI=

3

N

N

8����I

�Â�åxI��xI���S/?��\2��8

$�i�	¹��Iâö\2Y� 11��8 

��5þ�2Y3 2��8 

� 2 ����	
 

�� �� !"#/% $
#/% %
#/% 

���� 97.5 2.5 0 

���� 96 4 0 

Kerberos�� 

���� 89.5 3.5 7 

���� 94.5 5.5 0 

���� 94.25 5.75 0 

BY�� 

���� 89.75 4.75 5.5 

 ���� 95.5 4.5 0 

NS��� �� ���� 94.25 5.75 0 

 ���� 88.375 6.5 5.125 

 

¿±���$ 3º�	¹0�äÁ�����

���8 

7.3  
��� 

ÀE�ÊR4	çh
2Å�i84	�Ê}

3g[*�����$µÏÐ±�ä&'����

���¡ÀE}3g[* �������8 

�5þQÉ$åxI��xI��[*&'�

	Y¹�Ý8 

1) �xI£¸�¿�wZfL�����Ê0

�Þ¼�	&e	?��I�¡��ÛÜÖÊ�

���[¡7³����?\2�´µ�xIÖÊ

�"
�8 

2) åxI£¸�}3£¸$��?Ã*���

2015273-9 



� 11& '()*+,-./�01�234����!"25 �199� 

 

	¹8� Kerberos��¡¢�_|)o C��if

�OPC}~i¥êê º/(�yOPC V

1

�

V

2

¥�¢GÖ[Öò~�����y 5�6 \xE

�ç��¥��^å��8BY��� NSëì;&

��ReS8�i�g¿�Ö[Öò~��^å

x8¿ 6.3 ����Ù	$ä¹·¸Õ(Ö[Öò

~������2 ºSi}~�RÃ*���^�

é 2º}~e�?�¡¢�Si��¾{?ûüâ

gi¥ò48$5Æ��Q�éL·¸£¸?HI

�Â�´µåxI~�Â8$°çh��µ[*

»[�[f���åxI8 

8  ��	 

ÀEìòó �!"�������Ê���

&½$ ºS-�Q? �!"������8�

�ÊGÖcd$��if���Q}ö?*+Ä

í��23Î �!"����1	 NHB Äí�

HRBÄíäú PMBÄí89°ñòó}ö*+Ä

í��ý��OQ��óûüS-#R���I*

+e�?-á����ûüS-#Ä�+����

?�I*+8ª°�ÀEñòó �!"����

���Ê�Ã��5þþ�ó��Ê?	\#8�

u4	�����Ê�ÀE�Ê��ä54�!"

��?������¡�����������

����8 

åÀE�ÊÈÉ$f|?ò�#ð1)Pè�

Kerberos ���Ban-Yahalom ��äú Needham- 

Schroederëì;&��[*5þ�Ú�� ��[

*5þäþ�ÀE�Ê	\#¬2)ÀEjk��+

����?Ç*���Ú3YZ_jk����

�¥?����¬3)$���Ã*��¥��¥�

Ú3�Ö[Öò~�[*»[�ä[f���å

xI8 

����� 

[1] CLAFFY K C. Internet Traffic Characterization [D]. SanDiego: Uni-

versity of California, 1994. 

[2] MA J, LEVCHENKO K, KREIBICH C, et al. Unexpected means of 

protocol inference[A]. ACM SIGCOMM Conference on Internet 

Measurement[C]. Rio de Janeriro, Brazil, 2006. 313-326. 

[3] DAINOTTI A, PESCAPÉ A, CLAFFY K C. Issues and future direc-

tions in classification[J]. IEEE Network, 2012, 26(1): 35-40. 

[4] BERNAILLE L, TEIXEIRA R. Early identification of encrypted 

applications[A]. Proceedings of PAM[C]. Belgium, 2007. 

[5] BUJLOW T, VALENTIN C E, PERE B R. Comparison of deep packet 

inspection (DPI) tools for traffic classification[R]. Polytechnic Uni-

versity of Catalonia, 2013. 

[6] WRIGHT C, MONROSE F, MASSON G M. HMM profiles for net-

work traffic classification (extended abstract)[A]. Proceedings of the 

ACM Workshop on Visualization and Data Mining for Computer Se-

curity[C]. New York, 2004.9-15. 

[7] ZUEV D, MOORE A W. Traffic classification using statistical ap-

proach[A]. Proceedings of the 6th International Workshop on Passive 

and Active Network Measurement[C]. Berlin, Germany, 2005. 

321-324. 

[8] MOORE A W, ZUEV D. Internet traffic classification using Bayesian 

analysis techniques[A]. Proceedings of the ACM SIGMETRICS In-

ternational Conference on Measurement and Modeling of Computer 

Systems[C]. Banff, Alberta, Canada, 2005. 50-60. 

[9] NGUYEN T T T, ARMITAGE G , A survey of techniques for Internet 

Traffic classification using machine learning[J]. IEEE Commun. Sur-

veys & Tutorials, 2008, 10(4):56-76. 

[10] XIE G W, ILIOFOTOU M, KERALAPURA R, et al. SubFlow: to-

wards practical flow-level traffic classification[A]. The 31st Annual 

IEEE International Conference on Computer Communications: 

Mini-Conference[C]. Orlando, Florida, USA , 2012. 2541-2545. 

[11] GRIMAUDO L, MELLIA M, BARALIS E, et al. SeLeCT: 

self-learning classifier for Internet traffic[J]. IEEE Transactions on 

Network and Service Management, 2014, 11(2): 144-157. 

[12] WANG D, ZHANG L, YUAN Z, et al. Characterizing application  

behaviors for classifying P2P traffic[A]. International Conference on 

Computing, Networking and Communications(ICNS)[C]. Honolulu, 

HI, 2014.21-25. 

 

� 11  ����!"# 

2015273-10 



�200� �  �  	  
 � 36� 

 

[13] CANINI M, LI W, ZADNIK M, et al. Experience with highspeed auto-

mated application-identification for network-management[A]. Proceed-

ing of ACM/IEEE Symposium on Architectures for Networking and 

Communications Systems[C]. Princeton, New Jersey, USA, 2009.209-218. 

[14] ZHANG J, XIANG Y, WANG Y, et al, Network traffic classification 

using correlation information[J]. IEEE Transactions on Parallel Distrib 

System, 2013, 24(1): 104-117. 

 

���� 

 

 

 

 

 

 

 

 

 

����1966-��������	�


�������������
��

�������� !"#$��%&�

%&'()*+,-$./+012 

����1985-�����345	�

��������
��������

 !%&'(6 $782 

���1981-��9�:;<=	�


����������>������

�� !%&'()*+,-$./+0

1�?@A�B,-2 

����1990-��9�CDE+	�

��������F��������

 !'(GH%&B,-2 

����1981-����:;IJ	�

��������K������� !

%&'()*+,-$./+012 

2015273-11 


