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CCA-secure verifiable Mix-Net protocol

LI Long-hai, HUANG Cheng-qiang, XU Shang-mei, FU Shao-feng
(School of Computer Science and Technology, Xidian University, Xi’an 710071, China)

Abstract: A CCA-secure verifiable Mix-Net protocol with provable security was proposed. The protocol was based on
Wikstrom’s Mix-Net and improves its security by introducing an improved key generation algorithm and a new method
for constructing proof of secret shuffling. Without revealing the correspondence between inputs and outputs, proposed
protocol enables everyone to verify the correctness of output plaintexts through checking evidences broadcasted by each
server. Thus, it satisfies public verifiability. Any sender can trace and examine the processing procedure of its ciphertext.
Thus, proposed protocol satisfies sender verifiability. It is prored to be CCA-secure under the assumption of random ora-
cle. Compared with previous mix-net schemes which are CCA-secure, proposed protocol does not require any trusted

center, and incurs fewer interactions between servers which also resulting in a lower computation and communication

complexity. Hence, the protocol is an ideal cryptographic tool for constructing secure electronic election protocol.
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(shuffle). FERIKTT G, BT — ARG 2L Il sk
f),  HLRE I DRUE S ARG 2 TR AN AT OGB4
AT B 1 R S5 A AR TRV I R RO R ik
F P BT 50 =7 Sk ] Dt 4 R ) e, 2
Wit Mix-Net XAl ISk 4 . &am
Mix-Net BlpSC7E 55 5% 7 St — T H AT PRk P
HIAE55

ek 2 = LS, PN R TR
Mix-Net B, ph T b s 1) 2 A iz SR
UEIH, AR SRy S e, e HE
TR R S B B . AR T B HT T LN
T AR R e A et R £
Mix-Net PR TN 2% 18 T 1B #5655 LB (CCA,
chosen cipher attack)% 3= 2 Br i 5241 AR 15 B 5 1)
2ot

AR T —Bh T 1) AT IR B 22 4 1) Uk £
U Mix-Net . 5ZHR LR CCA 24211
Mix-Net A g il EF AT L,
WP SRS AR 2580, Mix k55 #5210
WHRA A, THEMEAE S 2L A BRI,
DAL G A BN SE IR 5 %6 1% Mix-Net 3148 [F] B35l 42 7T
N TP AE M (public verifiability) A1z 326 2 7 56 UE P
(sender verifiability), 1 ¥RAL A AHS AT LR P Mix
JIR 25 2 A AT R AH SG RS 56 UE i tH 4 SR ) AR, )
TR A R RO A AT LA ] BRI B 8 A
K8 F O A2 SO AR B R . AT T
Mix-Net [¥]H LA RGN, AEE M &R H OB
22 AR, DRI ATAT N R AT LLSGIE 126 28 45 AL IE
i, PR AT LB ER AR S B CIRIL 52 S 4
TENIEZE R . BRI, ASCuer R AT RIE. Mix-Net
SR A L TR 2R RGN S BRI B Y T R,

AT Iy —or Bk & B T Wikstrom 2 H 1)
ElGamal %! Mix-Net Jifif 5 5120 e vt 7 —Flogiito i
SR A1 RAIE BH (zero knowledge proof of secret
shuffle) i . Wikstrom Jif 3C R4 I I 2 HTRE D IAF A
PR 22 AT, PRI Mix-Net /2 AN 2242,
S ANVFAIE B AT AR A 6 Wikstrom Mix-Net J7 2!
SUETRE-

2 MEXIME

1981 4£, Chaum™ 5 Ve H T Mix-Net (K42,
AT —FhEET RSA I EARSIL. fEZ 5 —
+JLEEH, BT T IR 2581 Mix-Net ¥

J7 %, XS R RE Wi B s S
T e R, B g M Mix-Net HZA Mix
R 55 B AR VO S N 35 SC LA T 38 00 file 2 AN EEHE) T
HEHHC. %28 Mix-Net [ 52808 5
M0 | G S SRV IR S48, S AU2 % 0K
SRS A ECH G, HARMESZI AT 2 FREG AR
T8 Mix-Net £ 72T ElGamal 45 FLAT [ 54F
P R0 2 ARG A (), S NV S R I — K, Mix
IR 552 LA O 26 SCIREAT PR NS A HE 7, B 15
CE R o PRI R0 R B A R B . 2 3L
KIE SRS A EH T B PR 5E SR mT 50 IE
P, s DI R 2 A S, DRI IR,
1T LY SRR A AT A2 [ 8 1. PN 8 Mix-Net
% Wl AT 2 4 1 SR v (AP Ji S W) 2 SR AL I 1)
N, ik 2EaE . ASCTHR) Mix-Net J& T
BRI, AR EAT R R A

TEA I A TR ATRE N, BRI PRAE
TRVETH B e B MR AT B0 UE M2 1T Mix-Net IR ri
FITLE o EF0HZ IS H HT 23 i v 7 2 3 EALHE
DA 4 Fh: 1) BEEZAS A IRV R 2) b
HURMECEB AR, 3) e % Sl B b A U4
15 BB AEY, 4) ) R 8 TR UG 2 S0 UIE W] B
AT 5 i % R Uk 2 A R IE B B R
Mix-Net HARZHIKE D BRI HL, 255 52,
AFUE AR 2 AL A, R BRI T . AR
I Mix-Net 1R T iZHAR.

FH TR D A () 2 e e SO 2 Ve, &
HA4R > Mix-Net J7 & #fgeaen! ", s
SO T 7 50 00 B 3 B BB 28 o 1) dan T B AL A
FERL I 1K) Mix-Net®O 4 132 W I A B0 H 1
2Bl A+ 2 4E G Khazael 25 R IMATIAEAE
224 PY . Kiisters 25 PR 7 kg M < 45 8L %
Khazaei G5 17 3047 T3k, a4 s
33 T OTSEIUER o 15 IR ST AR 15 S5 A N %
PRI AR B 22 A BEE . Abe e AR LI
AR e ST SE TR AR 7 2 Mix-Net [4¢ 42
PEMY, (EIF R AT e A SR LA s
&4 R SRR R B AT CCA st At L)
Mix-Net J5 Z& A5 CHk[10,16~19]. HH, Wikstrom
(¥ 3 Ff Mix-Net'“'®' 7l Khazaei [¥] Mix-Net' % J& 75
UC (universal composability)#i 7 P4 R {iE ] T 424
PEo B UC HRY rb R 5 AR BE 6% CRAIE W JE 1R ]
FEBAT, W UC BRI Mix-Net 224207 T CCA

2015185-2



#1031

e PR S5 A2 ] IE Mix-Net Hpill <19

AU T AN 23X 2 Pl A SR TR AN .
Camenisch (1] Mix-Net!"8/#5: 2 FiiiA R #RIEH] T %
K

R 5 B CCA 2241 Mix-Net #A7LEH 155
o, SCER[16]1CIE A TFRAE, HFH ffRSS 22
()75 BT AR L, RS s IV S 2 AR
s SCER19ITCVE A FFIGUE,  H R 9% 2% 2 [h] 5 2
Z A8 H s CHR[10,17]2 4> Mix-Net #B83ET- Wikstrom
P I (PR B R DL R AN RN, 122 UE W B s R AT
P 2 AN, PRIEIX 2 28 Mix-Net f 8 A%
4=[f); Camenisch [¥) Mix-Net!" A /& & 1% 3% T 56
UEPE, HFEEATO, BARZA R U A4
N2 5W 2 )5 2 iU, (RO
T A H IR

ASCHE T — BB I 0] U B 22 4 (R P IE B 5
U Mix-Net Hhi30, o, SR T 5 Wikstrom 28
AR 7%, TFSIN T B se v IR 3 TR e 22 A4
RUE .

3 E#iTH

3.1 BRI EGER

WG RR—AYA g A BRI, g A HEL,
g N GINAERNIG. BUEAE G L DDH (decision Dif-
fie-Hellman) i V7.

Wxez, , y=g'» HgMy AT, HALTP
HUE xo ik P A S EOSEOEY] B, (x,g,») 7]
DATEA B2 5 KT x A5 B &4 F AT B B E
HOVAE P ANE B EOS B x s, LI
P, (x,g,y) WA MRZE, XL —F R B 5L
IE B SZEL

XA : H:GC -G, H,:G—>G,
H,:G' - L, ALV EA R B A BEL
i 5 HL(RO, random oralce)®’,

FZHAX P, (x,g,y) FIHARE T LD .

W sez,, WHu=¢, g=H(.u), y=3",
w=g', ¢=H,(G.u), =§, i=§
4), f=s+ex. WA PHIH(Y,P,e o

VEWRN(Y, e NZE, W Hu=g"y",
g=H(u),u=g'y",g=H,yu),i =g y" &
VIIESE R e=H,( g, 9, &) /&KL WH AL,
vt 1 &4 0.

EIR P (x, g, y) 958 TR AL RS BT

e=H\(g, J,

F1 M (honest verifier zero-knowledge), K IHE7ERHAL
TS WAL ] DLd ik 2 3] RO (1% H A A n] X
SR, o BARHLE, (BOE T A4S S, Refg =t H, Ha,
Hy e, A S, AEAKNE B EOSE x AT
REEAETE S, (g.y)» 1S, (g,9) F1 B, (x,g,») ]
HE & 43 A1 4 AN 7] [X 4 (indistinguish-able) [£] . 1) it
S, (g,3) BIJTIEWT o

fEil e, £ 1, be Z, WL u=g"y*, X H (y,u)
fithg' (g=g"), 2 y=y",u=g'v" X H,(y.m) i
e (g=g") ®p=y",a=8" 3 RHIE 5 )
i e. WIGAVIEHIH S, (2.0)=(7,5.e /-
3.2 EEEREIER

EX 1 BHOSBAHFE LR R, o Ry, <G N:
(g.hy.z)e Ry, MHMN YT xez Wil y=¢g" Hz=h",

) FHAIE B P, (x,g,hy,z), P T AEAN TR x
(IAE N M BAES VUE (g,h,v,2) € R o LR 45
— I A P, B,

E XYk : H,:G'>G, H:G -G,
H :G —>1Z,o

WAL EA Py, W AE sez,, HH
u=g ,v=h,g=H,(,zuyv),y=g ,u=g , &=
HOu),y=¢",u=ge=HJ(g, »,0),f=s+ex. P
fh(y,p e

VIEWRN(Y,y e NG, B u=g"y",

Wz g=H,(y,zuv), a=g'y", §g=H/(y,u),
=g 3. VRIS e=H (8, , 4) &1
So WUERREST, WV 1 S 0.

KT P, KT Py, AT LS5 RO 1)
By AE AT IX 23 T S, (8.5, 3,2) o
3.3 BEERKXRILH

h T AR UETRVE R () IEAfPE, Mix-Net 752 H
B Bk 5 VR P FARAIE B (zero knowledge proof of
secret shuffling) il . X HL5E 45 H AR E B OCR R,
15 S

EX 2 REEHRKRR, . WEEIEREE 0,
WX Rom{l, 2,0} A ESRM R ES, WE
NHKAR, cG xG"xG" N

{g2 0@V AWUDYL fe R,,

HHACHAAE 0e 2, xe Z, MEH 7e 2 2
z=g" y=g", HXMi=l,2n, f

v
u
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U, V) = (s Ve thaisy)

FHAUEH MY P, s 78UEH P A AAEAS 2 g2 blb
FE(ox )Mz WE&MET B UEH v ik (g2,
(v s AULVY) TR R R, o

X SRR B P By, JRAFAEN, ARG AEE
5925t By, B EARSIL .

3.4 [EIZSHKIERFTIER

B c=com(my, my,*,my; r), FANFTIHE my,
my,*+*,m, ) 7 (commitment) bR T, A2 FEH AL S5
HAE com W A AR, BEXCHE R 1) (mo, ro)Fl(my,
Vl)jﬁ

com(my; ro)com(my; ry)=com(mgtmy; rotry)

X B R A A AU T AERE G b
FIH Pedersen 1) )7 itk , Wi my, - myre Z,,
c=com(my,my, ** ,myr)e Go

EX 3 KEHIKR. R, LR IERE g,
X KRR, CZxGH

({m} . 0)e Ry, HMNY 3reZ ,ze X, WL
c=com(m, " m, 1)

FIRER MY 2, (v, 7, im ) c) » 7RUER P BEWS
TEANTEFZRNES r F 7 RISRAT T UEWT (m,}, o) W A2 R
AR, o

Groth™ i T —Fh 2, AU HLARSEIL. ok i
PREL com K] Pedersen )7 %, #R¥E SCHR[23]HIIE
Wi, P, MUEE 4 SRS T RIS IR IR AN
UEH RIS, HoAR JEAEOH: 74 (soundness) %5 4 T fif
CDH (computational Diffie-Hellman)¥Ei#l. P2, 1] H
WA IE TR A4 H, W LA IR [23].

4  Mix-Net FLHIZit
41 FS5RKR

PUR HIAES Sy, Sy R7s N AN KIEFE , My, M,
LR k> Mix k%25

W G Rkl q ARG, ¢ hEREL ¢
N G AR TC. BUELERE G | DDH &3z,

R BAFAE A IR D) BE W 58 ) #f R 48 (BBS
R, {EUSITHMEENZ], TES5% P
RERTSEHL M) BBS 5 A B msg, AT NERHERS M
BBS L2 (e, P, msg), Hr, ¢ &AW 18
WA, WME—EE N BBS i AREE S, I Hhe
n] BBS A8 17 S o JLF- A 1) Mix-Net P 2

HAAE LR ATAE BBS iz . X P4 BBS )
FLARK I 570 0] 226 SCHR[28] -

—> Mix-Net thil M B 3 NIl RES
A B M Gen  FH P BN ZE UMY M.Enc FI#3
ST BIRVEY L M. Shuffle
42 BSEEK

Mix HR%5#s My, =+, My L [RIEAT M.Gen(1) T3
RGNS RSN RS 2R S A8, I
o W u s, ARERGE RN,

BB kA Mix RGBT S H 3L [F EE
B G. GIWARIt g, LM Hiw Hyw Hyw Hys Hss
He "85 R %L 08 G R g LRI SGHEL] ek $ )
i85 5 N\ BBS.

]2 N MEE M, KIREREN (0,x)
FORE (3 3 A8 . BAK 0 XTSI %5 4%
M, E o ,x ez, , Rz =g", y=g" UK
W P (@0,g,2) FUEW] P, (x,g,v,) 5N BBS, J-F
JH AT B A AL = NPT R @, x, I A
k-1 MR 3, %ffmﬁrwwﬂagﬂo

$E®3 Wz =g. \NMHEZE M, KKIHHE
z,=z",Y,=y.Z", ¥z v LKLY P, (@,
2.2 .z, Z) M P, (x,g.Z,y, YY) 5N BBS.

PLE 3 2P, WREE RS A A A TE W 2, 5%
B, BRI WIBHMBRZ RS 4%, 2 5 D R
BT, FREMMIITHEN Z )5, B KIEH S #hE
M BBS ERAFIXEENFAF N, S 0% B S R
HEHBIAHY =Y, .

43 HAREREmME

HNRIEH R me G, RKiEH S AT M.Enc(m)
B SC . BRI SRR rez, ,
u=g ,v=Y"m MW B (r,g,u) o

wIGH P S B C=(u,v, P, (r,g,u) )klﬁ%”
BBS. b T fiitbifiids, B A HURE 1AM R

M4 SCHR[29], M.Enc i1 CCA ‘&4 (K nss 5.
o B CH P (r,g.u) WA TAEW) S, AR
ro WELER T S; HITE A SC m.

44 FMRFELIE

RUES R R sh T LA 2 RFfEahk: —&
BBS I RIE AN A B B AR R AN TR,
ST BEFAL @ I ) 550 DU & A A fid & 2 A
SR R AG I, FEARSCLASE — R A fid
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A, HBCETTRAN ny, IR n AP RIET
. W BBS LR SO BB RAIK L=
{(uivi, By (1;,8,u,) )}, o

B Ly IS5 2 My, My 3L RIS AT BIRVED)
W M.Shuffle o

P11 SMEEIRS S M, A BBS EEEHL L.,
IR EE R BB S (v, By (7, g, ) UE FLAIE
P, AR AR Py oAk WA Lt 25458425 30
h T AR, BE Lerb B BT e A R,
XFE, AT EIRSS AR AT DL LoAF )8 30513
L, ={(u,,v)}_ o

B2 UL Lok, MWIRSES M FiRE R
M AR B SRR BAT S A2 FBE LR, JF
A ARV IE ] . HARE R .

1) 2 MEN 1.

2) MyLLESCHNR L, = {(u,. v}, WEIN, AR
B e 5, I STIAI

L = (@ )}, V)= (uZ’(‘.),v”’wu;f:’;’ )

Ht, o, x K MR, M¥E L S5\ BBS.

HMUao,x, x WWERAN, Llg, 2, Lo
L Ky AN AR T A B, K
W5 N\ BBS.

4) W <k, WA j=j+1, FERIFPEE 2),
YB3 P2 M A T LR B,

25, AL AL HUR BBS 1A TE 7 BRI
Ly B, WIERIE. AFBIXIT M R SRS 2
Myors TERE L WOERIHE L5 A 2R 8 A 5
AT TR

SR WRHL T 1005 5 M0 1
TR, WSS 25 BRI R L B RS e
520 IRV @, x, o IFARES MR Ly AT
B L. R BRI R

TSI, WA RS B AR,
SRR — R 45 B L P S5 CBE

5 RERITIERTYL

HAR Wikstrom!" VLA T — Rl 2, AE I MY
(R HARSZEL 5, (2 Peng! VR B A AE ™ 5 22 45U
I, FFHUE AR R AT BT ik, T
BB A T AR P BUH THEW R R Ry, o AT

BORH T 45 Groth iE B B 1AL 4 A S BLAIE
()R HVAPE R o v (R TR BE UE B P
T E Groth (1[I A& MRV MY 2, P

NRE R 7 AR N P,
FIFAEW {g.2.p. (@)} (UYL KR
Ry o {82y, (G vV, (UYL RRIER P RIK:
WEH VAN, (0,x )FVE R 7 728 P I
(witness).

PAY Z (A AR A B AGE W R an s,
L, Bz, TER 2 DN ITENINEIEE H O ¢
B

$B 1 PR, d,d, ,d,d r.d, ",
d,,r,r, 13, V€2, , FEHE

D,=g"“, D,=g"

c=com( z(l),***, m(n) ; ¥)

ci~com(—dy,***,—d; )

u,=(I.u"e"

V=15 e

Ci=com(ry;ry), Co=com(dy;r;)

Cs=com(ry;r3), Co=com(dy;rs)

WRIGPRD,,D,,c, cals VaCi,Co, Cs, Cy KIE
2RV

TE2 VR, e Z,, RER e, RIE
EP

TB®3I PUH

f =t +d (fori=l,, n)

u, = ([T u)" "

v, =] v e

RIGPHE £, fu, MU RIZELHV .

PB4 VI deez R+ Tl =
c*c, com(fy,** £;0) NEINIBITIML B, , &5 VI
Ae M1 P ISR 1 A H A RIRLS P o

$ES PUH

p=Ar+r,

¢ =c’c, com(fi, ** f,;0)

=com(Az(l)+1,, =, Am(n)+1. ., 5 p)

RIEPUr, p, A+t M NEIIEY]
L e, , ¥ 2, W 2 RS H AT RIES Y

BE6 VP, M3 RALHNERESLP .

TB®T PUH
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f,=ew+d, , f, =er +d, , zy=eritr,,
f.=ex+d_, f, =er, +d,,zy=erstr,,
RIGPYE £ [« zus [on fos 2o FIP, [R5
4 A HHH RKIEL VY
YIRS vk 3 K.
1) W55 A8 B Sl B AU 2 &8 T 1F
S z, M G;
2) Wik 2, P RSS2, PHMCEK
3) BuE LA &5 U TS T
AT I TU/ U, =" (1)

oI wardluy v =¢" 2

z°D, = g

D, =g"

C/C, =com(f,;z,)

C;C, =com(f,;z,)

PLE 3 RE R, v 1 50, vie
i 0,
g T P, KA HASEL BT P, W
SCIGUEF AN PVRAME, RIS 25 O ek RO
AU Fiat Fl Shamir £:75°, 1RA 54 B, o0 Ik
AEHAIEW]

6 T

6.1 SEGEIERRR MR

EIE1 5P, R TS B R
Ry, IS SEEGAEF A PUE I PR, BR PR (ot
PEEEAN T CDH(computational Diffie-Hellman)[r] 8,

JiERA

e K P IR N (o R EHe 7,
NI (2,2, 9, L@,y (UYL » HIEAA
P, IR7 S e b

PRSI AN f W N T iE P, 1 2
KUTHA SO A Sy, Her, SO N R E At
ZH(g,2,, vV, AWULVYL) - Sy AL
WEHEASH, BUSHEWMA . B4 TP,
AL RS IR AE R A E, NI E ST B, 1
I8 S, FElgAE AN HIEFR S 7 4 F T AR i 2L
S AN AT X A3 (A8 B UE AR . S, Kk
FAE SO A1 S2 (1 TR -

Sty AT B B BAK T E N . Nz, PR
JF t,t, ,Ae, U\Zq HAT I S S, K1, 13,
for s zunfis fys 2ve NG AR Uy, Var % =
com(0,*+,0;r), c;~com(0,***,0;r,), C;=com(0;ry), C5=
com(0; r3), & D, =g"z*,D =g"y*, C,=com(f,;
z,)C*, C, =com(f,;z,)C;"

é\

u, =" ([ Tu [ T0/ Uy
i=1 i=1

v, =¢" (117w v

] JE L (i +1) Fll " = c’e, com(fy, * £;0) M i
N, 84T P, TR S, JER S A S)) et
5

Sty AT E AN BAR T Nz, FAERR
Lyt s Ave, fio o sty T, Fo, F3, Fay fo T 00,
d,,d,,f.. &d=f-t,, c=com(z(l),n(2),",
x(n) ;r), cimcom(dy, dy =+, dyra)e 2 Cr=com(ry;r),
Cy=com(dy;ry), Ci=com(ry;rs), Cs=com(dy;rs)

f, =er, +d,, zy=eritry, f, =er, +d

D,=ghz",D =ghy” . &

Ud = (Hi:I Ui_d’ )grL ’ Vd = (Hi:l v;:’;))g"u

L > Zy=erytry,

4
u, = gfu (ﬁ u:,/Lu )(ﬁ U,If’ )—e U;e
i=1 i=1

v, = (IO 7w 1o

B A VA i+, Rl = e, com(fi, = f30) A 4
N, 1847 S, IK IR HHAE A SL) i 43

NS SY LA LS 2, fir i 2 )
25 B2, IRAGIAUE S TS24 H#L Al
HvmsiE. Lk, s 5HESL P, M ARLL,
bR T S, S sy, FoAhE s FAT 58 A A [ (0 H
3. W BAA 2 W R B P, K
AFH FERVFERIE T S, 5 2, iy X 3
SR X . Kk, S5 P, (g EANATX
a5 R Sy 5 S AL, BR T ¢, ca, C1, G, U,
Ry, , AR HEA e AR 0. T
Pedersen 7K % BRI com AT TEAFHIBRGHEDT, DM
Sey FISS W ¢, g, Cr, C3 RT3 (1) 11 SS)
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e PR S5 A2 ] IE Mix-Net Hpill ©23-

Ua Vi NBE G TAEIURICER, U Va £5 532050 504 s
ES Ty 1, RN Z, TAEBIITTER, UsVy [FIFE
G B35 A, Bk, SRS B 2o
ANATIX A3 PR B AR VR 5 UE B a2 B (hybrid argu-
ment), S 5 B, FHHEATXS, S kT
P, VRIS R N S 30 UE 5 2 VR M TR 0 T4
fattk. Boe A HEA 20T RE ) HIEN]
P REREAE AN FTERL N @,x M 7 (R 5AF T BT
ERWITH 1,1, Ae AP, T AE A 2102
HAUEWAA . FHAH P ST E.

P foes R S =1, +d,
(=1, ==, n), Hrx 5HEERA c PEBE 5
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