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Image Block Encryption Algorithm Based on Substitution and Scrambling
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Abstract: To strengthen the security of digital images, the image block encryption algorithm based on substitution and scrambling is proposed.
Firstly, the original image is divided into sub-blocks, and bitwise substitute operation is executed for each pixel in image block; then by
adopting uniform sub-block scrambling algorithm, each pixel in image block is fully diffused to other image blocks, and pixel value is scrambled
for each image block by using Fibonacci algorithm; finally, pixel position scrambling is conducted for the whole image using Fibonacei algorithm

to eliminate spatial correlation of the image. The experimental results indicate that this algorithm can effectively doing encryption and decryption

for images, it is able to effectively resist attacks of shears and noises, and offers better real time performance.
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Fig.1 Pixel substitution in image block and uniform block dividing
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Fig.2 Image encryption process
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Fig.3 Diagram of image sub-block
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Fig.4 Contrast of scrambling effects
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Tab.2 The number of sub-blocks versus scrambling degree
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Tab.3 Correlation coefficients of adjacent pixels
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Fig.5 Anti-shear experiments results
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Fig.6  Anti-noise experiments results
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