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Regular expression matching technology with two-stage memory 

CHEN Shu-hui, XU Cheng-cheng 

(College of  Computer, National University of Defense Technology, Changsha 410073, China) 

Abstract: To solve the contradiction between the memory requirement and the inspection performance, a matching en-

gine with two-stage memory was proposed for the first time. To deploy the state table to two-stage memory, theories of 

Markov chain was applied to the FSA. By computing the steady vector, the random access probabilities of each state 

could be obtained. Further, the states with higher probabilities were deployed in the embedded memory of FPGA, and the 

states with lower probabilities were deployed in SRAM. Rules in L7-filter were tested in simulation experiments, and the 

results show that our method can reach a throughput of 33 Gbit/s in large scale FSA, which is 50 times than that of ar-

ranging the whole state table in SRAM. 
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Vn#op DFA� q# NFA� q# FPGA$%q# SRAM� q# FPGA$%� 89rS/(ns·byte
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) ���/(Gbit·s
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DARPA99 228 370 907 9 020 615 202 893 878 34 497 644 85.46% 2.81 25.60 

CAPTURE 2 057 804 459 84 666 639 1 960 267 851 182 203 247 91.49% 2.16 33.26 

 


