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Abstract: In face of confirming user communication relationship in anonymous network, tracing botmaster and detecting
stepping stones, traditional intrusion detection and flow correlation methods which mainly rely on passive traffic analysis
have shown many drawbacks obviously, such as high space costs, poor real-time, low accuracy, poor flexibility, fail in
dealing with encrypted traffic and so on. However, the active network flow watermark(ANFW) which combined the idea
of digital watermarking and active traffic analysis can overcome the drawbacks above effectively. ANFW has aroused
extensive attention of scholars at home and abroad. Firstly, the general model of ANFW is presented, and the classifica-
tion of existing proposals and roles involved in ANFW are summarized. Then, several representative ANFW approaches
using distinct network flow characteristics are presented and compared in detail. Finally, threats against existing ANFW
technology and their corresponding countermeasures are overviewed, also some future research directions about ANFW
are discussed.
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Ik, BEE Internet EAEX IR RE, M4k
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PR -
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FREZ PN IAEE . LR ANFW HLI &
LN, e Ab 2 H—Ay ANFW 7 [ 44 38435 B 2% Tor”!
N R, W 2 Bros.

Tor ;& —/NMFEILH , HBIFEZCLE H# OR

Kiki#Al
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P AN R AL, DMER S A K ENE B W, 1%
WML Tor [ 44 1815 W 4545 iy J v] BE 2> B0 M 4%
Al. A2 5 A3, IINHEEAEM LS AT. A2 & A3
BT B ) ANFW Al 25 25 08 18N AS W 11 3 2F
AT 7K BT SRR A E, 5 A I A 2 1 K B A B
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D AR O B RS A A B AR AR, LUIA
BB IR A HIBER . MEAh, WA ANFW
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23 HEHEZAE

ANFW [ [ (1) 3= 2L £y (008 F8 ANFW R AE S
B N ol R =L, Wil 3 . ARSCHR
P CATWFSE SCHR AR . ANFW J5 B K W 450K
M2 22 4= IR0 41 BEKs ANFW I i) 1) 32 35 43 (0 R 4%
a2, ke BohdE . SR, WEE LR
AL S R

B3 K ANFW 3246

BB nl 3 h 2 98, — SRR G RAARAEH]
ANFW SR BRI A5 9 2% Hh IEH R RS A
AN GY, W RS ARGt EREGh
A DA ANFW EORAEWCR BT KRG8 S RO ,
AR ERSCAR T DG AR A ITRBIA B 44 38 45 3%
eIk A TE, O i St F Al 90 20 Mo R n] S
B IO RO BRI ANFW O H bR
NG, W 2IBIAE N R BRI R G AL
s, WEEARMGE, ERIT MR OF
IENREIESOPN SN =Y SE DR Ci2 3N PN E
ANFW BORXX L5 EH LA BRI, Hiik A 5
AT SR — LB R T B W 7E I ANFW 2
TR, DARSIRERT TN FIIE B .

W3] R AR R 2% rh B SRR 1 L

—J7, A2 ANFW FERIMIIRT X S, ANFW
AJAE A ) BT 3 % 5 F ot AT AR N stepping
stone'” {8 7 EHUPIE [ —FhEEHARFRG 5
D7t I P EZRH ANFW BEARSK A &
B4 T U5 i) D99 285 SR SACURE P B SIS PR m) S 47k

W £ B B AT R ANFW AR 2 FB B2 BT
3 I B 3 P A A TR 28 AR A R AT A
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AT N [, WA A7 M E RIS,
L% RS HEAE R, DAR EERIE Ji 5 2 (1) 9 2%
NS T C1 e VA UG TR RS S
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3 HAEYFEE MK FKENEAR
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O 265 37 14 26 15 4 2 A 25 TG K IRARFAIE R 284K 56 1l
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TRERE RS o IR IE X R I AL, PR 7K B2
Mo ARHEALT FHANRI K ENBAA, W TR E A a2
] ANFW BOR LS FURud AR it L TR
G4 SRR B 13 s 1) B B 23 SRR A 5
3.1 ETFIRERSE

2R 7 V2 A 0 JE AR 2 0 IR UL B2 ) ]
AR T B, AEZKEE S W IR, i —5&
FR) 3 V2 A i T B I ) B T R i 32, DA
AR ENE JBAL wy (1 80, AT I8 BIHE 9 4% 4L ik
NIKED W BT H 1)

Yu %524 CDMA JoZilf5 R i8I DSSS
(direct sequence spread spectrum) HLHl5] A% 5)
RIZg KN, Gl S o, 575K DSSS-Wo

-1 1 1 -1

- -t o1t -
' . RIRES
L i
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-

i i 5 o
SRR
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DSSS-W {153 5 1 LK () S A5 5
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W w
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wi N JEARTK B Ay w; 373U 6 R AR 7K B 5

HwP=(wicr =+ wicw)s wic, FEEEINTHN Ty

AT Z(S)FE Ton I 1] PO T8 A4 HEAT W 154
As, LN FE(S) m UREITA] SE SO B wy (16
AN PRI EME AL AR A TEARTR,  ATiTa] 58 B
HEASIKED W HIHRN o

T.=wc,A+S %)

i, SR TR, T, H7KE WARANJG
TEZE, 4 (4>0) KNIEE.

Bl T B IR RN R, WE(6) TR
(6)

Horr, 2 A id e WS AR AR R R e AR S
RS AKED W, SR il P AT R, ERR H 4y
B SEERT R, #E, R 5 PN iR
JEIT, (), JFRAMREIER A IEER S 2C.
I3 S I FH BT B PR SR A A AN oy, TSR
JEU A SR A K ED W

R =wc,A+S+z

R =wc A+z (7)
T =wc;AC+:zC (3)
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RIS 4
: D e |
C |pN|i : A i
il | i |
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AE SR — 5 |
R Y !
R 1 g '

Internet

- b
. Do 7 i l—

(@) P=AE RN (b) #: A
6 DSSS ZKERF= A ik AL R A

Kl 6 45T DSSS-W J7ik kit 1,
(1) 715384 SCHR[28,29]55 -

ATLAE Y, SROVER B 2 M, Bl R
Iow P9 Clon PRMELA 245 RV B MR w/P=—1 81 w,=1
AR IEI IR f; 15 % Bk s s B T g i, P
TEU £ PN s Hk, BRI TIBER 2N
(FIBE ST, XK ED W Al A FH — 20 A [R) HAH DGR/
PN 42 37 J& g — AR R w2, Hsixss P Ty
LR, o iR AR w2 R 5
DX o AN R PR 3 o

H T VA e — 2] B, JUEH T
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TR IR A R DR 1 N 7K B A IR 8 7 97 3 2 (1) i
JEERE 30 - 5 1k AR AT AR RE A, BLORUE JIT ik A\ 7K
B B, b 3 B 2 I ) K A RE AR
TS B N BE H AR s 5 a8 0715,
%R 7 EAE VT BT BE K N (R 7K ED A IR AL A B
A, BIRTHRNFRK ENE B W I 1A, X
H T K H DSSS JEHE — A7 J5 46 K B wy 750K m
RER) w® A AREG S, TS BN e
B R K B AL o8 o AL AEIR L $13) .
W 23 It o gt B A (R PL TP RE 059, R PR A
SR, HH T ISR TV A DL RS I ) A R R I
RAR NP 7K B AL IR, 1T I 6 2 00 AT 25 A
Sy T SR AR R A AR, AT A K ED
FREMEUIKE, H%&SEURIER. o, H
TAEEE L LR K BE BT R AT ] — PN fid, 3L
Fibric it S0 A ALY, A DSSS-W 280712
W% 5% %] MSAC (mean-square autocorrelation)
B,
3.2 ETiRASHEEREHE

A ANFW & TR 28 N T, B
ANFW 7Eii R A KEME B W s, K057k
TR N 43 4H [RIBE I 1] IPD Cinter-packet delay) 1
/K ENAEAR, T B AR % 2 A4S TPD 8 IPD BI{E K
7Ny RARANIKEE AT wy, SEILUR A 5 71 KED W 1K)
H .

(2k-1)s 2ks  (2k+1l)s  (2k+2)s
| -~
[T I ] ipd
(- - —J
L S N N
PN AN w=0
NN NN e >
AIRY '.‘ A N w=1
I ip P

|
ks (Qk+l)s (2k+2)s (2k+3)s
7 IKEILL w iR TG ipd 55 ipd” BRI 2% &

Wang ZPHRH THT IPD 1) ANFW J5i%
WBIPD(watermark based on IPD). 1% J7 ML
KAk 2 MR P Py THE I ipd=t-t;,
45 650 0 P AT Py 313K R T I 4 rh B SR I
Z, FIHRO) A (10K AL ipd BIME N ipd”, WK 7
B, M SEKED Wik Nk R

ipd” = EM (ipd W ,s) = [q(ipd+s/2,s) + A]s 9

Az(wl. —(q(ipd+s/2,s)mod2)+2)mod2 (10)

FEg A FH X D)BEAT K B AR
DE(ipdw,s)=q(ipdw,s)mod2 (11)

Hrp, s HEMAK, KEL g(x,y)=round(x, y) &7~
5 x el

H T $E P ek Ry, IR K
(12)F 2 E s 5> AR ipd VY ipdiye KAE
DT A ipd, WIE 8 Fo, m ATk FE I Ed
SN EH .

. 1<,
lpdavgz_zlpdk (12)
mio
m m m m m m
“lipa | g, | “ipa |t
ipd, , ipd, , ipd,
RN W, AW, AW,

8 H4 nbit KENFLHKAN n DA ipdaye

MR FERE, WBIPD T4 b i i 4693 44 ]
IPD KAk AIKEME B, 5 DSSS-W AL, AN
WHBRAVETE Nl fE AL, i WBIPD RER FH T
(e, T ELAE T i N B 2 (/K B BAL, R
FWRRAHOKEEE W RS (Ul T
Py W] 5 5 FH G2 XK A7 A H 40 4, 25
P Sk 8 P Kt 0 L (R RE SR S 3R AT 2% 5 1 i AR B 52
B A R PR O

% WBIPD [, Wang 25575 5 4:015¢
W LB B SEIN S 44 VOIP FLER AWt 4, 41
H—F LT WBIPD [¥] ANFW J5i%, 207755014
— 35T (R 2 IR IR /B8040 5 21 BT B 2 A 4K
Wi oy APy, =+, Py} FF 5 Z 0000 A K s o 41
{Prigy Porr gy BB 2r DA RI<P Py oy >, <Py,
Pra>, d (d>0) HHGH.

HR, WA ipd 6, JE¥IL 27
A ipd (EBERLSY K 2 41 IPD' A1 IPD?, H|IPD'|=
IPD*=r (r HILRSE, 0<r<(n—-d)2).

e, WM Y, W,
ipdi'e IPD", ipd*e IPD*.

v, =lpd —ipd2 )2, k=1,2, = (13)

1 r
Y ==Y, (14)
L
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19 SCHR[3 1] ik s on il

T Y, MM RR AL 0 BT 7434, 1
TEXFY, IR I B a0k LR Y, |, BT
JIR AT ] 3 A (R0 B o T 0 A8 —a B a, W)
FH AR AR LK ENRE “07 B8] “17, M 58 ok
D W IR o P19 i I R A — AN R Bl
Horb, r=3, d=3. %J7IEI A B) RTAT FEPY, xifse
I P2P [ 44 VoIP HLiE IR 25 1EAT TIEERSEE:, IS
TR . BeAh, ParkPOE AR IR R T
A H T ZABLIY IS N R 2 K BTV

LRI 2 BT IANR, R s R T AEE
IKED RSB kg A TPD! 40, S ep it R gl A2
Houmansadr 25" %111 RAINBOW J772, Ji B 11 €]
10 iz« RAINBOW S5 KA f7E TR ZKED W i) 7
BRI R TPD A, Half 0k 425,

IKENR N 5+

1) TR A BT IPD 14 ipd;"(RI I JR 46 TPD
i), JEArfil4E IPD S JE

2) L (15) K X (16) 14 sl g b B ipd,”
KFIRAKEN W HIAEAN K EIAL wi tiRN, Wi 11 TR

12345 134

IPD ¥

e ke

K 10 RAINBOW HE7Y

ipd!” =ipd! +ea,a>0 (15)
+1, w =1 (16)
e =
Yo, w =0
K BRSP4

3) MR HIR A BT IPD {8 ipd/, IF
K Y={y}, HH y=ipd/—ipd;".

4 RO Y 5 EMNFYE MYE), 3L
i, E={ea)}.

n
y.ea
e 2

[l J(Zy}[ZJ

A5 N(YE)/INT- 1005 v (0 BRI, D050 06 >4 i
WAL EIKED W, 7505 TPD $dh e rb HoAth i i) S 4
IPD 7ELLER, TERIDIR )P 4).

A LIEH, RAINBOW Hiff#&—A~ IPD Ein]
FEFH RN wiy KEME B & 58 AR T IPD
HH, HSmas BRI TR MR, KEE A
EALE TR XA TPD T IE R RN, R
Dy g, BAMP R s A B R A2
JR 4B IPD 2503 decoder i f HU/K BNV S IIHEAf
P s HEE R AT H 43 RAINBOW 71 ERER VAL
AW AR S B CURIIE R TEVOCHRINT, AR
JE VAT I HH R KBNS Bl LB S8 R 2
26 CALAEWL IPD Il s AT XL, BB 0 7 i fa)
TEAY, M DL SIS 5 1R 2% B 9, BRI T 1%
Tk s e

N(Y,E)=

a7
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ipd, de ip% i)pid

~Y

~Y

Wl=v 4&0” w= “1” w= “0”

Kl 11 RAINBOW {ik AZK I w; (3 7%

3.3 ETF AR B B HHE

A BN AE B 44 SR 2R 8 8 e Vs n £
#5534 (chaff packet). 7 #HH 4] (repacketization).
Oy E S N IR A T N BIR OK L,
ANFW 2 A O] T8 {75 109 2% Wi 7 2 PR A vk, %2805
VRN ELIN 0] N BEN LI I — R B, 3L
Sy EA AT ARSI T IR, BRI B Cinterval),
T T AR A A A IS BT A B 2 2 AR N 221 R
IS A RSt 7 ZH BB R AR N K E WP

Wang 5P LTI BRBEL K ETRLED ICBW

(interval centroid based watermarking), Wi 12 Jif

7No ICBW 58 ULE G I ZI I BEH LW S o(0>0)4b
FHGIH—NIRIBE Ty 2080 20 KRN T I
B I(i=1,2,++, 2n).

Hevk, MO8 TR £ i ity , o
mi N I W IR 7 UK AL 0 LR
ANEHE oy R B 1R IR A I TR A, IR Y
Ao Afi

Cent(l,) = ZAt (18)

T, ¥ 2n A LWL 4 F1B 2 4, H
|A|=|BJ=n. VIMEE 1WA« B "FAHL r ASIFER,
HAe(19) K Q0)THE L » AR T A, F1 B;o
Hr, IAi,j Al JBU SRR IR wi I 4 4181 B 4
JIEHRI) r ANIBRIOHE j A, N RN R

L AT s 2 A K
3 1[NA Cent(IA )]
4= (19)
N

B =" (20)

<

=0

5, T YA B RNKIFREACN 0 R385 5347,
Rk, AT, 4,58 B3N a (0<a<D) f Y, FiliRM
RS AR N a2 B—ar2, DA KRR K
M5 AL wiy  ANITTTERE wi RS RTHR AN o

ICBW I FH34) 5] 43 A1 Je BT ok 18 38 2 ZH I R Y
A EAE 23 2 (R ) O A Ktk N — AN KBRS B,
RS2 2l A . Wl WA SRR T
R LI B A B o A B e 2, T RRIE I N B
200 SR D B BRI G PR 25 SR IR B2, ARAEIK
EE B I IERAVK S, HA R i, seuegh
FABUE] T3 5 HOKEE B4 f L DSSS-W 2K,

~.

ANALH AB4
T, n nMBZH
_________________ fit Bt bR
Wikss MR BB I I, h
1 I I I I > 74 B
Y y '41 l_v_J . 0,1 I“ |
{ﬁﬁo T T E}J{)\Hﬁﬁ “y”
f52r 4~ BR
L N A IB
H/I\A ?ﬂ 2, /\H. H/I\Bgﬂ ot o
SIZ RS nTHIER S |:"> """""""""""""
’ \\ __________________________
i 4 4
1 0 ]‘,B Y 1-10 / ,ﬁ 0
1‘.,1 ]‘If ]/L‘L() E?E)\Et% '«]!7 I/f;m
. HZrETRR .
[1"7 " \ 11? 141 IB

& 12 ICBW J/KENH AR J5BE



+ 186 ¢ wofE A

Eixd 35 %

5 WBIPD #%4, {H/NT RAINBOW J7i%; 4R,
ICBW 5% 5% 5% MFA(multi-flow attack) %",
RS2 ICBW A B 1 22 4 it b AT X LA, AT
DU ST RN [ 7K N L W7 1R 2R 5%

EEXE ICBW (8l s, Wang 25224 7 —Fp]
LT MFA Bt (8 XU B /K BN FL I DICBW
(double interval centroid based watermark), 41| 13
Ji7~. DICBW 5 ICBW X4 T

1) 455 4,81 B,Itf, DICBW Bl IR 1,
FILP, AR g R A0 HRF B 7 = B L3 B B

2) MHRQOIFER B Hori, Arf, =
T-Atl, o At B AR I PSR ke A 2341
PEESHT IR 1P AR E W A B, NP M EBR
I B AL

A NG
2D A
B = J=0 k=1 Q1)

! r=1

NE

L]

Il
o

J

JKENME BT w; R AL FE 5 ICBW J5 2548,

S 25 BRI, 5 ICBW AH EG, DICBW £E 3T MFA
Yl A sh, NATRA . 0 B2 i AR s

D7 A B AR
14 » I I
i o o 1
T e T . e
SR N S L el o
A A ] a1 ]

(a) ﬁ%)\j‘ﬂ]ﬁjﬁ “+1” (b)ﬁl"(J\*Eﬂl:h%? “«y»
13 DICBW i AJKENAT i FE

SRl 5 MSAC #1 MFA Bgiti, Luo 2B
¥ ICBW 5 DSSS-W 454, $#&H T ICBSSW(interval
centroid based spread spectrum watermarking scheme)
J5ids, WA PN R /K B A w; 38N
w15 DSSS-W AL, w” J (K A it
VAT 2 ST, T2 ICBW Jy ik (1 i 4
IR} B 50 25 SE B . ICBSSW 44 7 ICBW 5
DSSS-W AR 1, AMNEELE [F)— 0 48 747 s AT BRER
ZANGL, 1 H BT R PN S Rbr i AN [ 1)
Wt XL R 52 MSAC F1 MFA Bt (145 50
AR AE S I P K EE A, ARG
BegihE, [RIRAEROHRTR A W El AT
th BB R . (5 ICBSSW it FEAH R T

ICBW H1DSSS-W LA %48, Iy th 222 — 44,
55 ICBSSW J{BA) 513847 SCHR[32] -

5 ICBW, ICBSSW, DICBW A, Pyun %557
SN IBW 7K ENEA T SR AR SR IR B 1 A
Ly "PEAE 7 HEH RN KEME B wie IBW A
load 11 clear 2 FIIEAEENE . load HEAE RGN 1,
I T A 50 o 2EL B SR B B 7, N, 1T clear £R4E 2
KB L R AT s oy AR R L N e 4 wi=0
I, XS RE 7 A B 20 4304 T load #24E,  [RII X
IFBR Ly B2 HIEAT clear #:4E; MR, 4 w=l
I, XS 1 ANBEAT clear #:4%, [FIINAE Iy BEAT load
el o A EGIR N 2 AN K ENE DAL 22 A I BRG]
FEARPGE, NARIE 2 NS I BR8] 22 /DA
—ANBR, LEBIRSEAER . BIR Pyun SEAEED
AT RISEEG PR T THUER] IBW 5 5 i[RI Bl A0 43
H TP B Tt H Tz ki i
A B P A 23 2 38 H SRR AN IK EDAEAR S, DRI
LA BRS INWE £ 4 o AL i, 1 HAR A 5 1 %2
MFA Hifi,

4N, SWIRL ( scalable watermark that is in-
visible and resilient to packet losses) " LB %1 T %
— I B E AR K BTV o 1TV U ]
I3 B TIPS, s — IR RS H ) 2 AN I B2 [
565 U435 v 44 49 base interval £l mark interval
T /e base interval A H X (18) v 55 L 1 B 5 O
Chaser FFAIHFEN A NG Crase Fe 2 A — MRS
AR E ve HIK, K mark interval 53 Eh h
ARG, BRI 353 m A slot,  FFAKHE
h AT IR v HE G ER B T IRIRE ks Y —
A slote e, KRS TG AR L T slot Y IK)
s o A I IR AR R B Ik slot Y
T 58 K EAE B B RN o SRR 25 K
5 R AE R RS 1R 4 0 ] DU 4 4 &
v WEERLBN TP, ReAT A3 MFA Xt | Tor
S E 3 T I (E N T B L B URE WAL= U e
SWIRL KA A ZK BN L, JFKe b IR v b5 3L 5 2
IS )AL AR 470 BE B AT T i SWIRL HR A K BN
B,

BRATH] ok 3 SR RIRFAE AL, AT W90 2
TR TN o ALEL R R AR ) ANFW 5 vk
PROFW(packet reordering based flow watermark-
ing) . A3 ALIF R M A ALK P TS5
i TCP 75 . IPSec R 4 41 19 IE &



%7

FRRZEAE: ) PIEK K ENEOARBIT STk <187 ¢

(authentication header)Fl142% % 4> 3 fif (encapsulating
security payload) {17558, 78 HAREFIRE FA
R o H IR N O A 4 IR 5 B A —
B A FLTIS . PROFW B 50K KED W B1E R
k NERFES) A, Ak A4 TRIEEHES S AR RS B
i CW,——X N, HiXEE CW; (A1 2 20 Re i At —
PBCHFE B OC R RJa, EHELT % RD(reorder
density)=RK th A 5 E W ELFAT N N % Cws IR
MEZ Pro dih s IEFERRELLL Py U AP e 5 A
IR A PR Cw AT, LSS iR A K
Bl w. WNIHJRBRE, BEARIZITEREE CRuEs o o
KK EE SRR, AR EON S K ds 4
IR A BE IS B R FIK BN A&, ANIEH T35
s M HAR RARTE N XS A s 432 . Bk
o3 AR R PR g R 2=
3.4 BB FHMERIKENFIEEZEEXTLE

HI T H AR T W s 35 J2 A A% A 2= 2 B AR
KPER ANFW D732 0RO JBAR K% B IR0k o
T S B W b AR X G T B Y 465 9L 7K B O VR R
R AERFFORI 3 B SCHR 88 B 57 SRR 45 R 1)
S b, AR R BRRG . AKENA R BRAIKED
B FRTERE 25 T S IOK B P 3 2 2 E/AE B P
TR P N S FH R S5 PO FR BR AR AR E 6] I 26 gl AR
ANFW J7 VAT b, ik 1 s,
3.5  EFMLEFTKEN A B i B

AFNW B A S 2 18 o 1 2 38 [R5 A K B ik
IREME R, X EEK B BAM AR A W 45 il 52 %
PR R THmARTE, iy HAR 2 ok Bk 35 8 SR
MERERHAR, Kt AFNW AR BTG ) 22 4=
M ER E 2 AT

1) WM TN %

B N K B AR 22 0L A5 W 45 4% 4 2108 H
(193 (4 3k R AN ] o G bt 25 0 57— SER ZR T, O
SHKENRE AL . WIEIR RFEAUOT N IE®. 4
By El. pHEMH. pAEIE DPHER
AN, ST DN 2y T OK [T A 9 4 A 5
(01 EAREEPEN, 53—y TR AT AE S Mok
it AN

2) JKEME B E BRI A bR

FEFR B EEATIEATAT ANFW R 1140715
T, ik 1T B2 R B ) P 2 i R A A
IR BN IR, HET AR IR 8RS BRIX LE /K ERfE S, LAk
BB EE AT, %Xt ICBW Al IBW 7K EDHL I 4%
IR DSSS K ETHLA] RS2 L R [ i
Bt 2 BlK EHLRI AR 21 36 2 Mgh T 24
K ML 52 11 &P Bk K 7 48 it

4 RERMRAERE

MHTR N ZERT A, BRI K Bl 5k
] N A0 W9 28 22 R BIF 50N B3 AR G, W ik
W 2% 2 4 AR — T B L (RS N A RV AT )
[ E 57 NI = B S D D) o e e E B L R =8
Bi. Bt S, BRI AR 1. K 25k
B, EBNEIK EIEARAIIRAF AR 7L ) {8 AR AR
filele, ANSCINA A JE T AR 5 T I RHE TAE
4.1 IRSFNLE AFNW A48

1) Bert SR i R P AL, DARRAR /K B
REUTT AR A 285 T 75 I 4 g A 7K B A SV
IR . — FIEAS 7 L IR 7 V2 A2 A A T [F) 2
) SEARP e e B AT ANFW 5 SRR R B HLAR,

*1 BLR) ANFW F5354 s b
Jivk (S PINEIEZS I 25 P4 PRI P NW/BW T ST
DSSS-W! .8 8 SISO 'S SISO |8 SIS iS1S* SIS 2 USASISNs BW FFe Ao e ¥ Fe e K e e e
WBIPD"! .2 8 SAOISIIINE '3 3" SUSISTINNNE (2 2.0 S SXINNNE 22 SASISN BW 8 8 SRS Fe e ok ok e
Ref.P!! 1.2.2.2°2" 2 "SHNNE 3 2" SUSISTINNNE 2 'S SASISIINNNS 27278 1SN BW 8.8 8 SUN 8.8 8 SO
RAINBOW!™  Jokkkhdr  hokkkhkk  dkokkkk ksl NW 8 SASASI Fe Ao e Fe ¥
ICBWE FhohkYede dokokkYed kkkd e kokokokdedl BW e e ek ok e Fe e ok ok e
DICBW!! dhok ok ke dokok e kkkokdrtr kokokkokl BW e e ek ok ok 8.8 8 SO
ICBSSW! dohokok kA kA Ad kkkokokYr kokokk el BW e e ek ok ok Fe e ok e e
BW"7 Fh A hohok Y ed kkkokok e kokok el BW 8 8 SRS Je e K e Fe e
SWIRL! KA A hokok Y kkkokokk kokkkokl BW 8.8 8 SUN Jede e Fe fe
PROFW!*! FAR S ke kkkokrtr kokok el BW 8 SASASI Fe Ao e Fe ¥




+ 188 ¢ o

EjSd 35 %

*2 MAE T AFNW IEH R BFSERR
A B2 Yk 47K S ANFW IRy
A AEIR ALL N/A
12240 1) Iy 2 A ALL 2 WLICHR[54)
ESWD #1E!

FQZQ #™ ST AL

SWDM # 53!

N/A

MSAC ¥z 58

I #0524 ] L j
T 52 A i it LZPL £52

FET DSSS-W sk K H ik

2 WL3CHR[56]
N/A

MFA Hi#!
BACKLIT ¥ DSss-wk!
LH FgH* RAINBOW!”! & SWIRL"

ICBWP* & IBW"! & Multiple Offsets/Positions*'!

Z: WL SCHR[S7, 58]
N/A

2 0L 3CHik[44]

Vs ALL: =T AIBBRHFE . S AN B2 HI) ANFW; N/A: B 8t H A A7

40 w] AT F S A SRR B R G A K B L, I3l 2
AR RH A0 3t I T B i P 50 23 A A0 2 (R AR AL 2
TR s b BRSNS ik R
[R5 P B A S B )25 JEARPY, ek BN B4
AL, FFAERR LRI EAME DA Cl B i)
Ja AT gt ik, DA R B R P R R
T AR ) [R5 1 o

2) BGEIHATIBER Z M AR i aE Sy . BN
H ANFW  J7 V570 e i e e A R g 1 IR i 42
XTI IPD [ ECRME EAN K, /K ETARIC ) 22 450
AMUAEL LA — M 4815 8 (i OR. B EHL &
RAEMIE AP, 10 LA P24 e B vb -t ] BE T s
SR I i A0, K B R R DRI,
Wl ANFW 7 ZE N0 RSl f88E ) A 7 At
ANFW 52 BT s f A e (1) 1) 7

3) T ANFW X HIE N FE T o ANF] 2%
R Cin Webl® L B4R, VoIPI | Jerk 01148
TP A R S I [RVRRAE 22 S 3K, o B L XA
[F] 28 Y Ref% B Bk #6518 /K RS L g 5 7 20 %
FHRSEIRAKEIEOR, LLIRAMIAT ANFW J7 %
POE T 2RI, U S I s G
ISR o

4) Hi9m ANFW 76538 . $13) . s A FAL
ERZRETI R g . BEY: ANFW FRicitie)
Z A~ IPD 7R 1 A% i 1ok 72 520X 28 PR 25Tt if kA=
AR, HCTT AT e DU R R 6 1E i T S H K ERAE
I, IR BT DR 20T A 7K BRSSP S 4
A2 VO o w] I KBRS B R IR TPD JUAR
. SEEKEME B AR T X CUn iy 55005 28 S

ROy 8 1 P SR £y 2 B I ) L

5) $& K B BN S5 A D 3 R 1 S A
IMAH) ANFW 7 535 B G /KBS BB ik 5
R, AR R I B TSR S AR o AHAE SRR A
SEIHPE R A ZIE, REIETE PR PR A I RSk
I PR s R AL I 5 B 5 I 28 S 2% () ANFW 7
Po RTUERIE, — 7 ZN ANFW SEA G
HATSCGAL, I TR T A S Sk [66] 77
ZLEKs ANFW SyRA 4 AL ol [ 14k o

6) TRZHAL ANFW HLH . BB s A H
BER G TN IIAT ANFW 77 2277 A5 (R I 1) 7K
B B AT T 000 L miaR, BRiGaE O ANFW
T SRR AE AL, BT AT ANFW B 42
fif P ) JBGRAR 2 — o ANFW ST 76 W 48 B AE
Fb Rk A B, PRI ] 25 FE Al 8 — SRR A 1) 15 S
e O7 0% e B A B AR 7O AR FH A AR 5 X 2%
WEFIE L, DU H 1 ANFW 5 %
4.2 f0E ANFW #BXIBEHR

1) KEDAERMFEREA, KEABERET
ANFW FJ H st e ik 45 7 15 DI RE T, 21 &
ANFW PEREEEIR R —. HATZH ANFW 7%
A I N ARG TF Bl S0 ke 4 K BN A, A
PR ZE, AR T 7850 K ANFW TR 1% 1. K
W, BN AN ] ZK BRI A 5 G o] 3 7 S 580 43 2
BH . ARSI, A 5K E gy 08 2 R R &
CELTIBCARY, DU R HLAS I B B 7K B2

2) [RIZEAKEN N VELEA VPN A . PR %A Y
A FAIZE ANFW 5 I8 E i S 1P 4t ™
B AREIS VAR, o) ANFW g



578

FRRZEAE: ) PIEK K ENEOARBIT STk +189 ¢

FORRIA A S . — P R TR 1 A
T VPN b (T R, AR5 A ST 25507
Wik ClnE sy brid. Bls o e bk, B
BIVEIE) XAt i Fe bn b AT MLk & DUAE gi &
PRI,

3) JKEIHLH 2 A5 gAY . A S E K B2
SV T IETY, WIS K DAL e 44 S A
B, DLV ANFW BLEIZag900), Il
F TCSECY? 2 A5 g sfimgs, 5 F 1 P AN
{140 099 26 1 FH 75 3K 5 AN 7 22 A3 () ANFW 7 %
43 3 ANFW ZBE 5N A

1) ANFW HER SHAGHHCH L RG-S . B
FEUHAT K ANFW $R 5 IDS/IPS. [ k422 4= 3
geasty, DIRANIA %24 RGN 4 N 1R 1B
CUnmT & In 2 B 5D REJI T IIANE s WFFUSE
T 2 g PR K B AR A, o] A S SR 73]
(53T R IET R0 ANFW JfifF, 545 7E
J 25 45 ) ANFW BESAHRC S, R P U7 Web
k25 3ok Rt — b 2 1) e A HL . WIFST ANFW
FEHCAE F IR I S BERE I L1038 S A B B
FARUSP I 1) 0, DL R0 i M 2 Bk e, 7k
YRR A NI R AR BNV H Y.

2) i ANFW [FN V. B Internet &
JEEZ e, R ANFW oA ] i b 2
Internet HK 2% 5 W 190 4 38 15 20 4 2 5 B G 1)
WFFT 4. IHF9T ANFW  HAR Q] & BATRS Il 2
INEE L E W — Y H 7 & (10 2 A BRI (R
A 25 A i 5 B R A L il O, Ak
38 F T A s HLIBC TR S (1) ARNW 71k ] £
B oA e o 23R R U™ R4 20T 1LY, gt S T KO
Ir) AR D0 24 7k R 5 4 SR A 1S TK ANFW 5 %

5 ZRIE

T3 W 45 K BN A R H K B AR 5 3250
W 265 R AT S i AT AR S 5 TR e . AR B 4408 A
KA BB NI . B B2 = P ML B 2%
W2 2 AR N S PRI BRI s AN, 2
A EAT IS S SIS . LA ANFW B[l
FEARWE I AT AED 77 A2 SR K R A I %
CRIRAFIEIERE) it /K B N 55 460 00 45 5 T A A5
Tk, WPESZELT 8 MK ENE AR I SEA
H), (HAE— 885Gk ) 0 1, DA R,
JEILAE TR SR e M 4840, & BRI Bed F 4

e ZK RO AU E Bk 457 i, A 2 s IR
ANIWFFENHRZR o BilAE T30 W 4500 K B AR AN BT
PRI TERE, FLAE A T 1R D0 6% 22 4 AU o o g 7 21 5
B iz .

SR

[1] YLONEN T. The secure shell (SSH) protocol architecture[EB/OL].
http://www.ietf.org/rfc/rfc4251.txt, 2006.

[2] IPSEC WORKING GROUP. IP security protocol (IPSec) [EB/OL].
http://datatracker.ietf.org/wg/ipsec/, 1995.

[3] ZHANG Y, PAXSON V. Detecting stepping stones[A]. Proc of the 9th
USENIX Security Symposium[C]. Denver, Colorado, 2000. 171-184.

[4] BLUM A, SONG D, VENKATARAMAN S. Detection of interactive
stepping stones: algorithms and confidence bounds[A]. Proc of the 7th
International Symposium on Recent Advances in Intrusion Detec-
tion[C]. Sophia Antipolis, France, 2004. 258-277.

[5] HE T, TONG L. Detecting encrypted stepping stone connections[J].
IEEE Transactions on Signal Processing, 2007, 55(4): 1612-1623.

[6] ROBERT S, JIE C, PING J, et al. A survey of research in step-
ping-stone detection[J]. International Journal of Electronic Commerce
Studies, 2011, 2(2):103-126.

[7] DINGLEDINE R, MATHEWSON N, SYVERSON P. Tor: the sec-
ond-generation onion router[A]. Proc of the 13th USENIX Security
Symposium[C]. San Diego, USA, 2004. 303-320.

[8] REITER M K, RUBIN A D. Anonymous Web transactions with
crowds[J]. Communications of the ACM, 1999, 42(2): 32-38.

[9] FREEDMAN M J, MORRIS R. Tarzan: a peer-to-peer anonymizing
network layer[A]. Proc of the 9th ACM Conference on Computer and
Communications Security[C]. Washington DC, USA, 2002. 193-206.

[10] PASSERINI E, PALEARI R, MARTIGNONI L, ef al. FluXOR: de-
tecting and monitoring fast-flux service networks[A]. Proc. of the 5th
Detection of Intrusions and Malware, and Vulnerability Assessment[C].
Paris, France, 2008. 186-206.

[11] VLA, W as sttt , BOREmr s (5 W 2L L B A BOR [T]. 500244,
2012, 23(1):82-96.

JIANG J , ZHUGE J W, DUAN H X, et al. Research on botnet
mechanisms and defenses[J]. Journal of Software, 2012,23(1):82-96.

[12] HOLZ T, GORECKI C, RIECK K, et al. Measuring and detecting
fast-flux service networks[A]. Proc of the 15th Network and Distrib-
uted System Security Symposium (NDSS’08)[C]. San Diego, USA,
2008.

[13] YODA K, ETOH H. Finding a connection chain for tracing intrud-
ers[A]. Proc of the 6th European Symposium on Research in Com-
puter Security[C]. Toulouse, France, 2000.191-205.

[14] ZHU Y, FU X W, GRAHAM B, et al. On flow correlation attacks and
countermeasures in mix networks[A]. Proc of 2004 Privacy Enhancing
Technologies(PET'04) [C]. Toronto, Canada, 2004. 207-225.

[15] DONOHO D L, FLESIA A G, SHANKAR U, et al. Multiscale step-
ping-stone detection: detecting pairs of jittered interactive streams by
exploiting maximum tolerable delay[A]. Proc of the 5th International

Symposium on Recent Advances in Intrusion Detection[C]. Zurich,



* 190 «

-
o

pll

535 %

[16]

[17]

(18]

(19]

[20]

[21]

(22]

[23]

[24]

(25]

[26]

[27]

[28]

[29]

Switzerland, 2002. 17-35.

WANG X, REEVES D, WU S F. Inter-packet delay based correlation
for tracing encrypted connections through stepping stones[A]. Proc of
the 7th European Symposium on Research in Computer Security[C].
Zurich, Switzerland, 2002 . 244-263.

COX J, MILLER L, BLOOM J , ef al. Digital watermarking[M]. San
Francisco:Morgan-Kaufmann, 2001.

e, LIRS M. R R AR R AL, 2008.
CHENG G, GONG J. Internet Flow Measurement[M]. Nanjing: South-

east University Press, 2008.

HOUMANSADR A, KIYAVASHY N, BORISOV N. Rainbow: a
robust and invisible non-blind watermark for network flows[A]. Proc
of the 16th Network and Distributed System Security Symposium
(NDSS’09)[C]. San Diego,USA, 2009.

PARK Y H, REEVES D S. Adaptive watermarking against deliberate
random delay for attack attribution through stepping stones[A]. Proc
of the 9th International Conference on Information and Communica-
tions Security[C]. Zhengzhou, China, 2007.

YU W, FU X W, GRAHAM S, et al. DSSS-based flow marking tech-
nique for invisible traceback[A]. Proc of the 2007 IEEE Symposium
on Security and Privacy[C]. Oakland, USA , 2007.18-32.

A, BRARh, RWTUNAE. B AR ARG ) Bk 1) I S R AL B
IR AR M K2 2E AR (A AR AR, 2009, 39(4):738-741.

FU C, QIAN W Z, ZHAO M Y, et al. Delay normalization method of
defending against timing-based attacks on anonymous communication
systems[J]. Journal of Southeast University (Natural Science Edition),
2009, 39(4):738-741.

RAMSBROCK D, WANG X Y, JIANG X Z. A first step towards live
botmaster traceback[A]. Proc of the 11th International Symposium on
Recent Advances in Intrusion Detection[C]. Cambridge, USA, 2008.
59-77.

FE/NNIL BT LK BN AR B ER R ORTTFU[D]. 1 58 2R f K
2012.

WANG X G. Research on Intrusion Traceback Exploiting Network
Flow Watermarking[D]. Nanjing: Southeast University, 2012.

WANG XY, REEVESD S, WU SF, et al. Sleepy watermark tracing:
an active network-based intrusion response framework[A]. Proc of the
IFIP TC11 16th Annual Working Conference on Information Security:
Trusted Information: the New Decade Challenge[C]. Paris, France,
2001. 369-384.

ZHAO QJ, LU H T. A PCA-based watermarking scheme for tam-
per-proof of Web pages[J]. Pattern Recognition, 2005, 38(8):1321-
1323.

HUANG H J, WANG Y J, XIE L L, ef al. An active anti-phishing
solution based on semi-fragile watermark[J]. Information Technology
Journal, 2013, 12(1):198-203.

HUANG J W, PAN X, FU X W, et al. Long PN code based DSSS
watermarking[A]. Proc of the IEEE INFOCOM 2011[C]. Shanghai,
China, 2011. 2426-2434.

FU X W, ZHU Y , GRAHAM B, et al. On flow marking attacks in
wireless anonymous communication networks[A]. Proc of the 25th
IEEE International Conference on Distributed Computing Systems

(ICDCS'05)[C]. Columbus, USA , 2005. 493-503.

[30]

B1]

[32]

[33]

[34]

[33]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

WANG X Y , REEVES D S. Robust correlation of encrypted attack
traffic through stepping stones by manipulation of interpacket de-
lays[A]. Proc of the 10th ACM Conference on Computer And Com-
munications Security[C]. Washington DC, USA, 2003. 20-29.

WANG X Y, CHEN S P, JAJODIA S S. Tracking anonymous
peer-to-peer VoIP calls on the internet[A]. Proc of the 12th ACM Con-
ference on Computer And Communications Security[C]. Alexandria,
USA, 2005. 81-91.

ZHANG L, LUO J Z , YANG M. An improved DSSS-based flow
marking technique for anonymous communication traceback[A]. Proc
of the 2009 Symposia and Workshops on Ubiquitous, Autonomic and
Trusted Computing(UIC-ATC'09)[C]. 2009.
563-567.

TR, EIRD, REE. RO IBRIR K BN AR (], B R
%, 2012,30(5):524-530.

ZHANG L C, WANG Z X, XU J. A novel invisible and private flow
watermarking scheme[J]. Journal of Applied Sciences, 2012, 30(5):
524-530.

WANG X Y, CHEN S P, JAJODIA S S. Network flow watermarking

Brisbane, Australia,

attack on low-latency anonymous communication systems[A]. Proc of
the 2007 IEEE Symposium on Security and Privacy[C]. Oakland, USA,
2007.116-130.

WANG X G, LUO J Z, YANG M. A double interval centroid-based
watermark for network flow traceback[A]. Proc of the 14th Interna-
tional Conference on Computer Supported Cooperative Work in De-
sign[C]. Shanghai, China, 2010. 146-151.

LUO J Z, WANG X G, YANG M. An interval centroid based spread
spectrum watermarking scheme for multi-flow traceback[J]. Journal of
Network and Computer Applications, 2012, 35(1):60-71.

PYUN Y J, PARK Y H, WANG X Y, et al. Tracing traffic through
intermediate hosts that repacketize flows[A]. Proc of IEEE INFO-
COM 2007[C]. Anchorage, USA, 2007. 634-642.

JIA W J, TSO F P, LING Z, et al. Blind detection of spread spectrum
flow watermarks[A]. Proc of the IEEE INFOCOM 2009[C]. Rio de
Janeiro ,Brazil, 2009. 2195-2203.

RTAI T. Real time application interface(RTAI)[EB/OL]. http:/
www.rtai.org , 2012.08.23 .

KB, BAES, U] T RS RARFE 1 2 4R UK ENEOR AL
2010 FaFEE A %2 RS WIRSCEC). BW, FE, 2010.
243-248.

ZHANG L, LUO J Z, YANG M. Orthogonal flow characteristics based
multi-dimensional flow watermarking technique[A]. Proc of the 2010
China Communication Security Symposium[C]. Kunming, China,
2010. 243-248.

KIYAVASH N, HOUMANSADR A, BORISOV N. Multi-flow attacks
against network flow watermarking schemes[A]. Proc of the 17th
conference on USENIX Security Symposium[C]. San Jose, USA, 2008.
307-320.

HOUMANSADR A , BORISOV N. SWIRL: a scalable watermark to
detect correlated network flows[A]. Proc of the 18th Network and Dis-
tributed System Security Symposium 2011[C]. San Diego, USA, 2011.
EVANS N S, DINGLEDINE R, GROTHOFF C. A practical conges-

tion attack on Tor using long paths[A]. Proc of the 18th Conference on



57

FRRZEAE: ) PIEK K ENEOARBIT STk

* 191

[44]

[45]

[46]

[47]

(48]

[49]

[50]

(51]

[52]

(53]

[54]

[55]

[56]

[57]

(58]

USENIX Security Symposium[C]. Montreal, Canada, 2009. 33-50.
LIN Z , HOPPER N. New attacks on timing-based network flow wa-
termarks[A]. Proc of the 21th Conference on USENIX Security Sym-
posium[C]. Bellevue, USA, 2012. 1-16.

SRR, IR, RER. R T EUT R IR B R 0] 50
AR, 2011, 22(2):17-26.

ZHANG L C, WANG Z X, XU J. Flow watermarking scheme based
on packet reordering[J]. Journal of Software, 2011, 22(2):17-26.
ANGRISANI L, CAPRIGLIONE D, FERRIGNO L, ef al. Packet jitter
measurement in communication networks: a sensitivity analysis[A].
Proc of the IEEE International Workshop on Measurement and Net-
working 2011[C]. Anacapri, Italy, 2011. 146-151.

BREGNI S, BARUFFALDI A, PATTAVINA A. Active measurement
and time-domain characterization of IP packet jitter[A]. Proc of the
IEEE Latin-American Conference on Communications 2009[C].
Medellin, Columbia, 2009. 1-6.

ALLMAN M , PAXSON V. TCP congestion control[EB/OL].
http://tools.ietf.org/html/rfc5681, 2009.

POSTEL J. Transmission control Protocol[EB/OL]. http://www.
ietf.org/rfc/rfc793.txt, 1981.

PENG P, NING P, REEVES D S. On the secrecy of timing-based
active watermarking trace-back techniques[A]. Proc of the 2006 IEEE
Symposium on Security and Privacy[C]. Oakland, USA, 2006.
334-349.

WANG X G, LUO J Z, YANG M. An efficient sequential watermark
detection model for tracing network attack flows[A]. Proc of the 16th
IEEE International Conference on Computer Supported Cooperative
Work in Design[C]. Wuhan, China, 2012. 236-243.

LUO X P, ZHANG 1J J, PERDISCI R , et al. On the secrecy of
spread-spectrum flow watermarks[A]. Proc of the European Sympo-
sium on Research in Computer Security 2010[C]. Athens, Greece,
2010. 232-248.

LUO X P, ZHOU P, ZHANG J J, et al. Exposing invisible tim-
ing-based traffic watermarks with BACKLIT[A]. Proc of the 27th
Annual Computer Security Applications Conference[C]. Orlando,
USA, 2011.197-206.

PENG P, NING P, REEVE D S, ef al. Active timing-based correlation
of perturbed traffic flows with chaff packets[A]. Proc of the 25th In-
ternational Conference on Distributed Computing Systems Work-
shops[C]. Columbus, USA, 2005.107-113.

WANG, X G, YANG M, LUO J Z. A novel sequential watermark de-
tection model for efficient traceback of secret network attack flows[J].
Journal of Network and Computer Applications, 2013, 36(6): 1660-
1670.

ZHANG L C, WANG Z X , WANG Q L, ef al. MSAC and multi-flow
attacks resistant spread spectrum watermarks for network flows[A].
Proc of the 2nd IEEE International Conference on Information and
Financial Engineering[C]. Chongqing, China, 2010. 438-441.
HOUMANSADR A, KIYAVASH N, BORISOV N. Multi-flow attack
resistant watermarks for network flows[A]. Proc of the 2009 IEEE In-

ternational Conference on Acoustics, Speech and Signal Processing[C].

Taipei, China, 2009. 1497-1500.
GONG X, RODRIGUES M, KIYAVASH N. Invisible flow water-

[59]

[60]

[61]

[62]

[63]

[64]

[65]

[66]

[67]

[68]

[69]

[70]

(71

[72]

[73]

marks for channels with dependent substitution, deletion, and bursty
insertion errors|[EB/OL]. http://arxiv.org/pdf/1302.5734v1.pdf, 2013.
HEEAE, WERMREGERE 5 6 MO (M1 EBE Tk AL,
2006.

FAN C X, CAO L N. Communication Principles( 6th Edition)[M].
Beijing: National Defence Industry Press, 2006.

BALDINI A, DE C L, RISSO F. Increasing performances of TCP data
transfers through multiple parallel connections[A]. Proc of the 2009
IEEE Symposium on Computers and Communications[C]. Sousse,
Tunisia,2009. 630-636.

IHM S, PAI V S. Towards understanding modern web traffic[A]. Proc
of the 2011 ACM SIGCOMM on Internet Measurement Conference
(IMC’11)[C]. Berlin, Germany,2011. 295-312.

RAO A, LEGOUT A, LIM Y S, ef al. Network characteristics of
video streaming traffic[A]. Proc of the 7th Conference on Emerging
Networking Experiments and Technologies(CoNEXT '11)[C]. Tokyo,
Japan, 2011.

XI B W, CHEN H, CLEVELAND W S, et al. Statistical analysis and
modeling of Internet VoIP traffic for network engineering[J]. Elec-
tronic Journal of Statistics, 2010, 4:58-116.

RATTI S, HARIRI B, SHIRMOHAMMADI S. A survey of
First-Person shooter gaming traffic on the Internet[J]. IEEE Internet
Computing, 2010,14(5):60-69.

ARCHIBALD R, GHOSAL D. A covert timing channel based on
Fountain Codes[A]. Proc of the 11th
on Trust, Security and Privacy in Computing and Communications
(TrustCom'12)[C]. Liverpool, UK, 2012. 970-977.

ROY S D, LI X, SHOSHAN Y, ef al. Hardware implementation of a

digital watermarking system for video authentication[J]. IEEE Trans-

IEEE International Conference

actions on Circuits and Systems for Video Technology, 2013, 23(2):
289-301.

HOLUB V, FRIDRICH J. Digital image steganography using universal
distortion[A]. Proc of the 1st ACM Workshop on Information Hiding
And Multimedia Security[C]. Montpellier, France, 2013.59-68.
FATEMEH D , SAEED M. Watermarking in binary document images
using fractal codes[J]. Pattern Recognition Letters, 2014, 35:120-129.
BRI, BB, FLEAFSE. AL Web fRITHE R 2% 2k 7]
FERIOTD]. NS AR, 2011, 48(3): 423-431.

QIAN Y W, ZHAO B X, KONG J S, et al. Robust covert timing
channel based on web[J]. Journal of Computer Research and Devel-
opment, 2011, 48(3): 423-431.

SEBASTIAN Z, GRENVILLE A, PHILIP B. Stealthier inter-packet
timing covert channels[A]. Proc of the 10th International IFIP TC 6
Networking Conference[C]. Valencia, Spain, 2011.458-470.

FURON T, BAS P. A new measure of watermarking security applied
on QIM[A]. Proc of 14th International Conference on Information
Hiding(IH'12)[C]. Berkeley, USA, 2012. 207-223.

WIKIPEDIA. Trusted computer system evaluation criteria (TCSEC)
[EB/OL].http://en.wikipedia.org/wiki/Trusted_Computer_System
Evaluation_Criteria, 2013.

MOHAN D, JUSTIN S, RENATA T, et al. Fathom: a browser-based
network measurement platform[A]. Proc of the 2012 ACM conference

on Internet Measurement Conference(IMC'12)[C]. Boston, USA,



«192 « W oAE

1

35 %

2012.73-86.

[74] SNOEREN A C, PARTRIDGE C, SANCHEZ L A, et al. Single-packet
IP traceback[J]. IEEE/ACM Transactions on Networking, 2002 ,10(6):
721-734.

[75] LIN IH, PENG S H. A probabilistic packet marking scheme with LT
code for IP traceback[J]. Journal of Internet Technology, 2013, 14(2):
189-202.

[76] BATES A, MOOD B, PLETCHER 1J, et al. Detecting co-residency
with active traffic analysis techniques[A]. Proc of the 2012 ACM
Workshop on Cloud Computing Security Workshop[C]. Raleigh, USA,
2012. 1-12.

(771 BESy, RICH, W B EIEM: &, M2 5IRES 1] 5B
254, 2011, 34(11):2029-2051.

LUO J Z, WU W J , YANG M. Mobile Internet: terminal devices,
networks and services[J].Chinese Journal of Computers, 2011, 34(11):
2029-2051.

[78] B4, BB, B AKAE REIRI 0 £k W P AR R AT A 2R 2 43
B[ BA5 2440, 2013,34(Z2):111-116.

ZHOU CL, QIAN Q, ZHAO Y Q, et al. Modularity analysis of users’
mobile behavior in campus wireless network[J]. Journal on Commu-
nications, 2013,34(Z2):111-116.

[79] NDN Testbed[EB/OL]. http://named-data.net/ndn-testbed/, 2013-11.

[80] AFANASYEV A, MOISEENKO I, ZHANG L X. NDNSIM: NDN
Simulator for NS-3[R]. NDN Technical Report NDN-0005, 2012.

EEEN:

SRERZE (1983-) , H, Wi KI‘EA,
KRR A, FEWIGT N M4 %
AL PSR 4 B

Bk (19739 , B, wEFHLA, &K
MRS HPE. LA, EEIE TR
T A S AT R 2 B AR M
WA,

RIRM (1982-) , T, VLIHREERA,
KRR A, FERPIT IR N2k
WAEMHTE 224, HLEsE>] .

TRUONG Dinh-Tu (1979-) , 5, &
A, KR R¥EEtAg, RN N
[ N - N

BZTE (1982-) , B, {THEMA,
KR A, TG kM 2
. Mg,



