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Abstract: In face of confirming user communication relationship in anonymous network, tracing botmaster and detecting 

stepping stones, traditional intrusion detection and flow correlation methods which mainly rely on passive traffic analysis 

have shown many drawbacks obviously, such as high space costs, poor real-time, low accuracy, poor flexibility, fail in 

dealing with encrypted traffic and so on. However, the active network flow watermark(ANFW) which combined the idea 

of digital watermarking and active traffic analysis can overcome the drawbacks above effectively. ANFW has aroused 

extensive attention of scholars at home and abroad. Firstly, the general model of ANFW is presented, and the classifica-

tion of existing proposals and roles involved in ANFW are summarized. Then, several representative ANFW approaches 

using distinct network flow characteristics are presented and compared in detail. Finally, threats against existing ANFW 

technology and their corresponding countermeasures are overviewed, also some future research directions about ANFW 

are discussed. 

Key words: network security; active traffic analysis; network flow watermark; network flow characteristics; anonymous 

communication; stepping stones; botnet 

 

�����2013-10-07������2013-12-11 

�����±²³´<µ¶· .̧¹º/�»¼½¾¿.BE2011173/�±²³¬�	
 ÀE�»¼½¾¿.BY2013095-5-03/�

±²³ÁBÂÃÄÅ�»¼½¾¿.2011-DZ024/�pÆÇW�È®"ª· .̧É973Ê·¸/�»¼½¾¿.2009CB320505/�

pÆ¡Ë´��»¼½¾¿.60973123/ 

Foundation Items: Jiangsu Provincial Science and Technology Support ProgramÌIndustrial Part (BE2011173); The Future Net-

work Proactive Program of Jiangsu Province (BY2013095-5-03); The Six Talent Peak Project of Jiangsu Province(2011-DZ024); The 

National Basic Research Program (973 Program) of China (2009CB320505); The National Natural Science Foundation of China

(60973123) 

doi:10.3969/j.issn.1000-436x.2014.07.022 



� 7� -./0123 !456789:;< =179= 

 

1  �� 

������ Internet��	
�����

���������������
���� !

�"#$%&'()�*+,-�./��0

12345�6789:;<=>�"#?@@A

(BCDEFGH�I"#�JK�+SSH

[1]

�IPsec

LM

[2]

NOPQRSTstepping stoneUGH

[3~6]

VW

XYZ[\]^

[7~9]

V_`�

 [10~12]

a$%�bc

de
fghi�*"#j=>Vfg"#klmV

�nopqra45st7./uvwx34

5�yz��V{|��a}~�������+

YZ[\]^T� TorVMixmasteraU����V

��V��V��a(�\������[\�6

����7��+,
������D���6


������� 5¡�¢£¤2 

¥D¦§����^
¨©:;]^ IDS

Tintrusion detection systemsUpjª«Tflow correla-

tionU¬G®¯+°��j±�²4�

[3~5,13,14]

2

³´4�[µ¶·��ª¸m·
RS�¹º

�j±�WXz�²<»¼ �j±½¾¿�

À¾±

[5]

V/Á

[13]

VÂÃaÄÅ

[15,16]

��ÆÇ 

�jÈÉ
ª«ÊËª]2ÌÍ´4�®ÎÏ<:

 ÐÑ�j±�ÒÓÔÕÖ�×Ø
ÂÙÚ

Û��ÜÝ�²4	�Þßàáâãä�gÂä¼

å��æ�ä(ç�vèé+�/êëVì-í

������5DÖîj±�YZ[\��ïÔð

�(ñò267óô�^°�	4�
(õ�éD

Öîj±�YZ[\��½j=><lm���G

��jö÷TANFWU¬éøJù2 

ANFW ¬G®Wú¾ûö÷(digital water-

marking)

[17]


üý�[µG�óþ�����

TsenderUÐ�ùj

[18]


��ÄÅ��Èb���

-3�Ä	F
\���ö÷TwatermarkU���

µ[\���ã�ñ��C¹�TreceiverUÐ

��
�j½�:;'�é
ö÷��Ç6

sender < receiver ÈÉ���jª«�ñJ�Ç

l��ÈÉ��ÓÆ
[\ª]�K3!G��

j±��p�²¬2p�^°��j±�²�

»�ANFW4�Ô����z��¼���+z�

�Öîj±VPQRSVYZ[\a�!����

�µ�Dz��¹� 4!�"#��$Ø%Ó

ä�&�+¼'
ÂÙÚÛÆÇ sender < receiver

[\ª]�$Ñ¼ì
àá(�Í)�*�+Â5

,�¾¿j
=><lma2}Í�³¬���

�-.t6���/012
3S2 

E4�56)7?8�G��jö÷]^ë

9Vjö÷:;<=�jö÷>?@>¬a45

Ú�7¼�/0AB2CDEFè TCP/IP �;

]GH6Iò�ñ&J
KLDMÑG��jö

÷¬/0N�OP<QG�ADR�G��j

ö÷¬��S����
/04,N�7�T2 

2  ������	
� 

2.1  ���� 

3�7?8ñ(+
LU*'7 ANFW ë

9

[19,20]

267ï�r@G��jö÷CV<W§

4X�CD�Wú8Ñ/0AB
YZ¦*'7

ANFW
[+ë92 

�� 1  ANFW�W§63[\]À<OF, W, 

AP, EM, DE, CM >2�½� 

1) OF(original flows)6^_�jº��CD

½�OF={f

1

, f

2

, `, f

n

}�f

i

Ti=1, 2, `, nU6 sender

�ù
j2 

2) W6a¨
ö÷\��W={ w

1

, w

2

, `, w

l

 }�

|W|=l(l >0)�w

i

6ö÷\�m�& w

i

b{0,1}�lc6

ö÷d±2 

3) AP(assist parameters)K�j f

i

½a¨ö÷W

ÂÐe
fXg¾º��AP ={ap

1

, ap

2

, `, ap

m

}�

�½�ap

i

6fXg¾�� f

i

½ ¾¿�ÀÈÉ
Â

ÉÉhVPN(pseudo-noise)i

[21]

a2(+ ANFW 4

�$Ñ�[(+
fXg¾2  

4) EM6>?ja¨ö÷k¾ 

 ( ) w

ii

fAPWfEM =,,  (1) 

5) DE6@>jl�ö÷k¾ 

 ( ),

r

DE f AP W

′=  (2) 

�½�f

r

 6 receivermÎÏ
�j2 

6) CM 6»¼k¾�Th6no×·
pq2 

 ( ),CM W W Th

′
�  (3) 

F 1*'7G��jö÷H?
[+ë92

ö÷a¨rTwatermark embedderUso¹º Bob

�ù
j f

i

�<�j f

i

�[ÄÅT�t(V�ÀÉ

haUB6u:ö÷ W 
:;�vã�	(1)
o

?��G�óþ³ÄÅA�ÈwM(+xy�+è



�180� �  �  �  � � 35� 

z{ö÷\�m w

i

�ñJ|tö÷ W�j f

i

½
a

¨µ�2ö÷:;rTwatermark decoderUÎÏ}

~ Alice 
j f

r

�é+	(2)l�' f

r

Ð�-
ö÷

W'� W'p W �õ	(3)���Ó f

r

K f

i

��µ[

\���ã�Ö���T����V��aU

Ð�t
j�ñJÆÇ Bobp AliceÈÉ��[\

�6�����Ç6 f

r

p f

i

!ª�� Bob p Alice

(��[\�62 

2.2  ������ 

ANFW ¬�[µ>��½jÄÅ�Æl

�����p��C¹�ÈÉK���ÓÆ
[

\ª]����+zÖîj±VPQRSVYZ[

\a�!���26ï��r@ ANFW H?�

�é+�Ím*'3[ANFW�YZ[\� Tor

[7]

½
é+{���F 2Ð{2 

Tor K3[Úk�E�WX����yr OR

Tonion routerU�bc^_ TCPj±
fg\��

6TCPé+l�YZ[\�����tYz Internet


��2� TorYZ�½�ORp ORÈÉHt

YZ\�j?Öî\���+ TLSTtransport layer 

securityULMÖî^_ TCP j±�&A���þ

6/Á�+
¾¿�À2���̂ _ TCPj±½


3���\�T�k� IP��V���aU�þt

7îD���¾¿�À°ÎÏ�!�àá�~}7

YZ^_ TCPj±
E
2 

"#?��+ Tor�
YZäÄS��bc

defgGH\�
���D�½
GHN�

¨©j"#2 Ôv�¯+°�j±6�²4�

KvèD"#k�N�¡Æ=><lm
2�Í�

���ANFW¬l�73!��
@¢£¤2s

o��°©¥GH VictimÐ��ª¸m·T�

ªU¦+ ANFW a¨r�G�>? Victim Ð�ù

 

� 1  ANFW	
��� 

 

� 2  ANFW����� Tor����� 



� 7� ���������� !	
"#$% �181� 


,)
j
ÄÅ�è�j�-ö÷\� W�³

j�µ Tor YZ[\���ã��Ò}~�

A1VA2 j A3�ÍÂ§¨�� A1VA2 � A3

ª¸m·
 ANFW :;rÒDN¨C
jN

�ö÷\�:;<l��:;ð}
ö÷\�

6 W���Æl"#?m·��zC�½�6

�3©¡Æª'"#?«Æm·l�¬¿�è~

}D"#k
lmp=>2Í)���� ANFW

a¨rVANFW :;rB6�ë®a¨� OR

½�4X§¨pé+2 

2.3  ��	
�� 

ANFW5,
G®L�K¯ ANFW¬�g

°é+½Ð±�
G®²³��F 3Ð{2CD´

¿8Ñ/0Dµ
W§VANFW^r�é+12�

ñ���
LU� ANFW 5,
G®L�QG

6 4´��á6¶"#?V·[+,V�qr³

��¸�?2 

 

� 3  &' ANFW(�)*+ 

"#?��6 2´�3´K¯¹º<»��+

ANFW¬:;V¼>[\�½½¾+,É[\

�6
²³���YZ[\]^½�Í´"#?�

�è�+ ANFW¬�¹� 4R#"
����

ÆÇ<¼>¹� 4
ª]�ñJ¿ÀYZ[\]

^
YZä�6ãÁgÂ�Ã�"#l��Ä\

�wx3´K¯èÅºÆÇj¿À ANFW 6EF


²³��3���²³ÒÈÉYZ]^½GH�

���VÊËa(�\��ÌÍN��Ã��T�

�VÎÏ[²bÐ\�aU�Ñ�nq²³�+

ANFW¬D����GHN�¼>Â���²³

 ��Ò�+3�¬$%

[22]

DÒ�
 ANFW N

�ÆÇ�è89:;<=>2 

·[+,K¯��½½¾��[\
GH2

345�Ã�K ANFW ¬
ÓÔDÕ�ANFW

�B6Ö×��·[+,K�8þ6 stepping 

stone

[19]

V_`GH

[23]

a
3!�®¬$%wx3

45�·[+,��G��+ ANFW ¬�Æl

dhÐØ��\��k
fgä<�Ää2 

�qr³��+ ANFW ¬Æl<=>Ð

Ù�j�26��
�¨©ÚÛ<"#�6�


Oª¸\���t�¿�Ü�A«� IPSTintrusion 

prevention systemUVÝÞßa]^à?�ª�"

#�62+Â�����[�j�2�Ú�B�

áâ d�¿�Ü\��èHã<*^|�
�

¨©�¤

[24]

�=><lm�"#fg�k2 

�¸�?ñ�qr³m>�p���

�6�ª
�¿�Ü�Aäº�Ã��]^T�

IPS/IDSV�\��å]^aUl�
\��Mg

�¿��t|�
�¿æ�lì���çÛè¿

é(�Ñéê#<à?���ë�2 

2.4  
���������� 

D8Ñ ANFW 4��èñ(+
LUð}(

+
�´2�´¿l�ö÷ W'ÂK��+j f

i

ì_

ÄÅ\�Tj f

i

°a¨ö÷ W 4
ÄÅ\�U��

�6»íö÷TNW, non-blind watermarkingU<í

ö÷TBW, blind watermarkingU2NW´4�e®W

Xzj f

i

ì_ÄÅ\�T�y watermark decodern

o� f

i

ì_ÄÅ\��îz AP ½Uï�|tö÷

\�l��J BW´4��(e®2 

CD´¿�j
lð�u:ö÷ W 
jÄ

Å�¬ñ TCP/IP�&Jë9��MÑ ANFW4

��6Yzjt(ÄÅ

[21,28,29]

VYzj6�ÀÉh

ÄÅ

[30~33]

VYzjÂÉÂò�óÄÅ

[20,34~37]

�Y

z�À:ô

[25~27]

a´á��F 4Ð{2 

 

� 4  , TCP/IP��-.�/0 ANFW  



�182� �  �  �  � � 35� 

ñF 4½�è�'�Ñ4�jö÷¬
/

0�¾º½�°õ«&<��&��Kyz34

5jlð�ÄÅ

[18]

G®±�Íö&�x345��

YZ[\<Öîj±
����vè�¾¿�À


é+&:ô½a¨ö÷ W�� ANFW ¬1é�

J�°õ«&<��&é+ ANFW ¬�(

÷Íø?2 

3  ��������	
�� 

°õ«&<��&
ANFW¬YCùKè

�j
��p�À6d!ª
ÄÅ6:;�|t

ö÷W
a¨�&Ñ�j�µ[\���ã�W

ú�°ûü2��°<�
�jÄÅ�c6ö÷:

;2´¿�+(+
ö÷:;�°õ«&<��&


 ANFW ¬G®ýþYzjt(ÄÅVYzj6

�ÀÉhÄÅ�YzjÂÉÂò�óÄÅa2 

3.1  ������� 

Í´4�IòüýK<��[j�ÁÂÉ6


(+ÂÉ%��ö÷\� W
B+��[µ3l


4���>���ÂÉ%6
�jt(�èz

{ö÷\�m w

i

T1j 0U�ñJ~}��j½a

¨ö÷ W
E
2 

Yua

[21]

� CDMA!Ý[\]^�+
 DSSS

Tdirect sequence spread spectrumUH?�¨}G�

�jö÷½��F 5Ð{�³4�c6 DSSS-W2 

 

� 5  DSSS12  

DSSS-W �����+	(4)�^_ö÷\�

Wæ�6 W

D

��½�C=(c

1

,`,c

m

)6 PNi�w

i 

,c

j 

b

{−1,1}TÍm+−1�zö÷\�m'0'��+U2 

 ( )
1 1

1

D

D

n

D

n n

w w

W W C c c

w w

 

 

 

 = × = × =
 

 

 

 

 

 

� � �  (4) 

w

i

D

6^_ö÷6 w

i

æ�ãDé
ö÷\��

& w

i

D

=(w

i

c

1

 ` w

i

c

m

)�w

i 

c

j

�ÁÂÉ6 I

PN

2 

C��+	(5)� I

PN

ÂÉ6Djt(N���

óþ��Áé+	(5) mJ��|tö÷m w

i


a

¨��	ö÷\�m
a¨4��+�ñJ�|t

�[ö÷ W
a¨2 

 

x i j

T w c A S= +  (5) 

�½�S6j^_
�t(�T

x

6ö÷ Wa¨ã


jt(�ATA>0U6>R�U2 

C¹�ÐC¹
jt(6 R

x

��	(6)Ð{2 

 

x i j

R w c A S z= + +  (6) 

�½�z 6[\��j��µ�½�ù
��2

6ûüö÷ W�o�+ì[�rD R

x

ÇBj�

± S ãð}	(7)½


x

R

′
�C��

x

R

′
p PN i��

ð}

x

T

′
��	(8)�A�+�[�rÇ�� zC�

�ãé+��
¢�ê�ûü'�3[ w

i

�ñJ*

^'�[^_ö÷ W2 

 

x i j

R w c A z

′ ≈ +  (7) 

 

x i j

T w c AC zC

′ = +  (8) 

 

� 6  DSSS�������	
�� 

F 6 *'7 DSSS-W 4�
�;µ��´�


4�*ÑDµ[28,29]a2 

�è�'�Í´4����+����e®�

I

PN

6TI

PN


q���r×·Ú ¿ w
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Âò6
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Wang a
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l'7ÂòVòö÷H? ICBW

Tinterval centroid based watermarkingU��F 12Ð
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�HaÆ o(o>0)m

Ú_
3[ÂÉ% T
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i

6b j

[¾¿�ÀcÜ I
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ICBW4��i÷MFA(multi-flow attack)"#

[41]
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��� ICBW4�mrµ
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èstÐa¨
ö÷\� W
�j2 

¥D ICBW
!S�Wanga

[35]

l'73!�

k* MFA "#
 ÂòVòö÷H? DICBW 

(double interval centroid based watermark)��F 13
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6+ÂéD MSAC < MFA "#�Luo a

[36]

� ICBWpDSSS-WG��l'7 ICBSSW(interval 

centroid based spread spectrum watermarking scheme)
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Í)�SWIRL ( scalable watermark that is in-

visible and resilient to packet losses)
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WBIPD
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 ///000 ///000 ////00 ///000 BW ///000 /////0 

Ref.
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 ////// ///000 ///000 ////00 BW ////00 ////00 

RAINBOW
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 /////0 ////// ////// /00000 NW //0000 /00000 

ICBW
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 ////00 ////00 ///000 ////00 BW /////0 /////0 
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 /////0 ///000 ////00 /////0 BW ////// ////00 

ICBSSW
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 /////0 //0000 /////0 ////00 BW ////// ////00 
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 //0000 ///000 /////0 ///000 BW ///000 ///000 
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 //0000 ///000 ////// /////0 BW ////00 //0000 
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 ///000 //0000 ////00 ///000 BW //0000 /00000 
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