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Abstract: WIA-PA is the wireless network specification researched and developed in our country for using in industrial process automation area.
The current status of WIA-PA network such as the harsh environment of the industrial fields and limited node resource is studied. The strategy
of network access authentication that is issuing request of authentication by intermediate node, and creating security information by hash func-
tion; and the dongle update strategy by using one-way hash chain function are proposed. The features of proposed strategies are analyzed; the
network access authentication strategy reduces communication consumption and networking time; and the dongle update strategy implements

authentication of message and message resource. The results of analysis indicate that network access authentication strategy ensures the legitima-

cy of all the nodes, and the dongle update strategy guarantees the security and effectiveness of dongle update.
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Fig.1 Topology structure of WIA-PA network
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hops and network communication messages
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