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Analysis of Information Security for Industrial Control System
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Abstract: The industrial control system is increasingly easy to be threatened by information security issues such as computer or network viruses,
and data manipulation which may destroy entire control system. The information security of industrial control system and its influence on control
performance and functions are analyzed. Other potential vulnerabilities existing in industrial control system are also proposed, and corresponding
countermeasures are given. These measures include tailoring the operating system, applying distributed firewall technology for industrial control ,

and assessing the safety risk for industrial control system. The analysis of information security for industrial control system is helpful to the

application of information technology in industrial control system.
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Fig.1 Typical industrial network
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Fig.2 Schematic diagram of response time of industrial Ethernet
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Fig.3 The distributed firewall for industrial control
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