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Abstract: A provable security scheme for private key protection of smart mobile terminal (SMT) was presented. In the 

scheme a improved security mechanism is incorporated, which includes password protection, key division and partial key 

retrieval from server of strong computing capability in order to protect private key security. Compared with previous 

proposals, the scheme has the following advantages. It reduces computation amount and storage of SMT, and simplifies 

parameter setting for interaction processes. It takes time synchronization between SMT and server into account. The latter 

characteristic not only provides better protection of scheme from replay attacks, but also offers a highly efficient mecha-

nism of user private key disabling, and avoiding complex operation of user and extra storage of other device. The inves-

tigation has indicated that improved private key protection to SMT can be well achieved with this scheme. The scheme 

has also been proved to provide satisfactory security in the random oracle model. 
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2d ρ η← ⊕ ��Û 1 2 mod ( )d d d Nφ← + ��¸

1mod ( )ed Nφ= �n�� ρ� 1ρ � 1a ·� startO : 

)äÍ9��EF ß� pwd �ËÌ�Ùé�Z


¥¦ÉOABSvç)À�<F ß��|}Ûzo

| |
f hq q

D

+
��?�F �E�� [ , ]R RSA Dε− �|}o

ε�êë 'F �ËÌÍ92¥�|} '
| |
f hq q

D
ε ε

+
≈ − �

ß��¸: 
�� 3  A ho`"�Dìãvmn�íî|

}:�E`"à> {SMT}ADV �d� F �Ze

( , )q ε �|}�� [ , ]ε−R RSA D �n� server

| |
ε ψ= +

q

D
�

êëï��`"d� 'F �e SMT( , ')εq �|}��

RSApqg��n� '
2

ψε ≈ �Ù��`"��è 'A

� e server(2 , ")εq � | } � � ε g � � n �

SMT

"
2(1 )

ψε ≈
+ q

: 

��   1) 'τ τ= � γ So startO �ª�� δ =  

( , ' )aMAC γ τ< > �n� ao·� SMT���ÉO�

r]]s�

server 1 1( ) ( , , , , )γ β ρ ρ=skD a t � bβ = : 

2) 'τ τ≠ �< γ ·�> startO �ª�� δ =  

' ( , ' )aMAC γ τ< > �

server 2( ') ( ', ', ', ')skD a b d Nτ = �

'b β= �n� β o startO �ª�: 

ËÌÍ9�A 'F ��Û�4Ys SMTpk � 'F v

2SERVER��Yks} SERVER SERVER( , )pk sk �v2

� 4 Ç Ñ Rpwd D← � Ó � � v v 2 1 ←d  

( , )f v pwd �e�
server 2( , , , )τ ← pkE a b d N �ÉoÊi

� 2d j`"� {0,1}λ
ã��j:�t� 'F Á

server

2 2, , (0 )κ λτ +← pka v E 3f F : 

'F õ¯ startO Ê6�Ó­-®¯�±²�Ù��

�ª� ( , , )γ τ δ �n�
server

2 2(0 )λ κγ += pkE : 

'F e ( , , ')γ δ τ O3ªÕ�Ýe�NOõ¯ serverO

Ê6: 
ð ( , , ')γ δ τ o·� startO �ª�:&�HI

1 1( , )aMACϑ ρ η← < > � 2dη ρ← ⊕ �n� 1 1, ,aρ ρ·
� startO Ê6� 2 {0,1}d λ∈ �¤° ( , )ϑ η : 

ñÉD γ ñ 'τ o·� startO �ª�:<=>δ S
o·� startO �ª��� ( , ')aMAC γ τ δ≠ �ò�ÉO: 

ó 'τ τ= �< γ So·�> startO �ª��£&

�ËÌ� serversk �] γ ·�¸ β j��E bβ = `a

&�2¥��	úû��i��Ö� pwd ��E

bβ ≠ £ò�ÉO: 

ô γ ·�> startO �ª��< 'τ τ≠ :�E

' ( , ' )aMACδ γ τ≠ < > �n� 'a j�ËÌ�Ù���

�j�£ËÌ�Ùò�ÉO:¡£&� 1( ', ', ',ρ β ρ  

server1 ', *) ( )γ← pka t D �Û 'β :�E ' bβ ≠ ò�ËÌÉ

O��E ' bβ = �`a&��	úû��i��Ö

� pwd : 

õ γ So·�> startO �ª�� 'τ τ≠ �£ËÌ

�Ù
���±²34�Ù®�: 
'F õ¯ finishO Ê6�Ý¥ö_INO�HI 1d �

�¸ 1 1( , )aMACϑ ρ η← < > o¡
 ϑ ®��HI

2d ρ η← ⊕ ��Û 1 2 mod ( )d d d Nφ← + ��¸

1mod ( )ed Nφ= �n�� ρ� 1ρ � 1a ·� startO : 

)äÍ9 1��S��n�vmn�|}åß

�� F �Zß� pwd �|}Ûzo server
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q

D
��?�

�E`"d� F �eÛ! server
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�ËÌÉO2¥�£½Mâ²`"��è 'A ·¸�

dß��§[,): 'A Ý�`,)�ghâ²ËÌ

��Ò-SERVER��r]
��Ê6:� 'A �

ËÌÍ9
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SMT 1

1
1 SMT
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=
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ÉO�n� 1X ÷ýú\Ò-r]ª�:&� jEXPT �

¥�)ä� 'A �Zç)�ý"ulo÷�r]ÉO�

ul\�|}�� 'A �Z�� ε �vmn|}o

SMT2(1 )

ψ
+ q

:H"ß��¸: 

�� 4  �Ä [ , ]ε−R RSA D �� RSAg�oÖ

Ä���E`"à> {SMT, }ADV pwd �d� F �

Ze ( , )q ε �|}�� [ ,D]R RSA ε− �êëï��`

"d� 'F �e server( , ')q ε �|}�� RSApqg��

n� '
2

εε ≈ �Ù��`"��è 'A �e server(2 , ")q ε

�|}��εg��n�
SMT

"
2(1 )

εε ≈
+ q

: 

��   ËÌÍ9�A 'F ��Û�4Ys

SMTpk � 'F v 2 SERVER � � Y k s }

SERVER SERVER( , )pk sk �v2�4ÇÑ Rpwd D← �Ó

Y�� vv2 1 ( , )d f v pwd← �e� server ( ,Epk aτ ←  

2, , )b d N �ÉoÊi� 2d j`"�{0,1}λ
ã��j:

�t� 'F Á
server

2 2, , (0 )κ λτ +← pka v E 3f F : 

'F õ¯ startO Ê6��ãª� ( , , )γ τ δ 	��n
�ÝÌ¥±²ÉO­-®¯��Ù�n�

server

2 2(0 )λ κγ += pkE : 

'F e ( , , ')γ δ τ O3ªÕ�Ýe�NOõ¯ serverO

Ê6: 
ð ( , , ')γ δ τ o·� startO �ª�:&�HI

1 1( , )ϑ ρ η← < >aMAC � 2dη ρ← ⊕ �n� 1 1, ,aρ ρ·
� startO Ê6� 2 {0,1}d λ∈ �¤° ( , )ϑ η : 

ñÉD γ ñ 'τ o·� startO �ª�:<=>δ S
o·� startO �ª��� ( , ')aMAC γ τ δ≠ �ò�ÉO: 

ó 'τ τ= �< γ So·� startO �ª��£&�

ËÌ� serversk �] γ ·�¸ β j��E bβ ≠ £ò�

ÉO�¡£¤° ( , )ϑ η : 

ô γ ·� startO �ª��< 'τ τ≠ :�ã�Û�

β �ρ� 1ρ � 1a ·� startO �ª���n�Ý¥ö±

²�ÙÉO: 

õ γ So·� startO �ª�� 'τ τ≠ �£ËÌ�

Ù�`���±²34�Ù: 

'F õ¯ finishO Ê6�Ý¥ö_INO�HI 1d �

�¸ 1 1( , )aMACϑ ρ η← < > o¡
 ϑ ®��HI

2d ρ η← ⊕ ��Û 1 2 mod ( )d d d Nφ← + ��¸

1mod ( )ed Nφ= �n�� ρ� 1ρ � 1a ·� startO : 
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