
2012 � 11 � Journal on Communications November 2012 

� 33 �� 11 � �  �  �  � Vol.33  No. 11 

�� E0������	
� 

��������� 
(���	
� �������� �� 450004) 

��������	
�������� E0������������ !"#!"�$��%&'�(�)*

�+,-.�!"/0#12�!"34���5#67�8+,9:(;12�<=>?�@5#!"�A�

BCDE O(276)#4FG 988bit�HI,JK��HI!"LM�KN�HI!"#��HI!"34��HIO

P8 2 745bit#� E0�QR%STUVLWXYZ[�\� E0���HI!"M]#3^*��� �!"_`

abc�L 

������defE0��f��� !"f9:(; 

��	
��TN918.1                �����A                 �����1000-436X(2012)11-0185-06 

Guess and determine attack on E0 algorithm 
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(Electronic Technology Institute, Information Engineering University, Zhengzhou 450004, China) 

Abstract: A guess and determine attack on E0 was presented, the stream cipher that was used in the short-range wireless 

technology Bluetooth. In the attack, an ingenious assumption by linear approximation to diminish the number of values 

that have to be guessed was made. Futher more, a test equation to reduce the number of the guessed candidates was used. 

The guess and determine attack on E0 with time complexity of O(276) required about 988 keystream bit. Compared with 

long keystream attacks, short keystream attacks were more threatening to E0 cipher which require less than 2 745 bit. This 

attack which belongs to short keystream attack was the fastest state recovery attack on E0 so far compared with any other 

existed short keystream attacks. 

Key words: cryptanalysis; E0 algorithm; guess and determine attack; test equation 

 

1  �� 

��

[1]
�Bluetooth�����	
����

������������������ !"�

#$%&�'(��)*+,� PC -�./-�

01-!2345678�,�9:;��<=>

?@�ABCD�EFGH6IJKLM,NOP

�CDQR;<��ST� M�U�<��VW

XYZ��[\-H;��]^��_`a 4bc

def E0�E1�E2! E3�gh�<��78Mi

jk�lm�ef�'M�E0 DnfoplqE1

Dn78cdqE2r	 E21! E22 2 sr�'M�

E21efDnj	VWlmqE22efDnj	tu

lm�E3Dnijpllm;
vwx#ry��

VWz{|D�pl}~ E0�[\�; 

E0}~��b��H��l���D 128bit�
pllm cK �48bit ��78���� BD_ADDR

! 26bit��78�� Clock�� E0����f�

�����2011-08-22������2012-02-08 

��	
�������	
����61202491������������	
���(2010JY0263-149) 

Foundation Items: The National Natural Science Foundation of China(61202491); The Military Science Graduate Research Foun-

dation of Army(2010JY0263-149) 

 

doi:10.3969/j.issn.1000-436x.2012.11.024 



�186� �  �  �  � � 33 � 

ij��Hlm���lm��fo������

}�����M9:��	pl��; 

�n E0 x,OP�CD R¡¢£���S

T� �¤g�[\�ry�¥¦��b§¨©

ª;��pl$«�D¬�®¯°-H±²d¯

°�³�´<µ¶CDM E0��btu·¸¹JU

ºij 2 745bit�lm��»¼�½�¾ijJn

2 745bit�lm��¿¾ÀÁÂs·¸�Ã�D E0

plij;Äo{¿lm�ÅÆ�ÇJn 2 745bit�

�ÈwÉ¤ E0�ÊËr� 2�ÌÍÎÅlm�ÊË

!�lm�ÊË;É¤ E0�Ålm�ÊË�¾,*

fÊË

[2,3]
�ÏÐÑÒÊË

[4]
!Ó�ÑÒÊË

[5]
�'

M�¹Ô�Ålm�ÊË�� Yi Lu6< CRYPTO 

2005ÕÖXY×�É¤ E0�Ó�ÑÒÊË
[5]
�¿¾

228.4bit �lm��O(238)�ØÙ}Ú�Ù}ÛÜÆ

!ÝÞÛÜÆrß� O(238)! O(233);àáÅlm

�ÊË�Ù}ÛÜÆâãäå�a�æ�n{¿�

lm�Jn 2 745bit�çJUx,@èéê�ëº

¤ E0&	µ¶��ìí; 

Ñ¤nÅlm�ÊË��lm�ÊË{¿�l

m�ëî� 2 745bit�ïð¤ E0�[\�Àxìí�

ñò���(Qâ,��lm�ÊË�Ù}ÛÜÆ

¦óô;<võ[6]M�Bleichenbacher Y×a�b

É¤ E0�·¸öÛÊË�¿¾ 132bitlm��Ù}

ÛÜÆ� O(2100);Fluhrer! Lucks[7]
�D÷ø�ù

ú~öÛa E0�tulm�¿¾ 132bitlm��Ù

}ÛÜÆû� O(284);<võ[8]M�Krausew�ü

ýþ��binary decision diagrams��������

l�ryM�¤ E0��ary�¿¾ 128bitlm��

{¿Ù}ÛÜÆ!ÝÞÛÜÆrß� O(281)!

O(277);Levy!Wool<võ[9]M¤võ[6]�võ

[7]�ry�~��a��ry�öÛ\s 132bit

Âs·¸¿¾ 128bit lm�! O(286)�Ù}Ú;

Yaniv ! Avishai[10]
¤ Krause �ÊË�~��a÷

ø��¿¾ 128bitlm��{¿Ù}ÛÜÆ!ÝÞ

ÛÜÆrß� O(287)! O(223);(Q¹Ô��lm

�ÊË���	!
��

[11]
¤ E0�·¸öÛÊË�

¿¾ 1 146bitlm��Ù}ÛÜÆ� O(283); 

�ý�ÊË�guess and determine attack��

��È���l�ry�~���@X����

�rß���divide and conquer����~�']


������srÂ·¸��D�×lm�!

Âs·¸���Ò$�lm�j	���×�Á�

��Âs·¸���Ò$�Âs·¸�� �Á�

±ý�'!�Âs·¸��ðöÛ×\s�Âs·

¸;�"ð#��ý�ÊË�¾�����!

ý��� 2b�$�Ù}ÛÜÆ�¾��Úý�q

%µX�,�&&���!ý�Ö�´�ý�

ÊË�Ù}ÛÜÆ'ô�(�)×*+�ÊË,

7�-�,.�û��Ú�æ*/�¿0p��

�foÚ��´ÊË,7ºå	1�(��ý�

ÊË�Ù}ÛÜÆ��Ú!foÚ 2 b�$ý

���23�45; 


v¤ E0��l�}~��a�ý�ÊË�

ÊËM6D��78��~)×a�b9:�,

7�û�aÊË{¿��Ú�¡D�b;<��

±¤=>·¸��?>�ÊË�Ù}ÛÜÆ�

O(276)�¿¾@ 988bit lm�;�(Qâ,�É¤

E0��lm�ÊËÑA�
v�ÊË%B�¹Ô�; 

2  E0 ����

 

��l��È�� 2srÎtuø��!lm

�j	��;ï
v¤ E0 ��ý�ÊËUC�

E0 �lm�j	���D
vëÃEFGH E0 �

tuø��; 

E0 �lm�j	��%&I� 1 {J;�M

E0�lm�j	��¾� 2srK	Î4b��2

LMÝ�! 1b,N·¸-�FSM, finite state ma-

chine�;4b��2LMÝ��ÅÆrß� 25�31�

33! 39�O 128bit��'PQJRS¦�
�JR

S�rß� 

 25 20 12 8
1( ) 1f x x x x x= + + + +  

 31 24 16 12
2 ( ) 1f x x x x x= + + + +  

 33 28 24 4
3 ( ) 1f x x x x x= + + + +  

 39 36 28 4
4 ( ) 1f x x x x x= + + + +  

 
� 1  E0������� 



	 11 
 ������ E0 ��������� �187� 

FSM M�T, 4bit �ÂsUVWü�U�

( )1,t t tC c c −= �'M� tXJ��� ( )1 0,t t tc c c= �

0
tc

!

1
tc ¦XJ 1bit UVWü;< FSM �·¸� �

ÁMYD� 2 bM�AZ�XJ� ( )1 0,t t ts s s= ;

0{ }t tz
�

XJ E0��×lm���;[ FSM �·¸

� �Á! E0�lm��×�Á-XJ� 

 
1 2 3 4 1 0

1 0
1 1

2
( , )

2
t t t t t t

t t

x x x x c c
s s+ +

 + + + + +
=
 

 

 (1) 

 0 0 0 0 1
1 1 1 1t t t t tc s c c c+ + − −= ⊕ ⊕ ⊕  (2) 

 1 1 1 0
1 1 1t t t tc s c c+ + −= ⊕ ⊕  (3) 

 1 2 3 4 0
t t t t t tz x x x x c= ⊕ ⊕ ⊕ ⊕  (4) 

\a�X 4b6S�N.Rajesh Pillai6<võ[12]

MY]×a�b� 4b^_�`�Âs·¸a1�
������ëbcnUVL tC ;<���ý�

ÊË��-�D³b��¤=>·¸��?>��

d�ef=>·¸�fÚ;��Ig(dh���i

j) 

1 2 3

1
1 1 1 2 1 3 1 2

2 3
3 1 1 2 3 1 1

4 1 1 1 2 1
1 1 1 1

1 1 1 2 1
2 2 1 2 2 1 1 2 2

2 2
2 2

0

(

) ( )

(1 )

(1 )

t t t t

t t t t t t t t t t

t t t t t t t t

t t t t t t t

t t t t t t t t t

t t

z z z z

z z z z z z z z z

z z z z z z

z

z z z z

+ + +

+ + + + + + + +

+ + + + + + +

+ + + +

+ + + + + + + + +

+ +

= ⊕ ⊕ ⊕

⊕ ∏ ⊕ ⊕ ⊕ ⊕ ⊕

⊕ ⊕ ∏ ⊕ ⊕ ⊕ ⊕ ∏

⊕ ∏ ⊕∏ ⊕∏ ∏ ⊕ ⊕ ∏ ∏

⊕ ∏ ⊕ ∏ ∏ ⊕ ⊕ ∏ ∏

⊕ ∏ ⊕∏ 1 2 2
1 1 1 2(1 )t t t tz+ + + +∏ ⊕ ⊕ ∏ ∏

1 1 1 1 2
3 3 1 1 3 1(1 )t t t t t tz+ + + + + +⊕ ∏ ⊕∏ ∏ ⊕ ⊕ ∏ ∏  (5) 

'M� 
1 1 2 3 4
t t t t tx x x x∏ = ⊕ ⊕ ⊕  

2 1 2 1 3 1 4 2 3 2 4 3 4
t t t t t t t t t t t t tx x x x x x x x x x x x∏ = ⊕ ⊕ ⊕ ⊕ ⊕  

3 1 2 3 1 2 4 1 3 4 2 3 4
t t t t t t t t t t t t tx x x x x x x x x x x x∏ = ⊕ ⊕ ⊕  

4 1 2 3 4
t t t t tx x x x∏ =  

1 1 1 1

1 1 2 3 4
1 t t t tt x x x x

+ + + ++∏ = ⊕ ⊕ ⊕  

2 1 2 1 3 1 4
1 1 1 1 1 1 1

2 3 2 4 3 4
1 1 1 1 1 1

t t t t t t t

t t t t t t

x x x x x x

x x x x x x

+ + + + + + +

+ + + + + +

∏ = ⊕ ⊕

⊕ ⊕ ⊕
 

3 1 2 3 1 2 4
1 1 1 1 1 1 1

1 3 4 2 3 4
1 1 1 1 1 1

t t t t t t t

t t t t t t

x x x x x x

x x x x x x

+ + + + + + +

+ + + + + +

∏ = ⊕

⊕ ⊕
 

4 1 2 3 4
1 1 1 1 1t t t t tx x x x+ + + + +∏ =  

2 2 2 2

1 1 2 3 4
2 t t t tt x x x x

+ + + ++∏ = ⊕ ⊕ ⊕  

2 1 2 1 3 1 4
2 2 2 2 2 2 2

2 3 2 4 3 4
2 2 2 2 2 2

t t t t t t t

t t t t t t

x x x x x x

x x x x x x

+ + + + + + +

+ + + + + +

∏ = ⊕ ⊕

⊕ ⊕ ⊕
 

1 1 2 3 4
3 3 3 3 3t t t t tx x x x+ + + + +∏ = ⊕ ⊕ ⊕  

���������	
E0 �������

132bit
��
4��������� 128bit� FSM

���� !"� 4bit
E0�#$%&' 128bit�
())* cK +48bit�,-./012 BD_ADDR�

26bit�,-.34 Clock5�6789
:; 239�

34
<= E0�#$%;>
?7)*@A=;>


BA)*@CD'EF9�@�()

[1]
G 

3  ���� 

HF E0?IJKLMNOPQ
RSF E0�

&'�T��UV?I��WX
�YZ[\�N

O]-G^_ 2 `�F E0�������	
E0

�)*@A=��ab�T��c9deUV

(1’)
fghUV 

 
1 2 3 4 1 0

0 1
1 1

2
( , )

2
t t t t t t

t t

x x x x c c
s s+ +

 + + + + ⋅ +
=
 

 

i1’j 

kUVeb� 6bit67+2bit6	�T��c

9G�lmn;��WX�opqrUV(1’)�6

7s6	Pt���uv�G 
- 0 5( , , )w w w= L eb� 6bit Twx9


0 1( , )u u u= eb� 2bitTwx9
y 0 5( , , )x x x= =L  
1 2 3 4 1 0( , , , , , )t t t t t tx x x x c c 


0 1
0 1 1 1( , ) ( , )t ty y y s s+ += = 
zU

V(1)�67s6	Pt���uv��'{l|

}~��G 

 
#{ | 0}

( , )
64

x wx uy
p w u

⊕ ==  

��


5

0
i i

i

wx w x
=

= ⊕ �

1

0
j j

j

uy u y
=

= ⊕ ����Gn;�

>���op
YZ�|} ( , )p w u ������

�
����|}��� 

 
52

(000 010,01)
64

p =  

����UV(1)�67s6	Pt�H��

�WX�

1 1
1 0t ts c+ ⊕ = 
k��WX�=��|}�

52 64G�'k��WX�
���	b�NO]

-
��NO���JK�G 

]-NO� :YZ¡¢� N �)*@



�188� �  �  �  � � 33 � 

{ }tz , 1, ,t N= L 
��
 2 745N � G���JK�


�	{l]- 

]-£

1 1
1 0t i t is c+ + +⊕ = , 0,1, ,32i = L  

�(1)�
{� FSM 1 2 3 4 1 0( , , , , , )t i t i t i t i t i t ix x x x c c+ + + + + + �

67¤¥e¦§���
z]-=��|}� 

 
33

9.8952
2

64
−  ≈

 

 

 

¨©
\ªZ«¬�]-����
�\

®¯ 29.89
� t�°±G{�]-e²³�
zl

���JKd´pYZµp¶·����
��

d´pYZ¶·�)*@CDG 

¸]-«¬3
¹�(3)��YZ 

 1 0
1 1t i t ic c+ + − += , 0,1, ,32i = L  (3’) 

º»¼F E0�NO���� 4�½¾G 

��

��

� 1  H3¿ t
JK 0 0 0 1 2 1 1
1 1 1, , , , ,t t t t t t tc c c x x c c− + −⊕

� 6�¤¥
�Àd��LM�l����¤¥ 

Step 0.a   0 (3 ) 1
1 1t tc c′

− +→  

Step 0.b   1 1
1t tc s +→��  

Step 0.c   0 0 0 1 (2) 0
1 1 1 1, , ,t t t t tc c c c s+ − − +→  

Step 0.d   1 2 0 (4) 3 4, ,t t t t t tz x x c x x⊕ → ⊕  

y

1 2
t ta x x= ⊕ 


3 4
t tb x x= ⊕ 
¹©
�(1)��

��� 
1 1 3 3 1 0

0 1
1 1

( ) ( ) 2
( , )

2
t t t t t t

t t

x x a x x b c c
s s+ +

 + ⊕ + + ⊕ + ⋅ +
=
 

 

 (6) 

��


1
tx � 3

tx �ÁÂU�
ÃÄÅÆ�©3o>Ç

�9�ÈÉ�

104

64
G 

H3¿ ( 1,2)t i i+ = 
n;JK

0
1t ic + + �

1 2
t i t ix x+ +⊕ 


��YZ�l����¤¥£ 

Step i.a   0 (3 ) 1
1 1t i t ic c′

− + + +→  

Step i.b   1 1
1t i t ic s+ + +→��  

Step i.c   0 0 0 1 (2) 0
1 1 1 1, , ,t i t i t i t i t ic c c c s+ + + − + − + + +→  

Step i.d   1 2 0 (4) 3 4, ,t i t i t i t i t i t iz x x c x x+ + + + + +⊕ → ⊕  

ÊÀm�(6)�� t ËV= t+i
��YZvE

1
t ix + �

3
t ix + �o>
Ç�9�ÈÉ�

104

64
G 

H3¿ ( 3, ,24)t i i+ = ⋅ ⋅ ⋅ 3
SÌ'uÊ�op

·M���GÍÎm t i+ �ÏQ 3�3¿�·M

�

1 2 3 4( , , , )t t t tx x x x Ð7�(5)?IÑÒ
n;ÑÒ�|

}Ó�

11

13
G 

½¾ 1��JK� 6+2×24=54�¤¥
��Ô

Õ����9� 

 
2 22

6 2 2 66.20104 104 104 11
2 2 2 2

64 64 64 13
   × × × × × × ≈
   

   

 

©3 :Ö×�

1 1
24, ,t tx x +L 
��n; LFSR1

�ØÙÚÛ�·M

1
t ix + ( 25)i� �±G 

�� 2  H3¿ ( 25, ,30)t i i+ = ⋅ ⋅ ⋅ 
�\JK

0
1t ic + + �±~·M�l�¤¥£ 

Step i.a   0 (3 ) 1
1 1t i t ic c′

− + + +→  

Step i.b   1 1
1t i t ic s+ + +→��  

Step i.c   0 0 0 1 (2) 0
1 1 1 1, , ,t i t i t i t i t ic c c c s+ + + − + − + + +→  

Step i.d   1 0 (4) 2 3 4, ,t i t i t i t i t i t iz x c x x x+ + + + + +→ ⊕ ⊕  

y

1 0
t i t i t ic x c z+ + += ⊕ ⊕ 
��YZT��o> 

0 1
1 1

1 2 3 2 3 1 0

( , )

( ) 2

2

t i t i

t i t i t i t i t i t i t i

s s

x x x x x c c c

+ + + +

+ + + + + + +

=

 + + + ⊕ ⊕ + ⋅ +
 

 

 
(7)

 

��


2
t ix + �

3
t ix + �ÁÂ
ÊÀo>Ç�9�ÈÉÜ

e

104

64

Ð7�(5)ÑÒ
n;|}�

124

169
G½¾ 2

;Î
ÔÕ����9� 

 
6

66.20 70.78104 124
2 2 2

64 169
 × × × ≈
 

 

 

½¾ 2 <=Î
 :Ö×	 2 2
30, ,t tx x +L 
¨©

���� LFSR2 �ØÙÚÛ�LM
2
t ix + ( 31)i� �

°±G 
�� 3  H3¿ ( 31,32)t i i+ = 
©Q :JK

�

0
31tc + ÝLM�

1
31tc + 
¨©Hº½¾�Þ�\JK

ßà¤¥
d��LM�l�¤¥�°± 

Step i.a   0 (3 ) 1
1 1t i t ic c′

− + + +→  

Step i.b   1 1
1t i t ic s+ + +→��  

Step i.c   1 2 0 (4) 3 4, , ,t i t i t i t i t i t iz x x c x x+ + + + + +→ ⊕  

©3
y

1 2 0
t i t i t i t id x x c z+ + + += ⊕ ⊕ ⊕ 
fYZ 

1 2 3 3 1 0
0 1

1 1

( ) 2
( , )

2
t i t i t i t i t i t i

t i t i

x x x x d c c
s s + + + + + +

+ + + +

 + + + ⊕ + ⋅ +
=
 

 

  (8) 

�(8)��ÁÂU�� 3
t ix + �

0
1t is + + 
©3o>Ç

�9�ÈÉ�

52

64

Ð7�(5)?IÑÒ
n;�|

}�

11

16
GáÝ¹ 



� 11 � ������	 E0 
������� �189� 

Step i.d   0 0 0 1 (2) 0
1 1 1 1, , ,t i t i t i t i t is c c c c+ + + − + − + + +→  

��LM

0
1t ic + + �°±
m

3
t ix + Ð7�(4)���â	

4
t ix + ( 31,32)i = G 

H½¾ 3 �
Ö×� 3 3
32, ,t tx x +L �°±
¸

33i� 3
��LFSR3�ØÙÚÛ�d��LM
3
t ix +

�±G©3ÔÕ����9� 

�

��

�

2
70.78 69.1052 11

2 2
64 16

 × × ≈
 

 

�

��

�

�� 4  ¨� :LM� 0
33tc + �

1
33tc + �°±


��H3¿ ( )33, ,38t i i+ = L 3
��ãä·M�

l¤¥ 

Step i.a   1 2 3 0 (4) 4, , , ,t i t i t i t i t i t iz x x x c x+ + + + + +→  

Step i.b   1 2 3 4 1 0 (1) 0
1, , , , , ,t i t i t i t i t i t i t ix x x x c c s+ + + + + + + +→  

1
1t is + +  

Step i.c   0 0 0 1 (2) 0
1 1 1 1, , ,t i t i t i t i t is c c c c+ + + − + − + + +→  

Step i.d   1 1 0 (3) 1
1 1 1, ,t i t i t i t is c c c+ + + − + + +→  

¨©��åY

4
t ix + ( )33, ,38i = L �°±
Ð7

�(5)ÑÒ
n;�|}�
11

16
GÔÕ����9� 

 
6

69.10 65.8611
2 2

16
 × ≈
 

 

 

æ©
 :Ö×	 E0�ç 132bit�¤¥GNO�

;>è�{� 1��G 

4  ������� 

HNOé$3�5�]-êë� 

 1 1
1 0t i t is c+ + +⊕ =   ( 0,1, ,32i = L ) 

{� FSM 1 2 3 4 1 0( , , , , , )t i t i t i t i t i t ix x x x c c+ + + + + + �67¤¥

e¦§���
z]-=��|}�

9.892−
Gº»?

I� 100 000ìíÒ
îìíÒïðÕ° LFSRs

FSM����¤¥
��ñ�«¬]-�íÒì

9� 113
z]-¶·�|}� 9.79113/100 000 2−≈ 


TòäX

9.892−

Æ�º»��NOope¶·�G

HF E0 �JKLMNO�
NO��\®¯�Ó

9.892 �3¿ tóôªZ«¬NO]-�3¿õÊ3


HNO;>�
4 �ö÷��\ 39bit )*@

38( , , )t tz z +L G¨©
F E0 �JKLMNO���

9��Ó�

9.892 39 988+ ≈ bit )*@G¹Ek)*

@¡¢Áø; 2 745bit
¨ù
º»F E0�JKL

MNOebúíû�I�ü)*@NOG 

H<= 4�NO½¾Î�ýl�ÔÕ���


'þ�~A=)*@CD
s¶·�)*@?I¤

�~ÑÒ�¶·�G{��çÔÕ��¦Þ¶·


z�\�( t�°±~�hé�NOG 

º»�¼F E0�JKLMNO�µ×�¢� 

 65.86 9.89 762 2 2× ≈  

¨�î�ÔÕ��e�ì?I®¯�
��N

O��	×�¢��
�Þ�G 

º»�NO��s�Q ç�¼F E0 �ü)*

@NO��F¤{� 2��G^�����	
º»

�NO�ñE�Q ç��çü)*@NOG 

� 2 E0�������	
 

���� ����	
� ���� ����� 

Bleichenbacher[6] 132 2100 
� 

Fluhrer-Lucks[7] 132 284 
� 

Levy-Wool[8] 128 286 
� 

Yaniv-Wool[9] 128 287 223 

Krause[10] 128 281 277 

������

[11] 1146 283 
� 

�� 988 276 
� 

5  ��� 

CD)�µp E0 e/0����Ì'�()

µp
�)*��� 128bit
������ 132bitG

º»F E0)�µp?I�JKLMNO
NO��

'��WX�op5	�b����]-
���

NO���JK�
á'b�Þ��E� ��Ñ

Òo>���ÔÕ���9�
NO��µ×�¢

� O(276)
�\Ó 988bit)*@Gs�Q ç�¼

F E0�ü)*@NOu¤
º»�NO��e��

� 1 � E0�������� 

�� �� t+i  ! "#
� $%
� &' 

1 0,1, , 24i = L  1 1
1 0t i t is c+ + +⊕ =  0 0 0 1 1

1 25 1, , , , , ,t t t t tc c c c c− + −L

1 2 1 2 1 2
1 1 24 24, , ,t t t t t tx x x x x x+ + + +⊕ ⊕ ⊕L  1 2 3 4, , ,t i t i t i t ix x x x+ + + +  66.202  

2 25, ,30i = L  1 1
1 0t i t is c+ + +⊕ =  0 0

26 31, ,t tc c+ +L  2 3 4, ,t i t i t ix x x+ + +  70.782  

3 31,32i =  1 1
1 0t i t is c+ + +⊕ =  

� 3 4,t i t ix x+ +  69.102  

4 33, ,38i = L  
� � 4

t ix +  65.862  



�190� �  �  �  � � 33 � 

��������	
�����������

�������	������� ��!"��

#$%&'()�*(+�,-./0�� 

����(5)��

[12,13] 

�(5)��� F Armknecht ����[13]	
��

N Rajesh Pillai����[12]	�������������

�������������� �!"#�$%&'(

��)��!"#�$ 

�

1 2 3 4 1 0
1 0

1 1

2
( , )

2
t t t t t t

t t

x x x x c c
s s+ +

 + + + + +=
 

 

�*+ 2,-

./0: 

 1 2 3 4 1 0
1 ( , , , , , )i

t i t t t t t ts f x x x x c c+ = , {0,1}i ∈  (9) 

1#23 0 1,f f �456�789:;<�=0>?@A 

 0 1 0 1
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 0 1
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(�(10)B�(11)=C�(2)B�(3)789 
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