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nTRUST—A New Trust Scheme Based on Certainty Theory in Wireless Sensor Networks *
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Abstract; As a safety protection scheme, trust scheme has significant effects and it has been widely used in the
wireless sensor networks security. In this paper, we propose a new trust model named as nTRUST which based on
Certainty Theory in uncertainty reasoning. An integrated trust value is computed to decide a node that is reliable or
malicious. Some related experiments are testified with effectiveness and feasibility of nTRUST. In addition , under the
work of this new trust scheme ,we further consider the residual energy of the nodes. The simulation results also show
that the modified nTRUST with residual energy can balance the node’s energy consumption and prolong the whole
network lifetime.
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