Journal of Computer Applications

T H AR A, 2013, 33(9) : 2520 - 2524

ISSN 1001-9081
CODEN JYIIDU

2013-09-01
http: //www. joca. cn

SCEE S :1001-9081 (2013 ) 09-2520-05

doi;10. 11772/j. issn. 1001-9081. 2013. 09. 2520

ETRHRIEHREERNREEN

KRR, FHE L B A &
(BUE TR S e R R B S (B TEK), HM 450000)
( = JIEMEE B T lRFE zh. guimin@ 163. com)

i ESHGEARRBAREPOEETR, A HEFTREBFAEF AL, RE—FETHIH
BAXP ARG REF LR Tk, AIBBERNABLEBSEFTTA AR RN EEHRERSE DR T LHEAN
VHE, B R R R R R R EARS AN B RE AP AN RS L ERER, RATR
M AGH A ERATTHEIN, EREREA A TERAENABEOR GG LR F R REMNTEANAGE
BdEk, BRI LT HBAR, L ZATRMERS R, RECRARER SRR, BisH BB REPRERE 42
BT &aH,

R BB A B REIERR RN E S E K T SR

FRE4E S TP309. 1;TP309.5  NHEKIREG:A

Software tamper resistance based on function-level control-flow~ménitoring

ZHANG Guimin ", LI Qingbao, WANG Wei, ZHU Yi

tate Key Laboratory of Mathematical Engineering and Advanced Computing
State Key Lab Math ical Engineeri d Ad d C 7
( Information Engineering University) , Zhengzhou Henan 4500004 China)

Abstract: Software tamper resistance is an important method

fb:;\%\eoftware protection. Concerning the control-flow

tampering invoked by buffer overflow as well as some other soft ’/g) altacksesasoftware tamper-proofing method based on

Function-Level Control-Flow ( FLCF) monitoring was proposed? is
N5
FLCF and instrumented one guard at every entrance of f%

decided whether the software was tampered or not by paxiflg the \dinning status received from the guards’ reports with the

methgd-described the software’s normal behaviors by
by(binary rewriting technology. The monitoring module
expected condition. A prototype system was realized petformance was analyzed. The experimental results show that this
method can effectively detect the control-flow tamp€ring withNess overhead and no false positives. It can be easily deployed

and transplanted as its implementation does }g\{\n ed gotwee code or any modifications of underlying devices, and system

security is strengthened by isolating the monitoring module with the software being protected.
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%/a

(main, __do_global_ctors_aux)
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(foo5, main)

( _fini, fooS)

( __do_global_dtors_aux, _fini)
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( _libe_csu_init, start)
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