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Study on the Safe-Sec Safety Communication Approach for Control System
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Abstract: Aiming at the integration issue for two types of security attributes of functional safety and information security, the Safe-Sec network
model is proposed. By utilizing the strategy of defense in depth, the functional safety and information security are both taken into account by the
system ; the deliberate attacks against to the control network can be effectively confronted. For the attacks that unable confronted by conventional
functional safety methods, the Safe-Sec safety communication method is proposed. Under the premise of ensuring functional safety, the
capability of fighting deliberate attacks, such as disguised attacks, replay attacks, and data tampering attacks, etc. , is greatly improved. The
analysis on effectiveness and time overhead of this method is given. The Safe-Sec communication method satisfies the demands for functional

safety and information security of safety communication of control systems.

Keywords: Functional safety Information security Safety communication Control system Industrial Ethernet

0 35

PR RS A 24" (functional safety ) FI{i5 B2
4= (information security) W28 224 J@ Ve, Al & 41 X i
TERfE R At R ITCAR IS W S HR | S 5 2k
RO R IMEVE ST SR 5 J5 3 B0 RGAT B e B v AR
PSR, DIRER M IEC 61508 45t B« RAETE
ANFTHAZ XU " BT A 22 40 1y T AN 5 B R 55¢
GRNRFRGEY BHEH RS BAFEREES
P R GeA 1828 G 1) R I 46 B AR R JC R AR K HAR
BEME ST MBI, BT, X P22 4 n)
H g2 EmAL (H A A LA AR R — A E R
PRK S RN BAL ) 2 A SRR PN BE 2
TRBEIIREL 4, T B B 4t

A SCEEXHE R RGN DI RE L 2T R G B L 2w
SR K3 Safe-Sec 22445 A 13t T —F Safe-Sec
LAEIE T,

R 863 it X A A K BR B (%5 :2013AA040301) ;

FARFF ALK IRB (%% .61004068) .

B ASICE] B . 2012-10-18,

%—1EH R (1980-), 8,34 PAIR LI B B X A i
BIRAHERRER ; TR F G LB 4,

1 Safe-Sec &%

AT T IS 4 il 28 40 0 245 25 A8 8 =X 8 T i A IXURS:
FE SR )5 4 th 4549 7 TH B o J7 %, IF 2 Safe-
Sec P ZEAETRY
1.1 32 o0 45 T I g XU Re: s i

FE IR GE 5 B AR FE SN [R], 42 1 1 2% 1T 53k
RS Tl AR M e %,

MG R ZRMER, TA 1 EBLIEMEh T UL
MYERZ LA IE B E B L2 g5, Tl P
K PRI 25 R Ml I 4%, g s AT B R R, Tl e
I T I A B e K R RS DR
e XU AV B e e i an 2 1 s

LA RE PO R R B AE B L 2R T
Bt, EW MBI A L i 40 FF HI . Profibus-DP
Profibus-PA 45 , P L SCA SR B & NI, X F T
AP PR, H T ) B A 5T R 43 A B B2 S R
Ml 28 Fl s T R 8 A AT, R B 3% 0 4R S o B
T BT B X AT o0 A L BRI 5T LT
FEHE— TR, X T Tl g6 gk, BT R G A H
AR AR A 5 B AT B, IR e A7 ok v
A AT TIHE

30 PROCESS AUTOMATION INSTRUMENTATION Vol. 34 No. 11 November 2013



EHl R4t Safe-Sec REBREFEMAR K &.%

x1 IEREREIERREE

Tab.1 Functional safety risks & information security threats
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Safe-Sec network structure model
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Fig.3  Diagram of application environment
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Fig.4 Encoding times in Safe-Sec & classic approaches
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