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A Detection Scheme of Clone Attack Based on Clustering

in Wireless Sensor Networks "

LUO Yongjian™ ,CHEN Tao ,XIAO Fugang ,SHI Deyang

(Xi’an Communications Institute ,Xi’an 710106 , China )

Abstract ; Since wireless sensor networks facing with node clone attacks,a detection scheme based on clustering is
proposed. All the messages are marked on the source node’s ID in the scheme,the cluster-heads judge whether there is
cloned node in each cluster according to nodes’ ID and RSSI in clustering phase ,and then all nodes’ ID are delivered
to the Sink node. The Sink node detects whether there are abnormalities, namely the same ID belongs to multiple
clusters by the fact that each cluster is a disjoint subset in clustering algorithm. Simulation results show that the
proposed scheme not only has higher detection rate,but also reduces the storage and communication costs of network.
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