Journal of Computer Applications

PE M A, 2014, 34(2) : 428 — 432

ISSN 1001-9081
CODEN JYIIDU

2014-02-10
http: //www. joca. cn

WEHS :1001-9081(2014)02-0428-05

doi;10. 11772/j. issn. 1001-9081.2014. 02. 0428

ETEMENAR-ABZRERTAE S

4%13& ~1,2,3% , ]{iﬁ'}iil’z
(1 fRR IR, FBM 450001; 2. R4 1R B E 2 AL E, FM 450004;
3B TR S TR B R A, MM 450001)
(= JBI51EE B THRFS zhiyu. ren@ 163. com)

B EHASEEEATACHTFEM(RBAC) #REAEARA SHLREHRM, RETETESRGA -
FAEER(ABURA)BA RABREARP-AEERGAREH, £FT RBAC TR R RNEN, APF-AETHA
Mo RBIESHXBRGETRBFERE LHEM TSN, LT ABURA BAM K F-f & TR SHF A, &
id oA ABURA AR A4 M4F 54 B AR T2, % T TR E &, B3 S0 st F 47T BiE,

KB AR TR, TEARSI; B AE R P-FEER

FE %S TP393.08 XEFRERS A

Reachability analysis for attribute based user-role assignment model

REN Zhiyu"**", CHEN Xingyuan"’

(1. Information Engineering University, Zhengzhou Henan 450001, China;
2. Henan Province Key Laboratory of Information Security, Zhengzhou Henan 450004, China;
3. State Key Laboratory of Mathematical Engineering and Advanced Computing, Zhengzhou Henan 450001, China)

Abstract: It is difficult to express diversity policy by traditional RBAC ( Role-based Access Control) management model.
In order to solve the problem, an Atiribute based User-Role assignment ( ABURA) model was proposed. Atiributes were
adopted as prerequisite conditions to provide richer semantics for RBAC management policy. In distributed systems, user-role
reachability analysis is an important mechanism to verify the correctness of authorization management policy. The definition of
user-role reachability analysis problem for ABURA model was given. According to the characteristics of state transition in

ABURA model, some reduction theorems for policy were given. Based on these theorems, user-role reachability analysis

algorithm was proposed, and the algorithm got verified through examples.
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