ERNEHETH F M OFE W Vol.32 No.7
2011 4£7 A Journal of Astronautics July 2011

LEO/MEO WEZB{EENPFETFEHMHH
HHAZHEBRAR

Ak, Lk
(D%l FRHEK AL 5 B AR AT A KR, 155 710071)

B E: BT=RAFEEMIEANBEIE E=EAFERMPERAERNHATAEET RS EME. RE=S
B fE B ERE R, T T Z A RM P RARAEET ROFR, 8T — P ER T LEO/MEO MR = [0 15 B M %
MHATATETR RAZETERNEE HRTXIESRENKE . EE=EFEEMFRERBLLA, B=
EE B M R SRR B B A BRI N, PR MEO LB  EHHAT BN B PR EH PN R G HE L4
RRSE EFALE R Tl R, 7REAMIRIIRBEEE , FERARAREENERREE. 5EX
BRW,TRAAREHBEFRE.

XgH: =REEM; LEO/MEO WUZEEH ; HAFHEHE; A

hE 453K S: TP393.08 XHEkRiIRAG: A XEHS: 1000-1328(2011)07-1551-06

DOI: 10.3873/j. issn. 1000-1328. 2011. 07. 017

Identity Based Group Key Management Scheme for LEO/MEO
Double-Layer Space Information Network

ZHONG Yan-tao, MA Jian-feng
(The Ministry of Education Key Laboratory of Computer Networks and Information Security , Xidian University, Xi’an 710071, China)

Abstract:Many studies are conducted on security for space information networks composed of a small number of
ground stations and relatively more satellites - about several dozens in normal condition. A group key management is used
to implement secure communication in space information networks in this paper. It is difficult to implement the traditional
group key management scheme in a space information network due to its dynamic topology. Based on the analysis of features
of LEO/MEO double-layer space information network, a novel identity based group key management scheme is proposed in
which all nodes in a space information network are divided into clusters and MEO satellites are used as cluster heads.
Further more, in group key establishment step, only cluster heads are devoted into the group key. Thus traffic of our
scheme is greatly reduced. Additionally, security analysis shows that the proposed scheme achieves both forward security
and backward security, and security against outside attackers. Simulations show that the proposed scheme takes advantage
of high communication efficiency.
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Fig.1 MEO/LEO double-layer space information network
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