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Abstract; When existing group key management schemes are used in large and dynamic satellite multiple group key
management , the efficiency is low due to the limitation of the satellite network. Key management is the bottleneck. To solve
this problem, a new scheme named Satellite Multiple Group Key Management (SMGKM) is proposed in this paper. Users
are divided into subgroups according to their access ability to the resources. Subgroup controllers are set in each subgroup.
Multiple group key management is carried out by the construction of group key management graph and subgroup key
management structure. The proposed scheme has forward and backward secrecy. In contrast with the existing schemes,
SMGKM decreases the amount of keys stored in the satellite and the rekeying amount of the satellite efficiently. It is suited
for multiple group key management under large and dynamic satellite multicast environment.
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