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Analysis and Countermeasure to Noise Interference of DCS Network
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Abstract: The anti-interference capability of DCS is one of the key factors related to safety operation of the entire control system, while the
grounding system is an important part of safety and application process of DCS. Aiming at the network noise interference issue of DCS in a
certain power plant, comprehensive research and test are conducted for the grounding system of DCS in this power plant, including grounding
type, grounding pattern and grounding facilities. The interference causes internal and external of the DCS are analyzed, and relevant

countermeasures and protective methods are proposed, thus the long-term stable operation of DCS is guaranteed.
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Fig. 1  Grounding structure of main reference to ground
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Fig.2  Grounding structure of safe grounded

1 SHLAL A 25 = P e PR AR BEER (high performance
process manager, HPM) #L 5, # % Ui T 3 £k (field
terminal assembly, FTA) HLAE  BLICT5 S HUAE LA K RO2 2k
HER IR A DL E At R G, B PR ARG
TET P 1) A 2 4 L HE R 32 2 2% s A, ik 28
FEHOARHE 3 142 28 18] 35 2 25 M T HE R 22 42 b i
THEIS | 3% 42 2 WL I 2 X N (1Y) 32 275 AR i
A HOAR | P AR o P R R DR A

1 S HLA A BT AL IR MILAR B 7 Bk ] (boiler trip,
BT) HUAE L K 2% 2k i 25 HILAE (R RO2 HILAE SN ) i T 30A
SNRAE TN FEN A R — 2 b i HE . AR 42
by 2R ZEHUAE ARG S 19 22 4 b A | vl ] 22 4 327
TR IR 2 22 i 4800 2 0 2 A M e st A, HE b A i
i FL AR R 5 R A 3

T LU RS, 1 5 FTA PUAR | BRoT 7 s HLAE A1
RO2 2k H g8 HLAE 122 4 b 3 HE LRl g e i 48 5
B3 A2 A b e M AR R 1 T HG Al LA 7 2% 4 )
FAJ 3 AoF P, [ %) = 2 b HE 5 e AR A

w5y Hrid 12

XFF DCS RGEM LM TG, 5 3 DCS
RGN B R B A XS BUE G/ A A LM
FRAGFRER AF M AT A 4R T . A PRIER &
GaEAT MR TAE EZAAEL FRAEBIN 1 SHL4 -
AT,

2.1 #HEEE BEANK

PRI Ity BE DU 3 ASOx 1 S HLZH 25 LA 32
S 2 FE M RN 22 4 b V) B b PR BEL A 7 T 4 T o

AR R T v T 3 BOHS il 2 0 9 WS D 4 AL R )
DL/T 6592006 L5 : 4 DCS S5 B ARG ILH—1
2 b B 55 ) 2R e b 2 5 r R b ) I R — A

(HSMBINGEY S 34 52 4 2013 42 H

2

A, HiE b BB /N T 0.5 Q.

223K, 1 5 HL4H DCS B A AILAR (8 30 3 A HE 21
A EEAN i R G B b LA S LR R . I, Tl
HEBR AL B2 4 p BH A KT 5230 DCS 15 5 T HEm
AIRE,
2.2 IEMEBYHE
2.2.1 bl g HEA BN

DCS £ 45 R GE N R FH < Bl g | — e
T, %42 i 2R R T A o A/ 17 F B 0, DDA 2R 0 4
MR LB B RGN A RPIR G5 R S S R P iR
AR 2500 [l i A B A% DCS 946 (4 1E 4 38 17, i 1
LT IR 245 15 46 1) 4 ot R SR G At 38 4% %) B 8 T4, kit
R AT R TXT DCS P27 A s
2.2.2 b ZiHEA N A

MR 1 S LY DCS 155 T 40 K 7 2% I
P L TER SR XA AL P 4 A HE R TR AR
B MRS FE LR 4% TAP Sk Bz b 2% |l U5 5%
Pt e b 2k L K 45 B b i i 45 A 2288 e A ik AT T
P, X 45 22 M PR 45 oF fRL A b I 1 H S R AT T
I
2.2.3  fFAERE 5y Br

LT 1 A5 ML A LA B M 2 Y 4 TH R A
B, RV TG AU N T 2 i e 4 P B R B A
T b A HE L, JHL v A B i 2 G B 8 R 2k
SIS eI W (SRR ey (1 I N 1

@ A4 TPS RGBT A I K B 7 3 2
AL WU A LS TAP Sk 3t 5 RHLAR A1 5 S AH 8
M M Z B, | K% 85 TAP k2 5 Al
BLARSNE AT BERE A AT, OB 46 TAP Sk FIALAR Sh 52
1032 b Pl 2R 4 38 e A AR . SXORRTE = Z AT A
T —AHAREEH , A F T W4T B P B, [ A,

39



DCS MERETIMERSITEIFE H ¢,%

M4 DCS AU & A T L S5 DU, TP i A ) 3 3t pL
HEAPFE 5 4% TAP Sk 1 3% 3210 52 W 5] DCS 2% (1) 1
WAt

@ 7E 1 SHLA MRS BT, DCS | HKE AR N RTE
Sob $HL ) 245 W 75 TR [l U K 15 FTA HLAEAR AR JLAS
HUAE AT M 26 TAP Sk HIZIT 5% 1 %5 FTA HLAE Y4
SEHHHE, RN T AR R S IS TR
A WA HE A R AR . ST 1 S
FTA HUAEZE 4 AR HEXT A B B A8 B T P AR L i HLAR
B4 W R HE SRR T A — R 2 b Pl 45 38 ) % 4 b 2 V3
Hide 2 0 25 )2 00 28 4 M4 WA 5 i Y Rl F DCS T
R TIN — R 2 4 M 422 b oL B D) P T2 WA “2¢ 4 b A4 HE
B R, 15 FTA YR bR 3 J
K3 PR, KERIE R T — R, B« g e i
T DCS RGu4i 5],

.~ 1BFTABUE
T

B | |
BliE%2 | |
WL | /

—

| wase
wE

1z

B3 15 FTA PR RAE L ERBRTE
Fig.3 Schematic diagram of the safe grounding
for No. 1 FTA cabinet
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