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Abstract: Proxy re-signature is an important tool for simplifying key management, and can be used to prove a
proof for a path, manage group signatures, simplify certificate management and so on. Currently, proxy re-
signature schemes are based on large integer factorization and discrete logarithm which are not security in quantum
setting. For this problem, the first identity-based proxy re-signature scheme over lattices is constructed in this
paper, which uses preimage sampleable technology and lattice basis delegation in fixed dimension technology. Its
security is based on the hardness of Small Integer Solution (SIS) problem. This scheme possesses the properties of

unidirectional, multi-use and so on. Compared with the previous schemes which have the same properties, the
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proposed scheme has the advantage of low verification cost and low asymptotic computational complexity.
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1 518

FRE TS 4 12 1 Blazed 25 A Y 7E 19984 ¥ % 45
IR AR A R T . AR A A, —
AR AE AR AT DU — AN S AE Alice [ 258 44 e
N Bob25 44, FF HIXAMREEH A GEAG 2] Alice Bk
Bob 1% 44 % HMAEAT(E B . i TR R LAY
TR g, — PR s — A
P %4, XA HAEAR 2 07 T #A 2N A,
BNt g B, SRALEBRATUE I, R4,
fAIAGUE o BE S . (HRAE LU — Bl , 213
B B 20054F, AtenieseZs A 2 E— G4
5T TAREEE A4 R4 T B A i 22 4 SURTET IR

2013-06-07 Y #, 2013-09-11 &t/m]
X B RRE 42 (61173151, 61173152, 61100229) % )i A3
EGE: TP jlangmm3806586@126.com

N HIAEE o ABATTER Y T MR BE RS 44 7 SR 45
T ANATF R, B o] Ay 3 A 22 A ) B )
RILEZEA % . LibertZ N P gk 71X A4S TF 1)
R, I T A 2 U I R AR TR T R
Shao% A\ 4 F i Schnorr % 44 15 R SCHik[3] 48 2 7
BEA R T AT 5 03 1 22 IR AT 1 1 g A B
TR TT 5o A ICHR 4] TR H SCHR 3] AR EE 45 44
I )7 58, JLI0UE TRy B T4 4% 2 M 18 n =
LerErK, AARIIETFR K. SR, BEEE T
TN R, %07 AL TS A 24 . IR,
Fajits B 7 U SERE R R T S AR B TR A5 44 T 6
R T AN I

B A PVEASAE Ny TG N 2 AN
—, B REFMEMEMN. Hk, BEEE—
Serbuit, HRKZHOSFHOE AN BT, T
BETHET A R B s L, A SR L (1 R X o) A



646 BT 516G 8 %R

% 36 %

I ZE B0 R 5P N RSN BB, HETAR
AAAE LOAL G B30 05 by (1) 1 S0 R A v L 1) R efe
), AT B 2 SN N M L A IR R
M. Rk, B2 B TR B A S O
o 20084, Gentry®5 A A bR S0 by it
TR LRSS AT IR B e A (A 28 A RN S T 5
IIME TS, ek )5, &4 TS0
B DL A 7 S EN T PR R I 1, RS
TORE SR 1) ARSI SCHR[6] P A JEE JlRE
Fi AR5 SCHR 8] H I il e 4 BUAS FE R IR AR, Hid
—AMER TS N em, P AR R, 2K
EHME, DA AR TFES N SE T S AR EE 25 44
2 EAAIR

2.1 %

W B = (b,b,,-,b,)) € R™" J&—">m xm Wi
K, 3 Hby,b,,-b, € R™ AN TR ME. —
m YEH A% A TE A ) HE by, by, b, T B R EL
LM AP RIS, B

A:ﬁ(B):{BCZf:cmgez} (1)

X b, by, b, KT A A AL FRATE R
TR, WigacCzm,

EX1 Hqt~NEH AeZ)" ueZ),
S

4 (4)={ec 2", st. Ae=0(modg)} o

A (A) = {e eZ™, st. Ae=wu (modq)}

EEI1Y Hg>3 R ATHHm=
[6nlog, q] o« WA, FAAE—AMEE 2 T LN [A] 5%
TrapGen(1"), ftifHlE A e Z " MT € Z"™, Ik
AR Zy" EREE TN, T Rtk A (A) 1)
—HH, HERT /AT 28 AR A AL
|T] < 0({nlog, q), |IT] < O(nlog, q) (3)

EX 2 PNEHSRE SIS, 5 (Small Integer
Solution): 4y ERIHLHIFE A € z;" sz 6, $k3
FEmEe, {ifF Ae=0modqg Hlel <.

2.2 BESHT

MEER ce R™, 8o >0, m 4tk A, &
Xk A B EEGE Ah
Poc(®)  poc(@)

Poc(4) D prcl@)

el
I 10 g>2, HFAcZ" m>n.T,
s A (A) — A5, o> ||TA||-w(«/10gm) o A,

DA,J,C (x) =

Ve e R" (4)

MHTeeR" ueZ H:
(1) Pr

T~ DA;(A),U sl > o/m| < negl(n) ;

(2) 47 AE — D M2 2 WU ) 529% Sample
Gaussian (A4, T,,0,c), A& A (A) HH ) &
o, Mo MAGSEET D,

(3)FAAE— A2 2 T A [A] 535 SamplePre
(AT, u,0), S A (A) PHOF R @ , 648 2 0
S GEHERT T Dpaoe e

5138 20 Wn Flg A FEEE, Ho a8, m>
2nlog,q o MAX T AczZy™, o> w(W) )
e~ Dy, Mu=Aemodq MNMAEIEILT Z)
A 3 A

EX 3 MTAEREn 4ikg A FIESH >0, O
WS (A) 8 AL py (A \{0}) < e [Fd/ T
5o

138 30 wACZ" R, ZHoe R,
MTi=12-k, v,€Z". X, END,,, , THIX
PP ZeE TE R BENLE B . We = (c,0000)
ezZb, BN g=gcd(c,cy,,c),v = Zk cv; o B

i=1 171

WX TR AW e, o> lel-n.(A) » A Z=
S X, BTG T D,y
2.3 EEEZ

EX 4 XNT—NEEAcz™, MR
Amodq 150 Z7"" FHIFERE 2 W), AR A 2
Z, AT

EX5 o, = nlog,q ~cu<\/log2 m) 2D,
LKox Z™m ERFERE Sy A, X SRR B 4 I AT
(D, )" RS FEHAE 2™ b Z, w0

B% 18 SampleR(1™) : 1% 50 15 L A B2y
maiEET D, .

()R T, ¥ Z™ Lkt
@R i = 1,2,m > I B TR RE 57 15: Bt B
HHEL—AS 7 L SampleGaussian(Z™, T, 0,.,0) ;

0'Yr
(VWK R Z, A, Wi R, ANES
$(2)%.
Bk 20 B 3k &R YR 5% BasisDel(A, R,

TAaU)

<1> 2 T, :{t17t2?"'atm}me » i T1’3 =
{Rt,Rt, - Rt }CZ", ATy ks A (B)[H—
HEMTRINES, X B=AR "modq;

(2)40 Ty el fids A, (B) I— ATy, , H T, A
A BRI HE

(3) A H Bt HL AL 572 RandBasis( Ty, 0) » i A%
A (BYWg—ABEHLI N IE T,



% 3 3 ANELE

¥ LIEF GO B AR B 4 647

B % 38 SampleRwithBasis(A) ,
a, €Z, A Z " MmDHE.

(1) R HMEZE 2 T 8] 59% TrapGen(17) 7= 42
—ANBENLINFLRE B € Z) " Fks A, (B) I — AN/ ik
Ty, Hilig ||TB|| <og /w(Jlog2 m) o

()% F i =1,2,--,m , EATUI N HERAE:

(a) flt BL — /™ 1] 7 7, « SamplePre(B, Ty, 05,
a,), M4 Br,=a,modq;:

D) EH(a)HEIr, G,y 0 Z, BRIETK
i

(S)Q\R = {7‘1,7“2,~~-,’)"m} ez™", ;jlz/é\ R I%Zq
AN m FFERE . A R R ORI T .

B3 48 & m>2nlog, ¢ Hq e85 XT
Ac Z", 5k SampleRwithBasis(A) fi th — /M4
MR, Hoafigit#%iE T D, . £ KRB
A (AR I Ty W2 |T5| < g / w((flogy m) > 3X
B B=AR 'modq .
3 ETHMMREERXRSZ
3.1 TENE

BRI T A Hash 8 H, ¢ {0,1) —
Z"™" vid — H(id) ~ D,,,,, ,H, : {0,1} — Z ({0,1}

L
4 A, 09,0,

mxm

FAT B LR 1) 41 o

(D) FHHA: MAZESHL, BITMEZ
35 2 N 1) 8590 TrapGen(1™) 77 24 — A Bifi H1L 14 4 B
AezZ" g A (A) I—ADBarET e 2, I
H|T) < 0({nlogy q)» (el FrsBRLIEAHER) . 5
GHFERREL £y (2) = Azmodq (f: Z" — Z'). 4
EAHIA, ERHNT.

() H RV N & yid, T
R, = H,(id) , FIH 5% BasisDel (4, Ry, Ty, 0 ) it F
PN Ay = AR modq » BT, .

(3)RFLFE A B AN SN id, A ]
pky, = A, » W id, (928 pk, = A, M
Skidz = T;Zd,z ° ij/VtAidl = (au,au,-n,alm)T , XH a; €
Z! s WA ay i =1,2,m, R EARAIRE S
SamplePre(4;,, T, ,a,;,0) B — A ) = os AT 1S
A,s =a,modg H |s|<ovm -

K3

(81,8557,8,,) € Z™™ 5 A Amzsidﬁmz

L Sidﬁidz =
= AMl mod ¢

E_ |Sid1*>i(12 S O—\/m o i‘FﬁTJ H:II E%% %_JIZ}%H rkidlﬂidz -
Sidlﬂidz °
(4)%44

B1EZL: AR sk =T F—MNMHE m,
B

(a) &£ — D BE ML 17 B e e {01},
u=H,(mlr)€ Z;;

(b) K H I 4l £ 5772 SamplePre(A, T, u, o) fili
WM e i1 Ae, = umodg H e | < ovm

(c)iinth (e, ) YE N E m EE 1 2% 4.

Wi A% AT sk =T M— MM Em,
AR

() —ADBEFLI R r € (0,1}, Wi u=
Hy(mlr) € Z; ;

(b) M Ji & # 7 5 7% SamplePre(A, T, u,
o'm Y A ) e, 13 Ae, = umod g H.
fed < '

(c)iitt (e;,m) TE N E m E i 2254

(5)ERA: MAEZAEY rhy i = Si i, -
I idy KRB phy, = Ay > — N E m FVERS
BB (e pm) o HILKE A ey, =umodg H
€, < a'm!? . R e NI E m 5 122
oo WMEIEs BN, e, 0 = Sy € W
(e,1,m) WHIF id, — id, 4.

(6)9riE: BN id, AP phyy, = A, > W
Eom M idy — idy WS (e 100,7) o« WIER

eidz,l+1|| < oD /2 IEzA

Ay €1 = umodg H
%, TNHEL.
3.2 REMSH

EIE 2 (ERENLITE PR R, %05 A/
KU R ] (SIS, 0 5) FOVRHERRCBE 2 224 5 )i
Ui, WERECTREWS P E AR R IERE AL, X
T ABEHUERE A € Z, BEHRE] A E v =0,
Hiwl <20vm , 3 Av=0modgq -

IERR BT RSN A N A

Wil 4 mITAEARTT S, 3 2 REAOE
%1 JR%A, FTUAEN g e U5 B IR 2
S RTRIBAZALN 242

BRAFCER 22 4 ABCBATAE /MR 2 20U 1]
T AT T gy BENLTRE ML, g, R34 )
Mg, (< m ) IXEZELEYIWIN )G, FTLALAIAS AT 2008
ML e BUOZTT %, Akt —NEEB, MH]
ST A B8 ARV SIS, . A TS,

RAZH: AN A e Z,
% Bt — AN AEF v Y Av = 0mod g H vl
< 20Jm o

WE N BAWAH) id, i€ {1,2,-,x},B
TE A AT A, Ay Ay o ARG RR

(HixE A=A, = AR, modq. ¥4 BFIH
Sample R 5Lk £ —A> Z, WIEHHERE R, » B U
HA = AR, modq, A, PIESUNLER

(2)# H SampleRwithBasis (A4, ) 55/ 4 k —1
Aoy BX (A, T, ) IR, ,i=12-t—-11+



648 BT 516G 8 %R

% 36 4

WE PR B ZE A% 4 TS HL )
Mﬁﬁmm,%mﬁ?Mm,i%ﬁan@ﬁ
BB EN Oy » BB EHLH R UIF
BENLIIS B H, W) 28T AW id, I
B AHIFRE R, % A
BEHL TS ML H, WA . B 4E ¥ — 3K (id,, uy,
e (my,n,)) o AT Hy I, G5 (my,n, ) fEF113R
e, W BRI w25 Ao B, BAEC— AN
e, Dyn, It u, = g€ modgq 171§ (id;,
wy, ey, (my, 1) FRIA w45 A
W BT AR (id,, my,) BEATZE S W]
e m, CLHATEBENLIN S L H, W), BAESIER
PRI (id, e (my,n) TR e 45 A
EA%M Pl ST A X (id,,id,) 34T HAE
PEPIAIR . A=t 8 =1, WEEk. /N, Bt
BUE R WY rhy g T R id, (19209
Ay APid 2 B (A, Ty, ) VAR5 5 ]
iﬁiﬁ/ﬁiﬁk%A%M’fﬂ Thig—ia, = Sig—ia, » 1ETT
Ayd ded = A;; modq, 7'/{:@5” id, HA
Thit: AK—BUE, ﬁﬂxflli%Am 1F N ki
NHMEN N1/ k), JFHAARE —MhE 2T A S
0 BR il B om” AT BRI AL H, W, B4
A — A (id,,(m" 7)) o
N IOZIHAIEAT . A, T BENLTS
BLH, B#1E], B X T 50 id, KW 124 R, » i
S5 1A R, R D, 231 SEEHLIE L H, (1
IIATRANTTIX 3 ik, XTBENLIUS AL H, 1
B, B A B om, B R H, B, =
A, e, modg, g1 B 2 WA, w, KA Z) B
B oy A AT X 3 (1), RIS H, B4 o A s A aT
DX FR T4 W, sl B 1w, BN
1% e — D, B 5045 55 JRAR S (1 73 A 2 AN AT X
S BT, B3 WA, B4 A ]
S Y
METF AR (id,,(m ) ), BAESIE
k4 (idt,(m*m*),em*) I Bt v = e —e 1EN
SIS, s 1 # Az =0modq [ fi# . H T (id,
(m",r"),e ) R (id,,(m”,r" ) e ) FE Al — MR m” 2
%o WA
A, e modg = H(m* "r*)modq = A, e . modg (5)

MITiTHEI Ale” —e )= Ay (e —e .)=0modg- i
F e . fe|<ovm H e =e. . B LA
le” e, | <20vm He —e . =0.

WA 24 BULAPAE MR TR 1

T AT T gy BENLTUS AL, o, IREE44 R
Ml g, REZE A BPIM J, A] LALAAS A] 2008 R =
e W7 %, W akgit— ML B, FIHECT A 1)
REJIRARLE SIS, 5 PRIAE I S5
RAZH: AN A e Z, &
12BN EE R & v 115 Av = 0mod g H vl <
20Jm o
WEHEAM: BAMBH ) d;, i € {1,2,-,k}, B
T s N A L Ay Ay RGOS RELTT
(HiXE A=A, = AR, modq. ¥4 BFIH
Sample R 5Lk £ —A> Z, WIEHHERE R, - B U
HA = AR, modg , A, PIESUNLE R
(2)# H SampleRwithBasis (A4, ) 55/ 4 k-1
o IR (A, Ty ) TR, i = 2,3,k
TEHHIA: B HFHERIE 4 NS HLMIRE: b
MUBENLH,, BEHLEUE L H, , B2 TE L O,
FRAL BT Oy - BT HFHLH LT
BEHLIS L H, W] 98T AW ad, 15
B #JIFIRIFI R, 45 A 5
BEHL TS B H, #A) -

B 4 — A (id;,u,,

e (mn)) - %ﬂ?ﬂﬁ&ﬁum%wwnﬁﬂ%
e, BRI w AL I, B AR

€ — Dyn, Cinan ﬁuk = A, e, modg,
e (my, 1)) TR E 45 A

B BT AR (id;, my,) BEATRE S W]
fBBE my, BT RIS WL H, Wik . B 7E8IE
HEAK (id;, wy, e, (my, 1)) TR E €, 47 A

EEAEHAMI . HT AN (zdl,zd]) AT HEE
YoEYII . A =1k, w0, BiFH RS
By, WK FUTR P id, (02890 A, o T id,
1 FAPI (A, T, ) LR TR 4 B 1 T
EE R R o —id; — Sm —id; il 15 A;:djsidﬁidj
= A, modg 75\%52,1 i, A n A

it Rok—febk, A R A, Pk
NHAMER 1/ k), FEHAERT— /\%LZHJ A
2%t m” WA BENLI S WL H, Wi, TB4 At —
bt (id,, (m”, 7)€" ) o

IO ZIAABEAT . B, RTINS
BLH, {1, BT B4 id, (AR B0 R, ih
S 1 ML 3 W Ry, IR D,,,,,, 73, HBEHLTR
FHUH, KA REATT X JER, X RN
BLHy BT, B XA my (90 18 H, (1 5] %
w, = Ay e, modg, MGIEL2 WAL, w A5 Z]
RIS ARATT X, RIS H, K oA 2
AT e R, X FELAWE, BHR%E
e — Dy I3 A0 5 S ABAIFE ) 73 AT AN X231 o
e, MG 3 R, HAEALE N ) [ 2



% 3 3 ANELE

1% LT S I R AR RS 649

AL
MHF AR O (id,, (m ) e ) s BAESIR
A Gid,, (m" e ),e’) I HE v = e . —e 1N

SIS, s 1 Az = 0modg I fift . ¥ (id,,(m’,
), e ) (id,, (m" 7)) A — N R m 254
A2,

Aidte* mod g = H(m* "r*)modq =4, e .modqg (6)

MIFE] Ae” — e.)=4, (e — e .)=0modg.
T e* 5 ||€m* ’ F)T BL ﬁ
”e* —e .| <20vm He — e.=0.

XA 4y, BT EEL WAL, Hidfks
W 22 A P R AR B 22 AL . T EE 2 44 1L FE m] A
FH F 224 B AH KA, ZESEAMERG A s
4 WENT

LS TR T — AN %% R s 548,
AAATFH T /N L Py R - ) i R s 5 DL A

ARSI, HAH IR0k O(n?), O(n?) ,
BT DL R AR . A SO 5 B AT M R i
(PISCHR 4]0 5 %6 2 BT LRSS, &5 Rk 1 For.
F1 HEMBER L

SCHR[4] BT % 2 A3 %
B T 4 Kok o(n) o)
8540, K AN K O(n) O(n)
LA NP0y o(In?) o)
L AT P o(n’) o(n®)

FESCHR[A] 0T 56 2 v, 2R 1 RS SR UETT
BT 2L 6 MRCO IS S, T2 ZEE%% IS U 5 2
AL+ 2 MECN IS B, JLI0UE TR T R Lk
(o AT S IR UETT S 2 — AN FERE 5 ] 1
BRIz 5, ANKl H 25 A UG N T S . TR T
REAACRE, SCIR[4ITT % 2 BASOT S Lk 1Y
Ko

5 4t

A SCR Y AR TR B 55 [ 5 YERR % B2 IR
BOR, M3 T A% BT S0 1) 22 AT R 1R S g AR R
R TT R o R JT BT M L /N R ) e
(Small Integer Solution, SIS), fRiE T HAE &= IR
A

5% % #

[1]  Blaze M, Bleumer G, and Strauss M. Divertible protocols and
atomic proxy cryptography[J]. Lecture Notes in Computer
Science (LNCS), 1998, 1403: 127-144.

[2]  Ateniese G and Hohenberger S. Proxy re-signatures: new

applications[C]. ACM

definitions,  algorithms, and

Conference on Computer and Communications Security 2005,
Alexandria, VA, USA, 2005: 310-319.

[3] Libert B and Vergnaud D. Multi-use unidirectional proxy
re-signatures[C]. ACM Conference on Computer and
Communications Security 2008, Alexandria, Virginia, USA,
2008: 511-520.

[4]  Shao Jun, Feng Min, Zhu Bin, et al.. The security model of
unidirectional proxy re-signature with private re-signature
key[J]. Lecture Notes in Computer Science (LNCS), 2010,
6168: 216-232.

[6]  Schnorr C P. Efficient identification and signatures for smart
cards[J]. Lecture Notes in Computer Science (LNCS), 1990,
435: 688-689.

[6]  Gentry C, Peikert C, and Vaikuntanathan V. Trapdoors for
hard lattices and new cryptographic constructions[C].
Symposium on Theory of Computing 2008, Victoria, British
Columbia, Canada, 2008: 197-206.

[7]  Cash D, Hofheinz D, Kiltz E, et al.. Bonsai trees, or how to
delegate a lattice basis[J]. Lecture Notes in Computer Science
(LNCS), 2010, 6110: 523-552.

[8]  Agrawal S, Boneh D, and Boyen X. Lattice basis delegation in
fixed dimension and shorter-ciphertext hierarchical IBE[J].
Lecture Notes in Computer Science (LNCS), 2010, 6223:
98-115.

9] ERE, BT, ERR A LT ROR B A (]
M 545 244, 2010, 32(10): 2400-2403.

[10] Boneh D and Freeman D. Linearly homomorphic signatures
over binary fields and new tools for lattice-based signatures[J].
Lecture Notes in Computer Science (LNCS), 2011, 6571:
1-16.

[11] Lyubashevsky V. Lattice signatures without trapdoors[J].
Lecture Notes in Computer Science (LNCS), 2012, 7237:
738-755.

[12] Micciancio D and Peikert C. Trapdoors for lattices: simpler,
tighter, faster, smaller[J]. Lecture Notes in Computer Science
(LNCS), 2012, 7237: 700-718.

[13] Agrawal S, Boyen X, Vaikuntanathan V, et al. Functional
encryption for threshold functions (or fuzzy IBE) from
lattices[J]. Lecture Notes in Computer Science (LNCS), 2012,
7293: 280-297.

[14] Ducas L and Nguyen P Q. Faster Gaussian lattice sampling
using lazy floating-point[J]. Lecture Notes in Computer
Science (LNCS), 2012, 7658: 25-42.

[15] Boyen X. Attribute-based functional encryption on lattices[J].
Lecture Notes in Computer Science (LNCS), 2013, 7785:
122-142.

[16] Alwen J and Peiker C. Generating shorter bases for hard
random lattices[C]. The 26th International Symposium on
Theoretical Aspects of Computer Science, Freiburg, Germany,
2009: 535-553.

YEEAR: B, 1084 4FZE, MR, WFRT MRS A SIS, B
B4,

BT Y3, 1955 4EA, ARSI, %, WERUTROARE A
BN {}IL.I.EUJJF

Ftr: 9, 1979 44, WLAESIN, BIEER, BRI R IR A

PIE . AR



