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Abstract: The vulnerability of published vehicle traces is a focus issue for vehicle ad hoc network. Aiming at the privacy 

of published traces with a game-theoretic model under the scene of the active attacks and defense actions were modeled, 

and the attack and defense games were analyzed. Also ability of an adversary and the goal that a defender wants to 

achieve by the information entropy were quantified. By the analysis of true traces, the Nash equilibrium point under the 

game of complete information and an optimal defense strategy providing the user with the best privacy level for each at-

tack strategy were presented. 

Key words: vehicular ad-hoc networks; trace; privacy preserving; game theory 

 

1  �� 

��������VANET, vehicle ad hoc net-

works	
��
������������
��

������� !�"#$%&'(VANET
'

)*��+%,-./01234567�8	�

9�:;��<=�>?@ 2AB���CDE�−

����V2V	1�−-���V2I	(VANET �F

GHI?JKLMNOP,��QR1��ST

(infotainment)UHI(VW��VANET XYZ�[

\]^,_�`1ab`�cd�e1fg"#( 

hijk�lIm�Fn�op�lqr�

s�tu-��vwxyz{|}~��t�lO

P�|}vw-y�s�t��B��b45CD

|}/�������G�HI��(����l

�n���s��l,OP����������

�������Iz{������B�,���

�1 ¡U¢£�s�¤¥�¦�l�§P���

¨©1ª«�l¬���­®1��¯n�ª«�

s|}��°±(²³��l��°±´µ¶·9

t¸� VANET"# !6�')$%( 

HohU

[1,2]

¹º k-anonymity»¼�½¾¿��Q

�����2013-07-10 

�����VWNXY�Z[\]^_`61202099�61073180aSbV&cdY�Z[\]^_`2013M530706a 

Foundation Items: The National Natural Science Foundation of China (61202099, 61073180), The China Postdoctoral Science 

Foundation Funded Project (2013M530706) 

doi:10.3969/j.issn.1000-436x.2013.z1.032 



� Z1� ������	
��
����������� �241� 

 

RÀqrÁÂ��GÃ�ÄÅ�´Æ�lÇÈÉ!I

m�°±´µ(Jin U

[3]

|ºÊw¢Å�����Ë

Ì�Í���Î¼ÏIm��s��Ð'Z(ÑÒq

r�swÓ���²Ô�Nergiz U

[4]

�BÕÖÊ

k-anonymity�ËÌ�×ØÙ|ºÊ/ÚÛÜ���Ý

Þßà¼(Mehmet U

[5]

áI k-ÝÞvâ��ÝÞ�

�½´Æãä��åæ�pç k−1)��Å�Éè�

éw�çêëìíî�=»¼Àz{�ÝÞ��ï§

ðR(LuU

[6]

|º'A��$%ÝÞñòîó��´

ÆVANET6��lqr°±(ChrisU

[7]

¹º���

�ô�I+%�æõqrö÷�¦øº��ù6ú'

+%���(çêõßÊ+%�°±ª«�*+%�

n�,����ûüýþ,���ì»�×Æv��

��I�æ��s��ôûüº+%�v� ID( 

�Q��_�"#Ê�l��°±´µ¶·�Ä

���æ	H�à¼1C
�è�1õß��°±

ª«¶·(¸�� 
���I�"#Î����M

N�°±¶·(RayaU�

[8]

/Ú 
�"#Ê¢��

�6��+%��¶·�Í�I�������Õ


����Ð������(ReidtU�

[9]

áI 
�à

¼ëìÊ'A ad hoc ��6�è{D��n���

îó� !"v+%À��+%ï§��(AlpcanU

�

[10]

�I#1 
,C$ 
1%&'(è�Ê��

���6���1)*�&¢�+,-( 

./0À/1[7]6|º�Fn��23�Ø4

�I�s5�õß�������61)*��)

*�6�ï'7áI 
�À�),-ï§8C�

9º	H���ýþ1)*ýþ�è�Ê����

)*�&¢� 
,-�|ºÊ:;)*ýþ( 

2  ����� 

2.1  �� 

���À¬z{��l��°±������


<ÝÞ��ù6ÂÕ¬���l�=>?@��( 

AÕ����ôBù�Ú')C�)�l�

��.�s�side information	�ã'®.�s9º

Êú'wD')����qr�s�E�s���


ÅÁÂ�(ÐFn��236����FG�,

����	H�àD¨k.�s(���Iu=>

�-Jù��KIuvw,Lï�-Jù�Mh�

íw¢�û�����ÅNIuô��-Jù�¤

Iuvw¨©�-Jù(OP�����¦
�N

��ÂÕQ�+%��v-J( 

Ð/1[7]6�Fn��FG?JôR2ASTE

�B1	���Ån�³w�¨k.�s:æU�B2	

+%|�ëÕV�nýþ�<�jk�¨k.�s

:��Ä�pç+%'W��XYu-Z[�\ó

1]^\ó( 

./ÅÑÒ���áIX_+%��nýþ�

��
`�¸HY')+%2����Å�aFb

cE+%�O
²tÐE23R�����¦
�

��ÂÕQ�+%��v-J( 

2.2  �� 

Ð8d�) 
C
&��Ø4�I�s5Õ

Ö�¦+%����+%	��°±ª«-^�ï

�ÕÖ�������61)*��)*�6( 

�� 1  ë L

i

t+% i ����¬�+%��

�ù Trace={L

i

| it+%}�×ë L

i

t�¦+% T�

���Ëet Pr( )

i T i

p L L= = �

i

L Trace∀ ∈ �p6�

| |

1

1

Trace

i

i

p

=
=

∑

�fg�Ï�¦+% T ���ùè{

5ÕÖt 

 

| |

1

( ) lb

Trace

T i i

i

H L p p

=∑

 (1) 

è{5 H(L

T

)hi��¦+% T ���ÅÂÕ

�hjUè{5 H(L

T

):k��¦+% T ���Å

ÂÕ�hl�¸ H(P)=0 w���ôm'ÂÕ�¦

+%���( 

Aë RtX_+%�.�s�R
')noE

R:{t

k

}pq�p6�t

k

t.�s¬rs�X_+%�

w¢vM�time instant	�qt¬�tuv�cell	

qr ID ù��Ú
 R(t

k

)ws���ÐwD t

k

¨k

X_+%¬Ðtuv�qr ID(fg���¨©ú

)+%����6�wstäx5�TD( 

�� 2  ���¨©�¦+% T����6�

wstäx5E 

 

| |

1

( | ) Pr( , ( ))lbPr( | ( ))

Trace

T i k i k

i k

H L R L R t L R t

=
= −
∑ ∑

 

  (2) 

p6�Pr(L

i

|R(t

k

))ws���ÐXI R(t

k

)�SyR

ÂÕ�¦+% T�-Jt L

i

�Ëe�Pr(L

i

, R(t

k

))t

���XI.�s R(t

k

)K�¦+% T �-Jt L

i

�Ëe�>êèytäxËe1��Ëe( 

*Ú ( | ) Pr( ( )) ( | ( ))

T k i k

k

H L R R t H L R t=
∑

�²³

�����6�¨©.�s�ÁÂ� Pr(R(t

k

))�ô

z.�sR�äx5 H(L

T

|R(t

k

))	�(Pr(R(t

k

))©{

Õw�H(L

T

|R(t

k

))hi�H(L

T

|R)�hi�|���



�242� �  �  �  � � 34� 

 

��6h}UH(L

T

|R(t

k

))hk�H(L

T

|R)�hk�|

�����6h��̧ H(L

T

|R)t 0w�����ô

m'�¦+%���( 

)*�vâ��°±´µ��6IÝÞù�

^õ�./áI k-ÝÞ5^õ�hÕÖ 3¬s	( 

�� 3  ë)*� S ~G|}åæikt k �

ÝÞù�E k-ÝÞù5�wst 

 H(S)= (1/ )lb(1/ ) lb

k

k k k− =
∑

 (3) 

fg)*����°±´µîó�H¾¿ 

 

( | ) ( )

T

H L SΩ Η�  (4) 

p6�Ω t)*�Aë���X���.�s�
( | )

T

H L Ω t)*�Ð Ω R�¦øº���ÅÂ
Õ^( 

3  ������ 

3.1  ���� 

0À����Åé��ýþ�8d 
C
�

ô�¨kÀH��ýþR�:;)*ýþ(�) 


 G�ÕÖt:u�(P,S,U)�p6�P
���ù

��S
ýþù�U
B���ù( 

���E���ù� P={P

i

|0<i�I}�OPAÕ

I=2�ÍèyÀH���1)*��p6���� 2

A�
EN���n����GPA, global passive 

adversary	1��Fn����LAA, local active 

adversary	( 

ýþE 
6�ýþù S={S

i

|0<i�I}�p6�

S

1

t���ýþù�S

2

t)*�ýþù�ÏÐ 5.3

+1 5.4+����( 

B���E¸)*�Iu���¬���.�

sw�8d=N�s 
�³w����B�t

1 1 2 1

( , ) ( | )

T

u s s H L R γ= � �)*��B�t

2 1

( ,u s  

2 2

) ( | )

T

s H L Ω γ= � �

1 2

,γ γ èyws��1)*�
�(OPtÊ:iß�����6�Ï

1

γ ët 0U

2

γ
?J)*������ôz>À���v��9�

��(  

3.2  ��	
 

3.2.1  ������ 

ÐFn��236�����£������

����Y��s�z{��&¢�ÀH���v

wrs�����(*Ú����£����sÅ

�Ð���¬ôÅ~G�iûü��(��»¼�

��hG 1¬s( 

 

Input: {L

i

|i=1,2,��N} 

Output: Identified traces 

Begin: 

For(m=0; m<number_of_trace; m++) 

{  /*initially all traces are possible candidates to each vic

tim*/ 

   Candidate_set

m

={L

i

|i=1,2,��N} 

} 

While(sampling_time not ended) 

{    For each node i met at sampling_time and j�Candi

date_set

i

 

If(met node i at location r at sampling_time and L

j

(sampli

ng_time)!=r) 

{   remove trace j from Candidate_set

i. 

    If(|Candidate_set

i

|=1) 

        Cascade(Candidate_set,m) 

} 

Evolve sampling_time. 

} 

Cascade(Candidate_set,i) 

{   L

j

�Candidate_set

i

 is the identified trace 

for(m=0; m<number_of_trace; m++) 

If(L

j

�Candidate_set

i

 in Candidate_set

m

 and m�i) 

{   remove L

j

 from Candidate_set

m

 

    If(|Candidate_set

m

|=1) 

    Cascade(Candidate_set,m) 

} 

} 

End 

� 1  ���	
� 

»¼ôÅü�z{���t�g(��w�A

ÕÀÚã)����¬�����
 ¡��(h

¢'ä��ºâ�w¢,qr����HYú)�

���w¢,qr	é�|£Oä��
E���

� ¡��(í¤w¢û�����<X_+%ù

�6¥¦����sÅ'§� ¡��(¸X_+

%���ÂÕw�¨I Cascade ���E��ÏO

ä-J<pçX_+%� ¡��6�¦(e�E

����Ù�')���	H���Å�ÂÕE

����Ä
í¤pç ¡���ÂÕ�¦�©ª

�:2'ä ¡���
E�������ÍG 1

6«Û¬­�®��¬���,-(²³�¸��

�FGÂÕ�)�����w	ÀQj¯( 

3.2.2  ���� 

�°�°±´µÍ)*ýþ�ÝÞ��1°±

��(ë Tracet+%���ù�{s

1

, s

2

,², s

k

,²}

t³Ww¢´µ�)*ýþ�w�hR( 

ýþ D1E¶ Trace ·¸ m )+%���ù�

9B���ù Trace′�jk Trace′⊃ Trace�K¾¿

|Trace′| = |Trace| + m( 

ýþ D2E¹¦´µ{s

1

, s

2

,², s

k

,²}6� n)³



� Z1
 ������������������� !" #243# 

 

Ww¢%��9B�³Ww¢´µ

1 2

{ , , , , }

k

s s s

′ ′ ′
� � �

jk{s

1

, s

2

,², s

k

,²}

1 2

{ , , , , }

k

s s s

′ ′ ′⊃ � � ( 

4  ���� 

./vº��áI»�¼½¾536lº¿�23

À[�§P���¥���ù*'�µw¢�´�

�lqr1x����9( 

tÊÁlvºè�Â^�ÀÚýþ D1�)*

�� γ=0¾¿ôR��D 

 

| |

m

Trace

γ α=  (5) 

p6�αtÃM���|Trace|t+%��Ä��mt

·¸���ä�(Mh·¸ m=|Trace|/2 ä���f

gp)*��t γ=α/2( 

ÀÚýþ D2�)*�� γ¾¿ôR��D 

 

n

N

γ β=  (6) 

p6�β tÃM���N t³Ww¢%�Ä��n

t¹¦³W%�)�(Mh¹¦ n=N/2)³Ww¢

%�fgp)*��t γ=β/2()*�áI D1,D2

O 2A)*ýþ�Å

4 5 6

/ 2, 3 / 4, 7 /8γ β γ β γ β= = =  

1 2 3

/ 8, / 4, / 2a a aγ γ γ= = = �×Å m=0, |Trace|/8, 

|Trace|/4, |Trace|/2�n=0, N/2, 3N/4, 7N/8( 

0ÀB1,B2�=N�s 
�ýþDhG 2~G 5

¬s�p6���ýþèyÆ§Ê 60 min,100 min,

400 min,600 min(̧ γ=0w�Æ§ 60 min,100 min,

400 min 2�ÜÇÈÉt(B2, m=|Trace|/2),(B2, 

n=7N/8)�Æ§ 600 min 2�ÜÇÈÉt (B1, 

m=|Trace|/2),(B1, n=7N/8)( 

ÑÒ)*��w�Åé

α

�

β

©�R�:;)*

 



�244� �  �  �  � � 34� 

 

ýþhG

6

1G

7

¬s�ãä��:i�%ÀHÚ:

;)*ýþ(<>Ê�Ë�¸

0 1.04α� �

w�:;

ýþt

m=|Trace|/2

�̧

1.08 1.20α� �

w�:;ýþ

t

m=|Trace|/4

�¸

1.20 1.36α� �

w�:;ýþt

m=|Trace|/8

�¸

1.36α �

w�:;ýþt

m=0

U¸

0 3.43β� �

w�:;ýþt

n=7N/8

�¸

3.43β �

w�:;ýþt

n=0

(

 

5  ��� 

./áI 
�à¼"#Ê VANET 6�

�ª«¶·(Ø4áIäx5�õß��1)

*�6�vâÊ���6�)*¯¢��Ã�(

Ð�) 
6�<Fn��8d���§tC


�<·¸%A��1¹¦³Ww¢%�8C

��)*§t(:2�0ÀÅé���ýþ�

�I=N�s 
ï§è��kYÊ	H��

ýþR�:;)*ýþ(R'7�ÏáIQ�

���ù�ï§ºÆ�×9º�§���°±

´µýþ( 

����� 

[1] HOH B, GRUTESER M, XIONG H, et al. Preserving privacyin GPS 

traces viaun certainty-aware path cloaking[A]. CCS’07: Proceedings 

of the 14th ACM Conference on Computer and communications Secu-

rity[C]. New York, NY, USA, 2007.161-171. 

[2] HOH B, GRUTESER M, XIONG H, et al. Achieving guaranteed 

anonymity in GPS traces via uncertainty-aware path cloaking[J]. IEEE 

Transactions on Mobile Computing. 2010, 9(8):1089-1107. 

[3] JIN W, LEFEVRE K, PATEL J M. An online framework for publish-

ing privacy-sensitive location traces[A]. MobiDE’10: Proceedings of 

the Ninth ACM International Workshop on Data Engineering for 

Wireless and Mobile Access[C]. New York, NY, USA, 2010.1-8. 

[4] NERGIZ M E, ATZORI M, SAYGN Y, et al. Towards trajectory ano-

nymization: a generalization-based approach[J]. Trans Data Privacy, 

2009, 2(1):47-75. 

[5] NERGIZ M, ATZORI M, SAYGIN Y, et al. Towards trajectory ano-

nymization: a generalization-based approach[J]. Journal Transactions 

on Data Privacy, 2009, 2(1):47-75. 

[6] LU R X, LIN X S, LUAN T H, et al. Pseudonym changing at social 

spots: an effective strategy for location privacy in VANETs[J]. IEEE 

 

� 6  ������ 60 min�	
� α, β�
�������� 

 

� 7  ������ 100 min�	
� α, β�
�������� 



� Z1� ���������� !"#$%��&'() *245* 

 

Transactions on Vehicular Technology. 2012, 61(1):86-96. 

[7] MA C Y T, YAU D K Y, YIP N K, Privacy vulnerability of published 

anonymous mobility traces[A]. Proceedings of the Sixteenth Annual 

International Conference on Mobile Computing and Networking (Mo-

bicom'10)[C]. New York, USA, 2010. 185-196. 

[8] RAYA M, MANSHAEI M H, FELEGYHAZI M, et al. Revocation 

Games in Ephemeral Networks[A]. ACM Conference on Computer 

and Communications Security (CCS)[C]. New York, NY, USA, 2008. 

199-210. 

[9] REIDT S, SRIVATSA M, et al. The fable of the bees: incentivizing 

robust revocation decision making in ad hoc networks[A]. ACM Con-

ference on Computer and Communications Security (CCS)[C]. New 

York, NY, USA, 2009. 291-302. 

[10] ALPCAN T, BUCHEGGER S, Security games for vehicular net-

works[J]. IEEE Transactions on Mobile Computing, 2011, 10(2): 

280-290. 

����� 

 

 

����1987-��������	�
��
����

����������������� !��"#$% 

 

	
��1966-����&'()	�
��
���

�������*��������+,-./ 0!��

"#$% 

 

 

���� 239�
 

GUO W F. Research on the Secure Crossing-domains Transmission 

Schema for the EPC Networks [D]. Zhengzhou: PLA Information En-

gineering University, 2011. 

[8] +�,, -./, 012. EPC �3456789:;�<=>8

?@[J]. A)B)CDEFG, 2013, 34(5):983-986.  

GUO W F,LI J F, ZHANG L S. A provable secure crossing-domains 

authentication protocol for the EPC networks[J]. Journal of Chinese 

Computer Systems, 2013, 34(5):983-986. 

[9] HIJ. 56KLMN�OPQ=>8()[J]. CDERS, 2006, 

29(8):1271-1281. 

PENG H X. An Identity-based authentication model for multi-domain[J]. 

Chinese Journal of Computers, 2006, 29(8):1271-1281. 

[10] TU, -V, �WX�. 56789:;�YZOPQ=>8?@

[J]. [\]RRS^P_`Rab, 2008, 33(10):1051-1054. 

ZHU H, LI Y, YANG J X, et al. A universal provable security authen-

tication protocol for multi-domain[J]. Geomatics and Information 

Science of Wuhan University, 2008, 33(10):1051-1054. 

����� 

  

 

���1977-��1�&'23	�
4�
�567


�89:!;��<=����������>?"#@

A$% 

 

����1987-����&'BC	�DEF����

G
;����������H� "#IJKL% 

 

����1977-����MNOPQ	�

���&'�RG
89:������

���� !��"#$% 

����1977-����ST'U	�

DEF����G
89:!;��<=�

���������>?"#VW!+,

XYZ�  0$% 

 


