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Abstract: The vulnerability of published vehicle traces is a focus issue for vehicle ad hoc network. Aiming at the privacy
of published traces with a game-theoretic model under the scene of the active attacks and defense actions were modeled,
and the attack and defense games were analyzed. Also ability of an adversary and the goal that a defender wants to
achieve by the information entropy were quantified. By the analysis of true traces, the Nash equilibrium point under the

game of complete information and an optimal defense strategy providing the user with the best privacy level for each at-
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tack strategy were presented.
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Input: {L]i=1,2,"*, N}
Output: Identified traces

Begin:
For(m=0; m<number_of trace; m++)
{ /*initially all traces are possible candidates to each vic
tim*/
Candidate_set,={Lj|i=1,2,"**, N}
}
While(sampling_time not ended)
{ For each node i met at sampling_time and j ECandi
date_set;
If(met node i at location r at sampling_time and L;(sampli
ng_time)!=r)
{ remove trace j from Candidate set;
If(|Candidate_set|=1)
Cascade(Candidate_set,m)
}
Evolve sampling time.
}
Cascade(Candidate_set,i)
{ L€ Candidate_set; is the identified trace
for(m=0; m<number of trace; m++)
If(L; € Candidate_set; in Candidate_set,, and m7i)
{ remove L; from Candidate_set,,
If(|Candidate_set,,|=1)
Cascade(Candidate_set,m)
}

}
End
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