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Risk assessment model based on fuzzy Petri nets 

GAO Xiang, ZHU Yue-fei, LIU Sheng-li, FEI Jin-long, LIU Long 

(State Key Laboratory of Mathematical Engineering and Advanced Computing, PLA Information Engineering University, Zhengzhou 450002, China) 

Abstract: Aiming at the complex in the process of network security risk assessment, the asset, vulnerability and threat 

were used as the major factors in security assessment to establish the hierarchical index system for security assessment. 

The concept of credibility was introduced, and the security risk assessment model and fuzzy reasoning algorithm based 

on fuzzy Petri net were also proposed, making use of fuzzy Petri nets method joined together with the AHP to analyze the 

question, and combining qualitative analysis and quantitative analysis together. The example analysis shows that the ob-

tained results are more accurate and scientific compared with traditional assessment methods. Therefore, this method is 

an effective network system risk assessment method. 
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0.481v = �

2

0.298v = �

3

0.222v = �ºÙ(5)y$

NO�û�¼dA*

max

3.046λ = �ºÙ(6)y$p

�ZRÈ* 0.023 0.1CI = < �Q�ÑÒNOp�Z

vè)ºöÀ]^s$�#K�U�W�[*� =V  

{0.481, 0.298, 0.222, 0.248, 0.448, 0.304, 0.362, 0.199, 

0.439, 0.474, 0.306, 0.220}) 

º§Uë^73y¶·n$9û­� ( )kM ) 

0.200 0.200 0.200 0.300 0.100

0.000 0.400 0.200 0.300 0.100

0.400 0.400 0.100 0.100 0.000

0.100 0.200 0.400 0.200 0.100

0.100 0.300 0.300 0.200 0.100

0.400 0.400 0.100 0.100 0.000

(2) (3) 0.000 0.000 0.100 0.500 0.400

0.100 0.100 0.400

= =M M

0.400 0.000

0.000 0.100 0.400 0.300 0.200

0.185 0.304 0.178 0.256 0.078

0.191 0.301 0.264 0.170 0.007

0.020 0.064 0.291 0.392 0.233

0.151 0.251 0.230 0.261 0.091
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