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Abstract: Memory operation based watermarking, a novel approach to software watermarking based on the dynamic 

memory behaviors of native code programs was introduced. The definition of dynamic cluster, memory relationship be-

tween clusters and matrix of memory relationship was given, and a detailed description of the software watermark em-

bedding and extraction procedure was given. The platform independence, credibility, data rate and cost of the algorithm 

were analyzed, its stealthy and resistance were evaluated by experiments. 
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