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Abstract: The permissions requested by Android applications reflect the behavior sequence of the application. While a 

generation of malicious behavior usually requires the cooperation of multiple permissions, so mining the association be-

tween permissions can effectively detect unknown malicious applications. Most researchers concerned the statistical 

properties of a single permission, and there was little researchers studying the statistical properties of the association be-

tween permissions. In order to detect unknown Android malwares, an Android malware detection method based on per-

mission sequential pattern mining algorithm was proposed. The proposed method design a permission sequential pattern 

mining algorithm PApriori to dig out permissions association. PApriori algorithm could discover permission sequential 

pattern from 49 malware families and build the permissions association dataset to detect malware. The experiment results 

prove that it performs better than other related work in efficiency and accuracy. 
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5.1  ���� 

ú39g±0 4 GB�È�ï0 Intel(R) Core(TM)2 

Quad 2.67 GHz��ïÚ@M%ç��ý�å��Ë

Ì�ÞÄ[ Java( PythonèéÉÊ4ú�%&'�

��.��Ú�­È�;�5 Pythonèé@M�ù

Þú�(Þßde;�5 Javaèé@M% 

5.2  ���� 

ú3æç5 3$$.ðM%1) 1 260$ñ^P

QZ[Ìfæç�Ä[�9[20]'å?�æçî%

�æçî� 1 260$PQZ[�V� 49$PQZ[

%&%2) 2012�( 2013�	
��
� 90$PQ

Z[%3) 4PQZ[Ìfæç�� Google PlayÚ

à wxJ Z[de��!4 2 000$4PQZ

[�Ìfæç% 

5.3  ���� 

X1 260$V�49&PQZ[�ÌfæçÉÊ¹

ûú3�©ò¼�ê(é�ê�óôµ�min_supg�

Å�4#&PQZ[�«J��©È�{%&'�

Asroot ( FakePlayer PQZ[%&íÆÇ4{$©

È�_Þ­�©È,+�K6õö6÷&PQZ[Ó

�
 DroidCoupon �DroidDeluxe�DroidDream�

DroidKungFuUpdate�Plankton( Tapsnake 6$PQ

Z[%&ÆÇ�©ÈÓ6�Z[deÆÇ�©È

«0�Ù�K6L�æõö4[ø%�m�Å�

4 41$PQZ[%&�«J��©È���ÈY

ùÏ�96¬Íú³�­ 3 ��4$.��%w

��Ä[�æ�ÌfæçXç�å���Þ(&

D 4 ò Android PQZ[ËÌ�ÞÉÊú3��

Xß% 

Ä[ç�å���ÞX 1 260 $PQZ[ËÌ
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X 1 260$PQZ[�Z°ËÌ��%X 2 000$4

PQZ[ËÌ�é�ê0 9.9%%X�
� 90$PQ

Z[�ËÌê0 50%%é�ê;�{'9ué/0

DroidKungFu2�DroidKungFu3&�PQZ[�K0

DroidKungFu &PQZ[�PQÊ0RS�ý9

native code '��" UpdateCheck cdlx native 

code º·�¤�ÃÊ�¬��ÆÇ"O�©È%

DroidKungFu &PQZ[�©È����_Þ67
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DroidRanger

[8]

%2012��Yajin Zhou�¢å�

4{$ AndroidPQRSËÌ�Þ DroidRanger

[8]

�

&'�{$.?ÛY©ÈÊ0�"l�c��� 

§�m�� 9$PQZ[%&Ä[�;<©È��

�m��è�©ÈÜÝ"l�7nPQZ[���

"l�c*0o$»*��{C%Cç�å���

ÞX 49 &PQZ[�©È��ú�4���«J

��©È���{þ���!©È,+ÜÝî�Ó

ÎËÌZ[deÉÊ-.%ç��ÞÓ DroidRanger

å�� 9$PQZ[%&ÆÇ�;<©ÈXßõ­

3 �%567�§��DroidRangerå��;<©

Èßà�È�õ�º»[YËÌPQZ[�<i«

F�é�ê�K6���9Lí?�&[Y"l�

7nPQZ[%Cç�����Þ7�º»[YË

ÌPQZ[% 

Kirin

[9]

%Enck�¢å�4{$ÛY©È�Android

PQZ[ËÌ�Þ Kirin

[9]

���4 9 p©È`�q

rõ­ 4 �%Ä[ KirinX 1 260$PQZ[ÉÊ

ËÌí�ËÌ� 36$�ËÌêþ0 2.87%�Z°�

�õ­ 5 �%X 2 000$4PQZ[ËÌ�é�ê

0 7.7%%X�
� 90$PQZ[ÉÊËÌ�í�Ë

Ì� 1$PQZ[% 

� 4 Kirin 9 ����� 

*+ ��,- 

1 SET_DEBUG_APP 

2 READ_PHONE_STATE, RECORD_AUDIO, INTERNET 

3 PROCESS_OUTGOING_CALL, RECORD_AUDIO, INTER-

NET 

4 ACCESS_FINE_LOCATION, INTERNET, RECEIVE_ 

BOOT_COMPLETE 

5 ACCESS_COARSE_LOCATION, INTERNET, RECEIVE_ 

BOOT_COMPLETE 

6 RECEIVE_SMS, WRITE_SMS 

7 SEND_SMS, WRITE_SMS 

8 INSTALL_SHORTCUT, UNINSTALL_SHORTCUT 

9 SET_PREFERRED_APPLICATION 

 

Androguard

[6]

%5Y9�Ú7�ËÁÂ=�Å

� 3 DroidRanger��	
��
����� 

��./0 DroidRanger12�34�� 5�
�12�67����89 

ADRD INTERNET, ACCESS_NETWORK_ 

STATE, RECEIVE_BOOT_ 

COMPLETED 

INTERNET, ACCESS_NETWORK_STATE, MODIFY_PHONE_STATE, READ_ 

PHONE_STATE, RECEIVE_BOOT_COMPLETED, WRITE_APN_SETTINGS,  

WRITE_EXTERNAL_STORAGE 

Bgserv INTERNET, RECEIVE_SMS, 

SEND_SMS 

INTERNET, RECEIVE_SMS, ACCESS_WIFI_STATE, WAKE_LOCK, ACCESS_ 

NETWORK_STATE, SEND_SMS, RECEIVE_BOOT_COMPLETED, READ_ PHONE_ 

STATE, BROADCAST_SMS, CHANGE_NETWORK_STATE, ACCESS_COARSE_ 

LOCATION, ACCESS_FINE_LOCATION, WRITE_EXTERNAL_STORAGE, 

DroidDream CHANGE_WIFI_STATE INTERNET, CHANGE_WIFI_STATE, ACCESS_WIFI_STATE, READ_PHONE_STATE 

DroidDreamLight INTERNET, READ_PHONE_STATE INTERNET, READ_CONTACTS, ACCESS_NETWORK_STATE, RECEIVE_BOOT_ 

COMPLETED, READ_PHONE_STATE , GET_ACCOUNTS, READ_SMS 

Geinimi INTERNET, SEND_SMS INTERNET, ACCESS_FINE_LOCATION, CALL_PHONE, MOUNT_UNMOUNT_ 

FILESYSTEMS, READ_CONTACTS, READ_PHONE_STATE, SEND_SMS, 

SET_WALLPAPER, WRITE_CONTACTS, WRITE_EXTERNAL_STORAGE 

jSMSHider INSTALL_PACKAGES INTERNET, ACCESS_NETWORK_STATE, DELETE_PACKAGES, READ_PHONE_ 

STATE , ACCESS_COARSE_LOCATION, INSTALL_PACKAGES, 

Pjapps INTERNET, RECEIVE_SMS INTERNET, RECEIVE_SMS, SEND_SMS, READ_PHONE_STATE, WRITE_ EX-

TERNAL_ STORAGE 

Zsone RECEIVE_SMS, SEND_SMS INTERNET, RECEIVE_SMS, SEND_SMS, RESTART_PACKAGES, ACCESS_ 

COARSE_LOCATION 

zHash CHANGE_WIFI_STATE INTERNET, READ_CONTACTS, ADD_SYSTEM_SERVICE, CHANGE_WIFI_STATE, 

RECEIVE_SMS, MODIFY_PHONE_STATE, ACCESS_WIFI_STATE, ACCESS_ 

NETWORK_STATE, MODIFY_AUDIO_SETTINGS, PROCESS_ OUTGOING_ 

CALLS, SEND_SMS, WRITE_SMS, CALL_PHONE, READ_PHONE_STATE, 

CHANGE_NETWORK_STATE, READ_SMS 
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Androguard

[6]

ËÌ»Z�ç�Ä[�æ�Ìfæç

îX AndroguardÉÊ4Ìf%�
bç Androguard

XY AndroidZ[�Ï�±9ÑÒ��
�
bç

� Androguard ÜÝî���	�ñ­�í?lu

4JO�de.����Xçú3����%K6

ç��?X����å?�Ubuntu+��	ARE


À`y� Androguard bçÉÊú3%ú3��

���� Androguard[YËÌ 1 260$PQZ[�

�ËÌ� 863 $PQZ[�ËÌê0 68.49%�Z

°��õ­ 5 �%X 2 000$4PQZ[ÉÊË

Ìé�ê0 0%X�
� 90$PQZ[ÉÊËÌ�

ËÌê0 0%�
9ËÌ"d'¬�ú�@���

­�$.Z[¬�67È��Éd�Qh��% 

Google%Googleå�4{$ïðPQZ[�cd

®Application Verification Service°%Xuxin Jiang�¢X

�cdÉÊ4�¦�ËÌ

[7]

��æÄ[ç�Ä[�P

QZ[îÌf�X 1 260$PQZ[ÉÊËÌ�íË

Ì� 193 $PQZ[�ËÌêí� 15.32%�õ­ 5

 �%�"Ìf�����Application Verification 

Service7�í?�Z[de�SHA1g(.ðY*

0ÜÝSÉÊËÌ�<iËÌê]w% 


Ú ¯�DroidRanger ,Y©È�"l�c

¬���þ�©Èqr�
¬�º»[YËÌP

QZ[%�ç���ÞÓ Kirin�Androguard (

®Application Verification Service°�ßà�Ä[ 1 260

$PQZ[æç(�
� 90 $PQZ[ÉÊú3�

� 5 �	
�� Androguard�

��

�Google � Kirin��
�������� 

��./0 

:5

;< 

Androguard Google Kirin 

5�


� 

��./0 

:5

;< 

Androguard Google Kirin 

5�


� 

ADRD 22 19 8 1 19 AnserverBot 187 0 2 2 187 

Asroot* 8 0 5 0 0 BaseBridge 122 100 7 3 82 

BeanBot 8 0 0 0 7 Bgserv 9 0 0 0 8 

CoinPirate 1 0 0 0 1 CruseWin 2 0 0 0 2 

DogWars 1 0 1 0 1 DroidCoupon* 1 0 0 0 0 

DroidDeluxe* 1 1 0 0 0 DroidDream* 16 16 6 0 0 

DroidDreamLight 46 0 18 0 31 DroidKungFu1 34 33 8 1 22 

DroidKungFu2 30 30 9 0 13 DroidKungFu3 309 285 21 14 228 

DroidKungFu4 96 96 18 0 89 DroidKungFuSapp 3 0 0 3 3 

DroidKungFuUpdate* 1 0 0 0 0 Endofday 1 0 0 0 1 

FakeNetflix 1 0 0 0 1 FakePlayer* 6 0 5 0 0 

GamblerSMS 1 0 0 1 1 Geinimi 69 67 11 3 53 

GGTracker 1 0 1 0 1 GingerMaster 4 4 2 0 4 

GoldDream 47 32 6 0 46 Gone60 9 0 0 0 9 

GPSSMSSpy 6 0 1 0 6 HippoSMS 4 3 1 0 4 

Jifake 1 0 0 0 1 jSMSHider 16 16 4 0 9 

KMin 52 52 39 0 52 LoveTrap 1 1 0 0 1 

NickyBot 1 0 0 1 1 NickySpy 2 2 0 2 2 

Pjapps 58 40 8 3 55 Plankton* 11 11 2 1 0 

RogueLemon 2 0 0 0 2 RogueSPPush 9 9 0 0 3 

SMSReplicator 1 0 0 0 1 SndApps 10 10 0 0 10 

Spitmo 1 0 0 0 1 Tapsnake* 2 1 1 0 0 

Walkinwat 1 1 1 0 1 YZHC 22 22 3 1 22 

zHash 11 0 1 0 11 Zitmo 1 0 0 0 1 

Zsone 12 12 4 0 11       

=> 1 260 863 193 36 1 003       

?�@?*�A5�
�BC���	
D0E��FG 0H 
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