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Android malware detection method based on
permission sequential pattern mining algorithm

1 . 1,2 1 .2
YANG Huan', ZHANG Yu-qing *“, HU Yu-pu ', LIU Qi-xu
(1. State Key Laboratory of Integrated Services Networks, Xidian University, Xi'an 710071, China;

2. National Computer Network Intrusion Protection Center, University of Chinese Academy of Sciences, Beijing 100190, China)

Abstract: The permissions requested by Android applications reflect the behavior sequence of the application. While a
generation of malicious behavior usually requires the cooperation of multiple permissions, so mining the association be-
tween permissions can effectively detect unknown malicious applications. Most researchers concerned the statistical
properties of a single permission, and there was little researchers studying the statistical properties of the association be-
tween permissions. In order to detect unknown Android malwares, an Android malware detection method based on per-
mission sequential pattern mining algorithm was proposed. The proposed method design a permission sequential pattern
mining algorithm PApriori to dig out permissions association. PApriori algorithm could discover permission sequential
pattern from 49 malware families and build the permissions association dataset to detect malware. The experiment results
prove that it performs better than other related work in efficiency and accuracy.

Key words: sequential pattern mining; data mining; malware detection; permission feature; Android OS
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lapk  ACCESS NETWORK STATE, READ PHONE STATE, AC-
CESS_FINE_LOCATION

2.apk  INTERNET, READ PHONE STATE, SEND_SMS

3apk  ACCESS NETWORK_STATE,INTERNET,READ PHONE
STATE, SEND_SMS

4.apk INTERNET, SEND_SMS
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Dy 49 DHEWBCEREINFEARPE, i=1,2,k, -, 49

min_sup: I/ SCRRREEVHEUSI(E

fth:  Dataset S KM EA BRI KR
Ik

1) for (i=1; i< 49; i++) {

2) Lyppend = delete_postfix_append (Dy,); //FEHIT
A B HE (A BR T4 5

3) D, = delete_postfix (Dy;); //MIExFTH N H#B
PR (1A PR T £ Hc 4 «

4) D; = delete_prefix (D,); //MER BT N FH 2>
PR (1R AS PR T £ Hc 4 «

5) L= max_permissions_gen (D;, min_sup);

z2 3 R R E 2 R A REIEE DB MBS KIEK TR

LRI A B T4 W /% -
{ ACCESS_ NETWORK_STATE } 2 50 I
{ READ_PHONE_STATE } 3 75 I

K { ACCESS_FINE_LOCATION } 1 25 &
{ INTERNET } 3 75 I
{ SEND_SMS } 3 75 I
{ ACCESS_ NETWORK_STATE, INTERNET } 1 25 &
{ ACCESS NETWORK_STATE, READ PHONE_STATE } 2 50 I
{ ACCESS_ NETWORK_STATE, SEND SMS } 1 25 &

B
{ INTERNET, READ PHONE STATE } 2 50 I
{ INTERNET, SEND_SMS } 3 75 I
{ READ_PHONE_STATE, SEND SMS } 2 50 I

=W { INTERNET, READ PHONE_STATE, SEND SMS } 2 50 i
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6) append Lappend to Lk//jﬂp‘%ﬁmﬁﬁ %ﬂz EF' 1% E[(] 1;/2

IR T2 41 B m 380 A R A R AR
7) add L to Dataset;

8) }

9) return Dataset

procedure max_permissions_gen (D, min_sup)

10) L, =find frequent 1—itemsets(D);

11) for (k=2; Ly1#D; k++) {

12) Cy= apriori_gen (Ly-1);

13) for each permission sequence te D{
14) C,= subset (C,, 1),

15) for each candidate ce C;

16) c.count ++;

1M

18) Ly = {ce Cy| c.count=min_sup}
19)

20) return Ly;

procedure apriori_gen (Lj—1)
21) for each /ye Lj—;
22) for each Le L

23)

if (=LAD" 2]=6L12D" "

(h [k=2] =L [k=2]) " (i [k=1] <L [k—1]) then {
c=0ER b IERD: ARk
if has_infrequent subset (c, Ly-1) then

24)
25)
26)

2 5
27)

delete c; /B0 BRI Z A

else add c to Cy;

__________________

BUEFEAE
BN AR A

TR B AR

JEBRRL
HEAEE

FAREASR A

HEATREI

28) }

29) return Cy;

procedure has_infrequent subset (c, Ly—1) /1§
S R

30) for each (k—1)—subset s of ¢

31) ifse Ly then

32) return TRUE

33) return FALSE
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E: manifest(line=2)

A: android:installLocation(0x010102b7)=(type 0x)0x0

A: package="com.example.android.service”(Raw:"com.example.android.service")

E: uses-permission(line=3)

A: android:name(0x01010003)="android.permission. GET_ACCOUNTS"(Raw:

"android.permission. GET_ACCOUNTS"

E: uses-permission(line=4)

A: android:name(0x01010003 )="android.permission. INTERNET"(Raw:
"android.permission.INTERNET")
E: uses-permission(line=5)
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E: uses-permission(line=6)
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E: uses-permission(line=8)
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DroidRanger™. 2012 4, Yajin Zhou %5 A2
T Android & ACH I 7% DroidRanger'™,
Horp Ay — 800 2 TARAT A ik yEm L, Fah
AIFREE 9 KRN Z AL T R ACR, R
P &5 ORI PR IR I D8 H T B NV, K%
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Kirin™. Enck 2 N3 T — M ETAPR Android
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1 SET DEBUG APP

2 READ_PHONE_STATE, RECORD_AUDIO, INTERNET
3 PROCESS_OUTGOING_CALL, RECORD_AUDIO, INTER-
NET

4 ACCESS FINE _LOCATION,
BOOT COMPLETE

5 ACCESS COARSE LOCATION, INTERNET, RECEIVE_
BOOT _COMPLETE

INTERNET, RECEIVE_

6 RECEIVE_SMS, WRITE_SMS
7 SEND_SMS, WRITE_SMS
8 INSTALL_SHORTCUT, UNINSTALL_SHORTCUT

9 SET_PREFERRED_APPLICATION

Androguard® . FH T 7E R 1T LLIR 75 5 Hh 3k A

%3 DroidRanger FAZN 3L 77 752 BRAY R BR 3T Lk
TR % DroidRanger 3 Hi (18U AR ARSI H AR R AT A PR I A
ADRD INTERNET, ACCESS_NETWORK_ INTERNET, ACCESS NETWORK_STATE, MODIFY PHONE STATE, READ_
STATE, RECEIVE_BOOT _ PHONE STATE,  RECEIVE BOOT COMPLETED,  WRITE APN_SETTINGS,
COMPLETED WRITE_EXTERNAL STORAGE
Bgserv INTERNET, RECEIVE_SMS, INTERNET, RECEIVE SMS, ACCESS WIFI STATE, WAKE LOCK, ACCESS_
SEND_SMS NETWORK_STATE, SEND_SMS, RECEIVE_BOOT COMPLETED, READ_ PHONE _
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A iiﬁ Androguard  Google  Kirin 2}5?; AR 5 ﬁﬁ Androguard  Google  Kirin f;
ADRD 22 19 8 1 19 AnserverBot 187 0 2 2 187
Asroot* 8 0 5 0 0 BaseBridge 122 100 7 3 82
BeanBot 8 0 0 0 7 Bgserv 9 0 0 0 8
CoinPirate 1 0 0 0 1 CruseWin 2 0 0 0 2
DogWars 1 0 1 0 1 DroidCoupon* 1 0 0 0 0
DroidDeluxe* 1 1 0 0 0 DroidDream* 16 16 6 0 0
DroidDreamLight 46 0 18 0 31 DroidKungFul 34 33 8 1 22
DroidKungFu2 30 30 9 0 13 DroidKungFu3 309 285 21 14 228
DroidKungFu4 96 96 18 0 89 DroidKungFuSapp 3 0 0 3 3
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Zsone 12 12 4 0 11
Jupes 1260 863 193 36 1003
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