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IDS alert clustering algorithm based on chaotic 
particle swarm optimization 

XU Xiao-bo1,2, JIANG Qin-qin 2, ZHENG Kang-feng2, WU Bin2, YANG Yi-xian2 
(1. The 30th Institute of China Electronics Technology Group Corporation, Chengdu 610041, China; 

2. Information Security Center, Beijing University of Posts and Telecommunications, Beijing 100876, China)  

Abstract: In order to improve the quality of alerts in intrusion detection system (IDS) and reduce the large number of 

redundant alarms, an IDS alerts clustering algorithm based on chaotic particle swarm optimization was proposed. It made 

the motion of particles with characteristics of chaos�so as to make particles move between the state of chaos and stable, 

and gradually close to the optimal value. The CPSO algorithm could overcome the problem of premature and local opti-

mization, and take the center of cluster to find the global optimal solution. The analysis and experiment show that the al-

gorithm can significantly reduce the number of alerts and improve its quality, and has a high detection rate and low false 

detection rate. 

Key words: intrusion detection system; alert clustering; chaos; particle swarm optimization 
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 1( 1) ( ) rand( ) [ ( ) ( )]id id id idv t w v t c p t x t+ = × + × × − +
 2 rand( ) [ ( ) ( )]gd idc p t x t× × −  (1) 

 (1 )( )  ( 1) idr
id idc t c t += −  (2) 

 

( ) ( ( 1) )

7.5
exp((1 exp( 200 ( ))) (3 ( ( 1) 

id id d i

id id
d

x t x t M

c t x t

ψ

ψ

= − + × ×

− − × × − − +

))) exp( 400 ( ))  ( )d i d i id idM M c t v tψ ψ× − × + − ×  (3) 
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��
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��: 

  ���: X={x1�x2���xn} 

  ����: k 

��: 

  Clusters:{C1�C2���Ck} 

� ! K"��#$: 

1) for i=1:N 

2) for j=1:k 

3)  v(i,j)=�j*Mi* (−1+2*rand); 

4)  x(i,j)=�j*Mi*(−1+2*rand); 

5) end for 

6)end for 


��
�%&: 

7)for t=1:MaxDT 

8) for i=1:N 

9) v(i,:)=wight*v(i,:)+c1*rand* (y(i,:)−x(i,:))+c2*rand* (pg−x(i,:)); 

10)   for l=1:D 

    x(i,:)=x(i,:)+v(i,:); 

11)    if move<10−6 

12)     w(i,l)=0.999; 

13)    end 

14)    x(i,l)=(x(i,l)+((7.5) *Mi/�l)) *exp((1−exp(−a. *w(i,l)))* 

(3−vq(l) * (x(i,l)+((7.5) * Mi/�l))))−((7.5) * Mi/�l)+ 

(exp(−2*a*w(i,l)+b)) *v(i,l); 

15)    if fitness(x(i,:),D)<p(i) 

16)     p(i)= fitness(x(i,:),D); 

17)     y(i,:)=x(i,:); 

18)    end if 

19)   if p(i)<fitness(pg,D) 

20)    pg=y(i,:); 

21)   end if 

22)  end for 

23)  Pbest(t)=fitness(pg,D); 

24) end for 

25)end for 

'()�*+: 

26)for t=1:n 

27)  for c=1:k 

28)   DISc=||xt−zc||, 

29)  end for 

30)  d={d1,d2���dk}, 

31)  find min(d); 

32)  Cp.add(xt); 

33)end for 
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steal(«Ê)®modify(¬()®delete(­�)0 
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Z[EjÅI� MSG º^»y'�S¸|}~�

n¶¼­v�0a$HOME_NET any -> $EXTER-

NAL_NET any (msg:"P2P GNUTella client request"; 

flow: to_server,established; content: "GNUTELLA"; 

depth:8; metadata:policy security-ips drop; classtype: 

policy-violation; sid:1432; rev:7)0 

`Xp�MSG���½¾a6 �ÑÁ?@H

¿\=>0chat1®ÀÁ(game)®mail®oracle JK

Â®�Ã (policy)® http åÄÅ (sql-injection®

web-attacks)®mysqlJKÂ®�Æ×(windows media)
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successful-user\ unsuccessful-user0 

Ê"ÏsÐ�0±ÑÒ4
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suspicious-login\ default-login-attempt0 

Ê"ÔÊ��Hattempted-recon0 

ÔÊ��¹Î\ÕÖHsuccessful-recon-limited\ 

successful-recon-largescale0 

� Hnetwork-scan\protocol-command-decode0 

Ê"×1.P�÷0��®·Ñ®ØÙ1Hshell 

code-detect\system-call-detect\string-detect\trojan- 

activity0 

uÚÛÜåÄ78Hattempted-dos\denial-of- 

service\successful-dos0 

ØÙ��Htrojan-activity0 

<'uÚÛÜåÄ78Hattempted-dos\ de-

nial-of-service\successful-dos0 

�6 Web  ��78Hweb-application-attack\ 

web-application-activity\non-standard-protocol0 

Ýw�ë�ÃHpolicy-violation0 

RPCåÄ78Hrpc-portmap-decode0 

Þ'OP78®Q'� !"KªrsMN�

ßoHunknown\bad-unknown0 
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âïJð@:Hw =0.729 8
c1=c2=1.496 2
T=1 000


r(i,d)=0.5+0.005rand
N=20
Cid(t)=0.999
Ψd:�

ñBCDÀÔÒ
 Mi=0.5
àá	�ç:

Ψd×Mi×(2*rand()−1)0 
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CPOS-KM ´º�s8

d�v3412789:0 

� 1 �������	
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PSO-KM���� 34 CPSO-KM���� 
��� K 

567 8�7 567 8�7 

20 73.7 0.91 75.4 0.82 

30 86.7 1.36 90.3 1.13 

40 85.3 2.47 88.9 1.87 

50 76.4 2.58 81.6 1.94 

60 69.8 2.12 75.3 1.53 

70 69.7 1.78 7695 1.08 

80 69.7 1.78 74.5 1.05 

:; 74.43 1.86 80.35 1.35 

 
5.2  �������� 

'tu��óôp
678,-���94

"
';� 192.168.1.108²��MS08-067��


6;� 192.168.1.114�9780́ µ�`Xda6
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ALEART 1: 04/09-14:51:43.051508 [**] [1: 

648:10] SHELLCODE x86 NOOP [**] [Classification: 

Executable code was detected] [Priority: 1] {TCP} 

192.168.1.108:3169 -> 192.168.1.114:1350 

,-���� 1H�6 SHELLCODE x86��


^Ê"×1Oõ9��0 

ALEART 2: 04/09-14:51:43.051508 [**] [1: 

3397:8] NETBIOS DCERPC NCACN-IP-TCP ISys-

temActivatorRemoteCreateInstance attempt [**] 

[Classification: Generic Protocol Command Decode] 

[Priority: 3] {TCP} 192.168.1.108:3169 -> 192.168.1. 

114:1350 

,-���� 2H�4 NETBIOS��0 

ALEART 3: 04/09-14:51:30.112161 [**] [1: 7209: 

10] NETBIOS DCERPC NCACN-IP- CP srvsvcNetr- 

PathCanonicalize overflow attempt [**] [Classifica-

tion: Attempted Administrator Privilege Gain] [Priority: 

1] {TCP} 192.168.1.108:3161 -> 192.168.1.114:4450 

,-���� 3H¢� NETBIOS ��^Ê"
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