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Image encryption algorithms based on chaos through 

dual scrambling of pixel position and bit 

DENG Xiao-heng, LIAO Chun-long, ZHU Cong-xu, CHEN Zhi-gang 

(School of Information Science and Engineering, Central South University, Changsha 410083, China) 

Abstract: As the current popular chaos-based image encryption algorithms with the permutation–diffusion structure have 

security flaws of no immunity to attack. A new image encryption algorithm was proposed based on the analysis of current 

algorithms, which can well resist the chosen-plaintext and the chosen-ciphertext attacks. The algorithm uses Kent chaotic 

map to generate key streams, and produces the parameters of the chaotic system and the iteration times according to the 

characteristics of plaintext pixels and input key. Firstly, the positions of pixels were shuffled totally with the chaotic se-

quence. Secondly, the 0 and 1 bit positions of image pixels were scrambled by using another chaotic sequence generated 

by the input key. The experimental results show that the algorithm cannot only resist the chosen plaintext attack and cho-

sen ciphertext attack but also achieve better cryptographic properties,such as key space, statistical analysis. 
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(0.123 456 789 2, 0.23) 0.996 4 0.335 3 0.996 2 0.334 8 

(0.123 456 789 1, 0.23+10

−10

) 0.996 2 0.335 7 0.996 0 0.334 6 

(0.123 456 789 1, 0.23+2×10

−10

) 0.995 8 0.334 6 0.996 2 0.334 7 

 

� 1 �Lena�������������� 


� ��� ��� ��[2] ��[9] ��[10] ��[15] ��[22] ��[23] ��[24] ��[25] 

�� 0.945 0 0.001 7 −0.014 2 0.020 4 0.024 2 0.000 8 0.081 5 0.011 7 0.012 7 −0.002 9 

�� 0.970 4 −0.000 3 −0.007 4 0.001 74 0.019 4 0.003 7 0.040 0 0.002 6 0.019 0 −0.015 0 

�� 0.924 7 0.000 1 −0.018 3 −0.023 1 0.002 4 −0.000 2 0.004 7 0.001 0 0.001 2 0.012 9 

                   

(a) ���             �����	�(x

0

, S

2

)            �����	�(x

1
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21

)           �����	�(x

1
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22
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7�89:;<=>?@�ABCD���E

����FG�����H������

[16,17]

6I

EJ��KL����MNO���PQRS�

BTUVWXY�AB�Z[��<=\]�34

�5�^�_�M`�abc9�AB�de-&

���HBTUVWXY�AB<=\]3�34

�5f*��g���hGi��CDjklAB

mn�i�BTUVWX Y�ABH`�abc9

�AB��i���34�5%Po�Z[p9:

)�AB�^deq��nr�s	��hG�9

:jk�tuZ[hG

[16,17]

6vw�xyz{-|

��hG}V~�]��xy��6 

�hG�BTc99:���$�34�5

X T={t

1

, t

1

, �, t

L

}, LXAB�BT�'�BTU<

=�����$����34�5XK={k

1

, k

2

, �, 

k

L

}6 p3�T N K �����NCDr��p�

��5n�uN���AB��mn'���T

N K�X���5�12�56����AB��

X P={p(1), p(2), �, p(L)}; BTc99:)�AB

X Q={q(1), q(2), �, q(L)};BTU<=��)��

���ABX C={c(1), c(2),�, c(L)}62�����

���*�(16)H�(17)� 6 

 q(i)=p(t

i

) (16) 

 c(i)=f(q(i), k

i

 ) (17) 

p3�f(x,y)=¡¢�����£��E¤�� f(q(i), 

k

i

)=q(i)⊕k

i

6vw¥b-+¦hG�������F

G�§����¨�©�ª��AB C={38, 9, 127, 

0}���«¬pRS L=4;de®¯hG«¬<=

��£� f(q(i), k

i

)=q(i)⊕k

i

6���°��±�ª!

"��AB² Pa={0, 0, 0, 0}, ³��)§��$

-&��X Ca={12, 7, 254, 32}'()����

�±´ª!"��AB² Pb={45, 50, 70, 110}, ³

��)§��$-&��X Cb={98, 65, 204, 13}6

1) * Pa,Ca-��Z� K6�X�Pa=Qa={0, 0, 0, 

0}'de�(17), k

i

=ca(i)⊕qa(i)�i��K={12⊕0, 

7⊕0, 254⊕0, 32⊕0} ={12, 7, 254, 32}'2) * Pb,Cb

-��Z� T6�X�Qb={cb(1)⊕k

1

, cb(2)⊕k

2

, cb(3)⊕ 

k

3

, cb(4)⊕k

4

} ={98⊕12, 65⊕7, 204⊕254, 13⊕32}= 

{110�70�50�45}'µ¶-· QbN Pb3�¸

BTU�¹��0 T={4, 3, 2, 1}6*�12�5 Kº

T NAB��mn������¹�»�i���

�5 KºT¼�����AB C={38, 9, 127, 0}��

0p��� P={32, 129, 14, 42}6 

-�½�hG�¾���(�)���¿À�t²

vqÁÂÃ��±��»�BTUVWXY�ABÄ

(��Z[0�(5)3�

i

D �Å*

i

D #ÆÀ.0

i

d �

ÇÈÆÀs	BT3�¸M·!É��Ê�i���

<=\]�34�5ÆÀZ['±´�¹�ËÌ�$

BTUVWXY�AB��i���34�5�#�

`�abc9�ABHp-&���Z[0ÍAB

�9:jk6Å�9:jkÇ����Í!	�A

B��XO���AB���N�AB�BTUÎH

#Æ�	%1�³Ïh)�$�CDÐÑÒ�ÇÈÆ

�Q�i� 2MAB��i���9:jkÇÈÆ�

Q�tuÆÀ��Z[O�����6i��½�Ó

0�hGÀÔÕ¾���(�)���6 

4  ��� 

½�Ó0�hG���Ö×�7�BTc9

9:HBTU���CDAB��hG6Ö×�h

GÆ�ØÙ©|89:;<=>hG�ÚÁ�Û

ÜÝ©|hGÞß���(�)����~Á6½

hG�àá!Á²v6 

1) ��r�Æ^��¯�È�	Xâ	�r
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��(�)���Àä6 
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¹Iì9:BTU3�·!Âz|���ÓíhG

�}V¿6 

3) îï©BTUðñ��\]��·!9:)
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ü���Àä6 
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6 
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